I'maBa 7: [Taker 3anpoca BBO/1a/BBIBOA

ITocne Toro, Kak TUIMYHBIN JIpaiiBep 3aBepIIaeT CBOO MHULIManu3auuio B DriverEntry, ero
OCHOBHas 3aJaua — 00pabaThIBaTh 3aPOCHl. DTH 3aIPOCHI YIIAaKOBAaHBI B BHJIE
MOJTIyIOKyMEHTHPOBAHHOW CTPYKTYPHI MaKkeTa 3anpoca BBoaa-BeiBojaa (IRP).

B s10i1 rmaBe Me1 60s1ee moapoOHO paccmoTpuM nakersl IRP u To, Kak npaiiBep oOpabaTbiBaeT
CTaHIapTHbIE TUIIbI ITakeToB IRP.

B sr1oi1 rase:

* Beenenue B IRP.

* V3716l YCTPOWCTB.

* IRP u pacronoxeHue creka BBOJa-BbIBOJA.
* [Ipouenypsl OTIIpaBKH.

* JIoCTyTI K TIOJIb30BaTEIbCKIM Oydepam.

» CobupaeMm Bce BMecTe: HyneBoit apaiisep.
Beenenue B IRP

IRP - 3710 cTpyKTYpa, KOTOpas BBIAEIAETCS U3 HEBBITPYKaeMOrO ITyJia, KaK IPaBUJIO, OMHUM U3
«MEHEIDKEepOBy (IHcreTdep BBOAa-BrIBOMA, Aucnerdep Plug & Play, mucnerdep nuranus), HO
TaK)Ke MOXKET OBITh BBIICTICHA JApaiiBepOM, BOZMOXKHO, JUIS MIEPEadn 3ampoca Ipyromy
IpanBepy.

Kak-651 IRP He BBIIENSICS, CEpBUC KOTOPBIN BBLACIUI ATy CTPYKTYPY OTBEUYAET 3a €T0
0CBOOOXKIEHHE.

Korna npaiisep nomyuaer IRP, oH nonydaer ykaszarens Ha CTEK BBOJA-BbIBOJA B CaMOM
crpykrype IRP. 3Has, 4ro o sTomy ykaszareinto cieayeT Habop MECTOIOI0KEHUH cTeka BBOa-
BBIBOJIA, O/IHO U3 KOTOPBIX MPEJAHA3HAYEHO AJIsl UCTIOIb30BaHUsl IpaiiBepoM. UToObI MOITYyYHUTh
IIPABUWJIBHOE PACIIOIOKEHUE CTEKA BBO/IA-BbIBOJA, JPAaBEP BBI3BIBACT
IoGetCurrentIrpStackLocation.

Ha pucyHke nokasaHo KOHLENTyalIbHOE IpeacTasieHue nakera IRP u cBs3aHHOro ¢ HUM cTeka
BBOJIa-BBIBOJIA.

Pointer driver

receives
IRP
Current 1/O | IO _STACK_LOCATION
stack location I0_STACK_LOCATION
IO_STACK_LOCATION




[TapameTpsl 3ampoca Kak-To «pa30uThD» MEXLy OCHOBHOM cTpykTypoil IRP u Tekymieit
I0_STACK LCATION.

Y371bI YCTPOHCTB

Cucrema BBoJa-BbIBOjIa B Windows OpueHTHpOBaHa Ha yCTPOMCTBA, a HE HAa ApaiBepbl. ITO
UMEET HEeCKOJIBKO TTOCIIEICTBHIA:

* OOBeKTaM yCTPOUCTB MOXKHO JJaBaTh MMEHA M OTKPBIBATh JECKPUIITOPBI OOBEKTOB YCTPONCTB.

Oynkuus CreateFile npuHMaeT cCHMBOJIMYECKYIO CCHUIKY, BEAYIIYIO K UMEHU O0BEKTa
ycrpoiictBa. CreateFile He MOXKeT IPUHATH UMS JIpaiiBepa B Ka4eCTBE apryMeHTa.

» Windows mojyiep>kiBaeT HaCJIOEHUE YCTPOUCTB - OHO YCTPOUCTBO MOXKET OBITh PACIIONIOKEHO
MOBEPX JIPYroro. ITo 03HAYAET YTO JIFOOO0H 3ampoc, alpeCOBAHHBIN HIKHEMY YCTPOMCTBY,
CHaJaja JOCTUTHET CAMOTO BEPXHETO YPOBHS. JTO HACIOCHUE OOBIYHO UCTIOIB3YETCS IS
anmaparHbIX YCTPOUCTB, HO paboTaeT ¢ JFOOBIMH THITAMU YCTPOMCTB.

Ha pucynke Hrxke nokasaH MpuMep HECKOIBKUX YPOBHEN YCTPOMCTB, «YJIOKEHHBIX)» OIHO
MOBEPX APYroro. IToT HAOOP YCTPOMCTB U3BECTEH KAK CTEK YCTPOICTB, MHOT/Ia HAa3bIBAEMBIN
y3710M ycTpoiicTBa. Ha pucyHke ecTh 1IeCcTh CI10€B Wi ECTh yeTpoucTB. Kaxnoe u3 atux
YCTPOUCTB Ha caMoM Jiene npencrasisieT coboit ctpyktypy DEVICE OBJECT, co3nannyto
BbI30BOM cTaHapTHoi ¢pyHkuuu loCreateDevice.
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Pasznuynbie 00BEKTHI YCTPOKCTBA, KOTOPBIE COCTABIISIOT YPOBHH y37a ycTporicTsa (devnode),
UMEHYIOTCSI B COOTBETCTBUU C MX POibio B devnode. DTH posv akTyaabHBI JJIs allapaTHOTO
y3J1a yCTpOMCTBA.



Bort KpPaTKOC U3JI0KCHHUC 0603HaquHﬁ, NpCACTAaBJICHHBIX HA PUCYHKEC BbIIIC:

* PDO (Physical Device Object) - HecMoTpsi Ha Ha3BaHHe, B HEM HET HUYETO «(PU3NIECKOTOY.
OT0 00BEKT YCTPONCTBA CO3/1a€TCS APAUBEPOM ILIHHBI - APAHBEPOM, KOTOPBIN OTBEYAET 32
KOHKpeTHY1o muny (Hanpumep, PCI, USB u T. A.). TOT 00bEKT yCTpoiicTBa MpeICTaBIsET TOT
(axT, 4TO B 3TOM CJIOTE €CTh KaKOE-TO YCTPONCTBO.

* FDO (¢pyHkumoHanbHbIN 00BEKT YCTPOMCTBA) - 3TOT 00BEKT YCTPOICTBa co3jaeTcs
«HACTOSIILIUMY ApailBepoM, 3TO ApaiiBep, KOTOPhI 0OBIYHO MPEAOCTABIISAETCS TOCTABIIUKOM
000pyI0BaHUs, KOTOPBIN pa30upaeTcs B JeTalsIX yCTPOHCTBA.

* FiDO (00BexT ¢puiibTpa) - 3TO JOMOIHUTENbHBIE YCTPOUCTBA QUIIBTPALIUU, CO3/IaHHBIE
npaiiBepaMu (pUIBTPOB.

Menemxkep Plug & Play (P&P) B aToM cityuae oTBeuaeT 3a 3arpy3Ky COOTBETCTBYIOIIUX
NpaliBepoB, HauMHasi CHU3Y. B kadecTBe mpumMepa npeanoiaoxum, 9to devnode Ha pUCYHKE BBIIIE
MIPEACTABISIET CO00M HAOOP JIpaiiBEpOB, KOTOPKIE YIIpaBisioT ceTeBoi kapton PCI.

[TocnenoBarenbHOCTh COOBITUM, TIPUBEIIINX K CO3IaHUI0 3TOro devnode MOKHO pPe3IOMHPOBATh
CIIEYIOIUM 00pa3oM:

1. Hpaiteep munbl PCI (pci.sys) pacmo3HaeT (pakT HaJIu4us 9ero-Tu00 B 3TOM KOHKPETHOM
CIIOTe.

On cozmaer PDO (IoCreateDevice), 94To0bI yka3ath 3TOT (akT. J[paiiBep NIMHBI HE 3HACT,
3TO ceTeBas KapTa, BUACOKApTa HITH YTO-TO €IIe, OH TOJBKO 3HAET, YTO TaM YTO-TO €CTh H

MOJKET U3BJIEKaTh OCHOBHYIO HH(OPMAIMIO U3 CBOETO KOHTPOJLIEPA, TAKYIO KaK UACHTU(UKATOP
MOCTaBIINKA U UIEHTH(PHUKATOP YCTPOUCTBA.

2. Mpaiisep munbl PCI yBenommser qucnerdep P&P 06 naMeHeHusx Ha cBoeH IIMHE.

3. Menemxep P&P 3anpammaer cnrcok PDO, ynpasisiembix npaiiBepom muHbl. OH noixydaer
obpatHo criucok PDO, B koTopbie BKIIFOUEH 3TOT HOBBIM PDO.

4. Tenieps 3agaua MeHepkepa P&P - HaliTu 1 3arpy3UTh COOTBETCTBYIOIUI ApaiiBep Jisl HOBOTO
PDO. OH BbIgaeT 3anpoc K IpaiBepy MUHBI, YTOOBI 3aIPOCUTH MOJIHBIA UACHTH(PHUKATOP
YCTpPOMCTBA.

5. mes 3TOT uaeHTHUKATOp 000pynoBaHUs Ha pyKax, MeHemkep P&P npocmarpuBaet peectp
B HKLM\System\CurrentControlSet\Enum\PCI\(Mneatudukarop obopynosanus). Eciu
npaiiBep ObLI 3arpy>KeH paHblile, OH OyJIeT 3aperucTpupoBaH Tam, U MeHemxkep P&P ero
3arpys3mur.

Ha pucynke Hrpke mokasan npuMep uaeHTU(dUKaTopa 000pyI0BaHMs B peecTpe (apaiiBep
muctuiest NVIDIA).

6. Jlpaiiep 3arpyxaet u co3naet FDO (eme ogun Be130B loCreateDevice), HO qo0aBisiet
nononHuTenbHbIN BB130B loAttachDeviceToDeviceStack, Takum 00pa3oM IpHUCOEIUHSACH K
IpeblIyIeMy ypoBHIO (00braH0 PDO).
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Taxoke 3arpy»xarrcsi 00beKThl GUIBTPYIOLIUX YCTPONCTB, €CJIM OHU MPABUIIBHO
3aperucTpupoBaHbl B peecTpe. Kaxiplii 3arpykeHHbIi qpaiiBep GuiibTpa co3gaet CBOH
COOCTBEHHBIN OOBEKT YCTPOICTBA M MPUKPEIUIAET ero MOBEpX MpeablIyero cios. Bepxuue
¢GuIbTpEI paboTaIOT TakK Xke, HO 3arpyxatorcs nociae FDO. Bee aTo o3Havaer, yTo ¢
JEHCTBYIONTUMU y3llaMu pa3padbotku P&P nmeercs kak munumywM n8a ciiost - PDO u FDO, Ho
MOXET OBbITh U OOJIBIIIE, €CITU 3a/1eHCTBOBAHBI (PHIIBTPHI.

Pa3zpaboTka anmapatHbIX IpaiiBepoB OyaeT oOCcykaaThes B riase 11.

[Tonck HMKHUX PUIBTPOB OCYIIECTBIISIECTCS B IByX MECTAX: KIIFOU aIllapaTHOTO
ueHTU(UKATOPA, TIOKA3aHHBIA Ha PUCYHKE HIDKE, M COOTBETCTBYIOIIMI KJIACC HA OCHOBE
3nauenust ClassGuid, ykazannoro B HKLMSystemCurrentControlSet\Control\Classes.

Wms unbtpa, 310 3HaueHue - LowerFilters. MoxkeT-ObITh yKa3aHHO HECKOIBKO (DMIIBTPOB.

AHaJIOTUYHBIM 00pa30oM HIyTCs BepxHHUE GUIbTphl, HO uMs Guibtpa Oynet UpperFilters.

f.. Registry Editor

File FEt Wiew Favorites Halp
Computer\HKEY LOCAL_ MACHINESYSTEM, CurentControlSet, CantrolClassh{4d36e967-£325- 11 ce-bfc - 08002 be 103 12}

{ZEAOB43F-1045-4305-80F2-FDOSCSSFABRN, & || Mame Trpe Diata
131830 555-0381-4467-BTEC- 255015058543} ’f"E|[Dr“fauH‘:l REG_S7 fvalue mok sat]
I_f'l'hi-'\'. '.H.lh-D3H1_—:’r‘1[.~l’-3n’BL-H{l}P-1SD'.IHH§] _ilijtluss REG.SZ DickDrive
| / }f;:ﬂ;;g: 45;-?;;5::;33:?2::;} ’f!‘;|l.’lrm[]r~:r REG ST @c_diskdrioninf, SlassDesc Disk drives
N E35TSAD-500a-daB3-BF0E-BTIE DS dac] .-'-:]EnumP‘rupPaguH REG_3Z storprop.dil, DiskPropPegeP rovides
1455 5eaTef050-11d 1 -bShd-D0cDHa3T2aT) _"L‘:|Irr|nl‘.|th REG_MLILT 52 HhysternRoct %\ SystemA setupapi.dil - 33
4872 1B56-5795-11d2-b1a8-0080c T2eTa2] .‘I':JLDWHFIHHS REG_MLILT_5Z EhStorClass:
14843 ebd-4cia- 451 - bES-OciSaci2 e b ."'!":|NulnstaIIEIas: REG_ET 1
[ [#9cefiacl. G861 1d?- koS 000 TheTdad) .'L:]Sllzntln:ull REG_5Z 1
i1 3 [ [4d36e065-£325- 11 ce-bric1- 08002 be 10318} =&|UpperFilters REG_MLLT 52 Partmgr_

I 2d36e866-e325- 11 ce-bfc 1-08002be 10310}
¥ {£d36=067-2325- 11 ce-bfc1-0B002be 10318}
14d36e968-e325- 1T ce-blc 1-05002be 10315},
{4d36eltd-e325- 71 ce-brl 1 - 050010318}
[4436eha-0305- 11 co-bfe |- 0800 me10318E ¥




IHoroxku IRP

IRP co3maeTcst oqHIM MEHEKEPOB UCIIOTHEHUS - JUIst OOJBIIMHCTBA HAIIUX JIpaiiBepoB 310 1/O
Manager.

MeHemkep MHALIMATU3UPYET TOJIBKO OCHOBHYIO cTpyKTYypy IRP 1 pacnonoxenue neporo creka
BBO/Ia-BBIBOJIA. 3aTEM OH IepeaaeT ykazatesib IRP Ha camblil BepXHUIl ypPOBEHB.

Hpaiisep nomyyaet IRP B cooTrBeTcTBYyIOIIEH Tporpamme otnpaBku. Hanpumep, eciau 3to IRP
JUIS YTEHUs, Torzia ApaiiBep OyneT BbI3biBaThesl B cBoeM uHaekce IRP. MJ READ B maccuse
MajorFunction u3 o6bekTa npaiiepa.

Ha stom atane y apaiiBepa ecTb HECKOJIBKO BapuaHTOB Iipu padote ¢ IRP:

1. Ilepenaua 3anpoca BHH3 - €CJIM YCTPOMCTBO ApailBepa HE ABJISIETCS MOCIEIHUM YCTPOMUCTBOM
B y3J1€ pa3paboTKu, ipaiiBep MOKET MepeaTh 3apoc, €Cli OHA HE UHTEpEeCcHa JApaiBepy.
OOBIYHO 3TO BBINOJIHAETCSA ApaiiBepoM (UIbTpa KOTOPBIN MOTyYaeT 3ampoc, KOTOPbIil ero He
MHTEPECYyeT, U 4YTOObI HE MOBPEIUTh PYHKIIMOHAIBHOCTh YCTPOUCTBA (MIOCKOIBKY 3aIpocC Ha
camoM JieJie TIpeJHa3HaueH JJIsl YCTPOUCTBA HIKHETO YPOBHS), ApaiiBep MOXKET NepeaTh ero
BHMU3.

DTO HYKHO C/I€NIaTh ABYMs BBI30BAMM:

* Be3oB loSkipCurrentlrpStackLocation, 4To0bl yOSIUTHCS, UTO CIEIYIOIIEE YCTPOMCTBO B
odepesu YBUAMT Ty->k€ MH()OPMAIIHIO, YTO U 3TOMY YCTPOMCTBY - OHO J0JKHO BUJIETh TO XK€
PacIoIOKeHHUE CTEKa BBOJIa-BbIBO/IA.

* Bei3oB loCallDriver, nepenaBasi 00beKT HUKHETO yCTPOCTBA (KOTOPBIi ApaiBep MOTYyUHII BO
Bpems Bbi3oBa loAttachDeviceToDeviceStack) u IRP.

2. O6pabotka IRP - gpaiiBep, momyqaronuit IRP, moxxeT mpocto o6pabortats IRP, He mepenosas
€ro BHU3, B KOHeYHOM utore Bbi3BaB loCompleteRequest. JItoObie HIDKHHME YCTPOMCTBA HUKOTIA
HE YBUJIAT 3aIpoc.

3. KomOunanus (1) u (2) - npaiiBep moxeT npoBeputh IRP, caenars uto-uuOyas (Hanpumep,
3aperucTpUpoOBaTh 3aMpoc), a 3aTeM nepenars ero. iy oH MoXkeT BHECTH HEKOTOPhIE H3MEHEHHUS
B PacIoJIOKEHUE CIEAYIOIIETO CTEKAa BBOJIA-BbIBO/IA U 3aTEM NEPENATh 3apoc.

4. Ilepenaua 3anpoca 1 NOJy4YEeHHs YBEIOMIICHHSI, KOTIa 3alIpOC 3aBEPIIUTCS yCTPOHCTBOM
HIDKHETo ypoBHs — JI1000i ci10ii (KpoMe caMOro HUXKHEIr0) MOXKET HACTPOUTH MPOLEAYPY
3aBepIICHUs BBOJIA-BbIBO/IA, BbI3BaB loSetCompletion.

5. 3amyck acuHXpoHHOI 06paboTku IRP - npaiiBep MoXkeT 3aX0TeTh 00paboTaTh 3apPOC, HO €CIH
3anpoc JUIMHHBIN (TUIUYHO JAJIS allapaTHOTO JIpaiiBepa, HO TaK)Ke MOXKET ObITh B ClIydae
MIPOrpaMMHOTO JipaiiBepa), ApaiiBep MoxkeT noMeTuTh IRP kak oxxujaromuii, BeI3BaB
IoMarklIrpPending u BepayB STATUS PENDING ot ero pexxuma oTIipaBku. B KoHIle KOHIIOB,
eMy npuaercs 3asepiuts [RP.

Kak Tonbko kakoii-to ypoBeHb BbI3biBaeT loCompleteRequest, IRP pa3BopaunBaercst 1 HaunHaeT
«ToiHUMAaThCs» 00paTHO K cosnarento IRP (o0bryHo k Menemxepam). Ecnu npouenypsl
3aBepILCHHsI OBUIM 3apETUCTPUPOBAHBI, OHU OYIyT BBI3BIBATHCS B MOPSIKE, 00paTHOM
perucTpanuu, To eCTb CHU3y BBEPX.

IRP u pacnoJioikeHne cTeKa BBOAa-BbIBO1A



MdlAddress

MasterIrp

AssociatedIrp

Current I/O Stack Location IrpCount

I/O Stack Locations Count

ToStatus \\\\J SystemBuffer
UserEvent ctatue

Information

Cancel Routine

IO _STACK_LOCATION

IO_STACK_LOCATION

TO_STACK_LOCATION

Bot kpaTkoe u3j0:keHHe MoJIeil HA pUCYHKe:

» [oStatus - conepxxut craryc (NT STATUS) IRP u undopmarmonnoe nozie. Mapopmannonnoe
nose spisiercsa noauMopdueiM, umeet Tt ULONG PTR (32- unu 64-0uTHOE 11€710€ YKCII0), HO
ero 3HadeHue 3aBucut ot tuna IRP. Hanpumep, nns nakero IRP st urenus u 3anucu ero
3HAaYeHHE KOJTMYECTBO OANTOB, MEpEeIaHHBIX B OTIEPAITHH.

* UserBuffer - conepxxut ykazatens Ha Oydep monb3oBarens it cooTBeTcTBytomux [RP.

* UserEvent - aTo ykazarens Ha 00beKkT coObITHs (KEVENT), KoTOpBI OBLT peaocTaBieH
KITUEHTOM, €CIIU BBI30B SIBIIIETCS aCHHXPOHHBIM, U TaKO€ COOBITHE OBLIO MPEIOCTABICHO.

* AssociatedIrp - 3To 0ObeTMHEHNE COCTOUT U3 TPEX WIECHOB, TOJIBKO OAUH (HE OoJiee) u3
KOTOPBIX JICCTBUTEJICH:

- SystemBuffer - Hanboee yacTo HCTIOIB3YEMBIN YiIeH. ITO yKa3aTelb Ha BBIJCICHHBIN
CUCTEMOU HEBBITpY>KaeMblil Oydep myna, UCTIONb3yeMbId AJis onepaiuil 0ydhepru30BaHHOTO
BBOJIa-BBIBOJIA.

- Masterlrp - ykasatens Ha «rnaBHbli» naker IRP, eciu sTor naker IRP sBisiercs cBsi3aHHBIM
nakerom IRP.

- IrpCount - nna camoro rmaBHoro IRP B 3ToM nosnie yka3biBaeTcs KonuuecTBo cBsi3aHHbIX IRP.

* Cancel Routine - ykazarensr Ha TOAIPOrpaMMy OTMEHBI, KoTopas Bbi3biBaeTcs (eciau He NULL),
€CJIH 3alpalIuBaeTCs OIepaIys OTMEHa, HalpuMep, ¢ GYHKIIUAMH TOIh30BATEIHCKOTO PEXIMa
Cancello u CancelloEx.

[IporpaMMHBbIe ipaiiBepbl peAKO HYK1al0TCS B MPOLEAYpPax OTMEHBI, TO3TOMY MBI HE OyJeM
UCTIOJIb30BaTh UX B ATOHM KHUTE.



» MdlAddress - yka3piBaeT Ha He0Os3aTENbHBIN CIHCOK qecKpunTopoB namsatu (MDL). MDL -
3TO JTaHHBIE SJIpa, CTPYKTypa, KOTopasi 3HaeT, Kak onucarts Oydep B O3VY.

Kaxnpiii IRP conpoBoxnaercst onanM mnu HeckonbkuMu [0 STACK LOCATION. Ha
cienymomeM pucyHke nokasansl Baxxsble oyt B [0 STACK LOCATION.

MajorFunction |MinorFunction

Parameters

DeviceloControl

CompletionRoutine

StartDevice

Context

Bort kpaTkoe n3nokeHue moJiei, MoKa3aHHbIX Ha PUCYHKE:

» MajorFunction - 3to ocHoBHas (ynkius IRP (IRP.MJ CREATE, IRP. MJ READ ut. 1.).
D70 1oJie UHOT A MOJIE3HO, ECIIH JIpaiBep yKa3bIBaeT 0ojiee OHOTO KOjla OCHOBHOM (PYHKIIMU Ha
Te-Ke MPOIEAYPHl OOpaIIeHHUS.

* MinorFunction - Hekotopslie Tunsl IRP nmerotr Bropocrenenssie pynkuuu. 3to IRP. MJ PNP,
IRP_ MJ POWER u IRP_ MJ SYSTEM CONTROL (WMI). Tunu4HbIi KO AJIST TUX
00paboTUYMKOB UMEET NepeKiroUaTelb OCHOBaHHbIN Ha MinorFunction. Mel He Oyznem
WCIIOJIb30BaTh 3TH TUIIEI IRP B 3TOM KHHTE, 32 HCKITFOUEHHUEM JpaiiBEPOB (GUIBTPOB IS
anmaparHbIX yCTPOUCTB, KOTOPBIE Mbl pACCMOTPUM MOAPOOHO B riase 11.

» FileObject - FILE OBJECT, cBsa3annslii ¢ 3tuM IRP. B GonbiinHCTBE citydaeB He TpeOyeTcs,
HO €CTh U JOCTYIIEH JUIS MOJNPOrpaMM OTIPaBKH.

* DeviceObject - 00beKT ycTpoiicTBa, cBsi3aHHbI ¢ 3TUM IRP. ITponienyps! aucnetuepusanuu
MOJTYYal0T yKa3arelb, IOATOMY OOBIYHO IOCTYI K 3TOMY OO HE TpedyeTcs.

» CompletionRoutine - mporeypa 3aBepIieHus, KOTopasi yCTaHaBIMBAETCS IS PeIbIIYIEero
(BepxHuero) ypoBHs (ycranosieH ¢ loSetCompletionRoutine).

* KOHTEKCT - apryMeHT, nepeiaBaeMblil B IpoLelypy 3aBepIleHUs (€ClIu eCTh).

* [TapaMeTpsI - 3TO YyIOBHIITHOE OOBEANHEHHE COJECPKUT HECKOIBKO CTPYKTYP, KaXKaas U3
KOTOPBIX JIeHMCTBUTENbHA I ONpeieieHHON onepauuu. Hanpumep, B oneparuy 4YTeHust
(IRP_MJ READ) crpykrypy Parameters.Read crnemyer ncnomnb30Barh AJist OIy9IEeHUS
JIOTIOTHUTETHHON WHGOPMAITIK 00 ONepanuy YTCHUS.

Teky1lee pacrnonokeHne CTeKa BBOJIa-BbIBO/IA, OIYYEHHOE C IIOMOIIIBIO
IoGetCurrentlrpStackLocation, conepxuTt 60IbIIYIO YacTh



napaMeTpsl 3arpoca B 00beIMHeHUH. J[paliBep JOKEH MOMYYUTh JOCTYI K IPaBUIIbHOM

CTPYKTYpE, KaK Mbl YK€ BUJIETH B IVIaBe 4 U €I11e pa3 YBUIUM B 3TOH U MOCIEIYIOIINX IJ1aBax.

Ipocmorp unpopmauuu IRP

HpI/I OTJIAAKC UJIW aHAJIU3€C JaMIIOB AApa HECKOJIbKO KOMAaH/ MOT'YT OBITH MOJIE3HBI JJIs1 ITIOUCKa

niu uzydenus IRP.

Komanny! Irpfind moxxHo ucnionb3oBats amst noucka IRP - Bcex IRP unn IRP, cooTBeTcTBYIOIIIX

OIMPCACICHHBIM KPUTCPUSM.

Hcnonp3oanue! Irpfind 6e3 kakux-1ub0 apryMeHTOB BBINIOJHSET MOMCK BeeXx nakeTtoB IRP B
HEBBITPYKaeMOM ITyJie (ax).

Bor mpumep HekoTOporo BelBoJa 1pHu noucke scex IRP:

1kd: lirpfind

Unable to get offset of nt!_MI_VISIBLE_STATE .SpecialPool
Unable to get wvalue of nt! _MI_VISIBLE_STATE.SessionSpecialPool

Scanning large pool allocation table for tag @x3f78T249 (Irp?) (ffffbhfRal76iE020

fifbfBa8To10000 )

Irp

MOL Process
fiffbhfBaaT95caln
miMEfs]
fiffbfBaate G106
miMEfs]
ffffbfBaBetiea®
miyNtfs]
ffffbfEao@debTi16
miyNtfs]
fiffbhfBa99d1da96
9)
fiffbfBaTdcecodd
T)
fiffbfBaabolbaZe
miyNtfs]
fiffbhfBa89ac fded
miyNtfs]
fiffbfBa89ac fab56
miMEfs]

(truncated)

[ Thread ]

[ffffbf@aTfedensn]

[ffffbf@aTfedensn]

[f£ffbf@aTfede@Bo]

[££ffhfPaBR8a1080]

[0EERREEERERERERR]

[0EERREEERERERERR]

[f£ffhf@aTfede@so]

[ £ £ffbfPaTfedeasn]

[ffffbf@aTfedensn]

,

irpStack: (Mj Mn) Devlb j [Driver) Y,
irpStack: ( o, 2) ffffbhfBa74d200508 [ “FileSyste'
irpStack: ( o, 2) ffffbhfBa74d200508 [ “FileSyste'
irpStack: ( c, 2) ffffbfBaT4d20056 [ “FileSyste'
irpStack: ( ¢, 2) fIiffbf@aT4d2@058 [ “FileSyste'

Irp is complete (CurrentLocation 1@ @ StackCount’,

Irp is complete (CurrentLocation 8 » StackCount

irpStack: ( ¢, 2) fIiffbfRaT4dZE@58 [ “FileSyste'

irpStack: ( c, 2) {fifibfBaT4d2e58 [ “FileSyste

irpStack: ( o, 2) ffffbhfBa74d200508 [ “FileSyste'

Cronknysiuch ¢ koHkpeTHbIM IRP, komanna! Irp nposepsier IRP, o6ecnieunBas xopoiuii 0630p

ero manHble. Kak Becerna, komany dt MOXKHO McTonb30BaTh ¢ TUIIoM _IRP st mpocMoTpa Beeit

cTpykrypsl IRP.

Bot npumep oxnnoro IRP, npocmatpuBaemoro ¢ nomomsto! Irp:



kd> lirp fffibfGa8bbadaz@
Irp is active with 13 stacks 12 is current (= @xffffbfBaBbbaded’)
Mo Mdl: Mo System Buffer: Thread [fffbfGaTfede@88: Irp stack trace.
cmd  flg cl Device  File Completion-Context
[N/A(B), N/A(@)]
B 0 ODEEREEE DEEREEEE DORREEEO-BREEEGEE

Args: BOROGEEE COREEEED CEBRERED PBEEBEEBOB
[Nsa(@), N/AC@))
@ 6 0EEEEEE0 CE0E0E0E BOE0ECEE-2EEEEEE0

(truncated)

Args: QOROGEGE COREEEED CEBRARAD BBRHBEBOG
[N/a(@), N/AC@))
& 06 CEEEE0E0 DECEEE0E DOECECEE-2EEEEEE0

Args: BEEEEE0ED EEEEEE00 EEOEEEOE PEEEEEGED
» [IRP_MJ_DIRECTORY _CONTROL(c), M/AACZ)]
B el f{ffbfGaT4d2065@ [fffbf@aTIS2{796@ ff{ff3@15cEbEEal- 1 fbiBad1d99818 Success),
Error Cancel pending
WFileSystem'\Ntfs
Args: BEERLEEE DEEEEED1 DRODEREG GRGEEBEO
[IRP_MJ_DIRECTORY_CONTRCL(c), N/A(Z)]
B B fiffbfGabBe83ded [fffbfBaTIB2{TO0 BEEEEEEE-BBREOEEEE
WFileSystem\F1tMgr
Args: BOEE4EED EEEEEES1 EEOEEEOE PEEEEEGD

Komanser! Irp BEIBOAAT CIIMCOK MECTOMOJIOKEHHUI CTEKa BBOJIa-BBIBOIA U XPAHSIIYIOCS B HUX
UHPOPMALHIO.

IIpouenypsl oTpaBKHU

MeI ye BUCIH B IJIaBe 4, 4TO OJJHUM U3 BaKHBIX acrekToB DriverEntry siBnsiercs HacTpoiika
ornpasku. [Tone majorFunction 8 DRIVER OBJECT - D10 MaccuB yka3areneil Ha GyHKLIUH,
MHJEKC COOTBETCTBYET OCHOBHOM (PYHKIIUU.

Bce nporieypsl OTIpaBKy UMEIOT OJJMH U TOT K€ MPOTOTHUII, IIOBTOPEHHBIH 3/1€Ch /IS yI0OCTBa C
ucnonb3zoBanueM DRIVER DISPATCH typedef u3 WDK (HeckoIbKO yIIPOIIEHO /IS SICHOCTH):
typedef NTSTATUS DRIVER DISPATCH (

~In_PDEVICE OBJECT DeviceObject,

_Inout PIRP Irp);

CooTBeTCcTBYIOIIAs MpOIeaypa AUCTIETYCpU3AIU (OCHOBaHHAs HA KOJIE OCHOBHOM (D)YHKIINN) -
3TO TIepBas MpoLeaypa B paiiBepe, KoTopas BUAUT 3arpoc. OOBIYHO OH BBI3BIBACTCSI KOHTEKCTOM
3ampalirBaroIero MOToKa, TO €CTh MOTOKOM, KOTOPBIN BbI3Bal COOTBETCTBYIOMMM API
(nanpumep, ReadFile) B IRQL PASSIVE LEVEL (0).



OpmHako BO3MOXKHO, YTO ApaiiBep QUIIbTpa CUAS Ha BEPIIMHE dTOr0 YCTPOHUCTBA, OTIPABUI
3ampoc B JPYroM KOHTEKCTE - 3TO MOKET OBITh KAaKOW-TO JIPYTOM MOTOK, HE CBSI3aHHBIN C
HCXOTHBIM 3arpocoM, u gaxe ¢ 6onee BeicokuM IRQL, Takum kak DISPATCH LEVEL (2).

Mgl 06cyauM, Kak MpaBUIbLHO Pa3pelInuTh 3Ty CUTYalnIo B pa3aen «Jloctyn k
M0JIb30BATENLCKUM Oydepam» fanee B 3TOH IIiaBe.

Bce nmpouieaypsl aucneryeprsanuy CielyoT OnpeaeieHHOMY Habopy orneparimii:

1. IlpoBepka Ha Hanuuue omuOOoK. [Iporeaypa oTnpaBku 0OBIYHO CHAYaja MPOBEPSET HATUUNE
JIOTMYECKUX OIIMOOK, €CIIU 3TO BO3MOXKHO. Hanpumep, oneparuy 4TeHus U 3alUCH COJepKaT
Oydeps! - uMeroT 1 3T Oydepsl COOTBETCTBYIOIINE pa3Mephl ?

Jlst DeviceloControl ecth ynpaBmsitomuii Ko B JOTIOJHEHUE K MMOTSHITMAIBHO IByM Oydepam.
HpaiiBepy HE0OX0MUMO yOCIUTRCS, UTO YIPABISAIOMIMMA KO pacno3Haercs. Eciau oOHapyxeHa
Kakas-1u00 ommnbka, IRP 3aBepiiaeTcss HEeMEIJIEHHO C COOTBETCTBYIOIIUM CTaTyCOM.

2. O6paboTKa 3ampoca COOTBETCTBYIOIIIM 00pa3oM.
Bot cnicok Hanbosee pacrpocTpaHEeHHBIX MPOLENYP AUCHETYEPU3ALIUHU IPOTPAMMHOTO
IpaunBepa:

* IRP_MIJ CREATE - cootBercTByeT BbI30BY CreateFile n3 nosib3oBarenbckoro pexxuma win
ZwCreateFile B pexum sigpa. OTa OCHOBHAS (DYHKITUS IO CYTH SIBJIICTCS 00S3aTEIHbHOM, HHAYE
HU OJIH KJIMEHT HE CMOXKET OTKPBITh AECKPUIITOP YCTPOICTBA, yIPABISIEMOr0 3TUM JPaiBEPOM.

* [IRP_MJ CLOSE - nporusomnonoxuocts IRP. MJ CREATE. BessiBaetcst CloseHandle u3
MOJIb30BATENBCKOro pexknma i ZwClose U3 pesxuma siipa, Koraa MocaeIHIHA AeCKPUIITOP
¢aitnoBoro o0beKTa COOUPACTCS 3aKPHITh.

* IRP_MJ READ - cooTBeTcTBYeT Olepaiuu YTeHHsI, 0ObIYHO BBI3BIBAEMOI U3
nojb3oBatenbsckoro pesxkuma ReadFile unu pexxum sinpa ¢ ZwReadFile.

* IRP. MJ WRITE - cooTBeTCTBYET OTepanuu 3anucy, 0OIYHO BBI3LIBAEMON 3
noJsib3oBarenbekoro pexkuma WriteFile wmm pexum sigpa ¢ ZwWriteFile.

* [IRP_MJ DEVICE CONTROL - cootBetctByeT Br130BY DeviceloControl u3
noJbp30BaTenbeKoro peskuma uin ZwDeviceloControlFile u3 pexxuma siipa (B siape ecThb Apyrue
API, xoropsie moryT renepupoBats IRP. MJ DEVICE CONTROL IRP).

* IRP_MJ INTERNAL DEVICE CONTROL - ananornyso IRP MJ DEVICE CONTROL,
HO TOJIBKO JUIS BBI3BIBAIOIIUX SJEP.

3aBepiueHue 3ampoca

Kak tonmpko mpaiiBep pemaet oopadoratsh IRP (310 03HaUaeT, 4To OH He mepeaaeTcs Jpyromy
npaiiBepy), OH JOJDKEH B UTOTE 3TO clieiaTh. B MpOTUBHOM cilydae y Hac OyZeT yTeuka HaIlIux
JECKPUITOPAX - 3aMPAIIUBAIOIINN TTOTOK HE MOXKET 3aBEPIIUTCS, YTO MPUBEACT K «30MOU
npoteccam".

3aBepuieHue 3anpoca o3HadaeT BbI30B [oCompleteRequest mociie 3anmonHeHus cTaTyca 3amnpoca.



B cnenyromem ¢parMeHTe Kosa moka3aHo, KakK BRITIOJTHUTH 3alPOC B MIPOLIETYPe OTIPABKHU:
NTSTATUS MyDispatchRoutine(PDEVICE OBJECT, PIRP Irp) {
// ...

Irp->IoStatus.Status = STATUS XXX;

Irp->IoStatus.Information = NumberOfBytesTransfered;

pe
IoCompleteRequest(Irp, IO NO INCREMENT);

return STATUS XXX;

}

IoCompleteRequest mpuamMaeT aBa aprymenta: cam IRP u HeoOs3arenpHOE 3HAYCHUE JITIs
BPEMEHHOI'0 YBEJIMYEHUSI IPUOPUTETA UCXOIHOTO MTOTOKA (TTOTOK, KOTOPBIM HHUIIMUPOBAJ 3apocC
B IIEPBYIO ouepe/b). B B OonbpIIMHCTBE CilydaeB JiIsl MPOTpaMMHBIX JIpaiiBepoB
paCCManI/IBaCMBIﬁ IIOTOK ABJIACTCS UCHOJHAIOIIHUM ITOTOKOM, ITIO3TOMY YBCIWNYNBATHL IIPUOPUTCET
notoka He HykHO. 3HadueHre IO NO INCREMENT omnpeneneHo Kak HOJIb, TO3TOMY B
IMPUBCACHHOM BBIIIC KOAC HET YBCIIMYCHUS.

Opnnako gpaiiBep MOXKET pELIUTh AaTh IOTOKY YBEIUYEHHE, HE3aBUCUMO OT TOTO, SIBJSIETCS JIU OH
BBI3BIBAIOIIMM MOTOKOM WJIM HET. B 3TOM cilyyae mpUOpUTET MOTOKA MEPECKAKUBAET C 3aJaHHBIM
YBEJIMYCHHUEM, U 3aTEM Pa3pEeIIaeTCs BHINOIHEHUE OJHOTO KBAaHTA C 3TUM HOBBIM IIPUOPUTETOM
710 TOTO, KaK MPUOPUTET YMEHBIIUTCS Ha €AUHMUILY, 3aTEM OH MOXKET IMOJTYUYUTh APYTroi KBaHT C
MMOHMKECHHBIM IMPUOPUTETOM U TAK JaJI€e, TOKA €ro MPUOPUTET HE BEPHETCS K UCXOAHOMY
YPOBHIO.

Crnenyromuii pUCyHOK WITHOCTPUPYET 3TOT CLIEHAPHH.

Priority
guantum
1 i I
—‘.I H—
1 |
1 |
Initiate I/O —
operation Priority [ I
i boost upon May be
! wait == preempted ==
I
! completion —
Priority Run Wait Run Ready Run

* Time



HocTyn K moJsib3oBaTe/ibcKuM Oydepam

Jannas npouenypa aucnerdepusanuu nepsoit Buaut IRP. Hexoropelie npoueaypsl OTopaBkHy, B
ocHoBHOM IRP_MJ READ, IRP MJ WRITE u IRP MJ DEVICE CONTROL npunumarot
Oyepsbl, Ipe10CTaBICHHbIE KIMEHTOM - B OOJIBIIMHCTBE CIIy4aeB U3 M10JIb30BATEIILCKOIO
pexuma.

OO0b1uHO mporieypa oTnpaBKky Bbi3biBaeTcss B IRQL 0 1 B KOHTEKCTe 3ampalinBaroLero NoToKa,

YTO O3HAYaeT, 4YTo yKa3areiau O0y(depoB, IPeI0CTABIEHHBIE [T0Jb30BAaTEILCKUM PEKUMOM, JIETKO
noctymabl: IRQL pasen 0, moaTomy cOou cTpaHul] 00padaThIBalOTCS HOPMAIBHO, U TTOTOK
SIBJISICTCSI MHUITUATOPOM 3arpoca, MO3TOMY YKa3aTeJH JIEHCTBUTEILHBI B ’TOM KOHTEKCTE
mporecca.

Opnako MOryT OBITH poOsIeMbl. Kak MBI BuieH B I1aBe 6, 1ae B 3TOM yI0OHOM KOHTEKCTE
(3anpamuBas notok 1 IRQL 0), 1pyroii NOTOK B KIIMEHTCKOM MPOLIECCE MOXKET 0CBOOOIUTH

nepenanHbiii 0Oydep (Oydepst), mpexie yem apaiiBep MOIYUUT BO3MOXKHOCTh IPOBEPUTH UX, UTO
IIPUBEIET K HAPYILIEHUIO JOCTYTA.

Pemenne, kKoTopoe MbI CIIOJIB30BAIU B IJ1aBE 0, - HCIOJIB30BaTh OJIOK _ try / except uis
00paboTKH JIF0O0T0 T0CTYyHA.

B HEKOTOpBIX clTyyasx ga)ke 3TOro HeJ0CTaTouHO. Hampumep, ecim y Hac ecThb KOf,
paborarommii Ha IRQL 2 (Hanmpumep, kak DPC, 3amymieHHbIi B pe3yibTaTe HCTCUEHUs TaiMepa),
MBI HE MOKEM 0€30IaCHO TOIYYHUTh TOCTYI K MOJIb30BATEILCKUM OydepaM B 3TOM KOHTEKCTE.

31ech ecTh JiBe MPOOIEMbI:
* IRQL paBeH 2, uTO 03Ha4YaeT HEBO3MOXKHOCTH 00Pa0OTKM OIIMOOK CTPAHHIIBI.

* [Totok, BemonHstomuii DPC, siBisieTcsi MpOM3BOJIbHBIM, IOITOMY CaM yKa3aTejlb HE UMEET
3Ha4YeHHUs, KaKoi Obl Ipolecc HU ObUT TEKYIIMM Ha 3TOM IIPOLIECCOPE.

Hcnonb3oBanre 00pabOTKK UCKIIIOYEHUH B TAKOM Cllyyae He OyleT paboTarh MpaBUIIbHO,
MOTOMY YTO MBI OyZIeM MOJTy4yaTh JOCTYI K HEKOTOPBIM SUeHKaM IMaMsTH, KOTOpas 10 CyIIECTBY
HEJO0IyCTHMa B KOHTEKCTE 3TOr0 CIy4yailHOro Iporecca.

Jlaxke eciu JOCTyI ycIelleH (I0TOMY YTO 3Ta HaMsATh BBIIENIAETCS B 3TOM CIy4aiiHOM
npoiiecce ), Mbl OyzieM 00palaThCs K MPOU3BOIBHOM MaMATH, a HE K UCXOHOMY Oydepy,
MPEIOCTaBIEHHOMY ISl 3alpoca.

Bce 310 03HaydaeT, 4T0 JOMKEH OBITh KAaKOM-TO CIIOCO0 MOIYYUTh TOCTYH K UCXOTHOMY
MOJIb30BaTeNbCKOMY Oydepy B HEynoOHOM KOHTeKcTe. DakTHUUeCKH, PO MPeAOCTaBISET IS
9TOM 1enu ABa criocoda: bydepu3zoBanHbIil BBOA-BHIBO U MPSIMOI BBOA-BBIBOA. B criemyromnmx
paszzenax Mbl YBUJIUM, UTO 03HAYAET KaXKJasi U3 ITHX CXEM M KaK MX UCIOJIb30BAaTh.

By¢epusoBannblii BBOI/BBIBOJ

BydepuzoBanHbIii BBOA-BBIBOJI - CAMBIN MPOCTOI U3 ABYX CrIOCOO0B. UTOOBI MOTYYHTh
HOJIEPKKY Oy(epru30BaHHOTO BBOJIA-BBIBOJA JJIsl UTEHUS U 3alIMCH, HA 00BEKTE YCTPOHCTBA
JIOJKeH OBITh YCTaHOBJIEH TaKoH (har:

DeviceObject->Flags |= DO_BUFFERED IO; // DO = Device Object



Nudopmaruio o 0ydepax IRP. MJ DEVICE _CONTROL cMm. B paznene «Ilons3oBatensckue
oydepst st IRP. MJ DEVICE CONTROL» nanee B 3T0i ri1aBe.

Bor maru, npeanpuHuMaeMsle JUCIIETYEPOM BBOAA-BBIBOAA U APAMBEPOM IIPHU MOCTYIIICHUU
3aIpoca Ha YTCHHUE WIIH 3aIIHACh:

1. [lucneTuep BBOJa-BBIBOIA BhIIENAET Oydep U3 HEBBIIPYKAEMOTO ITyJIa TOTO JKe€ pa3Mepa, 4yTo U
noJb30BaTenbcKuil Oydep. OH XpaHUT yKa3aTeslb Ha 3TOT HOBBIN Oydep B unene AssociatedIrp->
SystemBuffer IRP. (Pa3zmep Oydepa MOKHO HAWTH B TEKYIIIEM MECTOIOJIOKEHUH CTEKa BBOJA-
BbIBoJa Parameters.Read.Length unu Parameters. Write.Length.)

2. 14 3ampoca Ha 3aruch AUCIIeTYep BBO/IA-BbIBOJA KOMUPYET Oydep moiab30oBaTess B
CUCTEMHBIH Oydep.

3. Tonpko Teneppb BBI3BIBACTCS JUCHIETYEPCKas Iporpamma jpaiisepa. JpaiiBep MoxxeT
MCTIOJIb30BaTh yKa3arelb CUCTEMHOT0 Oydepa Hanpsamyro 6e3 KakKux-Iu00 MpOBEPOK, HOTOMY YTO
Oydep HaXoaUTCSI B CHCTEMHOM ITPOCTPAHCTBE (€ro aapec abCOTIOTHBIN - TO JKe caMoe JJIs
T000T0 KOHTEKCTA Tporecca) U B 1r06om IRQL, moromy uto Oydep BeiaenseTcs u3
HEBBITPYKAeMOro IyJa, IO3TOMY €r0 Helb3sl BBITPYXKaTh.

4. Kak ronbsko npaiisep 3aBepmmut IRP (IoCompleteRequest), aucnerdep BBoaa-BeiBoAa (A5t
3aIllpOCOB Ha YTEHME) KOMHUPYET CUCTEMHBIH Oydep oOpaTHO B Oydep nonb3oBarens (pa3mep
koruu onpexaensiercs: B loStatus.Information B IRP, yctaHOBIEHHOM ApaiiBepom).

5. Hakowner, aucnieTdep BBOAa-BBIBOJA OCBOOOXKIAET CUCTEMHBIN Oydep.

Ha crnenyromux pucyHkax nokasaHsl IIar, NpeanpuHsThie ¢ Oydhepru30BaHHBIM BBOJIOM-
BBIBOZIOM.

Kernel space

RAM

Buffer

User space

Figure 7-8a: Buffered 1/O: initial state



Kernel space

q=Irp->AssociatedIrp.SystemBuffer

RAM

User space

Figure 7-8d: Buffered 1/0: on IRP completion, /O manager copies buffer back (for read)

Kernel space

RAM

User space

Figure 7-8e: Buffered 1/O: final state - 1'0 manager frees system buffer

Bydepu3oBaHHbIi BBOA-BBIBOA UMEET CIEAYIOLINE XapAKTEPUCTUKU:

* [IpocToTa HCMOIB30BaHUS - IPOCTO YKXKHUTE (Iiar B 00bEKTE YCTPOICTBA, a 000 BCEM
OCTaJIbHOM I103a00TUTCS TUCTIETYEP BBOA-BBIBO/IA.

 OH Bcerza BKJIIOYAET KOMHIO, YTO 03HAYAET, YTO €T0 JIyYIlle BCETO UCTIONb30BaTh IS
HeOopmuX 0yhepoB (00bIUHO 0 OHOM cTpaHuIlbl). KonrpoBanue 0onbiimx 0ypepoB MOKET
OBITH JOporocTosIUM. B 3TOM citydae apyroit Bapuant, npsimoro 1/O, 10mKeH UCTob30BaThCs
BMECTO 3TOTO.



IIpsimoii BBOI/BBIBOJ

[{enp mpsiMoro BBOAA-BBIBOJIA - PA3PEIIUTh IOCTYII K MOJIb30BaTEILCKOMY Oydepy B 1r060M
IRQL u mro60M moToke, HO 0€3 ero KOUpPOBaHHUS.

JI1s1 3apoCoOB Ha YTEHUE U 3aITUCh BHIOOP MPSMOTO BBOJIa-BBIBO/IA BHIMOIHACTCS C APYTHM
(marom o0ObeKTa yCTPOICTBA:

DeviceObject-> Flags | = DO_DIRECT 10O;

Kaku B cjrydac € 6y(l)epI/I3OBaHHLIM BBOJOM-BBIBOJOM, 3TOT BBI60p BJIMACT TOJIBKO Ha 3aI1IpOChl
YTCHHUA U 3allMCH..

Bot maru, HeoOxoaumblie A1 00paboTKU MpSMOTo BBOJA-BBIBO/A!

1. Iucneryep BBOAA-BbIBOJA CHaYajIa MPOBEPSIET IPABIIIBHOCTH MOJIb30BaTEIbCKOTrO Oydepa, a
3aTeM TMEePEBOJIUT €T0 B (PU3UUECKUI aipec MaMsTH.

2. 3ateM oH OsokupyeT Oydep B MaMATH, TO3TOMY €0 HEJb3s BBIIPYXKaTh /10 JaIbHEHIIEro
yYBEIOMJICHHUS. DTO pelIaeT OHy U3 MpobJeM ¢ T0CTYNoM K Oydepy - OIMOKU CTpaHULIBI HE
MOTYT IPOU30MTH, O3TOMY AOCTYI K Oydepy B mobom IRQL 6e3omaceH.

3. lucnieTyep BBO/A-BBIBOJA CO3/A€T CIUCOK AeckpurntopoB namstu (MDL), cTpykTypy
JAHHBIX, KOTOpasi 3HAET, kKak Oydep oTodOpakaercst B O3Y. Axpec 3Tol CTPYKTYPBI JaHHBIX
xpanutcs B osie MdlAddress IRP.

4. Ha sTom 3Tane JpaiiBep Noidy4aeT BbI30B CBOSH MpoLEAypbl qucrerdepusanun. bydep
noJip3oBartes 3a0sokupoBad B O3V, HenoCcTyIeH U3 Npou3BoIbHOTO noToka. Korna npaiisep
TpedyeT aoctyn K Oydepy, OH JOJKEH BbI3bIBATh (PYHKIINIO, KOTOpasi 0TOOpa)kaeT TOT JKe
M0JIb30BATENbCKUN Oydep B CUCTEMY ,aIpec KOTOPBIN MO ONPEIEIICHUIO JEHCTBUTENEH B JIIOOOM
KOHTEKCTE Tporiecca. Takum 00pa3omM, MbI TIOJTydaeM JIBa COMIOCTABJICHUS C TEM ke Oydepom.
OniH B3AT ¢ UCXOITHOTO a/ipeca (JIeHCTBUTENIEH TOJIBKO B KOHTEKCTE MPOoiecca HHUINATOPA
3arpoca), a Ipyrou - B CHCTEMHOM IIPOCTPAHCTBE.

API ans Be130Ba - 370 MmGetSystemAddressForMdlSafe, mepenaromuit MDL, co3nanHbIif
JIMCIIETYEPOM BBOJIa-BbIBOJIa. Bo3BpalaeMoe 3Ha4YeHUE - CUCTEMHBIN agpec.

5. Tlocne Toro, Kak apaiBep 3aBEpIIUT 3aMpoc, TUCIETYEp BBOIA-BBIBOIA yIaJIsIeT BTOPOE
comocTaBieHue (cucteMHoe), ocBoboxmaaer MDL u pa3omokupyer Oydep nmoab30BaTes,
MO3TOMY €T0 MO>KHO BBITPY’KaTh KaKk OOBIYHO.



Ha CICAYIONX PUCYHKAX MOKa3aHbl Iaru, NpEANPUHATBIC C IPAMBIM BBOJOM-BbBIBOAOM.

Kernel space

Irp->MdlAddress MDL

q = MmGetSystsmAddressForMdlSafe(
Irp->MdlAddress, ..);

RAM

p
User space
Figure 7-9d: Direct 1/0: the driver double-maps the buffer to a system address
Kernel space
Irp->MdlAddress MDL
n
[: q = MmGetSystsmAddressForMdlSafe(
E Irp->MdlAddress, ..);
RAM
E
p S
User space

Figure 7-9e: Direct 1/0: the driver accesses the buffer using the system address



OOpatuTe BHUMaHUeE, YTO KOMMUPOBAHUS HET BooO1IIe. JpaiiBep MpocTo YuTaeT/3amichiBacT B
Oyep mombp30BaTelnss HAMPSMYIO, UCTIONB3YsS CUCTEMHBIN aJipec.

MmGetSystemAddressForMdlSafe npunumaer MDL 1 npuopuTeT CTpaHULIbI

(MM_PAGE PRIORITY). boasmuHcTBO npaiiBepoB ykasbiBatoT NormalPagePriority, HO ecTh
takxke LowPagePriority u HighPagePriority. 3ToT npuopureT ykas3bBaeT cCTeME Ha BXKHOCTb
OTOOpaKEHUSI.

Eciim MmGetSystemAddressForMdISafe ne orpadotan koppekTHo, oH Bo3Bpamaet NULL.

DTO0 MOMHKHO OBITH PEAKUM SIBJICHUEM, HO MOKET MMPOU30UTHU B YCIOBHSIX HEXBATKU MAMSITH.
[paiiBep JOJKEH 3TO IPOBEPUTD.

Ecnu Bo3Bpamaercs NULL, npaiiBep nomxken 3aBepmnth IRP co ctatycom
STATUS INSUFFICIENT RESOURCES.

IToan3oBarennckue 0ygeps! 1iasi IRP. MJ DEVICE_CONTROL

B nocnennux aByx pasaenax oocyxaanuchk Oydepru3oBaHHbBIN BBOJI-BBIBOJ U MIPSIMON BBOJI-
BBIBOJI, [TOCKOJIBKY OHM OTHOCSITCS K 3allpocaM Ha YT€HHE U 3anuch. Jis

IRP_MJ DEVICE CONTROL meton noctyna k Oydepusanuy npeaocTapiseTcsl HA OCHOBE
Kofa yrmpasieHusi. Kak HamoMuHaeM, 4To 3TO MPOTOTHI (PYHKITUHU TOIH30BATEIHCKOTO peKIMa
DeviceloControl (on moxox na ZwDeviceloControlFile):

BOOL DeviceloControl(
HANDLE hDevice, handle to device or file
DWORD dwloControlCode, /4 I0CTL code (see <winioctl . k@)
PVOID lpInBuffer, input buffer
DWORD ninBufferSize, size of input buffer
PVOID lpOutBuffer, output burffer
DWORD nOutBufferSize, size of oubtput buffer
POWORD lpdwBytesReturned, # of bytes actually returned
LPOVERLAPFED lpOverlapped); for asyne. operation

31ech eCTh TPU apryMeHTa: KOJ YIIpaBJIeHUs BBOJAOM-BBIBOJIOM U JBa HeoOs3aTenbHBIX Oydepa,
0003HAUEHHBIX KaK «BBO». U «BBIBOM». Kak okazanock, crocob goctymna kK 3tuM Oydepam
3aBHCHUT OT yMPAaBISAIOUIETO KOJIa, YTO OUEHb YAOOHO, IOTOMY YTO pa3HbI€ 3alPOCHl MOTYT UMETh
pasHbie TpeOOBaHUs, CBSI3aHHBIC C IOCTYIIOM Oy(hepoB moib3oBaTels. B r1aBe 4 Mbl y)Ke BUICIH,
YTO YIPABIISIOLIMNA KOJ COCTOUT U3 YETHIPEX apIyMEHTOB, IPEAOCTABIIIEMBIX MAKPOCOM
CTL_CODE, noBTOpeHHbIi 31€ch ISl y100CTBa:

#define CTL CODE( DeviceType, Function, Method, Access ) ( \

((DeviceType) << 16) | ((Access) << 14) | ((Function) << 2) | (Method))

Tpertuii apryment (Meton) - 3TO K04 K BEIOOPY MeToaa Oydepusanuu it JOCTyna K BBOIY.

Bot BapuaHnTsI:



* METHOD NEITHER - 310 3HaueHne 03HayaeT, YTo OT AMCIIETYEPA BBO/IA-BbIBOJA HE
TpebyeTcs MOMOIIb, TO3TOMY JApaiiBep Oyaer padorath ¢ Oydepamu caMOCTOATENBHO. ITO
MOXeET OBbITh MOJIE3HO, HATIPUMEP, €CJIM KOHKPETHBIN Ko/ He TpedyeT Oydepa - Bcs HeoOxonumast
MHPOPMAIUS COACPKUTCS B YIIPABIISAIONIEM KOJIE - JIyUIlle BCETO COOOIIUTE MEHEIKEPY BBOA-
BBIBOJIA, YTO €EMY HE HY)KHO BBIIIOJHATh HUKAKUX JOTIOJIHUTENbHBIX JeHCTBUIL.B 3TOM ciiyuae
yKazarelsb Ha OyQep BBO/Ia IIOJIb30BATENS COXPAHSIETCS B TEKYLIIEM MECTOIOJIOKEHUH CTEKa
BBO/Ia-BbIBOJIA.

* METHOD BUFFERED - 370 3HaueHue ykasbiBaeT Oydepr30BaHHbII BBOA-BBIBO KaK /s
BXOJIHOTO, TaK U JUIs BEIXOJHOTO Oydepa. [Ipu 3amycke 3ampoca qucnerdep BBOAA-BbIBOA
BBIJICJIIET CUCTEMHBIH Oydep U3 HEBBITPYKAeMOro IyJa. ¢ pPa3MepOM, KOTOPBIH SBJISETCS
MaKCUMAaJIbHOH JATTUHOM Oy(epoB BBO/A U BBIBO/IA. 3aTEM OH KOMUPYET BXOTHOU Oydep B
cucreMublit Oydep. Tonbko Teneps npoueaypa ornpasku IRP. MJ DEVICE _ CONTROL
BbI3bIBaeTcs. Korza 3ampoc 3aBepiiaercs, AUCIETYEP BBOAA-BbIBOA KOMUPYET YKA3aHHOE
KoIM4YecTBO OaiToB. ¢ monem loStatus.Information B IRP B Oydep BbiBOaa monb3oBaTesl.

« METHOD IN DIRECT u METHOD OUT DIRECT - O6a 3Tu 3Ha4eHus 03Ha4YaeT TO JKe
camoe, YTO KacaeTcsi MeToJ10B Oydepu3zanuu: BXoHo! Oydep ucnomnb3yer Oydepe3upoBaHHbIHI
BBO/JI-BBIBO/I, @ BBIXO/IHON Oy(dep ncromb3yroT npsiMoii BBOJ-BbIBOJ. ENMHCTBEHHAs pa3HuUIa

MEX]y STUMU JIByMsl 3HAUEHUSIMU - MOXKET JIM Oydep BbIBOJIa OBITH MPOYUTAH
(METHOD _ IN DIRECT) nnu 3anmucan (METHOD OUT DIRECT).

CoOupaeM Bce BMecTe: HyJIeBOH ApaiiBep

B sTOM paszene Mbl BOCIIONIb3yeMCsl TEM, UTO y3HAJIU B 3TOH (M paHee) IVIaBe, U CO3Aa UM
ApaiiBep U KIMEHTCKoe MpuiioxeHue. [lpaiiBep Ha3bIBaeTCs Zero U UMEET CIEAyIoIIne
XapaKTePUCTUKU:

» Jlyst 3ampocoB Ha YTEHHE OH OOHYIISIET MPEAOCTaBICHHBIN Oydep.

» JI51s1 3alIpOCOB Ha 3aMuch OH MPOCTO UCHOIb3YET MPEJOCTaBICHHBIN Oydep, aHaTOTHYHO
KJIACCUYECKOMY HYJIEBOMY YCTpPOICTBY.

IpaiiBep Oyzaet ucronb3oBaTh Direct I/O, 4ToObI HE HECTH HaKJIAAHBIC PACXObI HA
KOMMUPOBAHME, TTOCKOJIbKY Oy(depsl, MPeaoCTaBIsIeMbIe KIIMEHTOM TOTEHIIMAIBHO MOXKET OBIThH
OYEHb OOJBIIHNM.

Me1 HayHeM TpoekT ¢ coznanus «Ilycroro mpoekta WDM» B Visual Studio n mpucBoenus emy
uMeHs Zero. 3aTeM Mbl yianuM co3aanueiii ¢aiin INF.

Hcnoan3oBanue NMpeABAPUTEJIBbHO CKOMIIMJIMPOBAHHOI'0 3aroJIOBKa

OnuH MeTo/1, KOTOPBIN MBI MOJKEM HCIOJIb30BATh, KOTOPBIN HE ABJISIETCS CIeUU(UIECKUM IS
pa3paboTKu IpaiiBEpOB, HO B LIEJIOM IIOJIE3€H, UCTIOIb3YET IPEIBAPUTEIHHO CKOMIIMINPOBAHHBIE
3aroyioBku. [IpenBapuTebHO CKOMIMIUPOBAHHBIE 3ar0JIOBKH - 3T0 QyHKIMs Visual Studio,
KOTOpast IOMOTAET YCKOPUTH BPEMST KOMITHIISIIIHH.

[IpenBapuTenbHO CKOMIUINPOBAHHBIN 3ar0JOBOK - 3TO (paiii 3aroioBKa, B KOTOPOM €CTh
oneparopsl #include 117151 3aroJJOBKOB, KOTOPBIE pEAKO MEHSIOTCs, Hanpumep, ntddk.h mst
IpaBEPOB.



IIpeaBapuTebHO CKOMITMIIMPOBAHHBIN 3aT0JIOBOK KOMITWJIMPYETCS OJUH Pa3 U COXPAHSECTCS B
BHYTPEHHUH JIBOMYHBINA ()OPMAT M UCTIONB3YETCS B MOCIEIYFOIINX KOMIMIISAIUAX, KOTOPbIE
CTaHOBSITCS 3HAYUTEIILHO OBICTpEE.

BeinoauTe cnepyromme 1edcTBHs, YTOOBI CO3/1aTh U UCIIOJIb30BaTh MPEABAPUTEIHHO
CKOMITWJIMPOBAHHBIH 3ar0JI0BOK:

* JloGaBbTE B MPOEKT HOBBIH (haiiy 3arojoBKa U Ha3oBUTe ero pch.h. 3tot daiin OyneT ciryXuTh
MPEIBAPUTEIHLHO CKOMITHITMPOBAHHBIM 3aroIoBOK. JJ00aBbTe CrO/1a BCE PEIKO MEHSIONIHECS
#include:

#pragma once

#include <ntddk.h>

* Jlo6aBbTe UCXOAHBIHN (aiiia ¢ uMeHeM pch.cpp ¥ MOMECTUTE B HETO €AMHCTBEHHBIH #include:
caMm IpeJBapUTeIbHO CKOMITUIMPOBAHHBIN 3ar0JI0BOK:

#include "pch.h"

* A Tenepb camoe cioxxkHoe. CoobiaeM KOMIMIATOPY, 4yTo pch.h - 310 nmpeaBapuTensHO
CKOMITMJIMPOBAHHBIN 3arofoBoK. OTKpoiiTe CBOMCTBA MpoeKTa, BeiOepuTe Bee koHpurypamum.
YroObl BaM HE NPUXOIMIOCH HACTPAUBATh KAKIYI0 KOH(DUTYPaLMIO/TUIaTGOPMY OTAEIBHO,
nepeiaute k C/C ++/Precompiled Headers u ycranosure mist Precompiled Header 3nauenune
«Use», a ums (aiina - «pch.h». (cm. pucynok). Haxmure OK 1, 4T00BI 3aKpBITH THAIOTOBOE
OKHO.

Zero Property Pages

Configuration: | All Configurations ~ Platform: | All Platforms ~ Configuration Manager...
4 Configuration Properties A Use (MYu) ; ~

General Precompiled Header File pch.h 1¥

Debugging Precompiled Header Output File S(IntDir)8(TargetMName).pch

VC++ Directories

A CfC++

General
Optimization

Preprocessor

Code Generation

Language

Precompiled Heade

Output Files

Browse Information

Advanced

All Optigns

Command Line
Linker

B

I Driver Settings

[ Driver Install

I» Build Events

I Inf2Cat

b Driver Signing Precompiled Header

I Wpp Tracing v Create/Use Precompiled Header : Enables creation or use of a precompiled header during the build.  (Yc, /Yu)
€ >




@aiin pch.cpp nomwKeH ObITh YCTAHOBJIEH KaK CO3JaTellb IPEABAPUTEIHHO CKOMITMIMPOBAHHOTO
3aronoBka. ll{enkHuTe 3TOT (haiiy mpaBoii KHOMKOM MBIIIN B 0003peBaTesnie peleHuil 1 BEIOepuTe
Caoiicta. [lepeiinure k C/C ++/Precompiled Headers u ycranosure IlpeaBapurensHo
CKOMITHJIMPOBAHHBIN 3arofioBok «Create» (cM. pucynok). lenkante OK, uT0OB IPUHSATH
HAaCTPOMUKY.

pch.cpp Property Pages

Configuration: | All Configurations ~ | Platform: | All Platforms ~ Configuration Manager...
4 Configuration Properties Precompiled Header Create (/¥c) ;
General Precompiled Header File pch.h
4 CfC++ Precompiled Header Output File §(IntDir)$(TargetMame).pch
General
Optimization
Preprocessor
Code Generation
Language
Output Files
Browse Information
Advanced
All Options

Command Line
I Wpp Tracing

Precompiled Header
Create/Use Precompiled Header : Enables creation or use of a precompiled header during the build.  (/¥c, /Yu)

Cancel Apply

C 3toro momenTa kaxasbiid ¢aiia C/CPP ¢aiisn B npoexTe 10/1xeH BKIWYaTh #include
"pch.h" B nepBy1o ovepenb. be3 3T0ro BK/IOYEeHHUs MPOEKT He CKOMIIMJINPYETCS.

IIpouexypa DriverEntry

[Ipouenypa DriveEntry mst npaiiBepa Zero o4eHb MOX0XKa Ha Ty, KOTOPYIO MBI CO3/1aJId JIst
npaiiBepa B riaBa 4. OHaKo B ApaiiBepe riaBbl 4 KOJ OTMEHSET JIIO0YIO ONepaliio, KOTopast yke
ObLa cjeNiaHa B ciydae, eciiu Oblia omurokKa.

Y Hac ObLIO BCEro JIB€ OlepaIuy, KOTOPbIE MOKHO OBLIIO OTMEHUTH: CO3aHUE OOBEKTA
YCTPOWCTBA. U CO3aHUE CUMBOJIbHON CCBHUIKH.

JpaiiBep Zero aHAJIOTUYEH, HO MBI CO3/IaJIuM OoJiee HaICKHBINH U MEHEee TTO/IBEPKECHHBIN
omuOKaM Ko /it 00paboTKH OITMOOK BO BpeMsl HHUITHaNH3aui. Haunem ¢ HacTpoiiku
MIPOIIETYPHI BEITPY3KH H MPOIIEAYPHI OTIPABKHU:



#define DRIVER PREFIX "Zero: "
// DriverEntry

extern "C" NTSTATUS

DriverEntry(PDRIVER OBJECT DriverObject, PUNICODE STRING RegistryPath) {

UNREFERENCED PARAMETER (RegistryPath) ;

DriverObject->DriverUnload = ZeroUnload;

DriverObject->MajorFunction[IRP_MJ CREATE] = DriverObject-
>MajorFunction[IRP _MJ \
CLOSE] = ZeroCreateClose;

DriverObject->MajorFunction[IRP MJ READ] = ZeroRead;

DriverObject->MajorFunction[IRP_MJ WRITE] = ZeroWrite;

Temnepb HAM HY)KHO CO3/1aTh 00BEKT YCTPOMCTBA U CHMBOJIMYECKYIO CCBUIKY M 00paboTaTh
OLIMOKHU B 0osee 00IIEM Y HANEKHBIN COCO0.

VY70BKa, KOTOPYIO MBI OyieM HCIIONIb30BaTh, - 3T0 010k do/while (false), koTopslii Ha camoM zaene
HE SIBJISICTCS LIUKJIOM, HO MO3BOJISIET BBIMTH M3 OJI0Ka ¢ TOMOIIBIO IIPOCTOro oneparopa break Ha
CIly4ay, €CJIM YTO-TO IIOUJIET He TaK:

UNICODE STRING devName = RTL CONSTANT STRING(L"\\Device\\Zero");
UNICODE STRING symLink = RTL_CONSTANT STRING(L"\\??\\Zero");

PDEVICE OBJECT DeviceObject = nullptr;

auto status = STATUS SUCCESS;

do {
status = IoCreateDevice(DriverObject, 0, &devName, FILE DEVICE UNKNOWN,
0, FALSE, &DeviceObject);
if (INT SUCCESS(status)) {
KdPrint ((DRIVER PREFIX "failed to create device (0x%08X)\n",
status));
break;
-}

// set up Direct I/0

DeviceObject->Flags |= DO DIRECT IO;

status = ToCreateSymboliclLink(&symlLink, &devName) ;

if (INT SUCCESS(status)) {




KdPrint ((DRIVER PREFIX "failed to create symbolic link (0x

%08X)\n",

status));

break;

____}
} while (false);

if (!NT SUCCESS(status)) {

if (DeviceObject)

IoDeleteDevice(DeviceObject);

1

return_status;

Cxema mpocrTa: eciu B JIF0OOM BbI30BE BO3HUKHET OIIMOKA, IPOCTO BBIMANTE U3 «IMKIa». BHe
IIMKJIA, IPOBEPHTE CTATYC M, €CIIH 3TO OO, OTMEHUTE BCE BHINOJIHEHHBIE oniepanuu. Mmes B
PYKax 3Ty CXeMy, JIETKO 100aBUTh OOJIbIIIe HMHUIIMANIHU3AIMHN (KOTOpble HaM MOHa00sTCs B Ooiee
CIIOXHBIX JpaiiBepax).

OOpaTuTe BHUMaHUE, YTO Mbl TAK)K€ MHULIMAIU3UPYEM YCTPOMCTBO /7Sl UCIIOIb30BAHUS
IIPSIMOTO BBOJA-BBIBO/A JUIS ONIEpaLlii YTECHUS U 3aIIUCH.

IIpouenypa ornpaBKHu YTeHUs

[Ipexxae ueM MbI niepeiiieM K (hakTHIecKor mpoIeaype OTIPaBKHU YTSHHUS, JaBaiiTe CO3AaIuM
BCIIOMOTaTeNNbHYIO (DYHKIHIO, KOTOpas yrpoinaeT 3anonaenue [IRP ¢ 3anannbiv cratycom u
uHpOpMaLuei:

NTSTATUS CompleteIrp(PIRP Irp, NTSTATUS status = STATUS_ SUCCESS, ULONG PTR
info = 0)\

{
Irp->IoStatus.Status = status;
Irp->IoStatus.Information = info;
IoCompleteRequest(Irp, 0);
return status;

}

Tenepr MBI MOKEM MPUCTYNUTH K peaTu3alyy Ipoueaypbl OTnpaBku ureHus. CHavaia HaMm
HYXHO TIPOBEPUTH IMHY Oydepa, 4ro0sl yOenuThes, 4To OH HE paBeH Hy 0. Eciu 910 Tak,
npocto 3aBepmute IRP co cratycom ommoOku:

NTSTATUS ZeroRead (PDEVICE OBJECT, PIRP Irp) {
auto stack = IoGetCurrentIrpStackLocation(Irp);

auto len = stack->Parameters.Read.Length;




if (len == 0)

return CompleteIrp(Irp, STATUS INVALID BUFFER SIZE);

OOparuTe BHUMaHKE, YTO JJTUHA MOJIH30BATEIILCKOTO Oydepa onpenenseTcsi CTpyKTypoi
Parameters.Read BHyTpu TeKyIiero pacroioxeHne CTeka BBOJIa-BbIBOIa. MBI HACTPOMIIH
NPSIMO BBOJI-BBIBOJI, [IOTOMY HaM HYKHO COTIOCTABUTh 3a0JIOKUPOBAHHBIN Oy(ep ¢ CHCTEMHBIM
MPOCTPaHCTBOM, Hctoyib3ys MmGetSystemAddressForMdISafe:

auto buffer = MmGetSystemAddressForMdlSafe(Irp->MdlAddress,
NormalPagePriority);

if (!buffer)

return_CompleteIrp(Irp, STATUS INSUFFICIENT RESOURCES);

@OyHKIIMOHAIBHOCTbD, KOTOPYIO HAM HYXHO peajn30BaTh, - 3TO OOHYJIUThH JaHHBINH Oydep. Mbl
MOYKEM HCIIOJIb30BaTh MPOCTON memset BBI30B, YTOOBI 3aMOJTHUTE Oydep HyIsIMH, a 3aTeM
BBITIOJHUTH 3aI1pocC:

memset (buffer, 0, len);
return CompleteIrp(Irp, STATUS SUCCESS, len);

}

BaxxHo ycTaHOBUTH B HH(OPMAITMOHHOM M0JIe JUIUHY Oydepa. DTo yKa3bIBaeT KIHEHTY

KOJTMYECTBO OAWTOB, MCITOJIb30BAHHBIX B oreparu (B mpeanocieaaem aprymerre ReadFile).
DTOT BCE, UTO HAM HYKHO ISl OTIEPAllUH YTCHHUSI.

IIpouenypa ornpaBku 3anucu

[poremypa oTrpaBKu 3amucy eie npoiie. Bee, 4To eMy Hy)XHO clienaTh, 3TO MPOCTO 3aMOJTHUTh
3anpoc ¢ AJIMHOM Oydepa, MPea0CTaBIIEMbIM KIIHEHTOM:

NTSTATUS ZeroWrite(PDEVICE OBJECT, PIRP Irp) {
auto stack = IoGetCurrentIrpStackLocation(Irp);

auto len = stack->Parameters.Write.Length;

return CompleteIrp(Irp, STATUS SUCCESS, 1len);

OO6paruTe BHUMaHKE, YTO MBI Jake He BhI3biBaeM MmGetSystemAddressForMdISafe,
MOCKOJIBKY HaM HE HYXXHO JIOCTYI K (pakTudeckomy Oydepy. ITo Takke NpuIrHA TOTO, YTO ITOT
BBI30B HE BBITIOJTHACTCS 3apaHee JUCIIETYCPOM BBOJIA-BBIBOJIA: APAHBEPY MOXKET JaxKe HE
HOHa)IO6I/ITBC$[, a MOXET 6I>ITI), OH HOHaJIO6I/ITC$[ TOJIBKO B onpeneneHHHx YCJ'IOBI/ISIX; TakK 4TO
JUCIIeTYep BBOJA-BBIBOJIA MoAroTaBrBaet Bce (MDL) u mo3BoJseT IpaifBepy pelrarh, Koraa u
HY)KHO JIN BBIITIOJIHATH q)aKTI/ILIeCKOG COIIOCTABJICHHUC.



TecToBoe npuIoKEHHE

MsI 1006aBHUM B pelIeHUe HOBBIN MPOEKT KOHCOJIbHOTO MPHUIIOKEHUS 7151 TECTUPOBAHUS
ornepauuii yTeHus U 3anucu. BoT npocToit Ko A MPOBEPKHU 3TUX ONepaLuid:

int Error(const char* msg) {

printf("%s: error=%d\n", msqg, ::GetlastError()):

return 1;
}
int main() {

HANDLE hDevice = ::CreateFile(L"\\\\.\\Zero", GENERIC READ |
GENERIC WRITE,

0, nullptr, OPEN EXISTING, 0, nullptr);

if (hDevice == INVALID HANDLE VALUE) {
return Error("failed to open device");

}

// test read

BYTE buffer[64];

// store some non-zero data

for (int i = 0; i < sizeof(buffer); ++i)
buffer[i] = i + 1;

DWORD bytes;

BOOL ok = ::ReadFile(hDevice, buffer, sizeof(buffer), &bytes, nullptr);

return Error("failed to read");
if (bytes != sizeof(buffer))
printf("Wrong number of bytes\n");
// check if buffer data sum is zero
long total = 0;

for (auto n : buffer)

total += n;

if (total != 0)
printf("Wrong data\n");

// test write



BYTE buffer2[1024];
// contains junk

ok = ::WriteFile(hDevice, buffer2, sizeof(buffer2), &bytes, nullptr);

if ('ok)

return Error("failed to write");
if (bytes != sizeof(buffer2))
printf("Wrong byte count\n");

::CloseHandle (hDevice);

}

Pe3iome

B »10i1 rmaBe MbI y3Hanu, kak oopadateiBath IRP, ¢ KoTOpbIME ApaiiBepbl pab0TalOT MOCTOSHHO.
BoopyXuBIINCH STHMHU 3HAHUSIMH, MBI MO>KEM Ha4aTh MCIIOJIH30BaTh OOJIbIIe (PYHKIHIA Apa, B
CIEAYIOLIEH TJIaBE.



