nasa 8: Mpoueccbl U NOTOKU, YBEAOMAEHUSA

OAMH 13 MOLHbIX MEXaHU3MOB, AOCTYMHbIX ANS ApaliBEPOB 4pa - 3TO BO3MOXHOCTb Noay4vaTb
YBeZIOMJIEHUS, KOTAa MPOUCXOAAT BaXKHble COObITUSA. B 3TOM rnaBe Mbl pacCCMOTPUM HEKOTOPbIE U3 3TUX
coObITUI, a UMEHHO CO34aHKe Npouecca.

A TaKXXe co3aaHue 1 paspylUueHne NOTOKOB U 3arpyska o6pasos.

B sTom rnaee:

e YBeJOMNIEHUNS O NMpoLeccax.

o Pernctpaumst yBeLoMAeHUIM O NpoLLeccax.

o [IpegocTtaBaeHne AaHHbLIX B NMO/Ib30BATENIbCKOM peXUMeE.

e YBeJOM/IEHUS O MOTOKaX.

® YBeOMEHUS O 3arpy3Ke 06pas3oB.

® YNpa)KHEeHUS.

YBegoMeHus o npoueccax

Kakabli1 pas, Koraa npoLecc Co3AaeTcs UM YHUUTOXAETCA, 3aMHTEPECOBaHHbIe ApaliBepbl MOryT 6bITh
yBeAoM/EHbI 54p0oM 06 3TOM daKTe. ITo NO3BOAAET ApaliBepaM OTCNEXNBATb NPOLIECChI, BO3SMOXHO,
CBA3bIBas HEKOTOPbIE JaHHbIE C 3STUMM MPOLLECCAMMU.

Kak MUMHUMYM, 3TO NO3BOJISIET ApaliBepaM OTC/IEXKMBATb CO3AaHMe/YHUUTOXKEHME NpoLiecca B
B peasibHOM BpeMeHW. of, «B peasibHOM BpeMeHW» 8 NofpasyMeBato, YTo yBeAOMIEHNS OTNPaBAAIOTCS
«B OMEPaATUBHOM PEXUME».

Kak 4acTb co3aHus npoLecca ApaiiBep He MOXKET MPOMNYCTUTb KaKMe-IMb0o NpoLEecchl, KOTOPbIE MOryT
6bITb CO3aHbl M BbICTPO YHUUTOXKEHDI.

B MOMEHT co3aHu1s NPOLECCOB ApanBepbl TAKXKE MOMYyT OCTaHOBUTL CO3aHMe MpoLiecca, Bo3Bpatlas
OLLNBKY BbI3bIBaAIOLLEro aBOHEHTa, MHULIMMPYIOLLErO CO3AaHKNe npoLecca.

3TOT MOXHO CAenatb TOJILKO B peXnmMe aapa.

OcHoBHoOM API gns pernctpaumm yBegomMaeHni o npoueccax - PsSetCreateProcessNotifyRoutineEx,
onpegensetcs TaK:

NTSTATUS

PsSetCreateProcessNotifyRoutineEx (
_In_ PCREATE_PROCESS_NOTIFY_ROUTINE_EX NotifyRoutine,
_In_BOOLEAN Remove);

MepBbIii apryMeHT - 3To npoueaypa 06paTHOro Bbi30Ba ApaliBepa, UMetoLLLas ciefyoLmii NpoToTUN:

typedef void
(*PCREATE_PROCESS_NOTIFY_ROUTINE_EX) (
_Inout_ PEPROCESS Process,
_In_HANDLE Processld,
_Inout_opt_ PPS_CREATE_NOTIFY_INFO Createlnfo);

BTtopolii aprymeHT PsSetCreateProcessNotifyRoutineEx ykasbiBaert, aBasercs v apamnsep

perucTpauum Uam oTMeHa permcrpaumm obpaTtHoro BbisoBa (FALSE ykasbiBaeT Ha nepsoe). O6bI4HO
ApariBep Bbi3biBaeT 3T0T API co 3Ha4eHueM FALSE B noanporpamme DriverEntry u Bbi3biBaeT ToT e APl ¢
TRUE B ero Bbirpyske.



ApryMeHTbI Npoueaypbl YBEAOM/IEHMSA Caeayowme:

o [pouiecc - 06bEKT NpoLecca BHOBb CO34aHHOMO MPOLLECCa UK YHUYTOXKaeMOro npouecca.

o laeHTMdMKaTOp NpoLecca - YHUKaAbHbIN naeHTMdMKaTop npouecca. XoTs oH 06bAB/IEH C TUNIOM
HANDLE, oH Ha camoMm pene ID.

¢ Createlnfo - cTpykTypa, cogepxkalias nogpobHyto MHGopMaL Mo 0 co3gaBaeMoM npotecce. Ecau
NMpoLLecc YHNUYTOXaeTcs, 3ToT aprymMeHT paBeH NULL.

[nsa co3paHms npolecca npoueaypa o6paTHOro Bbi30Ba ApaliBepa BbIMOHSAETCS CO34aBaloWMM
NoTokoM. [1ns BbIXoAa U3 NpoL,ecca, 06paTHbIN BbI30B BbINOAHAETCS NOCAEAHMM NOTOKOM [/19 BbIXO/a
u3 npouecca. B 06oux cnyyasx o6paTHbIiA BbI3OB BbI3bIBAETCS BHYTPU KPUTUYECKON 061aCcTU (06bIYHbIE
APC sipa OTK/IOUEHDI).

HaunHas ¢ Windows 10 Bepcun 1607, ecTb ele ogHa GyHKUMA 415 YBELOMIEHMIA O NpoLeccax:
PsSetCreateProcessNotifyRoutineEx2. 31a «paclumpeHHas» pyHKUMS ycTaHaB/IMBAET 06paTHbI BbI3OB
aHaslornyeH npeablaylwemMy, Ho 06paTHbIN BbI30B TaKXKe BbI3bIBaeTCA B Npoueccax Pico. MNuko npoueccol
NCMONb3YHOTCA A5 pa3MelleHns npoueccos Linux aia nogcmnctemsl Windows gas Linux (WSL).

Ecnm gpaiiBep 3aMHTEPECOBaH B TAKMX MPOLIECCAX, OH JO/HKEH 3apPerncTpupoBaThCs B pacliMpeHHoM

PyHKUUN.

[LpariBep, MCNONb3YHOLWWIA 3TU 06paTHble BbI30BbI, AOKEH UMETL diar
IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY B 3aronioBke o6pa3sa Portable Executable (PE). Bes Hero
BbI30bl QYHKLIMM pernctpaummn sosspautaeTt STATUS_ACCESS_DENIED.

B HacToslee Bpems Visual Studio He npegocTaBasieT N0Nb30BaTENLCKUIN MHTEPDENC AN YCTaHOBKM
3T0ro ¢nara. 3To AOIKHO ObITb YCTaHOB/IEHO B NapaMeTpax KOMaHAHOM CTPOKM KOMMOHOBLUMKA,
napametp /integritycheck.

Ha pucyHKe HM»Ke MoKasaHo Kak 3To caenatb.

SysMon Property Pages ? X

Configuration: | All Configurations v | Platform: All Platforms v Configuration Manager...

4 Configuration Properties » | All Options
General <different options>

Debugging
VC++ Directories
b C/C++
4 Linker
General
Input
Manifest File
Debugging
System
Optimization
Embedded IDL
Windows Metadata
Advanced
All Options
Driver Settings
Driver Install
Build Events Additional Options Inherit from parent or project defaults £

Inf2Cat . /integritycheck —
Driver Signing

Wpp Tracing

4
p
4
p
4
P

W




CTpYyKTypa AaHHbIX, NpefocTaBasieMas 415 co34aHus NpoLecca, onpeaensercs cieayoumm obpasom:

typedef struct PS_CREATE_NOTIFY_INFO {
_In_SIZE_T Size;
union {
_In_ ULONG Flags;
struct {
_In_ ULONG FileOpenNameAvailable : 1;
_In_ ULONG IsSubsystemProcess : 1;
_In_ ULONG Reserved : 30;

¥

b
_In_HANDLE ParentProcesslid;
_In_ CLIENT_ID CreatingThreadld;
_Inout_ struct FILE_OBJECT *FileObject;
_In_ PCUNICODE_STRING ImageFileName;
_In_opt_ PCUNICODE_STRING CommandLine;
_Inout_ NTSTATUS CreationStatus;
} PS_CREATE_NOTIFY_INFO, *PPS_CREATE_NOTIFY_INFO;

BoT onucaHune BaXKHbIX MNONEN B 3TON CTPYKTYpeE:

e CreatingThreadld - kKoMbuHaLMa NoToKa U naeHTMdPUKaTOpa NPoLLECCa, BbI3bIBAIOLLLErO CO3aHME
npouecca.

e ParentProcessld - naeHTMdUKaTOP poAUTENBLCKOIO NpoLiecca (He AecKpunTop).

e ImageFileName - ums daina obpasa ncnonHsemoro daina, JOCTyNnHoe, eCan YCTaHOBAEH dnar
FileOpenNameAvailable.

e CommandLline - nosHas KOMaHAHas CTPOKa, UCnosib3yemas aasi cosgaHus npouecca. ObpaTtute
BHMUMaHMeE, YTO 3TO MOXKeT 6bITb NULL.

o |sSubsystemProcess - 3TOT dnar yctaHaBAMBaETCS, €CAN 3TOT NPOLECC SABASETCA NpoLeccoM Pico. 310
MOXET BbITb TO/IbKO B TOM C/lyyae, eC/iv ApanBep 3aperncTpupoBaH B
PsSetCreateProcessNotifyRoutineEx2.

e CreationStatus - 370 cTaTyc, KOTOPbI BEPHETCS K Bbi3bIBaOLLIEMY. 3[ECh PaBEP MOXET
OCTaHOBWTL CO3JaHUeE NPOLLECcca, YKa3aB cTaTyc oTKasa (Hanpumep, STATUS_ACCESS_-DENIED).

Perucrpauus ysegomMaeHuiM 0 npoueccax

Y1obbl NPOAEMOHCTPUPOBATL KaK CO3/1aBaTh YBEAOMJIEHUS O NPOLLECcax, Mbl CO34aANM ApaiBep,
KOTOPbIN cobMpaeT MHPOopMaLMIo O NpoLecce.

A TakXe MHGOPMALMIO O CO34aHUM U YHUUTOXEHMMN, a TaKXKE BO3MOXKHOCTb UCMOJIb30BaHUS 3TOM
MHbOPMALIUU K/IMEHTOM MOJIb30BaTE/IbCKOIO PEXKMUMA.

7O aHaJIOrMYHO TaKUM MHCTPYMEHTaM, KaK Process Monitor ot Sysinternals, koTopbiii Ucnonb3yeT
yBeJoM/IeHMs npoLecca (M NoToka) A1s otyeta 06 akTMBHOCTM npotiecca (M noToKa). B xoae peannsaumm
3TOro AipaliBepa, Mbl BOCMO0JIb3yEMCS HEKOTOPbIMU MPUEMAMU, U3YHEHHBIMU B NPeablayLIUX FNaBax.
MMms Haluero gpaiieepa 6yaeT SysMon (He cBsi3aHHOE C MHCTPYMEHTOM SysMon ot Sysinternals), u oH
6yAeT XpaHWUTb BCo MHGOPMALMIO O CO34aHMU YHUUTOXXEHUM MpoLLecca B CBA3aHHOM CMUCKe (MCnonb3ys
cTpyKTYpbl LIST_ENTRY).

MOCKONIbKY K 3TOMY CBSI3aHHOMY CMUCKY MOTYT 006pallaTbCs 0JHOBPEMEHHO HECKO/IbKO MOTOKOB, HAM
HEe06X0AMMO 3aWMTUTb €70 C MOMOLLbIO MbIOTEKCA MM BbICTPOro MblOTEKCA, Mbl ByAeM MCNONb30BaThb
ObICTPbIN MBIOTEKC, TaK KaK OH bonee a¢ppeKTUBEH.

CobpaHHble HaMW AaHHbIE B KOHEYHOM UTOre NoNaayT B NOb30BaTE/NIbCKUIA PEXKMUM, MOITOMY Mbl
[OJIKHbI 06BSBUTL OOLIME CTPYKTYPbI, KOTOpble CO3Aa€eT ApaiBep M NOAyYaeT KINEHT
NoJsIb30BaTE/IbCKOrO peXuma.



MbI Jo06aBMM 06LWMIA 3aroNoBoYHbIN dalii ¢ uMeHeM SysMonCommon.h B npoeKT gpareepa u
onpeaenM HeCKOJIbKO CTPYKTYP. Mbl Ha4yHEM ¢
00OLWMX 3aro/IOBKOB A1/15 BCeX MHOOPMALMOHHbIX CTPYKTYP, OnpeaefieHHbIX TaK:

enum class ItemType : short {
None,
ProcessCreate,
ProcessExit

¥

struct ItemHeader {
ltemType Type;
USHORT Size;
LARGE_INTEGER Time;

b

CtpykTypa ItemHeader cogepxut nHdopmaumio, obLLyto 415 BCEX TUMOB COOLITUI: TUMN COBLITUS,
BpeMs cobbITUs (BblpaykeHHOe 64-6UTHBIM LiE/IbIM YUC/IOM) M pasMep Moe3HOM Harpysku. Pasmep
BaXKEH, TaK KaK Kaxgoe cobbiTve nmMeeT CBOK MHPOpMaLMIO. ECan Mbl NO3)Ke 3aXOTUM YNaKoBaTb
MacCUB 3TUX COBLITUI U (CKaXKeEM) MPEfOCTaBUTb UX KJIMEHTY MOJIb30BATE/IbCKOTO PEXMMA, KIIMEHT
[LO/KEH 3HaTb, rae 3aKaHYMBAETCA KaXk0e CobbITUE U Ceayolee HauMHaeTcs.

Korga y Hac ecTb 3TOT 06U 3aro/I0BOK, Mbl MOXKEM BbIBOAUTb APYrvue CTPYKTYpPbl AAHHbIX 415
KOHKPETHbIX COBLITUI.

ﬂ,aBaﬁTe Ha4yHEM C CaMOro npocToro - BbiIXo4, U3 rnpotLecca:

struct ProcessExitinfo : ltemHeader {
ULONG Processld;

¥

MOCKOJIbKY HaM HY)XXHO XPaHUTb KaXKAyHo TaKYHo CTPYKTYPY Kak H4acTb CBA3AHHOIO CMMCKa, KaXkaas
CTPYKTypa AaHHbIX AO/MKHa coaep)KaTb ak3emnasap LIST_ENTRY, yka3biBatowmin Ha cnenyowmn n
npeabiaywmn anemMeHTbl. NockonbKy 3T 06bekTbl LIST_ENTRY He Jo/iKHbI OTOOpaXkaTbCs B
NONb30BATENIbCKOM pEXUME, Mbl ONpefleNIMM paclUMPEHHbIE CTPYKTYPbI, COAEPIKaLLLMe 3TU 3anucu, B
Apyroi aiis, KOTopbIN He UCNOb3YETCA B MOJIb30BATE/IbLCKOM pPEXMME.

B HoBOM ¢aitne ¢ uMeHeM SysMon.h Mbl Job6aBAsieM 06LLYIO CTPYKTYPY, KoTopas coaep>kut LIST_ENTRY
BMecTe C paKTUYECKOM CTPYKTYPb! JaHHbIX:

template<typename T>
struct Fullltem {
LIST ENTRY Entry;
T Data;

¥

LLIaBNOHHbIN Kacc UCMONb3YeTCs, YTOObI M36eXaTb CO34aHMa MHOXKECTBA TUMOB, N0 OAHOMY A
Ka)KJ1oro KOHKPETHOro T1Mna cobbITUS.

Hanpumep, Mbl Morn 6bl CO3aTh CNEAYIOLLYIO CTPYKTYPY CNeLmnansHo ANS cobbiTUS BbIXOAA U3
npotecca:

struct FullProcessExitInfo {
LIST_ENTRY Entry;
ProcessExitInfo Data;

¥



3aro/IoBOK Hallero CBSI3aHHOTO CMMUCKa JIO/DKEH FAe-TO XpaHUTLCA. Mbl CO34a1UM CTPYKTYPY AAHHbIX,
KoTopas ByeT coiep»KaTb Bce robanbHOe CoCTosHME ApaliBepa BMECTO CO3aHUs OTAE/bHbIX
rno6anbHbIX NepeMeHHbIX. BOT onpeaeneHune Hallel CTPYKTYpbl:

struct Globals {
LIST_ENTRY ItemsHead;
int ltemCount;
FastMutex Mutex;

¥

Mcnonb3yemsblin Tun FastMutex - TOT e, 4To Mbl pa3paboTtanm B maee 6. Hapsay ¢ C ++ RAII
O6onouka AutolLock, Takxe 13 rnasbl 6.

Mpoueaypa DriverEntry

DriverEntry gnsa apanBepa SysMon aHanormyeH gparsepy Zero us rnaebl 7. Ham Heob6xoamMmo 106aBUTb
perncTpaLuio yBeoM/1EHMS O NPOLECCE M NMPaBUbHYIO MHULMaNM3auUmMlo Hawero obbekTa Globals:

Globals g_Globals;
extern "C" NTSTATUS
DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING) {
auto status = STATUS SUCCESS;
InitializeListHead(&g_Globals.ltemsHead);
g_Globals.Mutex.Init();
PDEVICE_OBJECT DeviceObject = nullptr;
UNICODE_STRING symLink = RTL_CONSTANT_STRING(L"\\??\\sysmon");
bool symLinkCreated = false;
do {
UNICODE_STRING devName = RTL_CONSTANT_STRING(L"\\Device\\sysmon");
status = loCreateDevice(DriverObject, 0, &devName,
FILE_DEVICE_UNKNOWN, 0, TRUE, &DeviceObject);
if (INT_SUCCESS(status)) {
KdPrint((DRIVER_PREFIX "failed to create device (0x%08X)\n",
status));
break;
}
DeviceObject->Flags |= DO_DIRECT_IO;
status = loCreateSymbolicLink(&symLink, &devName);
if ('\NT_SUCCESS(status)) {
KdPrint((DRIVER_PREFIX "failed to create sym link (0x%08X)\n",
status));
break;
}
symLinkCreated = true;
// register for process notifications
status = PsSetCreateProcessNotifyRoutineEx(OnProcessNotify, FALSE);
if (INT_SUCCESS(status)) {
KdPrint((DRIVER_PREFIX "failed to register process callback (0x
%08X)\n",
status));
break;
}
} while (false);
if (INT_SUCCESS(status)) {
if (symLinkCreated)
loDeleteSymbolicLink(&symLink);
if (DeviceObject)
loDeleteDevice(DeviceObject);
}
DriverObject->DriverUnload = SysMonUnload;
DriverObject->MajorFunction[IRP_MJ_CREATE] =



DriverObject->MajorFunction[IRP_MJ_CLOSE] = SysMonCreateClose;
DriverObject->MajorFunction[IRP_MJ_READ] = SysMonRead;
return status;

}

Mo3)e Mbl BOCMOJIb3yeMCS NpoLeaypon OTNPaBKU YTEHUS, YTOObI BEPHYTb MHGOPMAaLMIO O COOLITUK B
NOJIb30BaTE/IbCKUIN PEXMM.

O6paboTKa yBeAoMJIEHUI O BbIXOAe U3 Npouecca

DyHKUMSA YBEOMJIEHMS NpoLecca B NPUBEAEHHOM Bbllle Koje - OnProcessNotify umeer npototun
OMWCaHHbIN paHee B 3TOM [N1aBe. ITOT 06paTHbIN BbI30B 06pabaTbiBaeT co3AaHUE N 3aBepLUEHME
npouecca. [laBaliTe HA4HEM C BbIXOAa U3 NPOLLECCA, TaK KaK 3TO HAMHOIO MpoLle, YEM CO3[aHKne
npotecca (Kak Mbl CKOPO YBUAMM).

Ba30BbIi Kog, 06paTHOrO BbI30BA BbIMAANUT C/ieAyHoLWMM 06pasoMm:

void OnProcessNotify(PEPROCESS Process, HANDLE Processld,
PPS_CREATE_NOTIFY_INFO Createlnfo) {
if (Createlnfo) {
// process create
}

else {
// process exit
}

}

s BbIXo[a M3 NpoLLecca y Hac eCTb TOJIbKO UAEHTUPUKATOP NPOLECCA, KOTOPbIM HaM HYXXHO COXPaHUTb,
a TakXKe obLme AaHHble 3arooBKa.
Bo-nepBbIX, HaM HY>KHO BbIAENTb XPaHUAULLE A1s BCETO 3/1IEMEHTA, NPEACTaBASIOWErO 3TO CObbITHE:

auto info = (Fullltem<ProcessExitInfo>*)ExAllocatePoolWithTag(PagedPool,
sizeof(Fullltem<ProcessExitinfo>), DRIVER_TAG);
if (info == nullptr) {
KdPrint((DRIVER_PREFIX "failed allocation\n"));
return;

}

Ecnu BblaeNeHMe NaMAaTK He YAaeTcs, TO ApaiBep HUHEro He MOXKET CAeNaTh, MO3TOMY OH NPOCTO
BO3BpalLLAETCs U3 06PaTHOro BbI30Ba.

MpuLLIO BPpeMs 3anoaHUTb 06LLYI0 MHPOPMALLMIO: BPEMS, TUM U pa3Mep 3/1IEMEHTA, U BCE 3TO JIETKO
MOAYYUTb:

auto& item = info->Data;
KeQuerySystemTimePrecise(&item.Time);
item.Type = IltemType::ProcessExit;
item.Processld = HandleToULong(Processld);
item.Size = sizeof(ProcessExitinfo);
Pushltem(&info->Entry);

CHayana Mbl paboTaeM ¢ caMUM 3/1IeMEHTOM AaHHbIX (MMHYA LIST_ENTRY) ¢ nomolublo nepeMeHHoM
info.

[anee Mbl 3anoaHsAeM MHGOPMaALIUIO 3aroJioBKa: TUMN 3ieMeHTa XOPOLLO U3BECTEH, TaK KaK Mbl
Haxo4MMcs B BETBM, 06pabaTbiBatoLen yBeAOMJIEHME O BbIXOAE U3 npoLecca.

BpeMs MOXKHO noslyumTb € noMollpbto KeQuerySystemTimePrecise, KOTOpbI BO3BpallaeT

TeKkyllee cuctemMHoe spems (UTC, a He MecTHoe BpeMs) B Buae 64-6UTHOrO Lieaoro ymcia ¢ 1 sHeaps
1601 ropa.

HakoHel,, pa3Mep 3/1eMeHTa NOCTOSAHEH U SABASIETCS Pa3MEPOM CTPYKTYPbI AAaHHbIX, OPUEHTUPOBAHHOM



Ha nosib3oBatens (a He pasmepoM Fullltem <ProcessExitinfo>). Bce, 4to octanock caenatb, 310 406aBUTb
HOBbII 3/IEMEHT B KOHEL|, CBSI3aHHOIO cnucKa. [1a5 3Toro Ml onpegennte GyHKLUM0O ¢ uMeHeM Pushitem:

void Pushltem(LIST ENTRY* entry) {

AutoLock<FastMutex> lock(g_Globals.Mutex);

if (g_Globals.ltemCount > 1024) {
// too many items, remove oldest one
auto head = RemoveHeadList(&g_Globals.ltemsHead);
g_Globals.ltemCount--;
auto item = CONTAINING_RECORD(head, Fullltem<ItemHeader>, Entry);
ExFreePool(item);

}
InsertTailList(&g_Globals.ltemsHead, entry);

g_Globals.ltemCount++;

Kopg, cHavyana nosy4aeT ObICTPbIN MbIOTEKC, TaK KaK HECKOJIbKO MOTOKOB MOTYT BbI3bIBaTb 3Ty PYHKLMIO
OAHOBpPEMEHHO.

Bce nocne 3Toro genaercs nog, 3aLmTon 6b6ICTPOro MboTeKca.

3aTeM gpanBep OrpaHUYMBAET KOJIMYECTBO 3/IEMEHTOB B CBSI3aHHOM CMMCKe. ITO HeobxoAuMas Mepa
NpeaoCTOPOXHOCTU, TaK KaK HET rapaHTMM TOro, YTO KJIMEHT Cpa3y BOCMOJIb3yeTCs 3TUMM COObITUAMMN.
[paiBep HMKOrga He A0JIKEH NO3BOATb AaHHbIM NOTPEOAATLCA 6€3 orpaHMUYEHUI, TaK KaK 3TO MOXKET
NOCTaBUTb NOJ, YIpo3y CUCTEMY B LieIOM. BbibpaHo 3HayeHne 1024 34ech COBEPLUEHHO NMPOU3BOJIbHO.
JNlyqwe, 4To6bI 3STOT HOMEP CYMTLIBA/ICS U3 PeecTpa B ApaiBepa, Yepe3 CEPBUCHbIN KK,

Ecnun Kon4ecTBO 31€MEHTOB MPEBBILIAET JIMMUT, KOA, YOANSET CaMblii CTapbli 3/1IEMEHT, MO CYLLECTBY
06pabaTbiBasi CBA3aHHbIN CNUCOK B BUe odyepean (RemoveHeadList).

Ecnu aneMeHT yaaneH, ero naMaTb A0JXKHa ObITb OCBOOOXAEHA.

Makpoc CONTAINING_RECORD wmcnosib3yeTcs AN nepexofa K Hayany obbekra Fullltem <>. Tenepb
ExFreePool MokeT ocBO60OANTb OGBHEKT.
Ha cnepytoleM pucyHke nokasaHo pacnonoxkeHune o6bektoB Fullltem <T>.

FullItem<T>

LIST_ENTRY Entry

ItemHeader
User Mode

accessible

—

Specific Data

HakoHel,, agpaneep Bbi3biBaeT InsertTailList, 4yTobbl J06aBUTL 3/1EMEHT B KOHEL, CMUCKA, U KOJIMYECTBO
3/1IEMEHTOB YBE/INYNBAETCA.

HaM He HY>KHO MCNoNb30BaTb aTOMapHble ornepaLnmn yBendeHns/yMeHblleHus B GyHKUMM Pushltem,
NOTOMY YTO MaHUMY/IALUMM C NOACYETOM 3JIEMEHTOB BCErAa BbIMOAHAKTCA N0, 3aMUTON 6bICTPOro
MbIOTEKCA.



O6paboTKa yBeoMJIEHUI O CO34,aHMM NpoLecca

YBegoMeHUs 0 Co3aHMu1 npotiecca 6o0aee CNoXKHbI, MOCKOJIbKY 06beM UHPOPMAaLIMK BapbupyeTcs.
Hanpumep, A/IMHa KOMaHAHOM CTPOKW A5 pa3HbIX MPOLECCOB pasHas. [I1s Hauyaia HaM HY>KHO MOHATb,
4TO 33 MHPOPMALUA AN CO3AaHMS NpoLecca.

BoTt nepBas nonbITKa:

struct ProcessCreateInfo : ItemHeader {
ULONG ProcessId;
ULONG ParentProcessId;
WCHAR CommandLine[1024];

3

MBI pelmiIy COXpaHUTh UACHTH(PUKATOP MpoIiecca, HASHTU(UKATOP POIUTEIIHCKOTO Mpoliecca U
KOMaH/IHYIO CTpOKy. C 3TOH CTPYKTYPOM MOKHO padOTaTh, M C HEM TOBOJILHO JIETKO UMETH JCIIO,
[IOTOMY 4TO €€ pa3Mep U3BECTEH 3apaHee.

[TorenumanpHas mpobiaema 371eCh CBsA3aHa C KOMaHIHOH cTpokoi. OOBSIBICHHE KOMaHIHOU
CTPOKH MIOCTOSTHHOTO pa3Mepa MpocTo, HO mpobiieMaTnyHo. Eciiu koMaHHas CTpOKa IJTMHHEE,
4YeM BBIJICJIEHO, paiiBepy Mpuaercs o0pe3aTh ee, BO3MOKHO, CKPbIBasi BAXKHYI0 HH(POPMALIUIO.
Ecnu xoManHast cTpoka KOpoUe 3aJaHHOTO MpeJiena, CTPYKTypa TPaTUT MaMSATh.

Bort emie oquH BapuaHT, KOTOPBIN MBI Oy/IeM HCIIONIB30BATh B HAIIIEM JIpaiiBepe:
struct ProcessCreateInfo : ItemHeader {

ULONG ProcessId;

ULONG ParentProcessId;

USHORT CommandLinelLength;

USHORT CommandLineOffset;
}s

Mp1 OyzieM XpaHUTb JUIMHY KOMaH/IHOM CTPOKH M €€ CMEIIEHHE OT Hayaia CTpyKTypbl. Camu
CUMBOJIbI KOMaHTHOU CTPOKU OYIyT CJI€I0BAaTh ATOM CTPYKTYype B maMsATu. Takum 0O6pazom, Mbl
HE OTpaHUYEHbI JJIMHON KOMAaHHOW CTPOKH U HE TPATHM MaMATh HAa KOPOTKHE KOMaH/IHbIE
CTPOKHU. YUHUTHIBasi 3TO OOBSBICHHE, MBI MOXKEM HauaTh peasi3alluio JIJIs CO3aHus Mpoliecca:



USHORT allocSize = sizeof(FullIltem<ProcessCreateInfo>);
USHORT commandLineSize = 0;
if (CreateInfo->CommandLine) {
commandLineSize = CreateInfo->CommandLine->Length;
allocSize += commandLineSize;
}
auto info = (FullItem<ProcessCreateInfo>*)ExAllocatePoolWithTag(PagedPool,
allocSize, DRIVER TAG);
if (info == nullptr) {
KdPrint((DRIVER PREFIX "failed allocation\n"));

return;

}

OO6mmit pa3mep I pacripeesIeHHs 3aBUCHUT OT JIJTUHBI KOMAaHIHOW CTPOKHU (€CITH €CTh).
[Tpumiio Bpems 3a0JHUTh HEU3MEHSIOIaCs HH)OPMaIIKIo, 2 IMEHHO 3aroJIOBOK, a TaKkKe
UIEeHTU(DUKATOPHI TTPOIIeCCa:

auto& item = info->Data;

KeQuerySystemTimePrecise(&item.Time);

item.Type = ItemType::ProcessCreate;

sizeof(ProcessCreateInfo) + commandLineSize;

item.Size

item.ProcessId = HandleToULong(ProcessId);

item.ParentProcessId = HandleToULong(CreateInfo->ParentProcessId);

Pa3mep snemeHTa J0KEH OBITh PACCUUTAH C yUETOM 0a30BOM CTPYKTYpPBI U IJIMHBI KOMaHIHON
cTpokH. Jlanmee HaM HY>KHO CKOITMPOBAaTh KOMaHIHYIO CTPOKY Ha aJpec KoHIa 6a30BOit
CTPYKTYpBI U OOHOBUTbH JUTHHY U CMEIICHHE:

if (commandLineSize » @) {

Comemepy ( (UCHAR*)Ritem + sizeof(item), Createlnfo-:Commandline-:Buffer,
commandLineSize) ;

item.CommandL inelength commandLineSize / sizeof(WCHAR): length in WCHARs
item.CommandL ineQf fset sizeof(item);

1

else {
item.CommandL inelength

=

1
Pushltem(&info-*Entry);



HpeZ[OCTaBJIeHI/le JAHHBIX B ITOJb30BATCJIbCKOM PECKUME

Crenyrolee, 4To HY>KHO PaCCMOTPETh, - KaK IPEAOCTaBUTh COOPaHHYIO0 HH(POPMALIUIO KIHEHTY
MI0JIb30BATENLCKOT0 peKnuMa. TaM MOYXKHO MCIIOJIb30BaTh HECKOIBKO BAPUAHTOB, HO JUIS 3TOTO
IpaiiBepa Mbl IO3BOJIMM KJIMEHTY OIPOCUTH JApaiBEP C MOMOIIBIO 3alpOCca Ha YTEHHE.

JpaiiBep 3aNOJIHUT MIPEIOCTABICHHBIH Mosb30BaTesieM Oydep TaKUM KOTMYECTBOM COOBITUM
HAaCKOJIBKO BO3MOXKHO, ITOKa Oydep He OyaeT ucuepnaH Win B 04epeId He OCTaHEeTCs COOBITUH.
MBI HauyHEM 3anpoC Ha YTEHHE C MOIy4YEHHs aapeca MoIb30BaTeIbCKOro oydepa ¢ HoMOIIbI0
Direct I/O (nactpoennoro B DriverEntry):

NTSTATUS SysMonRead (PDEVICE OBJECT, PIRP Irp) {
auto stack = IoGetCurrentIrpStackLocation(Irp);
auto len = stack->Parameters.Read.Length;
auto status = STATUS SUCCESS;
auto count = 0;
NT ASSERT(Irp->MdlAddress); // we're using Direct I/0
auto buffer = (UCHAR*)MmGetSystemAddressForMdlSafe(Irp->MdlAddress,
NormalPagePriority);
if (!'buffer) {
status = STATUS INSUFFICIENT RESOURCES;

}

else {

Tenepb HaM HY7KHO IIOJIYUUTH JOCTYII K HALICMY CBA3AHHOMY CIIMCKY W BBITAILIUTDH 3JICMCHTHI U3
€Tr0 I'OJIOBBI:

AutoLock lock(g Globals.Mutex);
// C++ 17
while (true) {

if (IsListEmpty(&g Globals.ItemsHead)) // can also check
g Globals.ItemCount

break;

auto entry = RemoveHeadlList(&g Globals.ItemsHead);

auto info CONTAINING RECORD(entry, FullItem<ItemHeader>, Entry);

auto size info->Data.Size;
if (len < size) {

// user's buffer is full, insert item back



InsertHeadlList (&g Globals.ItemsHead, entry);
break;

}

g Globals.ItemCount--;

::memcpy(buffer, &info->Data, size);

len -= size;

buffer += size;

count += size;

// free data after copy

ExFreePool(info);

}

CHayajia MbI Imojrygyacm 6BICTpBH71 MBIOTCKC, TaK KaK YBCIOMIICHUS IIpOoHeCCa MOT'yT pOa0JI2KAaTh
MoCTymnarhb. Ecnu ciucok IMyCT, A€JIaTb HCUCTO U BBIXOAUM M3 LUKIIA. 3aTeM MBI BRITITHBAEM
TOJIOBHOM 3JIEMEHT, M €CJIM 3TO OO0JIbIIIe, YeM OCTABIIHIICS pa3Mep MOIb30BaTeIhCKOro Oydepa -
ckorrpyem ero cogepxkumoe (6e3 mosst LIST ENTRY).

Janee mpomomKkaeM U3BJIEKaTh JIEMEHTHI U3 TOJIOBBI 10 TEX 110p, OKA JINO0 CIIUCOK HE CTaHET
MyCTBIM, 00 Oyep moap30BaTeNs He 3alOTHUTCS.

Haxkoner1, MbI 3aBepILIIM 3aIpoc C JIOOBIM CTaTYyCOM M YCTaHOBHUM Il HH(POPMAIUK 3HaYECHUE
count HepeMeHHOI:

Irp->IoStatus.Status = status;
Irp->IoStatus.Information = count;
IoCompleteRequest(Irp, 0);

return status;

Hawm taxxke HYXXHO B3TTIIHYTbh Ha IIPOUCAYPY BBII'PY3KH. Ecnu B CB3aHHOM CIIHCKE €CTh
QJICMCHTBI, OHHU JOJIDKHBI OBITE OCBOGO)KI[CHHLIM SIBHO, MHAYC y HAC 6yz[eT YTCUKaA:

void SysMonUnload(PDRIVER OBJECT DriverObject) {
// unregister process notifications
PsSetCreateProcessNotifyRoutineEx(OnProcessNotify, TRUE);
UNICODE STRING symLink = RTL CONSTANT STRING(L"\\??\\sysmon");
IoDeleteSymbolicLink(&symLink);
IoDeleteDevice(DriverObject->DeviceObject);
// free remaining items

while (!IsListEmpty(&g Globals.ItemsHead)) {



auto entry = RemoveHeadlList(&g Globals.ItemsHead);

ExFreePool (CONTAINING RECORD(entry, FullIltem<ItemHeader>,
Entry));

}
}
KJIMeHT 1m0JIb30BaTeIbCKOT0 pesKuMa

Tereps MBI MOXKEM HAIMCATh KJIMEHT TOJIh30BATEIHCKOTO PEXKUMa, KOTOPBIH ONPAITuBaCT
nanHble ¢ momotbio ReadFile m otoOpaskaeT pesynbraTel. OCHOBHAS (PYHKITUS BBI3BIBACT
ReadFile B riukiie, HEeMHOTO OXKHIAET, YTOOBI TOTOK HE Beeraa motpedssut LIITY.

int main() {
auto hFile = ::CreateFile(L"\\\\.\\SysMon", GENERIC_READ, O,
nullptr, OPEN EXISTING, 0, nullptr);
if (hFile == INVALID HANDLE VALUE)
return Error("Failed to open file");
BYTE buffer[l << 16];
// 64KB buffer
while (true) {
DWORD bytes;
if (!'::ReadFile(hFile, buffer, sizeof(buffer), &bytes, nullptr))
return Error("Failed to read");
if (bytes != 0)
DisplayInfo(buffer, bytes);

::Sleep(200);

}

Oyukuus DisplayInfo nomkna onpenensats 6ydep, KOTopblii eif Obu1 penocTabieH. [Tockonbky
BCE COOBITHSI HAUMHAIOTCS C OOIIETO 3arojoBKa, (GYHKIUS pa3iudaeT pa3inyHbie COOBITHS Ha
ocHoBe ItemType. [Tociie 06paboTKU COOBITHS, TIOJIE pa3Mep B 3ar0JIOBKE YKa3bIBAET, TJIC
HAYMHAETCS CIIEAYIOIIEe COOBITHE:



void DisplayInfo(BYTE* buffer, DWORD size) {
auto count = size;
while (count > 0) {
auto header = (ItemHeader*)buffer;
switch (header->Type) {

case ItemType::ProcessExit:

{
DisplayTime(header->Time);
auto info = (ProcessExitInfo*)buffer;
printf("Process %d Exited\n", info->ProcessId);
break;

}

case ItemType::ProcessCreate:
{
DisplayTime(header->Time);
auto info = (ProcessCreateInfo*)buffer;

std: :wstring commandline( (WCHAR*) (buffer + info-
>CommandLineOffset),info->CommandLinelLength);

printf("Process %d Created. Command line: %ws\n", info-

>ProcessId,
commandline.c str());
break;
}
default:
break;
}
buffer += header->Size;
count -= header->Size;
}
}

Uto0b!I NpaBUIBLHO M3BJIEYb KOMAHIHYIO CTPOKY, B KOZIE UCIIOJIb3YETCSI KOHCTPYKTOP Kilacca
wstring C ++, KOTOpbIi MOXET OCTPOUTh CTPOKY HAa OCHOBE yKa3aTelsl U AJIUHbBI CTPOKH.
®opwmartsl BeriomorarenabHol (GyHkimuu DisplayTime Bpemst B ynoOountaeMoM BUJIE:



void DisplayTime(const LARGE INTEGER& time) {
SYSTEMTIME st;
::FileTimeToSystemTime ( (FILETIME*)&time, &st);
printf("%02d:%02d:%02d.%03d: ",
st.wHour, st.wMinute, st.wSecond, st.wMilliseconds);
}
JpaiiBep MOXHO YCTaHOBUTbH M 3aITyCTUTh, KaK OMKMCAHO B I1aBe 4, MPUMEPHO TAK:
sc create sysmon type= kernel binPath= C:\Book\SysMon.sys

sc start sysmon



Bot npumep BeiBoga npu 3amycke SysMonClient.exe:

¥e Bufffiffff -ForceVi

12:@7:89.575: Process 6784 Created. Command line: "C:‘\WINDOWS\system32'cmd.exe"

12:@7:89.596@: Process T248 Created. Command line: A\?7\C: \WINDOWS‘\system3Z\conhost.ex)

e Bxffffffff -Force\

12:87:14 .387: Process T832 Exited

12:@7:12.834: Process 2112 Created. Command line: C:\WINDOWS‘\system32\ApplicationFra‘

meHost . exe -Embedding

12:87:12.841: Process 5276 Created. Command line: "C:‘\Windows\SystemdppsiMicrosoft. My
icrosoftEdge _8wekyb3d8bbwe \MicrosoftEdge . exe” -ServerName:MicrosoftEdge. AppXdrh jhoow’,

Jzf@jectkg3]jtaré@qgdm@khe .moa

12:87:12.624: Process 2076 Created. Command line: C:A\WINDOWS‘\system3Z\DllHost.exe /P

rocessid:{7966B40D8- 4FDC-4126-A188 -39A32094AD251 }

12:@7:12.747: Process TB8@ Created. Command line: C:\WINDOWS‘\system32\browser _broker®
.exe -Embedding

12:@7:13 .816: Process 8972 Created. Command line: C:A\WINDOWS“System32\svchost exe -k
Local ServiceNetworkRestricted

12:@7:13.435: Process 12964 Created. Command line: C:‘\WINDOWS\system32\DllHost.exe /%

Processid: {973D2807-562D-44B9-BT0B- SABF49CCDF3F }

12:@7:13.554: Process 11872 Created. Command line: C:‘\WINDOWS\system32'‘Windows. WARP .Y

JITService . exe TfO92973-8a6d-421d-bB42-6afd33a19631 5-1-15-2-36246851433-2125758914- 1%

423191267-1740899205-16873925389-3T825T2162-7T37981194 5-1-5-21-4617881961 -586216945- 2%

666946644-1861 516

12:@7:14.454: Process 12516 Created. Command line: C:‘Windows\System32'\RuntimeBroker®,
.exe -Embedding

12:87:14.914: Process 18424 Created. Command line: C:‘\WINDOWS\system3Z‘'\MicrosoftEdge’

SH.exe SCODEF:527T6 CREDAT:9738 APH:1888800E0068881T7 JITHOST /prefetch:Z

12:@7:14.988: Process 12536 Created. Command line: "C:‘Windows'\System32\MicrosoftEdgh,

eCP.exe” -ServerName:Windows.Internal .WebRuntime.ContentProcessServer

12:@87:17.741: Process T8EE Created. Command line: C:A\WINDOWS‘\system3Z‘\Searchlndexer .’

exe /Embedding

12:87:19.17T1: Process 20876 Exited

12:@7:30.286: Process 3836 Created. Command line: "C:‘\Windows\System3Z‘'MicrosoftEdge’

CP.exe" -BerverMName :Windows.Internal.WebRuntime.ContentProcessServer

12:687:31.657: Process 9536 Exited

YBeaoMiIeHHus 0 MOTOKAX

HI[pO obOecrieynBaeT 06paTHBIC BBI3OBbBI CO3aHNA U YHUYTOXCHHUA ITOTOKOB, aHAJIOTUYHO
O6paTHI>IM BbI30OBaM IIPOLECCOB.

st atoro ucnonesyercs PsSetCreateThreadNotifyRoutine, a 111 OTMEHBI perucTparnuy -
npyroit API, PsRemoveCreateThreadNotifyRoutine. AprymeHTsI, Ipe0CTaBICHHBIC
MOJIporpaMmMe 0OpaTHOTO BbI30Ba: MIAEHTH(UKATOP Mpolecca, HASHTUPHUKATOP TOTOKA U TO,
CO3/AeTCsI WIIM YHHUYTOXKAETCS TTOTOK.

MBI pacmmpuM CyIeCTBYIOMUN ApaiBep SysMon aJis MoydeHus: yBEAOMIICHUH TTOTOKOB, a
TaK)Ke YBEJIOMJICHUH O Tpolieccax.



CHavana Mbl 100aBHM 3HAYCHUS MIEPEUUCIICHHS sl COOBITHIA TIOTOKA U CTPYKTYPY,
NPEJICTaBIISIONLY 0 HH(OpMAIIHIO, BCE B 3arojoBoyHOM (aiie SysMonCommon.h:

enum class ItemType : short {
None,
ProcessCreate,
ProcessExit,
ThreadCreate,
ThreadExit
}s
struct ThreadCreateExitInfo : ItemHeader {
ULONG ThreadId;
ULONG ProcesslId;
b
Teneps Mbl MOkeM J100aBUTH MPaBHIBHYIO peructpanuio B DriverEntry:
status = PsSetCreateThreadNotifyRoutine(OnThreadNotify);
if (!NT SUCCESS(status)) {

KdPrint ((DRIVER PREFIX "failed to set thread callbacks (status=
%08X)\n", status)\

);
break;
}

Cama npouenypa 0OpaTHOTO BbI30Ba JOBOJIBHO MPOCTA, IIOCKOIBKY CTPYKTypa COOBITHS UMEET
MOCTOSIHHBIN pa3Mep. 31ech Mpoleaypa 0OpaTHOTO BbI30BA IIOTOKA IIEITUKOM:

void OnThreadNotify (HANDLE ProcessId, HANDLE ThreadId, BOOLEAN Create) {

sizeof (FullItem<ThreadCreateExitInfo>);

auto size

auto info =
(FullItem<ThreadCreateExitInfo>*)ExAllocatePoolWithTag(PagedPool,

size, DRIVER TAG);
if (info == nullptr) {
KdPrint ((DRIVER PREFIX "Failed to allocate memory\n"));

return;



auto& item = info->Data;
KeQuerySystemTimePrecise(&item.Time);

item.Size = sizeof(item);

item.Type = Create ? ItemType::ThreadCreate : ItemType::ThreadExit;
item.ProcessId = HandleToULong(ProcessId);
item.ThreadId = HandleToULong(ThreadId);
PushItem(&info->Entry);

¥

Bonbias yacTe 3TOro KoAa JOHKHA BBIMIAIETh 10BOJIBHO 3HAKOMOW. YTOOBI 3aBEpLINTD
peanu3anuio, Mbl 100aBUM KIMEHTY KOJ, KOTOPBIN 3HAET, KaK 0TOOpa)aTh MOTOK CO3JaHMs U
ynanenus (B Displaylnfo):

case ItemType::ThreadCreate:

{
DisplayTime(header->Time);
auto info = (ThreadCreateExitInfo*)buffer;
printf("Thread %d Created in process %d\n",
info->ThreadId, info->ProcessId);
break;
}
case ItemType::ThreadExit:
{
DisplayTime(header->Time);
auto info = (ThreadCreateExitInfo*)buffer;
printf("Thread %d Exited from process %d\n",
info->ThreadId, info->ProcessId);
break;
}

BOoT HECKONIbKO MPMMEpPOB BbLIXOAHbLIX AAHHLIX AN OOHOBEHHOrO [ApalBepa U KIUEeHTa:



13:
13:
13:
13:
13:
13:

13:
13:

F8IIF S

86
@6

13:
13:
13:
13:
13:

29 .631: Thread 12188 Exited from process 11976

29,885 Thread 13816 Exited from process 8828

:29.955: Thread 12532 Exited from process 8568

:38.218: Process 12164 Created. Command line: SysMonClient.exe
138 .219: Thread 12004 Created in process 12164

236,687 Thread 12876 Created in process 18728

33.266: Thread 4524 Exited from process 4484
33.266: Thread 13872 Exited from process 4484

B6:33.264:
B6:33.264:
B6:33.264:
@5:33.265:
B5:33.272:

Process 4484 Exited

Thread 4968 Exited from process 5776

Thread 12668 Exited from process 5TTG

Process 5776 Exited

Process 2584 Created. Command line: "C:\3WINDOWS.~BT\Sources‘mighost.e'

xe" {CCD98250-B15B-4550- 94FB-B2AES44639BF} /InitDoneEvent:MigHost . {CCD98850-B15B- 455",
B-94FB-BZAES446396F } . Event /ParentPID:119@8 /LogDir :"C:%\$WINDOWS. ~BT\Sources‘\Fanther',

13:
13:
e

13:
13:
13:
13:
13:

B5:33.272:
B6:33.280:
Buffffffff
B5:33.280:
B5:33.283:
B5:33.284:
B5:33.284:
B5:33.289:

Thread 13272 Created in process 2584

Process 12120 Created. Command line: “??M\C:W\WINDOWShsystem3Z'conhost. el
-Forceyt

Thread 42868 Created in process 12126

Thread 4486 Created in process 121208

Thread 9632 Created in process 12120

Thread 6864 Created in process 12126

Thread 2472 Created in process 12126

YBenomiieHus o0 3arpyske u3o0pakeHui

[Tocnennuit Mexanu3M 0OpaTHOTO BbI30BA, KOTOPBIM MbI pACCMOTPHUM B 3TOM IJIaBe, - 3TO

YBCAOMJICHUA O 3arpy3Ke o6pa3013.

Korna ¢aiin oopaza (EXE, DLL, npaiiBep) 3arpyxaercs, qJpaiiBep MOXKET MOTyIUTh

yBEJIOMJICHHE.

®ynkius PsSetLoadlmageNotifyRoutine peructpupyer 3Tu yBeAOMIEHHS, a

PsRemovelmageNotifyRoutine ucnons3yercs 1151 OTMEHBI PETUCTPALHH.

typedef void (*PLOAD IMAGE NOTIFY ROUTINE) (

_In opt_

PUNICODE STRING FullImageName,

_In_ HANDLE ProcessId,

// pid into which image is being mapped

~In_PIMAGE_INFO ImageInfo);



Apryment FulllmageName Heckonbko cnoxxeH. Kak ykazano B annotanun SAL, ato
HeoOs3arenbHO U MoxeT ObITh NULL. Jlaxke eciin on He paen NULL, oH He Bceraa gaet
npaBUiIbHOE UM (haitna oOpasa.

[TpUYKMHBI 3TOTO YXOIAT KOPHIMH TITyOOKO B SIIPO M BBIXOJST 32 PAMKHU 3TOM KHUTH. B
OOJIBIIMHCTBE CITyYaeB 3TO paboTaeT HOPMaJIbHO, a (hOpMaT MyTH - BHyTpeHHUH hopmaT NT,
HaunHag ¢ «\ Device \ HadrdiskVolumex \ ...», a He «c: \ ...».

[TepeBoa MOXKHO ciemaTh HECKOIBKUMH criocobamu. CMoTpu Oosiee moapoOHO 00 STOM B IIaBe
11.

Apryment Processld - 3To uaenTHdUKaTOp Mpoiiecca, B KOTOPHIH 3arpyxaercs oopas. s
npaitBepoB (00pa3oB sapa), 3TO 3HaYCHHE paBHO HYyO. AprymeHT Imagelnfo conepxur
JOTIOTHUTENBHYI0 HHGOpMaLHIO 00 00pase, OOBIBICHHYIO CIEAYIOIIMM 00pa3oMm:

typedef struct IMAGE INFO {
union {

ULONG Properties;

struct {
ULONG ImageAddressingMode
ULONG SystemModeImage
ULONG ImageMappedToAllPids
ULONG ExtendedInfoPresent
ULONG MachineTypeMismatch
ULONG ImageSignatureLevel
ULONG ImageSignatureType
ULONG ImagePartialMap

ULONG Reserved

3

PVOID
ImageBase;
ULONG
ImageSelector;
SIZE T
ImageSize;

ULONG



ImageSectionNumber;

} IMAGE INFO, *PIMAGE INFO;

Bot kpaTkoe n3nokeHre BayKHbBIX MOJIEW B 3TOM CTPYKType:

* SystemModelmage - 3ToT (h1ar ycTaHoBieH 171 oOpasa siipa U He yCTaHOBIIEH Juid o0pa3a
M0JIb30BATENIBLCKOTO PEKUMA.

* ImageSignatureLevel - ypoBens noamucu (Windows 8.1 u BblIie).

* ImageSignatureType - Tunt noarmucu (Windows 8.1 u BeIie).

* ImageBase - BUpTyasbHEbIii afipec, o KOTOPOMY 3arpyxaercst oopas.
* ImageSize - pazmep oOpasa.

» ExtendedInfoPresent - eciut atoT dutar ycranosineH, To IMAGE INFO sBnsercs yacteio Oosee
kpynHo# ctpyktypsl IMAGE INFO _EX.

typedef struct IMAGE INFO EX {
SIZE T
Size;
IMAGE INFO
Imagelnfo;
struct FILE OBJECT *FileObject;

} IMAGE INFO EX, *PIMAGE INFO EX;

UTOOBI MOTYYUTH AOCTYII K 3TOM 00JIee KPYITHOUM CTPYKType, ApaiBep UCIIONb3YET
CONTAINING RECORD cnenyrommm o6pa3om:

if (ImageInfo->ExtendedInfoPresent) {
auto exinfo = CONTAINING RECORD(ImageInfo, IMAGE INFO EX, ImageInfo);
// access FileObject

}

Pacmmpennas cTpykTypa 100aBiseT TOIBKO OJWH 3HAUMMBIH YiieH - (paiIoBbId OOBEKT,
WCTIONTb3YEMBIH JIJIs yIipaBiieHus: oOpa3om. JlpaiiBep MOXeT J00aBUTh CCHUIKY Ha OOBEKT
(ObReferenceObject) 1 ncmonb30BaTh €€ B IPYrux QYHKIUAX €CIIH 3TO HEOOXOIUMO.



Ynpaxxknenus

1. Co3paiite npaiiBep, KOTOPBIM OTCICKHBACT CO3IaHHUE MPOIIECCA U TTO3BOJISIET KITMEHTCKOMY
MIPUJIOKEHUIO HACTPAUBaTh UCIIOJIHSAEMbIE ITyTH, BHITOJHEHHE KOTOPBIX HE JIOJKHO OBITH
pa3pelieHo.

2. Hanmumure apatiBep (niau 100aBbTe K ApaiiBepy SysMon) BO3BMOXKHOCTh OOHApyKUBaTh
CO3/1aHUE YJAJIEHHBIX IOTOKOB - IOTOKH, CO3[JaHHbIE B MPOIleccaX, OTIIMYHBIX OT UX
COOCTBEHHBIX.

IToncka3ska: nepBblif MOTOK B MPOIECCE BCETa CO3/1aH «yaaaeHHo». CooOUIuTe KIUEHTY
M0JIb30BATENILCKOTO PeXXNMa, KOra 3To mpou3soiaer. Hanummre TecToBoe NpHiiokeHne, KOTopoe
ucnonbdyer CreateRemoteThread asist mpoBepku Bamiero oOHapy>KEeHHSL.

Pe3rome

B 37011 rI1aBe MBI PaCCMOTPEIN HEKOTOPBIC MEXAaHNU3MbI O6paTHOFO BBI30BA, IMIPECAOCTABIIACMBIC
SIPOM: TIPOIIeCC, TOTOK U 00pasbl. B ciemayrolieii riaBe Mbl IPOJIOIKUM paboTy ¢ JPYyTUMH
MEXaHU3MaMH 00PaTHOTO BBI30BA - 0OBEKTAMH M PEECTPOM.



