I'naBa 4. /IpaiiBep u B3auMoeiicTBHe ¢ HUM U3 M0JIb30BaTeJIbCKOI0 Pe;KuMAa

Tema Ha hopyme:https://ru-sfera.org/threads/windows-kernel-programming-glava-
4-drajver-i-vzaimodejstvie-s-nim-iz-polzovatelskogo-rezhima.3953/

B »Toli r71aBEe MBI 6y,HeM HCITI0JIb30BATb MHOI'MC KOHIICTIIIMHU, KOTOPBIC MbI N3YYNJIN

B MPEABIIYIIMX TJIABaX, U CO30aUM NPOCTOU ApauBep.
Taxoke B 3TOM IJ1aBe CO3/a UM KJIMEHT, 111 B3aUMOJICHCTBUS C HAILIIUM JIpaliBepOM.

MBI yCTaHOBUM JpaiiBEp U BBIIIOJIHUM B PEKUME s1Ipa HEKOTOPYIO ONEpaLHIo,
HEJOCTYIHYIO IT0JIb30BAaTEIbCKUN PEKUME.

B sTou riase:

Bsenenue.

Nuannnanuzanus gparsepa.

Konx xnuenra.

Coznanue 1 3aKpbITHE MPOLECTYP OTIPABKH.
[Iporpamma otnpaBku DeviceloControl

YcraHoBKa u TCCTUPOBAHUC.

1)BBenenue

[IpoGnema, KOTOPYIO MBI PEIIUM C ITOMOIIBIO MPOCTOTO JIpaiiBepa sjpa,

3aKJIFOYAETCS B HETMOKOCTH YCTaHOBKH MPUOPHUTETOB ITOTOKOB UCIIOJIB3YS
Windows API.

B nonb3oBaTenbckoM pexruMe MPUOPUTET MOTOKA ONPEIEseTCs] KOMOUHAIIMEN ero
KJIacca IPUOPHUTETA MPOLIECCA CO CMENIEHNUEM IS KaXKI0T0 IMOTOKA, KOTOPOE
MMEET OIPAHUYEHHOE KOJIMYECTBO YPOBHEM.

N3meHeHue kinacca NpUOPUTETA MPOLECCA MOXKET OBITh JOCTUTHYTO € ITOMOILBIO
¢yuxuun SetPriorityClass, koTopasi npuHUMAaeT JECKPUIITOP MpoLiecca U OJUH U3
IIECTH MOJIEPKUBAEMBIX KJIACCOB MPUOPUTETOB.

Kaxp1i1 kjtacc mpuopuTeTa COOTBETCTBYET YPOBHIO IPUOPUTETA, KOTOPBIN
SABJISICTCS IPUOPUTETOM 110 YMOJTYAHUIO JUISl IOTOKOB, CO3/IaHHBIX B 3TOM
porecce.

OnpeneneHHbIN MPUOPUTET MOTOKA MOKHO U3MEHHUTH C MIOMOIIBIO (DYHKITUU
SetThreadPriority, mpuHUMAas JECKPUTITOP MOTOKA U OJIMH U3 HECKOIBKUX
KOHCTAHT, COOTBETCTBYIOIIMX CMEIIEHUSM BOKPYT 0a30BOTO Kjlacca MPUOPHUTETA.


https://ru-sfera.org/threads/windows-kernel-programming-glava-4-drajver-i-vzaimodejstvie-s-nim-iz-polzovatelskogo-rezhima.3953/
https://ru-sfera.org/threads/windows-kernel-programming-glava-4-drajver-i-vzaimodejstvie-s-nim-iz-polzovatelskogo-rezhima.3953/

Tabnwuia 4-1 nmokasbpiBaeT JOCTYIHBIE TPHUOPUTETHI MOTOKA HA OCHOBE KJlacca
MIPUOPUTETA MTPOLIECCA U CMEIICHUSI TPUOPUTETA TTOTOKA.

-1 0(default) +1 +2 +Sat Comments
4 5 6 15
6 7 8 15
7 8 9 10 15
10 11 12 15
13 14 15 15  Only six levels are available (not

seven).
Real-time 16 22 23 24 25 26 31 All levels between 16 to 31 can be

selected.

Priority Class - Sat
Idle (Low)
Below Normal
Normal

|
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3nauenus, npuemiemsbie 1 SetThreadPriority, onpenensitor cMenieHue.

ITsaTh ypOBHEM COOTBETCTBYIOT CMENIEHUAM OT -2 10 +2:

THREAD PRIORITY LOWEST (-2), THREAD PRIORITY BELOW NORMAL (-
1),

THREAD PRIOR-ITY NORMAL (0), THREAD PRIORITY ABOVE NORMAL
(+1), THREAD PRIORITY HIGHEST (+2).

OcraBuecs 1Ba ypOBHs, Ha3bIBAEMbIE€ YPOBHIMH HACBIIIEHHOCTH,
YCTaHABJIMBAIOT IPUOPUTET ABYM KPAHHOCTAM, OJAEPKUBAEMBIM ITOT KJIACC
npuoputera: THREAD PRIORITY IDLE (-Sat) u

THREAD_ PRIORITY TIME_ CRITICAL (+ Sat).

B crenyromem npumepe Kofa U3MEHSETCS MPUOPUTET TEKYIIEro moToka Ha 11:
SetPriorityClass(GetCurrentProcess(), ABOVE NORMAL PRIORITY CLASS);
SetThreadPriority(GetCurrentThread(), THREAD PRIORITY ABOVE NORMAL;

Krnacc mpuoputeTa B peaibHOM BpEMEHHU He To/ipazyMmeBaeT, uto Windows
apisiercss OC peanbHOTO BpEMEHHU.

Windows He mpeocTaBIsIOT HEKOTOPhIE BPEMEHHBIE TapaHTHH, OOBIYHO
MIPEIOCTABIIIEMBIC B PEXKIME PEaTbHOTO BPEMCHH.

KpOMC TOI'0, ITOCKOJIBKY ITPHOPUTETHI B p€aJIbHOM BPEMCHHU OUYCHB BBICOKH U
KOHKYPHUPYIOT CO MHOTUMH IMOTOKAMHU sAApPa, BBIITOJHAIOIINX BAXKHYIO pa60Ty,
TaKoM IMponeCC AOJIKCH BBIINIOJIHATLCA C IIpaBaMM aIMHUHUCTpATOpPA.

B npoTtuBHOM ciyyae MomnbITKa YCTAHOBUTH KJIACC MTPUOPUTETA B PEXKUME
peanabHOro BpeMEHU NMPUBOAUT K 3HaueHuto High.

CymiecTBYIOT U Ipyrye pa3inuus MEXAY NPUOPUTETAMH PEAIBHOTO BPEMEHU U
KJIaccaMu ¢ 00Jiee HU3KUM ITPUOPUTETOM.

O6parutech k kaure « Windows Internals» a1t momydeHus: JOMOJHUTEIBHON
uHbOpMaIIHH.



Tabnuia 4-1 nokaszsiBaeT mpooIeMy, KOTOPYIO MBI peIliaeM JOCTATOYHO YETKO.
JlocTymieH Toabk0 HEOOIIBION HAOOP MPUOPUTETOB KOTOPHIA MOKHO YCTAHOBUTH
HaIpsMYIO.

Mpi1 xotenu ObI cO31aTh ApaiiBep, KOTOPHIA 000HIET 3TU OTPAHUYEHUS U TIO3BOJIUT
YCTAaHOBUTH MIPHOPUTET MOTOKA HA JII0O0E YK CII0, HE3aBUCUMO OT €T0 KJiacca
IIPUOPUTETA IIPOLIECCA.

2)Uunuuanusanus apaiBepa
MpbI HauYHEeM Cco3/1aBaTh ApaillBep Tak K€, KakK B IJIaBe 2.
Co3zpnaiite HOBBIT « WDM Empty».

[Tpoekt ¢ umenem PriorityBooster (nau 1pyrum uMeHeM 1o Baiiemy BbIOOpPY) U
yranute co3nanublii INF-daiin.

3arem n00aBbTE B MPOCKT HOBBIM MCXOMHBIN (paitn ¢ mmeHeM PriorityBooster.cpp.
Jlo6aBpTe ocHOBHOM #include A ocHoBHOTO 3aronoBka WDK u mycroii
DriverEntry:

#include <ntddk.h>
extern "C" NTSTATUS

DriverEntry( In_ PDRIVER OBJECT DriverObject, In  PUNICODE STRING
RegistryPath) {

return STATUS SUCCESS;
/

BonpmmHCTBO ApaiiBepoB MPOrpaMMHOIO 0OECIICUeHUs JOKHBI CIENIaTh
cienyromee B DriverEntry:

» Yemanosums npoyedypy 8viepy3Ku.
» Yemanosume npoyedypvl omnpasku, noooepicusaemvle OpatiepoM.
* Coz0amb 06vexm ycmpoticmaa.

* Co30amb CUMBONUUECKYIO CCBLIKY HA 00bEeKm YCmpoUucmaa.



Kak TojbKo Bce 3TH OIICpallM BBIIIOJIHCHEI, ﬂpaﬁBep I'OTOB K IIPUCMY 3aIIpOCOB.

[epssiit miar - qo6aButs noanporpammy Unload u ykazats Ha Hee U3 00beKTa
npaiisepa. Bot HoBbIN DriverEntry ¢ moanporpaMMoii BEITPY3KH:

// prototypes

void PriorityBoosterUnload( In  PDRIVER OBJECT DriverObject),
// DriverEntry

extern "C" NTSTATUS

DriverEntry( In_ PDRIVER OBJECT DriverObject, In  PUNICODE STRING
RegistryPath) {

DriverObject->DriverUnload = PriorityBoosterUnload;
return STATUS SUCCESS;

/
void PriorityBoosterUnload( In _ PDRIVER OBJECT DriverObject) {

/

Ms1 no6asum kon B mpoueaypy Unload mo mepe HeoOXomuMocTH, Korna oyiem
BBITIOJIHATH peaibHyto padoTy B DriverEntry, kotopast TpeOyeT ObITh OTMEHEHHBIM.

Jlasiee HaM HY»KHO HACTPOUTH MPOLEAYPhI OTIIPABKH, KOTOPBHIE MbI XOTUM
MOJIEPKUBATb.

IIpakTuecku Bce apaiBepsl nomkHbI nogaepxuatb IRP. MJ CREATE u
IRP_MJ CLOSE, unaue He 061710 ObI CIIOCO0A OTKPBITH IECKPUIITOP JIFOOOTO
YCTPOWCTBA JUIsl 3TOTO JparBepa.

[TosTomy Mb1 1o6aBisieM B DriverEntry cienyroiiee:

DriverObject->MajorFunction[IRP MJ CREATE] =
PriorityBoosterCreateClose;,

DriverObject->MajorFunction[IRP MJ CLOSE] = PriorityBoosterCreateClose;



Mpi yka3bsiBaeM OCHOBHbIE (DYHKIHUU «Co37aTh» U «3aKpbITh» Ha OAHY U TY Ke
npoueaypy. DTO IOTOMY, UTO, B HAIlIEM NMPUMEPE, OHU (PAKTUUECKHU JIENAI0T TO e
camoe: IpoCTo OA0OPAT 3aIpoc.

B Ooiee CH0XKHBIX CiTyyasix 3TO MOTYT OBbITh OTAENIbHbIE (DYHKIIMHU, TJE B Cllydae
Create nqpaiiBep MOXeT (HapuMep) IPOBEPUTH, YTOOBI YBUIETh KTO SIBISIETCS
BBI3BIBAIOIIUM a0OHEHTOM, M TOJIBKO Pa3pelieHHbIM a00OHEHTAaM /1aBaTh
BO3MOXKHOCTb OTKPBITh YCTPOKCTBO.

Bce ocHOBHBIE (DYHKITMU UMEIOT OJIMH U TOT K€ MPOTOTHUIT (OHU SIBJISIFOTCS YaCThIO
MaccHBa ykazatesied PyHKIU), TOITOMY MbI JOJIKHBI 100aBUTh TPOTOTHUIT JJIsI
PriorityBoosterCreateClose.

[IporoTum mmst 3TUX QYHKIMA CIEAYIOICH:

NTSTATUS PriorityBoosterCreateClose( In_ PDEVICE OBJECT DeviceObject,
_In_PIRP Irp),

Oyukuus gomkHa Bo3Bpamare NTSTATUS u npunuMaet ykazarenb Ha OObEKT
YCTPOICTBA U yKa3aTeslb Ha makeT 3anpoca BBoj/BbiBoA (IRP).

IRP siBisieTcss OCHOBHBIM OOBEKTOM, TJIE XpaHUTCSI MH(POpMaLus 3ampoca, s Bcex
THIIOB 3aIIPOCOB.

Mp1 yriyoumces B IRP B riaBe 6.

3)Ilepenaua undopmanuu gpaiBepy

Hacrtpoennsie Hamu oniepanun «Co3/1aTh» B «3aKPbITh» 00s3aTeIbHBI, HO,
0e3yCIIOBHO, HEJIOCTATOYHBI.

Hawm Hy>keH croco6 cooOuTh IpaiiBepy Kakod MOTOK U KaKOMY 3HAYEHUIO
YCTAaHOBUTH €T0 IPHOPHUTET.

N3 monp30BaTeIbCKOrO peKMa KIIMEeHTa, €CTh TPU OCHOBHBIC (DYHKIIUH, KOTOPHIE
oH MoxeT ucnons3oBaThk: WriteFile, ReadFile u DeviceloControl.

B nemsix Hamrero npaiiBepa Mbl MOXKEM HCIIOIb30BaTh 00 WriteFile, mu6o
DeviceloControl.

B uTeHuu cmbiciia HeT, TOTOMY YTO MBI iepeiaeM HH(OpMaIIIO ApaiBepy, a He OT
IpaiBepa.

Tak uto -xe myume, WriteFile unu DeviceloControl ?

DT0 B OCHOBHOM JI€JIO BKYCa, HO OOBIYHO HCTIONB3yeTcss Write, eciiu 3To
JEUCTBUTENBHO OIEpalusl 3aUCH (JIOTHUYECKH) JIJIsl BCETO OCTaIbHOTO —



DeviceloControl, Tak kak 3T0 00N MEXaHWU3M JIJIsl TIEpeIaun JaHHBIX B IpaiiBep
U U3 HETO.

[TockonbKy U3MEHEHHE PUOPUTETA IMOTOKA HE SBIIICTCS YACTO Oleparuei
3amucu, Mbl Oysiem rcnoib3oBath DeviceloControl.

Ota GQYHKIHS UMEEeT CIEAYIOMUN TPOTOTHIT:

BOOL WINAPI DeviceloControl(

In_ HANDLE hDevice,

_In_DWORD dwloControlCode,

_In_reads bytes opt (ninBufferSize) LPVOID IpInBuffer,
_In__DWORD niInBufferSize,

_Out writes_bytes to_opt_(nOutBufferSize, *IpBytesReturned) LPVOID
IpOutBuffer,

_In_ DWORD nOutBufferSize,

_Out opt LPDWORD IpBytesReturned,

_Inout opt LPOVERLAPPED IpOverlapped);

V¥ DeviceloControl ecTs Tpu BayKHBIX dJ€MEHTA:

* YIpaBJisArOMMUT KO,

* Bxognoii Oydep.

* BrixogHoii Oydep.

Ot10 o3Hayaert, uto DeviceloControl - 310 rudkuii cnocoO CBsI3U ¢ apaliBepoM.

Ha cTopone npaiiBepa DeviceloControl cooTBeTCTByeT OCHOBHOM (PYHKITHH
IRP_MJ DEVICE CONTROL.

JaBaiiTe 100aBUM 3TO K Halllel HHULUATU3ALNY TPOLEAYP OTIPABKHU:

DriverObject->MajorFunction[IRP_MJ DEVICE CONTROL] =
PriorityBoosterDeviceControl;

4)IIporokon kommyHukauuu Client/Driver

Y4uuTsiBast, 4TO MbI pelIniIN ucnoiab3oBaTh DeviceloControl st cBsizu
KIIMEHT/paiBep, TENEPh MbI JOJIKHBI OMPEACTUTh (DaKTHUECKYIO0 CEMAHTHUKY.
[ToHsATHO, YTO HaM HY>KE€H YIIPABJISIFOIINI KO U BXOJHOU Oydep.

OtoT Oydep A0IKEH collepkKaTh ABE YaCTU MH(POpMaLUK, HEOOXOAUMBIE JIJIsl TOTO,
9TOOBI JIpaiiBEp MOT JeJIaTh CBOE JIETI0: MACHTU(PUKATOP TOTOKA ¥ TIPUOPHUTET IS
ATOTO TMOTOKA.



Otu pparMeHTsl HHOOPMAIINH TOJDKHBI MCTIOIB30BaThCS KaK IpaiBepoOM, Tak U
KJIUEHTOM.

Knuent OyzneT mocTaBisTh JaHHbBIC, U IpaliBep OyleT 1eiicTBOBATh HA HETO.
DTO0 03HAYAET, YTO 3TU ONPEIEICHUS JODKHBI ObITh B OTAEIBHOM (paiiie, KOTOpbIi
JOJKEH OBITh BKIIFOUYEH B ApaiiBep U KOJ KIUEHTA.

Jliist aToro mbl o0aBuM (Qaiin 3aronoBka PriorityBoosterCommon.h B mpoekt
IpanBepa.
310t (ailn Takke OyAeT UCIOJIb30BATHCA MO3KE KIMEHTOM I0JIb30BATEIBCKOIO

pexuma.

B stoMm (aitiie Ham HY>KHO OIIPEACIIUTh JIBE BEIU: CTPYKTYPY JaHHBIX, KOTOPYIO
JIparBEP OKUJIAECT OT KJIMEHTOB, U YIPABISIOLINNA KO/ U1l U3SMEHEHUS IPUOPUTETA
MOTOKA.

JlaBaiiTe HauHEM ¢ OOBSBICHUS CTPYKTYPbI, KOTOpask 3aXBaThIBAET MHGOPMAIIUIO,
HEOOXOMMYIO IpaiiBepy /Uil KIIMEHTA!

struct ThreadData {

ULONG Threadld;

int Priority;

s

HaMm Hy>keH yHUKaIbHBIN HACHTU(PUKATOP TTOTOKA U IPUOPHUTET.

N nenTudukaropbl TOTOKOB - 3TO 32-pa3psiaHbIe LIeTbie yucia 0e3 3Haka, 03TOMY

Mbl BeIOMpaeM ULONG B kauecTBe Tumna (OOpaTtute BHUMaHUE, YTO Mbl HE MOXKEM
00b19HO HcTosib30BaTh DWORD - o0uiuii Tum, onpeaesieHHbIN B 3arojIOBKe
peXrMa MoJIb30BaTelNs - MOTOMY YTO OH HE OINpPEAEIICH B 3ar0JIOBKAX PeXUMa s1pa.
ULONG, ¢ apyroii CTOPOHBI, 3TO ONPEALISIETCS B 000UX).

[TpuoputeT gomxeH ObITH unciioM oT 1 g0 31, moatoMy npoctoe 32-pa3psiiHoe
L[EJI0€ YHUCIIO.

Jlanee HaM HY»KHO ONIPEAEIUTD YIIPABISAIOUIMK KOA. BBl MOXeTe 1moaymars, 4To
nojoiaeT modoe 32-6MTHOE YUCIIO, HO ATO HE TOT CITy4ai.

VYpasisirouuii Koj| 10JKeH ObITh MOCTPOEH C UCIIONIb30BAaHUEM MaKpoca
CTL_CODE, KoTOpbIil TPUHUMAET YETHIPE APTYMEHTA, KOTOPBIE COCTABIISIOT
OKOHYATEJIbHBIA KOHTPOJIBHBIN KO/I.



CTL_CODE omnpenensiercs Tak:

#define CTL_CODE( DeviceType, Function, Method, Access ) (|
((DeviceType) << 16) | ((Access) << 14) | ((Function) << 2) | (Method))
Bot kpaTkoe onucaHue 3HaAYeHHUsI ITUX MAKPO apryMeHTOB:

* DeviceType - onpeaensieT TUIl yCTPOUCTBA. DTO MOXKET ObITh OJIHA U3 KOHCTAHT
FILE DEVICE xxx, kotopas onpenensiercs B 3aronoskax WDK, HO 310 B
OCHOBHOM ISl anilapaTHBIX JpailBEpPOB.

Jly1s paiiBepoB MPOTpaMMHOTO 00eCIIeUeHUs KaK M Y Hac, YUCII0 HE UMEET
OO0JIBIIIOTO 3HAYCHUS.

Tem He MeHee, B TokyMeHTaruu Microsoft yka3aHo, 4To 3HaUSHUS I TPEThHUX
JIMI[ JOJDKHBI HaunHaThesa ¢ 0x8000.

» OyHKIMS - BO3pACTAIONINI HOMED, 0003HAYAIONUN KOHKPETHYIO OTEepaIluIo.
Ecnu HeT HUYero apyroro, 3TOT HOMEpP JOJKEH OTIIMYATHCS JUISl PA3HBIX
YIPABJISIIOIIMNX KOJOB JUJISL OJHOTO U TOTO K€ JpanBepa.

OnAthb ke, MOXKHO JIF00O€ YHCII0, HO OopUuIlnaabHasi JOKYMEHTAIU [JIACUT, YTO
CTOPOHHHUE JIpaiiBepbl A0KHbBI HaunHaThes ¢ 0x800.

* Meton - camast BaKHasi 4aCTh KOHTPOJIBHOIO KOJA. YKa3bIBAET, KaK
MpeoCTaBlIeHHbIE KIIMEHTOM Oydephl epeaatoTces apariBepy. Mbl paccMOTpUM
9TH 3HaYEHUsI MOAPOOHO B raBe 6. Jlyis Hatero ApaiiBepa Mol OyieM
ucnonb3oBath npocreiee 3HaduenHue METHOD NEITHER. Meb1 yBuaum ero
s dexT mozxe.

* Jloctyn - yka3pIBaeT, OTHOCUTCS JIM 3Ta ONEpaLus K IpaiBepy
(FILE_ WRITE ACCESS), unu npaiisepy (FILE_ READ ACCESS) unu o6a
nocryna (FILE_ANY ACCESS).

Tunuuneie npaiisepsl npocto ucnonb3yoT FILE ANY ACCESS u
00pabarTpIBatOT (PaKTUUECKUH 3apoc B 00padoTUNKeE
IRP_MJ DEVICE _CONTROL.

YuuThIBas NpUBEICHHYIO BhIIIE HH(OOPMAIIUIO, MBI MOYKEM OIPEACIIUTH HAIll
€MHCTBEHHBIM KOHTPOJIBHBIA KOJ CJICTYIOIIUM 00pa3oM:

#define PRIORITY BOOSTER DEVICE 0x8000
#define [OCTL PRIORITY BOOSTER _SET PRIORITY CTL CODE(PRIORITY BOOSTER DEVICE,\

0x800, METHOD_NEITHER, FILE ANY_ACCESS)



5)Co3nanue 00beKTa yCcTpOiicTBa

B Hacrosiiiee BpeMst y Hac HET OOBEKTOB YCTPOMCTBA M IOATOMY HET BO3MOKHOCTH
oTKpbITh handle u noOpartkcs 10 mpaiiBepa.

TunuyHOMY NPOrpaMMHOMY JIpaiiBepy HYKEH TOJBKO OJMH OOBEKT YCTPONCTBA C
CUMBOJIMYECKON CCHUIKOM, YKa3bIBAIOIIECH Ha HETO, YTOOBI KJIUEHTHI
TMOJIB30BATEIBCKOT0 PEKUMA MOTJIM MOJIYUYUTh JECKPUIITOPHI.

Coznanne o0nekTa ycrpoiicta TpeOyeTt BoizoBa API loCreateDevice,
O0OBSBIICHHOTO ClIeyIOIUM 00pa3oM (HekoTopeie SAL anHOTaIIMK
OITYLIEHBI/YIIPOLLEHBI JIs1 ICHOCTH):

NTSTATUS IloCreateDevice(

_n_

PDRIVER OBJECT DriverObject,
_n_

ULONG DeviceExtensionSize,
_In_opt_

PUNICODE STRING DeviceName,
_In_

DEVICE TYPE Devicelype,

_n_

ULONG DeviceCharacteristics,
_n_

BOOLEAN Exclusive,

_Outptr_

PDEVICE OBJECT *DeviceObject);

AprymenTtsl loCreateDevice onucanbl HUXe:

* DriverObject - 00beKT nipaiiBepa, K KOTOPOMY MPUHAJICKUT ITOT OOBEKT
YCTPOKCTBA. DTO JOJKHO OBITH TPOCTO, OOBEKT JApaiBepa nepenaercs B PyHKIHIO
DriverEntry.

* DeviceExtensionSize - tonogHUTENbHBIC OANThI, KOTOPHIE OYIyT BBIJICICHBI B
nononaenue k sizeof (DEVICE OBJECT). [Tone3no nmst cBSI3M HEKOTOPOI
CTPYKTYPBI JaHHBIX C YCTPOMUCTBOM. DTO MEHEE TIOJIE3HO IS POTPAMMHBIX
ApaiBepoOB, CO3/AAOIINE TOIBKO OJMH OOBEKT YCTPONUCTBA, TAK KaK COCTOSTHHE,



HE00X0IUMOE ISl YCTPOMCTBA, MOKET MPOCTO YNPABIATHCS INI00ATEHBIMU
[IEPEMEHHBIMM.

* DeviceName - uMsi BHyTPEHHETO YCTPOMCTBA, OOBIYHO CO3/I1aBaEMOE B
aucneTdepe 00bEKTOB yCTPOIMCTBRA.

* DeviceType - OTHOCHTCSI K HEKOTOPBIM TUIIaM anmnaparHbIX JpaiiBepoB. s
IpailBEpOB MPOrpaMMHOT0 00ECIIEYEHHM S TOJKHO UCIIOJb30BATHCS 3HAUYEHUE
FILE DEVICE UNKNOWN.

* DeviceCharacteristics - Hab0p ¢1aroB, aKTyaabHBIX JJII HEKOTOPBIX KOHKPETHBIX
JpaiBEpPOB.

JpaiiBepbl IpOrpaMMHOTO 0OeCTIeUeHUs YKa3bIBAIOT HOJIb HIIN
FILE DEVICE SECURE _ OPEN, ecnu oHY OAIEPKUBAIOT UCTUHHOE
MIPOCTPAHCTBO UMEH.

* Exclusive — Yka3bIBaeT cieayeT Jid pa3peliuTh OTKPHITHIO 00JIee OJJHOTO
(aiioBoro 00bEKTa OHOMY M TOMY K€ YCTPOMCTBY. BONBIIMHCTBY IpaiiBepoB
cienyet yka3arb FALSE, Ho B HekoTopsix citydasx TRUE Oonee ymectHo.

* DeviceObject - Bo3BpalaeMblii yKazaTellb, IEpeIaHHbINA KaK yKa3aTeslb Ha
ykazarenb. B ciyuae ycnexa, loCreateDevice Bbienser CTpykTypy U3
HEBBITPY’KAEMOT'0 ITyJla U COXpaHsET PE3yJbTUPYIOLIUM yKa3aTellb BHYTPH
Pa3bIMEHOBAaHHOI'O APIYMEHTA.

ITepen Be1zoBOM loCreateDevice Mol gomxHbI co3gath UNICODE STRING s
XpaHEHUs UMEHU BHYTPEHHETO YCTPONCTBA:

UNICODE STRING devName =
RTL CONSTANT STRING(L"\\Device\\PriorityBooster"),

// RtlInitUnicodeString(&devName, L"\\Device\\ThreadBoost"),

Nwmsa ycTpoiicTBa MOXKET OBbITh JIFOOBIM, HO OHO JTOJIKHO OBITh B KaTajaore
nucrieTyepa 00ObeKTOB YCTPOMCTB.

Ectp n1Ba cnoco6a nannuanuzupoBarb UNICODE STRING koHCTaHTHOM
CTPOKOIA.

[Tepssriit ucnonsiyet RtllnitUnicodeString, kotopast padotaeT npocto omimyHo. Ho
RtlInitUnicodeString nomxeH cuuTaTh KOTUIECTBO CUMBOJIOB B CTPOKE TS
cooTBeTcTBYytoIIeH nanImanu3anuu Length 1 MaximumLength.

B aTom ciydae 3To 1051ro, HO €cTh 00siee OBICTPBIN MyTh - UCIOJI30BAHKE
makpoca RTL. CONSTANT_ STRING, KoTOpblIii BBIYUCISAET IJIUHY CTPOKHU
CTaTHYECKHU BO BPEMSI KOMITUJISIIIUHU, TO €CTh OHA MOXKET KOPPEKTHO paboTaTh
TOJIBKO C KOHCTAaHTHOM CTPOKOM.



Teneps Mb1 MOXxeM BoI3BaTh GyHKIHIO [oCreateDevice:
PDEVICE OBJECT DeviceObject,

NTSTATUS status = loCreateDevice(

DriverObject, // our driver object,

0,// no need for extra bytes,

&devName, // the device name,

FILE DEVICE UNKNOWN, // device type,

0, // characteristics flags,

FALSE, // not exclusive,

&DeviceObject // the resulting pointer

);

if (INT SUCCESS(status)) {

KdPrint(("Failed to create device object (0x%608X)\n", status)),
return status,

/

Ecnu Bce uaet xopoiio, y Hac Tenepb ecTh yKazaTellb Ha Hall 0OBEKT YCTPOHCTBRA.
Crnemyrommii mar - cieiarh 3TO YCTPOHUCTBO OOBEKTOM JOCTYITHBIM JIs a0OHEHTOB
TIOJTb30BATEIHLCKOTO PEXKUMa IyTEM MPEAOCTABICHHSI CHMBOJIMYECKOW CCHUTKH.
Crnenyroiiye CTPOKU CO3AAI0T CUMBOJIMYECKYIO CCBUIKY U MOKIIIOYAIOT €ro K
HalemMy 0ObeKTY yCTPOMNCTBA:

UNICODE STRING symLink =
RTL CONSTANT STRING(L"\??\\PriorityBooster");

status = loCreateSymbolicLink(&symLink, &devName),

if (INT SUCCESS(status)) {

KdPrint(("Failed to create symbolic link (0x%08X)\n", status)),
loDeleteDevice(DeviceObject),

return status,

/



IoCreateSymbolicLink BbimonHsieT cBo0 paboTy, MPUHUMAs CHMBOJIMYECKYIO
CCBUIKY U UMS YCTPOMCTBA.

OOpaTtuTe BHUMaHUE, YTO €CJIH CO3J]aHHME HE YIAaeTCsl, Mbl JOJKHBI OTMEHHUTH BCE,
YTO CZEJIaHO J0 cuXx nop myreM Bbi3oBa loDeleteDevice.

[Tpu mo60oMm ctatyce cOost moanporpamMmma Unload He Bei3biBaetcs. Ecnu 651 y Hac
OBLTO OOJIBINIE IATOB HHUITUAIN3AIINY, TPUIIUIOCH-0bI TOMHUTH BCE, YTOOBI
OTMEHUTH BCE JI0 TOTO MOMEHTA B CITydae HEy/IauH.

Me1 YBUIUM OoJiee PIeraHTHEIN c1oco0 CIIPAaBUTLHCA C OTHM B ITIaBC 3.

Kax TobKO MBI yCTaHOBUM CUMBOJIMYECKYIO CCBUIKY U HACTPOUM OOBEKT
ycTpoiicTBa, DriverEntry MoXeT BEpHYTh yCHeX U JipaiiBep Ternepb roToB
IPUHUMATH 3aPOCHI.

[Ipesxme yem ABUTATHCS JAJIbIIe, MBI HE JIOJDKHBI 3a0BIBATh MPOIIEAYPY BBITPY3KH.
[Ipennonaras, yto DriverEntry 3aBepiiieH ycrenHo, npoieaypa BeIrpy3KHd JOJIKHA
OTMEHUTH BCE, UTO OBUIO caenano B DriverEntry.

B namem cinyuae ecTh B€ BEIIM: CO3[JaHNE OOBEKTa YCTPOUCTBA U CO3IaHHE
CUMBOJIMYECKON CChUIKKA. MBI OTMEHUM HX B 0OpAaTHOM MOPSIAKE:

void PriorityBoosterUnload( In  PDRIVER OBJECT DriverObject) {

UNICODE STRING symLink =
RTL CONSTANT STRING(L"\??\\PriorityBooster");

// delete symbolic link
loDeleteSymbolicLink(&symLink),

// delete device object
loDeleteDevice(DriverObject->DeviceObject);

/



6)Koa kiaueHra
Ha sTom 3Tane cTouT HanucaTh KO KJIIMEHTa B MOJIb30BATEIBLCKOM PEXKUME.
Bce, 9To HaM HY»XHO JJIS KJIMEHTa yKe OBLIO ONpeeIeHO.

JloGaBbTE HOBBIM KOHCOJIbHBIN MPOEKT B pelieHue ¢ umeHeMm Booster (wiu apyrum
MMEHEM Ha Baill BbI0op). Mactep Visual Studio qomkeH co3naTh 0OMH UCXOIHBIN
¢aiin (Visual Studio 2019), u n1Ba npeaBapuTeIbHO CKOMITUINPOBAHHBIX
3aroioBo4HBIX (paitta (pch.h, pch.cpp) B Visual Studio 2017.

Bb1 MOXeTe CIIOKOWHO UTHOPUPOBATH MPEABAPUTEIIBHO CKOMITUIIUPOBAHHBIE
3aroJIOBOYHbIC (haiiiIbl HA TAaHHBIM MOMEHT.

B ¢aiine Booster.cpp yaanute xon «hello, world» mo ymonganuto u 1o6aBsTe
cleqyroniee OObsBICHHUE:

#include <windows.h>
#include <stdio.h>
#include "..\PriorityBooster\PriorityBoosterCommon.h"

OOparuTe BHUMaHKE, YTO MbI BKJIIOUHIIA OOILIMI 3arolOBOYHBIN (ailsl, co3qaHHbIN
IpanBEpOM U COBMECTHO UCIIOIb3YEMBIN C KIMEHTCKUM KOIOM.

N3meHuTe OCHOBHYIO (PYHKIIHIO, YTOOBI TPUHUMATh APTYMEHTHI KOMaHTHOM
CTPOKH.

Mps1 mpuMeM UIeHTU(DUKATOP MMOTOKA U IIPUOPUTET, UCIIONIB3YS APTYMEHTHI
KOMaHJIHOM CTPOKH U 3alPOCUM JIpaiiBEP, U3MEHUTh MPUOPUTET MOTOKA HA JAHHOE
3HAYCHHE.

int main(int arge, const char® argv[]) {

if (arge < 3) {

printf("Usage.: Booster <threadid> <priority>\n");

return 0;

/

Jlanee HaM HY»HO OTKPBITh XE€HJUJI JUJIS1 HAILIETO YCTPOMCTBA.

Orto «msa daitnay ns CreateFile 1omkHO OBITE CHMBOJIMYECKONW CCHIITKOM C
npedurcom «\\. \». Bech BbI30B JOJIKEH BBITVISAIETh TAK:



HANDLE hDevice = CreateFile(L"\\\\.\\PriorityBooster", GENERIC WRITE,
FILE SHARE WRITE, nullptr, OPEN EXISTING, 0, nullptr),

if (hDevice == INVALID HANDLE VALUE)

return Error("Failed to open device");

@ynkums Error npocTo rneyaTaeT HEKOTOPBIN TEKCT € MOCIEAHEN TPOU30LIEAIIECH
OLIMOKOM:

int Error(const char* message) {
printf("%s (error=%d)\n", message, GetLastError()),
return I;

/

BrzoB CreateFile nomkeH 10CTUTHYTh JipaliBepa B €ro Mpolielype OTIPaBKU
IRP MJ CREATE.

Ecnu npaiiBep B JaHHBI MOMEHT HE 3arpy’KeH - 3TO 03HAYAET, YTO HET 0OBEKTa
YCTPOWCTBA U CUMBOJIMYECKON CCHUIKH - MBI IIOJy4YrUM OIIMOKY HOMeD 2 ((aiin He
HalIcH).

Temnepp, kora y Hac €CTh ICUCTBUTENBHBIN JIECKPUIITOP HAIIIETO YCTPOMCTRA,
MPUIILIIO BpeMst HACTpouTh BeI30B B DeviceloControl.

CHauaja HaM HY>KHO co31ath cTpykTypy ThreadData u 3amonHuTS €€:
ThreadData data;

data.Threadld = atoi(argv[1]), // command line first argument
data.Priority = atoi(argv[2]),; // command line second argument



Teneps MbI roToBBI BhI3BaTh DeviceloControl v mOTOM 3aKpbITh AECKPUTITOP
YCTPOMCTBA:

DWORD returned,

BOOL success = DeviceloControl(hDevice,
IOCTL _PRIORITY BOOSTER SET PRIORITY, // control code
&data, sizeof(data), // input buffer and length
nullptr, 0, // output buffer and length
&returned, nullptr),

if (success)

printf("Priority change succeeded!\n");

else

Error("Priority change failed!");
CloseHandle(hDevice),

DeviceloControl nocturaer apaiiBepa, BbI3bIBasi OCHOBHYIO (PYHKIUIO
IRP_MJ DEVICE CONTROL.

Ha sToMm sTane xoj kinrieHTa roroB. Bee, 4To ocTaercs, - 3T0 peann3oBaTh
MPOIEAYPHI OTIIPABKU, KOTOPBIE MBI pEAJIN3yEM Ha CTOPOHE ApailBepa.

7) Co3nanue u 3aKpbITHE IPOLEAYP OTHPABKH

Tenepb Mbl TOTOBBI PEaIU30BaTh TPU MPOLEAYPHI OTIIPABKU, OMPEACICHHBIC
JIParBEPOM.

Cambie npocTbie, 3TO MPOLETYPhl CO3/IaHUs U 3aKpbITUs. Bce, 4To Hy X HO, 3TO
BBINOJIHUTH 3aIPOC C YCIEIIHBIM MOJIOKEHUE JIEII.



BoT monHas peanuzanust moArporpaMMbl CO3/IaHNE/3aKPBITHE:
_Use decl annotations

NTSTATUS PriorityBoosterCreateClose(PDEVICE OBJECT DeviceObject, PIRP
Irp) {
UNREFERENCED PARAMETER (DeviceObject),

Irp->IoStatus.Status = STATUS SUCCESS;
Irp->IoStatus.Information = 0;
loCompleteRequest(Irp, IO NO INCREMENT),
return STATUS SUCCESS;

/

Kaxxnas nucneryepckas npoueaypa NpuHUMaeT OOBEKT 1IEJIEBOT0 YCTPOMUCTBA U
naker 3arpoca BBojia-BbiBojia (IRP).

Mp1 He 3a60TUMCSI 00 0OBEKTE YCTPOICTBA, TaK KaK y HAC OH OyJeT TOIbKO OJIHH,
TaK 4To 3T0 OyJeT TOT, KOTOPBIA MbI co3aanu B DriverEntry.

IRP, ¢ mpyroii cTopoHsI, Upe3BbIvaiiHO BaxkeH. MbI yriyoumcs B IRP B raBe 6, HO
ceryac HaM HY>KHO B3IJIsIHYTh Ha [RP.

IRP - 310 mOny-710KYMEHTUPOBAHHAS CTPYKTYpa, IPEICTABIISIONIAs 3a1pOC,
OOBIYHO UCXONAIIUN OT OJHOTO U3 MeHekepa B Executive: Jucneryep
BBO/a/BhIBOJA, Plug&Play Manager wiiu Power Manager.

VY mpocToro mporpaMMHOTO ApaiiBepa, CKopee Bcero, Oy/eT qucrerdep BBoa-
BBIBO/IA.

Hezasucumo ot co3narens IRP, 3amava npaiisepa - o6padorats IRP, uto o3nagaer
MIPOCMOTP JI€TAJICH 3alpoca U BBIMOJHEHUE YTO HYKHO CJeNaTh, YTOObI 3aBEPIIUTh
3TO.

Kaxxnpiit 3anpoc k apaiiBepy Bcerna npuxoaut B IRP, 6yap To Create, Close, Read
uim Jiro6oit npyroi IRP.

I'msiast Ha wiens! IRP, MbI MOXEM BBISICHUTH THII U JIETAJIU 3apoca (TEXHUYECKH,
caMma JIMcrieTdepckas mporieaypa Obljia ykazaHa Ha OCHOBE THIIa 3alpoca, MOATOMY
B OOJIBIIIMHCTBE CIy4YaeB BbI YK€ 3HAETE THII 3a1poca).

Crout otmeTuTh, yTo IRP HUKOrIa HE MPUXOIUT OJMH, OH COMTPOBOXKIAETCS OJTHOM
i Heckonbkumu cTpykrypamu tuna [0 STACK LOCATION.



B npocThix cityyasix, TaKuX Kak Hall JIpaiBep, CYIIECTBYET OJIUH
I0_STACK LOCATION.

B Gonee cnoxHBIX ciydasx, KOraa ecTh ApaiBepsl GUIbTPa, BHIIIE WIH HUXKE HAC,
TO cymiecTByeT HeCKOIbKO 3Kk3eMIUIsipoB [O STACK LOCATION, no onHoMy Jjist
Ka)KJIOT0 YPOBHS B CTeKe ycTpoiicTBa.(Mbl 006cynuMm 3To 6oJiee moipoOHO B Ii1aBe
6).

IIpore roBopsi, HeKoTOpas HHpOpMaLKUs HaM HyXkHa B 6a3oBoii cTpykType IRP, a
Hekoropas Haxomarcs B [0 STACK LOCATION nnst Hamero «ypoBHS» B CTEKE
YCTPOMCTBA.

B cnydae cozmanust U 3aKphITUSI HAM HE HY>KHO 3arVIsiIbIBaTh B KaKue-11u00
anemeHThl. Ham nipocTo HykHO ycTtaHoBUTH ctatyc IRP B ero unene loStatus (Tuna
I0_STATUS BLOCK), KOTOpBIil UMEET J1Ba YJI€HA:

 Craryc - yKa3pIBaeT Ha COCTOSTHUE, C KOTOPBIM ATH 3alPOCHI OYAyT 3aBEPIIICHBI.

* Undopmanus - noJuMoppHBINA YieH, 03HAYatOUMi pa3HbIe BEIU B Pa3HbIX
3arpocax.

B cnyudae Create u Close, HyjeBoe 3HaU€HUE, B CIIy4Yae yCIEIIHOTO 3aBEPLICHUSI.
UtoOn! dakTrdecku 3aBepiinTh IRP, Mmb1 Be13biBaeMm loCompleteRequest.

Ota QyHKIIMS UMEET MHOTO 00111eT0, HO OH TiepeaaeT IRP obpatHo cBoeMy
co3zaarento (0ObIYHO AUCIETYEPY BBOJIA-BBIBOJIA), U 3TOT MEHEKEP YBEAOMIISIET

KJIMEHT, KOTOPbIW 3aBEPIINI ONEPALIHIO.

BTopoii apryMeHT - BpeMEHHOE MOBBILIEHUE IPUOPUTETA, KOTOPOE IpaBEP MOKET
MPEIOCTABUTH CBOEMY KIIUEHTY.

B GonbmmHCTBE cllyyaeB HYJIEBOE 3HAYEHUE SIBJISIETCS YCIEUTHBIM 3aBEPIICHUEM
oneparuu (I0 NO INCREMENT onpezaensieTcs Kak HOJb), IOTOMY UTO 3alpOC
3aBepIIIeH CHHXPOHHO, TTIOATOMY BBI3BIBAIOIIAsI CTOPOHA HE JOJIKHA MOTy4YaTh
IPUOPUTETHOE MOBBIIIeHHUE. ONATH Ke, AJOMOJHUTEIbHAs HHhopMaIs 00 3Ton
(yHKIIMY TIpe/iCTaBlieHa B IJ1aBe 6.

[Tocnenusis onepanus - BEpHYTh TOT XKe CTaTycC, KOTOphIi ObLT BBeieH B IRP. D10
MOJKET MOKa3aThCsl OECnoIe3HbIM Ty OIMpPOBaHUEM, HO 3TO HEOOXOIUMO (IIPUUYHHA
OyzieT sicCHee B CJICIYIOIICH Ti1aBe).



TIIporpamma ornpaBku DeviceloControl

IlepBoe, 4TO HaM HYKHO IIPOBEPUTH, ITO KOHTPOJIbHBIN KOA. TUNMYHbIE TpaniBepbl
MOTYT IOJ/IEPKUBATh MHOKECTBO YIIPABIIIIOIIMX KOJOB, TO3TOMY MBI XOTUM
HEMEUICHHO OTKJIOHUTH 3aIpOC, €CIIM KOHTPOJIBbHBIM KOJ HE PACIIO3HAH:

_Use decl annotations

NTSTATUS PriorityBoosterDeviceControl(PDEVICE OBJECT, PIRP Irp) {
// get our IO STACK LOCATION

auto stack = loGetCurrentlrpStackLocation(Irp); // 10 _STACK LOCATION*
auto status = STATUS SUCCESS;

switch (stack->Parameters.DeviceloControl.loControlCode) {

case IOCTL _PRIORITY BOOSTER SET PRIORITY:

// do the work

break;

default:

status = STATUS INVALID DEVICE REQUEST;

break;

/

Kittou x monmydennro nuabopmanmu 11 11060ro IRP - 3armsHyTs BHYTpS CBSI3aHHOM
I0_STACK LOCATION ¢ Tekyuum ypoBHEM yCTPOMCTBA.

Bri3oB loGetCurrentlrpStacklocation Bo3Bparaer ykasarenb Ha
I0_STACK LOCATION. B namiem ciaydae IeCTBUTEIBLHO €CTh TOJIBKO OUH

I0_STACK _LOCATION, Ho B 1t000M CiIy4ae UCIIOJIb30BaTh Case
IoGetCurrentlrpStackLocation siBisieTcsi IpaBUIbHBIM

OcnoBHbIM KOMIIOHEHTOM [0 STACK LOCATION sBnsieTcst 4i€H ¢ UMEHEM
Parameters, KOTOpbIi COAEPKUT HAOOP CTPYKTYP, IO OJJHOM JIJISl KaXAO0rO TUIIA
IRP.

B cinyuae IRP. MJ DEVICE CONTROL a5 ucnionb30BaHus SIBIAECTCS
DeviceloControl.

B 3101 CTpyKType Mbl MOXEM HATH HHPOPMALIUIO, IEPEAAHHYIO KIMEHTOM, TAKOW
KaK YIpaBJSOLUN Ko, Oypepbl U UX JUIHHBI.



Omneparop switch ucnonszyet uined loControlCode, 4To6b1 onpeeanTh, MIOHUMAEM
JIU MBI KOHTPOJIBHBIN KO/ WM HEeT. Eciiu HET, MBI TPOCTO yCTaHABIMBAEM CTATyC
Yero-To JAPYroro, KpoMe ycrexa, U BIXoAuM u3 61oka switch.

[locnennuii pparmMeHT 0OIIETro KOAA, KOTOPbIA HaM HYKEH, - 3aBepinTh IRP mocine
6noka switch.

B npoTuBHOM ciyyae KJIMEHT HE TOJMYYUT OTBET O 3aBEPLICHUU:
Irp->IoStatus.Status = status;

Irp->IoStatus.Information = 0;

loCompleteRequest(lrp, [O_NO INCREMENT);

return status,

Ma1 ipocto 3aBepiaem IRP ¢ m06b1m cratycom. Ecian KOHTposIbHBIHN Ko HE ObLT
pacrio3HaH, 3To ObLIO Obl COCTOSIHUEM OTKa3a.

B mpotuBHOM cityyae 310 OyzneT 3aBUCETh OT (PaKTUUECKON pabOoThI, MPOJCTaHHON
B CJIy4ae, €CJIM Mbl Y3Ha€M KOHTPOJIbHBIN KO/I.

HOCJ’IC)IHI/Iﬁ KYCOK ABJISAACTCA HauOoJiee HHTCPCCHBIM U BAKHBIM: BBITIOJIHCHUC
peaHLHOﬁ pa60T51 1O U3BMCHCHUIO IIPUOPUTCT IMOTOKA.

[lepBblil war - NpoBEpUTH, JOCTATOYHO JIM BEJIUK MOJYyYEHHbIN Oydep, KOTopbIi
conepxuT 00bekT ThreadData.

VYkazarenb Ha IPEIOCTABIECHHBIN MOJIH30BaTENIEM BXOHOU Oydep AocTymeH B
Type3InputBuffer u nmuna Bxomgnoro Oydepa B InputBufferLength:

if (stack->Parameters.DeviceloControl.InputBufferLength < sizeof(ThreadData))
{
status = STATUS BUFFER _TOO SMALL;

break;
/

Bam moorcem 6vimsb unmepecHo, 0eticmeumenbHo il 603MON*CEH OOCMYN K
npeoocmasienHomy oygepy.

Ilockonvky smom 6yghep 6 noib306amenbCKOM NPOCMPAHCMEE Mbl OOJHCHBL ObLMb
8 KOHmeKcme npoyecca KiueHma.

U Oeticmseumenvho, Kak 6b13b18a0WULL NOMOK KIUECHMA, Nepeulesl 8 PeXcum sopd,
onucano 6 2naee 1.



Jlasiee, MbI MOYKEM TIPE/IITOJIOKUATD, YTO Oy(dep T0CTATOYHO OOJIBIION, ITOATOMY
naBaiite ooOpaboraem ero kak ThreadData:

auto data = (ThreadData*)stack->Parameters.DeviceloControl. Type3InputBuffer;
Ecnu ykxazatens NULL, TO MbI JOJIKHBI BBIMTH CO CTaTYCOM OIIHUOKU:

if (data == nullptr) {

status = STATUS INVALID PARAMETER;

break;

/

Jlanee, naBalTe MOCMOTPUM, HAXOAUTCS JIM IIPUOPUTET B JOIMTYCTUMOM JHAITA30HE
oT 1 10 31, ¥ BEIMTH ¢ OIIMOKOM, €CJIU HET:

if (data->Priority < 1 || data->Priority > 31) {
status = STATUS INVALID PARAMETER;
break;

/

Mpg1 mpubnmKaeMcs K Halleu meu.

API, xoropsrit MbI X0TENH OBl HCTIOTB30BaTh, 3T0 KeSetPriorityThread, mporoTun
CIICTYFOLTHM:

KPRIORITY KeSetPriorityThread(
_Inout PKTHREAD Thread,
_In_ KPRIORITY Priority),;

Tun KPRIORITY - 3t0 npocto 8-6utHOE Lienoe unciao. Cam NOTOK
uneHtTupuuupyerca ykazareaem Ha KTHREAD.

KTHREAD - 310 0Ha 13 yacTel ynpaBjieHUs sSAPOM MOTOKaAMH.

VYV Hac ecTb I/IJIGHTI/I(bI/IKaTOP IIOTOKA OT KIIMCHTA, U HAM HY>XHO KaKMM-TO 06p8,30M
YKa3aTb Ha 0OBEKT PCAJIBbHOIO IIOTOKA B IMTPOCTPAHCTBEC sApa.

®OyHKIMS, KOTOpask MOXKET HUCKATh MOTOK 110 €T0 WACHTU(PUKATOPY HA3BIBACTCS
PsLookupThreadByThreadld.



YToOBI MOMYyYHUTH €ro ONpeIesieHne, HaM HY>KHO J00aBUTH elie oauH #include:
#include <ntifs.h>

OO6paruTe BHUMaHHE, YTO BBl JOJDKHBI 100aBUTH ATOT #include mo <ntddk.h>,
WHAYE BBI MOJYYNUTE ONTHOKH KOMITHJISIINH.

Teneps Mbl MOXEM MPEBPATUTH HAII UJIEHTU(DHUKATOP MOTOKA B YKa3aTelb:
PETHREAD Thread;,

status = PsLookupThreadByThreadld(ULongToHandle(data->Threadld),
&Thread);

if (!INT SUCCESS(status))

break;

B sToM ¢parmenTe Koza ecTh HECKONBKO BaKHBIX MOMEHTOB:

* Oynkuus novcka npuHuMaet handle, a He kakol-TO UIEHTU(DUKATOD.
Tak 3710 handle wmu ID ? 3To unenTndukarop, Kak AECKPUTITOP.

[TpuuuHa cBsizana co cnmoco6om rerepanuu ID notokoB. OHM reHepupyroTCs U3
r7100a7IbHOM YaCTHOM TaOIUIIBI IECKPUIITOPOB SJIpa, IO3TOMY 3HAYCHHE
JECKPHUIITOPOB SABIAIOTCS (GAKTUUECKUMU UACHTHU(PUKATOPAMHU.

Makpoc ULongToHandle obecnieunBaer Heooxoaumoe npuseaeHue. (Ilomuure,
yro HANDLE 64-06utHbIi Ha 64-0MTHBIX cucTeMax, Ho 1D moToka,
IPEI0CTAaBICHHBIN KIIMEHTOM, BCeraa 32-OUTHBII. ).

* Pesynerupyronmii ykasarens onpenensercs kak PETHREAD wnnu ykasarens Ha
ETHREAD. Onarte xe, ETHREAD He3aq0KyMEHTHPOBaHHBIN, HECMOTpPS HA 3TO,
y Hac, IOX0Xke, ecTh npoodiiema, Tak kak KeSetPriorityThread npunumaet
PKTHREAD, a ne PETHREAD.

OkasbIBaercs, 3T0 TO )€ camoe, NoTomMy uTo nepsbiM wieHoM ETHREAD
spisiercs KTHREAD (unen nazeiBaercs Tcb).

MBI oKkaxxeM Bce 3TO B CIEAYIOIIEH IIaBe, KOria Mbl HCIIOJIb3yeM OTIIAIUUK A/Ipa.
CyTb B TOM, uT0 MBI MOkeM cmeno nepekntoyare PKTHREAD nns PETHREAD
WM HA000pOT MPU HEOOXOAUMOCTH 0€3 3aMUHKH.

* PsLookupThreadByThreadld moxxeT 3aBepIuThest OMIMOKOM 1O pa3HbIM
pUYKMHAM, HAIPUMED, W3-3a HEJIOMYyCTUMOTO UIEHTU(UKATOPA MTOTOKA.



Ternepb MbI HAKOHEI] TOTOBBI U3MEHUTH pUOpUTET. HO mogoxaure - 4To ecim
IIOCJIE TTOCJIEAHETO BBI30BA MOTOK 3aBEPIIACTCA, KAK pa3 Mepe] TEM, KaK MbI
YCTaHOBUM €TI0 HOBBIM IPUOPUTET?

BynpTe yBepeHsbl, 3TOro He MOXKET ObITh HA CaMOM JelIE.

TeXHUYECKHU MOTOK MOKET 3aBEPIIUTHCS B 3TOM TOUKE, HO 3TO HE CAECIAET HAIII
yKa3arellb BUCSIIIUM.

210 IIOTOMY, 4YTO q)YHKHI/IH ITOUCKa, B CJIy4dac yCIICXa, YBCINYNBACT CUCTUHK
CCBIJIOK 0OBEKTa IMOTOKA B AApe, IO3TOMY OH HE MOXKCT YMCPCTD, II0OKAa MBI IBHO HC
YMCHBIINM CUCTYHUK CCBLIOK.

Bot kak cienarh n3MeHEHHE IPUOPUTETA:
KeSetPriorityThread((PKTHREAD)Thread, data->Priority);

Bce, uto ocranoch caenare, 3T0 yMEHBIINUTh CChIIIKY Ha OOBEKT IMOTOKA; B
IPOTUBHOM CiIy4ae y Hac OyzeT yTeuka, KoTopasi OyJeT pelieHa TOIbKO Mpu
CIIEYIOIIEH 3arpy3Ke CUCTEMBI.

OyHKIMs, KoTopas BbiNoyHAeT 310: ObDereferenceObject(Thread);
Bot nonusiit 06padotunk IRP. MJ DEVICE _CONTROL, ¢ HekoTopbiMu

HE3HAYUTCIBbHBIMHU KOCMCTHYCCKNMHU U3MCHCHUIMMU:

_Use_decl _annotations_
NTSTATUS PriorityBoosterDeviceControl(PDEVICE OBJECT, PIRP Irp) {

// get our I0 STACK LOCATION
auto stack = IoGetCurrentIrpStackLocation(Irp); // IO STACK LOCATION*

auto status = STATUS SUCCESS;

switch (stack->Parameters.DeviceloControl.IoControlCode) {

case IOCTL PRIORITY BOOSTER SET PRIORITY: {

// do the work

auto len = stack->Parameters.DeviceloControl.InputBufferlLength;

if (len < sizeof(ThreadData)) {

status = STATUS BUFFER TOO SMALL;

break;

}

auto data = (ThreadData*)stack-
>Parameters.DeviceloControl.Type3InputBuffer;

if (data == nullptr) {



status = STATUS INVALID PARAMETER;

break;
}
if (data->Priority < 1 || data->Priority > 31) {

status = STATUS INVALID PARAMETER;

break;
}
PETHREAD Thread;

status = PsLookupThreadByThreadId(ULongToHandle(data->ThreadId),
&Thread) ;

if (!NT SUCCESS(status))
break;
KeSetPriorityThread( (PKTHREAD)Thread, data->Priority);
ObDereferenceObject(Thread);
KdPrint(("Thread Priority change for %d to %d succeeded!\n",
data->ThreadId, data->Priority));
break;
}
default:

status = STATUS_INVALID DEVICE REQUEST;

break;

}

Irp->IoStatus.Status = status;

Irp->IoStatus.Information = 0;

IoCompleteRequest(Irp, I0 _NO INCREMENT);

return status;

8)Ycranoska u TecrupoBanue

Ha nanHbIif MOMEHT MBI MOKEM YCIIEITHO COOpaTh ApaiBep U KiueHT. Hamm
CJIETyIOITUH 11ar - YCTAHOBUTH JPAMBEP U MPOBEPUTH €T0 (PYHKIIMOHATHLHOCTD.



BbI MOkeTe onpo0OoBaTh CieayIonee Ha BUPTYaIbHOM MaIlIMHE, WK €CIIA BB
JyBCTBYETE Ce0s CMEJIBIM - Ha TBOEM JIEBaiice. )))

Bo-nepBbIX, naBanTe ycTaHOBUM ApaiBep. OTKpONTE OKHO KOMaHIHOM CTPOKH C
ITOBBIIEHHBIMU TPABAMH M YCTAHOBUTE C ITOMOIIBIO CPEACTBA SC.€X€ KaK MbI
CIEJIaJIN €ellle B IJIaBe 2:

sc create booster type= kernel binPath= c:\Test\PriorityBooster.sys

Yo6enutech, uro binPath comep>xuT mosHBIN MyTh K MoaydeHHoMY (aitmy SY'S.
Nwms npaiiBepa (OycTep) B mpuMepe, 3TO UMs CO3IaHHOTO paszelia peecrTpa,
MO3TOMY OHO JIOJDKHO OBITh YHUKATBHBIM.

DTO HEe JOJKHO OBITh CBS3aHHO C MMeHeM (aiina SYS.
Tenepp MbI MOKEM 3arpy3uTh ApanBep:

sc start booster

Ecnu Bce B nopsiake, qpaliBep YCHEUIHO 3aIlyCTUTCS.

YtoObl yOeTuThCs B 3TOM, MBI MO>KeM OTKPBITh WinObj 1 HaliTH Ha3BaHUE HAIIETO
YCTPOMCTBA U CHMBOJIMYECKYIO CCBUIKY. PUCYHOK 4-1 MOKa3bIBaeT CUMBOJIMYECKYIO
cceuiky B WinObyj.

@ WinQbj - Sysinternals: www.sysinternals.com

File View Help
vl A A || Name ¢ Type SymLink
- ArcName . lEPartmngontrol SymbolicLink “Device\PartmgrControl
> Ly BaseNamedOhjects [@|PEAuth SymbolicLink \Device\PEAUth
o E:'rib::k [@PhysicalDrived SymbolicLink \Device\Harddisk\DRO
_____ Driver E‘PhysicalDrive‘l SymbolicLink WDevice\Harddisk1\DR1
..... DriverStores IEPIPE SymbolicLink “Device\NamedPipe
FileSystemn @Priorityﬂooster SymbolicLink “Device\PriorityBooster
_____ GLOBALT? lEPRN SymbolicLink “DosDevices\LPT1
..... KernelObjects @Psched SymbolicLink “Device\Psched
..... KnownDlls lEdeDrDngr SymbolicLink “Device\RdpDrDvMgr
..... KnownDlls22 [#|RESOURCE_HUE SymbolicLink \Device\RESOURCE_HUB
----- MLS lEROOT#BasicDisplay#‘DDDD#{SMSZNd—f... SymbolicLink \Device\ 00000003
----- ObijectTypes b mROOT#BasicRenderé‘ODDDﬂ‘-ﬂc305130-a... SymbaolicLink 4D evice\DD00000F
\GLOBAL?MACPIZGenuinelntel_-_Intel64_Family_6_Model_158_-_Intel(R)_Core(TM)_i7-8750H_CPU_®_2.20GHz#4#{97fadb10-4e33-40ae-359¢-8bef029dbdd0}

Terepp Mbl MOXEM HAKOHEL 3aIyCTUTh UCTIOJIHAEMbIHN (haiin kaueHTa. PucyHok 4-2
Moka3bIBaeT MoTok B Process Explorer.



Hpouecc cmd.exe BI>I6paH B KaUCCTBC IIPUMCpa, IJII KOTOPOI'0 MbI XOTHUM
YCTAaHOBHUTDH IIPUOPUTCT HOBOI'O 3HAYCHUSI.

.| crnd.exe:bdd Properties

Image Performance Performance Graph Disk and Metwork
GPU Graph Threads TCP/TP Security Environment Strings
Count: 2

o

TID CPU  Cycles Deltta 5Start Address

cmd.exemainCRT Startup
11716 ntdll.dll! TppWorker Thread

£ >
Thread ID: 763 | Stack | | Module
Start Time: 09:13:47 15-Apr-19
State: Wait:Executive Base Priarity: g
Kernel Time: 0:00:00, 156 Dynamic Priority: 8
User Time: 0:00:00.015 1/0 Priarity: Mormal
Context Switches: 623 Memory Priority: 5
Cydes: 241,587,466 Ideal Processor: 3

| Permissions | | Kill | | Suspend |
| oK | | Cancel |

3amycTuTe KIMEHT C UACHTH(PUKATOPOM IMOTOKA U JKEeJTaeMbIM IPUOPUTETOM (TIpU
HEO0OXOIMMOCTH 3aMEHUTE UICHTU(PUKATOP OTOKA):

booster 768 25

U Byansa! Cmotpute pucyHok 4-3.



.| crnd.exe:bdd Properties

Image Performance Performance Graph Disk and Metwork
GPU Graph Threads TCP/IP Security Environment Strings
Count: 2

R
TID CPU  Cycles Deltta 5Start Address
cmd exemainCRTStartup
11716 nitdll.dll! TppWorker Thread

£ >
Thread ID; 768 | Stack | | Module
Start Time: 09:13:47 15-Apr-19
State: Wait:Executive Base Priority: 3
Kernel Time; 0:00:00, 156 Dynamic Priority: 25
ser Time: 0:00:00.031 1/ Priority: Mormal
Context Switches: 670 Memory Priority: 5
Cycles: 261,673,094 Ideal Processar: 3

Permissions | | Kl | | Suspend |
| oK | | Cancel |

8)Pe3rome

MpsI yBHAEH, KAK CO3/1aTh MPOCTOM, HO MOJIHBIN JApaBep, OT Hayaia A0 KOHIIA.
MeI co3nanu mporpammy Jisi CBS3U C APABEPOM.

B CJ'IGI[YIOIIICﬁ IT1aB€ MBI paCCMOTPHUM OTIIAAKY, KOTOPYIO Mbl MOXKEM CJIaTh IIPpHU
HallMCaHHNN npaﬁBepOB, KOTOPBIC MOT'YT BCCTH cebs He TaK, KaK MbI O KHAaCM.



