I'maBa 10: Beenenne B ¢aiijioByI0 cucteMy 1 MUHH-(HIBTPBI.

DaiinoBbie CUCTEMBI IPEOCTABBIIAIOT ONIEpAlliU BBOJIa-BBIBOAA IS JOCTYMA K (aiinam.
Windows nosiiep>kuBaeT HECKOIBKO (PaityioBBIX cucTeM, mpexk e Bcero 3to NTES.

OunpTpanus (HaiaoBoil CUCTEMBI - 3TO MEXaHU3M, C IOMOIIbI0 KOTOPOTO ApaiBepbl MOTYT
TepEeXBaThIBATh BBI30BHI, a[peCOBAaHHBIC (PailIOBOM cucTeMe. DTO TOJIE3HO SISl MHOTHUX THITOB
MIPOrPaMMHOTO 00€CTIeYeHH s, TAKUX KaK aHTUBUPYCHI, Pe3€pBHOE KOMMPOBaHUE, MK(poBaHHEe U
MHOTO€ JpYyTOE.

Windows goniroe Bpems mojiep>kuBaiia MoJelb (GUIbTPaIK, U3BECTHYIO KaK (PUIIBTPbI
(baiinoBoii cucTeMbI, KOTOpas ceiiyac Ha3bIBACTCS YCTAPEBIINMHU QIIbTpamMu (hailioBoi
CHUCTEMBI.

bruta pa3zpaboTtana HOBast MOZIETh, Ha3bIBaeMasi MUHU-PIIIBTpaMu (HaliIOBON CHCTEMBI IS
3aMEHBI YCTapeBIEero MexaHu3Ma GuIbTpanud. MUHHU-(QHIBTPHI JIeTde MHCATh BO MHOTHX
OTHOIIICHUSX, U OHH MPEIMOYTHUTEIBHBIN CITIOCO0 pa3paboTKu apaiiBepoB GrIbTpanuu (HanaoBoi
CUCTEMBI.

B 3101 rinase:

* BeBenenue.

* 3arpy3ka u BbITpy3Ka.

e Munnuaau3anus.

* YcraHOBKA.

* O0padoTKa onepanuii BBOJa-BbIBOJA.

e JIpaiiBep 3allUThI OT yAAJICHUS.

* Umena ¢aiisios.

* KoHTeKCThI.

* UHuniunpoBaHue 3anpocoB BBOIa-BbIBO/IA.
* JIpaiiBep pe3epBHOI0 KONNMPOBaHUsA (aNIOB.
* CBs3b B N0JIb30BATEJIbCKOM pe:KUMe.

e OTaaaka.

* Ynpa:kKHeHusl.



BBenenne
N3BecTHO, 4TO PUIbTpHI ycTapeBiiei ¢haitioBoil CUCTEMBI CJI0KHO HATHCATh.

Pa3zpaboTunk apaiiBepa q0KeH M03a00TUTHCSA 0 HAOOPE MENKUX JIeTalield, MHOTHE U3 KOTOPBIX
SBIISIFOTCA 1IA0JOHHBIMHU, YTO YCJIOXKHSET pa3padoTKy. Ycrapesiure GUiabTpbl HE MOTYT ObITh
BBITPY>KEHBI BO BpeMsI pa0OTBI CHCTEMBI, YTO 03HAYAET, UTO CHCTEMY MPHUIIIOCH MTEPe3aITyCTUTh,
4TOOBI 3arpy3UTh OOHOBIICHHYIO BEPCHUIO JipaiiBepa.

Mopenb ¢ MEHU-(UIBTPOM TIO3BOJISET 3aTrpyKaTh U BHITPYKaTh JpaiiBepbl JTUHAMUYECKH, YTO
3HAYUTEHHO YIIPOIIaeT pabounii mporecc pa3paboTKH.

Buytpenne ycrapeBmmii puistp, npegocraBisgeMbiii Windows, Ha3bIBaeMbIil TUCTIETYEPOM
(GUIBTPOB, OTBEYAET 3a YIpaBICHNE MUHU-QUIBTPOB. TUMUYHOE HAcIOeHHE (UIIBTPOB IMOKA3aHO
Ha CIIEJYIOLEM PUCYHKE.

|/O Request

/O Manager

Filter Manager Minifilter B

Kax1p1ii MUHH-(UIBTP UMEET COOCTBEHHYIO BBICOTY, KOTOpasi ONPEAEIseT €ro OTHOCUTEIbHOE
II0JIO’KEHUE B CTEKE yCTPOMCTBA.

File System Driver

Jucnerdep GpuabTpoOB - 3TO TOT, KTO Noay4aeT nmakersl IRP, kak u moboit apyroit ycrapeBinit
(GuIbTp, a 3aTeM BbI3bIBAET MUHU-(PUIIBTPBI, KOTOPBIMU OH YIIPABJISET, B OPsAKE yObIBAHUS
BBICOTHI. B HEKOTOPBIX HEOOBIUYHBIX CITy4yasiX B HEPAPXUU MOXKET ObITh JPyrol yCTapeBLIMH
(GUIBTP, KOTOPBIA MOXKET BbI3BaTh MUHU- (DUIIBTP «CILTUTY, IJIe HEKOTOPbIE U3 HUX BHIILIE 110
BBICOTE, UEM YHAcleI0BaHHbIe (DMIIBTPBI, a HEKOTOphIE HIDKE. B TakoMm ciyyae OyaeT 3arpyxeHo
0oJiee OAHOTO FK3EMILIAPA AUcIieTyepa (PUIBTPOB, KaXKAbII U3 KOTOPBIX YIPaBIIET CBOUMHU
MUHH-(UIbTpaMu. Kaxaplil Takoi 3K3eMIUIsip AucneTyepa GUIbTPOB Ha3bIBaeTCs GperMoM.

Ha cnenyromem pucyHke moka3aH Takoil mpuMep ¢ AByMst Gppeiimamu.



I/O Request

I/O Manager

Frame O Filter Manager Minifilter B

LEgﬂCY Filter Driver W

Frame 1 Filter Manager

File System Driver

Figure 10-2: Mini-filters in two filter manager frames

3arpy3ka u BbITpy3Ka

[paiiBepbl MUHU-(GUITBTPA TOJHKHBI OBITH 3aTPY>KEHBI TaK e, Kak U JIF000H Apyroi apaisep.
st atoro ucnons3yercs API nonb3oBarensckoro pexuma - FilterLoad, kyna HykHO niepenarsb
uMs npaiiepa (ero kirod B peectpe B HKLM\System\CurrentControlSet\Services\Drivername).

Buytpu Bei3biBactTcs API sipa FltLoadFilter ¢ Toi e cemanTukoi. Kak u 1r000# npyroi
npaiiBep, SelL.oadDriverPrivilege momkeH MprCyTCTBOBATh B TOKEHE BHI3BIBAIOIIETO, €CIIN
BBI3BIBAETCSI U3 MOJIH30BATENLCKOTO peskuMa. [10 yMoIrgannio OH MPUCYTCTBYET B TOKEHAX
YPOBHS aIMHHHCTPATOPA, HO HE B TOKEHAX OOBIYHBIX ITOJIb30BaTEIICH.

Brirpyska muaz-(hmIbTpa ocymecTsisercs ¢ nomonrsio FilterUnload B mosip3oBaTensckom
pexume win FltUnload B pexume siapa. Jta onepanus TpeOyeT TeX ke IPUBHIICTHIA, YTO U IS
3arpy3oK, HO HE TaApaHTHPYETCs, 9TO OY/IET yCIieX, TOTOMY YTO BBI3BIBACTCSI OOPATHBIN BHI30B
BBITPY3KHU (uiibTpa MuUHU-GUIbTpa (Byner oGcyxaaTecs mo3xe).

Xotst ucnionb3oBanue API ist 3arpy3ku ¥ BRITPY3KH (DUIBTPOB KMEET CBOE MPUMEHEHUE, BO
BpeMs pa3pabOTKU OOBIYHO MPOIIE UCTIONB3YHTE BCTPOCHHBIN HHCTPYMEHT, KOTOPBIA MOXKET
cienarh 3To (M MHOTOE JIpyroe) moj Ha3BanueM fltmce.exe.

Ecnu BbI3BaTh €ro (M3-110J] aIMUHUCTpaTOpa) O0e3 apryMeHTOB, TO OH IIEPEUUCIISET 3arpyKEHHbIE
B JIaHHBIA MOMEHT MUHH-(QUIBTPBL. BOT pe3ynbrar Ha MoéM komnbroTep ¢ Windows 10 Pro
Bepcun 1903:



CAWWINDOWS hsystem32: f1tme

Filter Mame Num Instances Altitude Frame
bindflt 1 4E9366 %]
FsDepends 9 AETEEE %]
WdFilter i@ JzZaele %]
storgosflt 1 244866 e
woeifs 3 189966 %]
PrjFlt 1 189808 e
CldFlt 2 186451 %]
FileCrypt 5] 141188 e
luafv 1 1306866 %]
npsvetrig 1 45066 e
Wof 8 4A8TEE %]
Filelnfo i@ 485686 e

Jnist Kak70r0 (UIBTpa B BEIXOAHBIX JaHHBIX 0TOOpaskaeTcst UMs JipaiiBepa, KOJTHUECTBO
9K3EMIUIIPOB KaXJI0T0 (PMIIbTpa B HACTOsIIEE BpeMs pabOThl, €0 BBICOTY U KaJp JUcCIeTYepa
(GWIBTPOB, YACTHIO KOTOPOTO OH SBIISETCA.

Bam MoskeT ObITh HHTEPECHO, TOYEMY CYLIECTBYIOT APalBEPhI C pa3HBIM KOJIUYECTBOM
HK3EMILISIPOB.

3arpys3ka zpaiiBepa ¢ momonipio fltmc.exe BBIONHAETCS ¢ TapaMeTpOM 3arpy3KH, HalpuMep:
fltmc load myfilter

W Hao00poT, BRITpY3Ka BBHITOIHSIETCS C IIOMOIIBIO MapaMeTpa KOMaHIHOH cTpoku unload:
fltmc unload myfilter

fltmc Briroyaet u apyrue mapamerpsl. Beenute fltme -? 4T00BI MOMYYUTH MOTHBIN CITUCOK
apaMeTpoB.

Hanpumep, Bbl MOXKeT€e MOMYUUTh TOAPOOHYI0 HHPOPMAINIO BCEX IK3EMILISPOB IS KaXKIOTO
npaiiBepa, UCIOIB3YIOUIETO IK3eMILIApHI fltmce.

AHaJIOTHYHBIM o6pa30M BbI MOXETEC IMOJIYYHUTH CIIMCOK BCEX TOMOB YCTAaHOBJICHHBIX B CUCTEME.

HpaiiBepsl 1 GUILTPHI (haliIoBoM cucTeMbl co3aaroTcs B karanore FileSystem aucnerdepa
00OBEKTOB.

Ha cnenyromem pucyHke mokasas 3TOT katayior B WinOb.
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File Wiew Help
v - N Mame Type SymiLink
frchzame | fastfat Drrver
Baseh dObject =
CHTI::- a:m jects "™ FatCdRomPRecognizer Device
D:'a.rlcﬂ: ™ FatDizkRecognizer Device
Difiver %) FileCrypt Driver
DvesStoses %, Filelnfo Driver
FileSystem [ FitMgr Driver
Filters [ Fo_Rec Diriver
GLOBALY? [%| FsDepends Diriver
KernelObjects [ luafv Driver
KnownDils %] MR=DAY Drrver
EnownDils32 [ mnesmb Drvver
ML % mnesmb20 Drrver
ObjectTypes [ Misfs Driver
RPC Control %] Mup Driver
Security ) MtBIOS Driver
Sescions _}‘ Mgfs Driver
UMDFCommunicationPorts é Mefs Driver
‘Windows &) PejFit Driver
] AW Driver
% rdbss Drrver
M feFSRecognizer Device
78 ReF Sy Recognizer Device
%) a2 Driver
[ srvnet Driver
| storgosfit Driver
- e n n . " - e
< ¥
“FileSystem' Ntfs
Nuauuuanuzanus

HpaiiBep muaH-QribTpa GaitioBoit cucteMsl nMeeT noamnporpammy DriverEntry, kak u mo0oii
Ipyroil npaiiBep. JpaiiBep 10MmKeH 3aperucTpupoBaThCs KaKk MUHH-(DUIBTP B AUCIIETYEpPE
(GUIBTPOB, 33/1aB PA3IMYHBIC HACTPOUKH, TAKUE KaK, KAKUE OTIePAIlH, KOTOPHIE OH XOYeT
MIEPEXBATUTb.

[paiiBep ycTaHaBIMBAEeT COOTBETCTBYIOIIUE CTPYKTYPHI, a 3aTeM Bbi3biBaeT FltRegisterFilter mus
peructpanuu. B ciayyae ycnexa apaiiBep MOXKET BBINOJIHATH JalbHEHIINE HHUTUATU3AIIH 110
Mepe HeoOXOIMMOCTH, U, HaKoHell, BbI3BaTh FltStartFiltering, uroOb1 GpakTHueckn HaYaTh
orepaiuy QUIbTpaluu.

OOpartute BHUMaHUE, YTO JApaiiBepy HET HEOOXOIMMOCTH YCTaHABIMBATh COOCTBEHHbBIE
npoueaypst orrpasku (IRP. MJ READ, IRP MJ WRITE u . 1.).

Oynxknus FltRegisterFilter umeer cnemyromuii mpoTOTHIT:
NTSTATUS FltRegisterFilter (

~In_PDRIVER OBJECT Driver,

~In_ const FLT REGISTRATION *Registration,

_Outptr_ PFLT _FILTER *RetFilte);



Tpebyemas ctpykrypa FLT REGISTRATION mpenocTaBisieT BCI0O HEOOXOIUMYHO HHPOPMAIIHIO
i peructpauuu. OHa onpenensieTcs Tak:

typedef struct FLT REGISTRATION {
USHORT Size;
USHORT Version;
FLT REGISTRATION FLAGS Flags;
const FLT CONTEXT REGISTRATION *ContextRegistration;
const FLT OPERATION REGISTRATION *OperationRegistration;
PFLT FILTER UNLOAD CALLBACK FilterUnloadCallback;
PFLT INSTANCE SETUP_CALLBACK InstanceSetupCallback;
PFLT INSTANCE QUERY TEARDOWN CALLBACK InstanceQueryTeardownCallback;
PFLT INSTANCE TEARDOWN CALLBACK InstanceTeardownStartCallback;
PFLT INSTANCE TEARDOWN CALLBACK InstanceTeardownCompleteCallback;
PFLT GENERATE FILE NAME GenerateFileNameCallback;
PFLT _NORMALIZE NAME_ COMPONENT NormalizeNameComponentCallback;
PFLT NORMALIZE CONTEXT CLEANUP NormalizeContextCleanupCallback;
PFLT TRANSACTION NOTIFICATION CALLBACK TransactionNotificationCallback;
PFLT _NORMALIZE NAME COMPONENT EX NormalizeNameComponentExCallback;
#if FLT MGR WINS8

PFLT SECTION CONFLICT NOTIFICATION CALLBACK
SectionNotificationCallback;

#endif

} FLT REGISTRATION, *PFLT REGISTRATION;
B sT0li cTpyKTYype 3aKII04eHO MHOTO MH(POPMALIUH.
BaskHble 110J1s1 ONMCaHbl HUKE:

* PasMep 0DKEH COOTBETCTBOBATH pa3Mepy CTPYKTYPbI, KOTOPBIH MOXKET 3aBHCETh OT IIEJICBOM
Bepcun Windows.O0s1uHO npaiiBepsl nmpocto ykazsiBaroT sizeof (FLT REGISTRATION).

* Bepcus Taxoke 3aBUCHT OT 1ieeBoi Bepcur Windows. JIpaifBepbl UCTIOIB3YIOT
FLT REGISTRATION_ VERSION.

* @naru MOryT OBITh HYJIEBBIMH WJIM MPEACTABIATh COOON KOMOMHAIIMIO CIIEAYIOIIUX 3HAYCHHN:

- FLTFL_REGISTRATION_DO NOT SUPPORT SERVICE STOP - npaiisep He
NoAACPKUBACT OCTAHOBKY 3aIlIpoCa, HC3aBUCUMO OT APYIrUX HACTPOCK.



- FLTFL_REGISTRATION SUPPORT NPFS MSFS - npaiiBep 3HacT UIMEHOBaHHbIE KaHAJIbI
X0UeT Takke (PUIBTPOBATh 3aIPOCHI K 3TUM (aiiJIOBBIM CHCTEMaM.

- FLTFL _REGISTRATION SUPPORT DAX VOLUME (Windows 10 Bepcuu 1607 u Gonee
MO3/IHUX) - ApaiiBep OyzieT Mmoiep KuBaTh MOJKIIOYEHHE K ToMy npsimoro poctyna (DAX), ecinu
TaKOW TOM JIOCTYTIEH.

* ContextRegistration - HeoOs3aTeIbHBIIN yKa3aTelb Ha MACCUB CTPYKTYP

FLT CONTEXT REGISTRATION, rae kaxmas 3amuch MPEACTABISIET COO0M KOHTEKCT,
KOTOPBIH IpaiiBep MOXKET UCIONB30BaTh B CBOeH paboTe. KOHTEKCT OTHOCUTCS K HEKOTOPHIM
oTpeieIsieMbIM JpaiiBEpOM JaHHBIX, KOTOPbIE MOTYT OBbITh MPUKPEIIEHBI K 00beKTaM (haiioBoit
CUCTEMBI, TAKMM Kak (aiiiibl 1 Toma. HekoTopsiM JpaiiBepam HE HYKHbI KOHTEKCTHI, U OHH
MOTYT yCTaHOBUTH 3TO 3HaueHue NULL.

* OperationRegistration - 6e3yci0BHO, caMast BakHast 00J1acTh. DTO yKa3aTe/lb HA MAaCCHB
ctpykrypsl FLT OPERATION REGISTRATION, kaxkaast U3 KOTOPBIX ONPEIEISIET
MHTEPECYIOUIYIO ONEPALIUIO.

* FilterUnloadCallback - yka3siBaeT (hyHKITHIO, KOTOpasi Oy/IeT BBI3BIBATHLCS, KOTJA paiiBep
cobupaetcs ObITh BoIrpyxeH. Ecnu ykazano NULL, npaiiBep He MoxeT ObITh BHITpykeH. Eciu
NpaiiBep ycTaHaBIMBAET OOpPaTHBIN BHI30B U BO3BpAILlaeT YCIEUIHbIN CTaTyc, TO ApaiiBep Oyaer
BBITPY>KEH YCIIEIITHO, B 3TOM ClTy4ae OH JO0JDKeH BoIMONMHUTH FltUnregisterFilter, aToOs1
OTMEHUTh PEruCcTpaluIo NIepe]] BhIrpy3koil. Bo3Bpalenue omubky B status He BBITPYKaeT

JpaiBep.

» InstanceSetupCallback - 3ToT 00paTHBIii BBI30B MO3BOJISIET IpaiiBepy MOIydaTh yBEIOMIICHUS,
KOTJIa K3eMIUTSAp Oy/IeT MPUKPEIJICH K HOBOMY TOMY. J[paiiBep MOKET BEpHYTh

STATUS SUCCESS nns noaxitouenust i STATUSFLT DO _NOT_ ATTACH, ecnu apaiiep
HE KeJTaeT MOKIII0YATHCS K A TOMY TOMY.

* InstanceQueryTeardownCallback - nonoiaHuTEeNbHBIA 00pATHBII BHI30B, BEI3bIBAEMBIH MEpe
OTCOEJMHEHUEM OT TOMa. DTO MOXKET MPOM30UTH M3-3a SIBHOTO 3alpoca Ha OTKIIOUCHHE C
nomosio FltDetachVolume B pexume siapa unu FilterDetach B monb3oBarenbckoM pexume.
Ecmu o6patHBIM BBI30BOM yKa3zaHo 3HaueHue NULL, omepanusi oTcoequHEeHHE OyIeT mpepBaHa.

* InstanceTeardownStartCallback - nononHuTEIbHBIN 0OpaTHBIN BBI30B, BBI3bIBAEMBIi IIPH
HavaJie OTCOEAMHEHUs dK3eMIUIsipa. [paiiBep JOKEeH 3aBepIIUTh BCE OTIIOKEHHBIE OTepalny,
4TOOBI OTCOETMHEHNE IK3EMILISIPAa MOTJIO-ObITh MOJHBIM. Ykazanue NULL niist 3Toro o6patHoro
BBI30Ba HE MIPEJOTBPAIAECT OTCOCTUHEHUE IK3EMILISIPA.

* InstanceTeardownCompleteCallback - gormonHUTENbHBINA 00pATHBINA BHI30B, BHI3BIBACMBIN
MOCJIe BCEX OXKUIAIONINX OTepallfii BBOJa-BbIBO/IA.

OcTaJibHble 101 00PaTHOTO BbI30BAa HEOOA3aTENbHBI U UCIIOJIB3YIOTCS PEKO. ITO BBIXOJUT 3a
PaMKH 3TOH KHHTH.

PeFI/ICTpaHI/IH OﬁpaTHOFO BbI30Ba

JpaiiBep MUHU-(DUIBTPA TOJDKEH YKa3bIBaTh, KAKHE ONEpaIuy €My HHTEPECHBI. JTO
NPEIOCTaBIACTCS B MUHU-(PUIIBTpE.



typedef struct FLT OPERATION REGISTRATION {
UCHAR MajorFunction;
FLT OPERATION REGISTRATION FLAGS Flags;
PFLT PRE_OPERATION CALLBACK PreOperation;
PFLT POST OPERATION CALLBACK PostOperation;
// reserved
PVOID Reservedl;

} FLT _OPERATION REGISTRATION, *PFLT OPERATION REGISTRATION;

Cama onepanus HACHTUDUIMPYETCSI OCHOBHBIM KOJIOM (DYHKITHH, MHOTHE U3 KOTOPBIX TaKHe XKe,
KaK 1 Mbl BcTpedanuch B npeapiaymux rmasax: IRP. MJ CREATE, IRP MJ READ,
IRP_MJ WRITE u Tak nanee.

Tem He MeHee, ecTh Apyrue onepanun, OTOXIECTBIEMbIE C OCHOBHON (DYHKLIMEH, KOTOpBIE HE
MUMEIOT peaibHON OCHOBHOM (PyHKIIMH. JTa aOCTpakLus, MpeocTaBsieMas JUCIETYEPOM
(GWIBTPOB, TOMOTAET U30JIUPOBATH MUHU-(PUIIBTP.

Kpowme Toro, daitnoBbie cucTeMbl MOAACPKUBAIOT €111€ OJJMH MEXaHU3M ISl TOTyYeHHE
3anpocoB, u3BecTHoe Kak Fast /0.

BbICTpBIi BBOJ-BBIBOJ HCHIONB3YETCA U1l CHHXPOHHOTO BBOJIAa-BBIBOJIA C KAIIMPOBAHHBIMU
¢aitnamu. 3anpochl BBOJIa-BhIBOA MEPEIAIOT JaHHbIE MEXKIY M0JIb30BaTEILCKUMU OypepaMu u
CHCTEMHBIM KeIlIeM HalpsMY0, MUHYs (aiIoBbIi CTEK ApaiiBepOB U XpaHWIMILIA, YTO [103BOJISET
n30eXaTh HEHYHBIX HaKJIaJHBIX PACXOJIOB.

Hpaiisep daitnoBoit cuctembl NTFS, B kauecTBe mpumepa nognepxusaet Fast 1/0.

DTy HHPOPMAITUIO MOXKHO TPOCMOTPETH C MOMOIIIBIO 0TI YHKA S/Ipa ¢ IOMOIIBI KOMaH/IbI |
drvobj, kak oka3aHo 31ech s apaiBepa daiinosoii cucremsr NTFS:



lkd> ldrvebj ‘\filesystemintfs f

Driver object (ffffad8bl%9ad@bbl) is for:

“WFileSystem\Ntfs

Driver Extension List: (id , addr)

Device Object list:

fiffadBe224480560 {IffadB8cdTEel3Bol (I{fad80304318560 [fifad8c2EBI1650
ffffad8b30e030560 [I{ffad8b30e8T858 IIffad8bi30eT30560 [I{ffad8b30d52858
ffffadBh19fcoRse [Iffad8h10013486

DriverEntry: fIfff8E26b600E1 B Ntfs!GsDriverEntry

DriverStartlo: G066
DriverUnload: GEEEEEEE
AddDevice: BEEEEEEE

Dispatch routines:

[e@] IRP_MJ_CREATE

[e1] IRP_MJ_CREATE_MAMED_PIPE
[e2] IRP_MJ_CLOSE

[@3] IRP_MJ_READ

(truncated)

[19] IRP_MJ_QUERY_QUOTA
[1a] IRP_MJ_SET_QUOTA

fIfff8026b4%bash
frfffaezeoid4id4e
fIfff8e26b49d730
fffffa@26b3b3 36

fIfff8026b49%T00
fIff f8026b49%TRE

NEfs INL fsFsdCreate
nt!Toplnval idDeviceRequest
NEfs INEfsFsdClose

Nt fs !Nt fsFsdRead

Ntfs !Nt fsFsdDispatchWait
Nt fs Nt fsFsdDispatchWait



[1b] IRP_MJ_PNFP fEfff8826b5143e@ Ntfs!NtfsFsdPnp
Fast I/0 routines:
FastloCheckI fPossible fIfffae26hbbadffe Nifs!NtfsFastloCheckIfPossible
FastIoRead fIfff826b409e08@ Ntfs!NtfsCopyReadA
FastIoWrite fIfffBE26b46eblE Nt fs !Nt fsCopyWriteh
FastloQueryBasicInfo fIfff8R26b4d56d8 NEfs!NtfsFastQueryBasicInfo
FastloQueryStandardInfo fIfff8R26b4d2ded MNifs!NtfsFastQueryStdinfo
FastIolLock fffffB26b4dda16@ Ntfs!NtfsFastlLock
FastloUnlockSingle fIfffee2ebddobdd  Nifs!NbtfsFastUnlockSingle
FastIoUnlockAll fIfff8B26b5ad2de Ntfs!NtfsFastUnlockAll
FastIoUnlockAllByKey fIfff8B26b5ad59@ Ntfs!NtfsFastUnlockAllByKey
ReleaseFileForNtCreateSection ffff8026b3c36TE Ntfs!NtfsReleaseForCreateSection
FastloQueryNetworkOpenInfo frfffee2ebdddchd  Nifs!NbtfsFastQueryNetworkOpenInfo
AcquireForModwrite fIfff8R26b3cdc28 Nifs!NtfsAcquireFileForModWrite
MdlRead fifffae26bdehta® Ntfs!NtfsMdlReadA
MdlReadComplete frfffep26M1acald nt!FsRLIMdlReadCompleteley
PrepareMdlWrite ffff f8B26b46aae® Nbfs!NtisPrepareMdlWrited
MdlWriteComplete fIfff8R2696c41ed nt!FsREIMAlWriteCompleteDey
FastIoQueryOpen fIfffAB26b4d49468 Nbfs|NEfsNetworkOpenCreate
ReleaseForModWrite fIfffaB26b3c5a4@ Nbfs!NtfsReleaseFileForModWrite
AcquireForCeFlush fIfffAB26b3a36008 Ntfs!NtfsAcquireFileForCeFlush
ReleaseForCeFlush fIfffRB26b3c5610 Ntfs!NtfsReleaseFileForCeFlush
Device Object stacks:
ldevstack ffffadBc22448056 :

!DevOb j Drvilbj !DevExt Db jectNames

ffffad8cdadebaT™® “FileSystem\FltMgr ffffad8cdadcbbed

» [fffad8ci244308568 ‘\FileSystem'\Ntfs

(truncated)

Frocessed 10 device ob jects.

ffffad8c224481a0

Jucrnietaep GpuiabsTpoB abcTparupyeT onepariy BBOIa-BbIBOA, HE3aBUCHMO OT TOTO, OCHOBAHBI
nu onu Ha IRP mnu Ha GbICTpOM BBOJIE-BBIBOJIE. MUHU-(PHIBTPBI MOTYT IIEPEXBATUTH JIFOOOH
Takou 3anpoc. Ecnu apaiiBep He 3aMHTEpEeCOBaH B OBICTPOM BBOJIC-BBIBOJIC, OH MOXKET 3alPOCUTD
(bakTHUECKUH THII 3aTIpOca, MPEAOCTABICHHBIN AUCTIETYEPOM (DUITBTPOB, C IOMOIIHIO

FLT IS FASTIO OPERATION w/umu FLT IS IRP_OPERATION.

B Tabnuie nepeuncieHsl HEKOTOpbIE U3 OCHOBHBIX (DYHKIMH MUHU-(QUIBTPOB (hailioBoi
CUCTEMBI C KPAaTKUM OIHMCAHUEM.



Major function Dispatch routine? Description

IRF_MJ_CREATE Yes Create or open a file/directory

IRP_MJ_READ Yes Read from a file

IRP_MJ_WRITE Yes Write to a file

IRP_MJ_QUERY_EA Yes Read extended attributes from a
file/directory

IRP_MJ_DIRECTORY_CONTROL Yes Request sent to a directory

IRP_MJ_FILE_SYSTEM_CONTROL Yes File system device [/O control request

IRP_MJ_SET_INFORMATION Yes Various information setting for a file (e.g.
delete, rename)

IRP_MJ_ACQUIRE_FOR_SECTION_- No Section (memory mapped file) is being

SYNCHRONIZATICON opened

IRP_MJ_OPERATION_END No signals the end of array of operations
callbacks

Bropoe nmone B FLT OPERATION REGISTRATION - sto HaGop ¢aros, KOTopsie MOTYT OBITh
HYJIEM WA KOM6I/IHaIII/I$[ OJHOI'0 M3 CIICAYIOIINX q)HaFOB, BJIMAIOIIMUX Ha OIICpaluy YTCHUA U
3aITUCH:

* FLTFL_OPERATION REGISTRATION SKIP CACHED IO - He BbI3bIBaTh OOpaTHbIC
BBI30BHI, €CJTM OHU SBIIIOTCS KAIIMpOoBaHHBIM /O (Hanmpumep, ObICTpBIC Onepaluy BBOA-
BBIBOJIa, KOTOPBIE BCETA KIUIUPYIOTCS).

* FLTFL_OPERATION REGISTRATION SKIP PAGING IO - He BbI3bIBaTh 00paTHBII BHI30B
(BI) UIs1 CTPAHUYHOTO BBOJIa/BBIBOJIA (TOJIBKO onepanuu Ha ocHoBe IRP).

* FLTFL OPERATION REGISTRATION SKIP NON DASD IO - He BbI3bIBaTh OOpaTHBIH
BbI30B (b1) 11 DAX ToMoB. Cneyrommue 1Ba mosis - 3T0 00paTHbIE BBI30BBI /10 U IIOCTIE
OIepaLuy, IJe XOTa Obl OHO JOKHO ObITh OTIMYHBIM 0T NULL (uHave 3auem BooO11ie 3Ta
3aMKch?).

Bot npumep nnunmanuzanun maccusa cTpyktypsl FLT OPERATION REGISTRATION (ans
BOOOpakaeMoTo JIpaiiBepa 1o Ha3BaHueM «Sampley):

const FLT OPERATION REGISTRATION Callbacks[] = {
{ IRP MJ CREATE, 0, nullptr, SamplePostCreateOperation },
{ IRP_MJ WRITE, FLTFL OPERATION REGISTRATION SKIP PAGING IO,
SamplePreWriteOperation, nullptr },

{ IRP_MJ CLOSE, 0, nullptr,
SamplePostCloseOperation },

{ IRP_MJ OPERATION END }
+



Hwmest ozt pyKo# 3TOT MacCHB, MOYKHO 3aperHCTPUPOBATh ApaiBep, He TPeOYIOUIHA KaKUX-TH00
KOHTEKCTOB CO CJIEIYIOIUM KOJIOM:

const FLT REGISTRATION FilterRegistration = {
sizeof (FLT REGISTRATION),
FLT REGISTRATION VERSION,
0,
// Flags
nullptr,
// Context
Callbacks,
// Operation callbacks
ProtectorUnload,
// MiniFilterUnload
SampleInstanceSetup,
// InstanceSetup
SampleInstanceQueryTeardown,
// InstanceQueryTeardown
SampleInstanceTeardownStart,
// InstanceTeardownStart
SampleInstanceTeardownComplete, // InstanceTeardownComplete
I
PFLT FILTER FilterHandle;
NTSTATUS

DriverEntry(_ In_ PDRIVER OBJECT DriverObject, In_PUNICODE_STRING
RegistryPath) {

NTSTATUS status;
//... some code

status = FltRegisterFilter(DriverObject, &FilterRegistration,
&FilterHandle);

if (NT SUCCESS(status)) {
// actually start I/0 filtering

status = FltStartFiltering(FilterHandle);



if (INT_SUCCESS(status))

FltUnregisterFilter(FilterHandle);

}

return status;
}
BrbicoTa

Kak MbI yke Buaenu, MUHU-(UIBTPHI (ailsioBOil CUCTEMBI TOJDKHBI UMETH BBICOTY,
YKa3bIBAIOIIYIO MX OTHOCHTEIIFHOE «IIOJIOKEHUE» B HepapXun GUILTPOB (PailIoBOIl CHCTEMBI.

B otiauuwme ot BBICOTEI, C KOTOpOﬁ MBI YK€ CTOJIKHYJIUCH C 06paTHLIMI/I BBI30BaMHU OOBEKTA U
peecTpa, 3HAUCHHUEC BbBICOTHI MI/IHI/I-(I)I/IJIBTpa MOXKET OBITh INOTCHIMAJIBHO 3HAYUTCIIbHBIM.

Bo-nepBbIx, 3HaUeHHE BBICOTHI HE MPEOCTABISETCS IPU PETUCTPALIMYA MUHU-PUIIBTPA, a
CUMTBHIBAETCA U3 PEECTPA.

Korma npaiiBep ycTaHOBIICH, €T0 BBICOTA 3aIMCHIBAETCS B COOTBETCTBYIONIEM MECTE B PEECTpeE.
Ha pucynke nmoka3zaHna 3ammch B peecTpe Juisl BCTPOSHHOTO ApaiiBepa MuHH-pribTpa Fileinfo.
BricoTa nmeeT To ke 3HaueHHe, KOTopoe OBIJI0 TIOKa3aHo paHee Al HHCTpyMeHTa fltmc.exe.

i.. Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet| Services\Filelnfo\lnstances\Filelinfo
b FileCrypt A1 Name Type Data
i v Filelnfo ab| (Default) REG_SZ (walue not set)
| v L Instances o8] Altitude REG_SZ 40500 Afimm—
] Filelnfe T Flags REG_DWORD DecO00D0000 (0)
Filetrace
flpydisk
FltMgr
FontCache
FontCache3.0.0.0
FrameServer ”
£ > £ >

Bot nmpumep, KOTOPBII 10JKEH MPOSCHUTH, IIOYEMY BBICOTa UMEET 3HaueHue. JlomycTiM, ecTb
MUHH-(UIBTp Ha BeicoTe 10000, ubeii 3afaueii sBisieTcs M poOBaHUE JaHHBIX IPU 3aUCH U
JemupoBaHUe IPU YTEHUH.

Tenepb NPEAIOIOKIM €IIe OJJMH MUHH - QHIIBTP, 3a]1a4€ii KOTOPOTO SBJISIETCS MPOBEPKA TAaHHBIX
Ha MPEeIMET BPEIOHOCHOM aKTUBHOCTH, HaxoauTcs Ha BeicoTe 9000. ITOT MakeT n300pakeH Ha
CIIC/IYIOIIEM PUCYHKE.



I/O Request

Plain text
data

Encryption
mini-filter

Encrypted
data

Anti virus

mini-filter

JpaiiBep mudpoBanus mudpyeT BXOA[IINE JaHHbIE Ul 3alIHCH, KOTOPbIE 3aTeM MepeaaroTcs
AHTUBHUPYCHOU IIpOrpamMmMe.

Hpo6neMa C HpaﬁBepOM AHTHBHUPYCA, TAK KaK OH HC BUAUT SaH_II/I(l)pOBaHHBIe JaHHBIC.

B TakoMm ciyyae aHTUBHPYCHBIN JpaliBep NOJKEH UMETh BBICOTY BBIIIE, YEM JpaliBep
mudpoBanus. Kak Tako apaiBep MOXKET rapaHTHPOBATh, UTO 3TO HA CAMOM JieJie Tak ?

Uto0OBI HcTIpaBUTH 3Ty (M Apyrue moao0HbIe) cuTyalnto, Microsoft onpeaenuia quana3oHbl
BBICOT JJIs1 APAaliBEPOB UCXOJIS U3 UX TpeOOBaHUI! (1, B KOHEUHOM UTOTE, UX 3a7auu).

YtoObl MOTYYHUTH HYXKHYIO BBICOTY, H3/1aTeJb IpaiiBepa JOKEH OTIIPABHUTH DJIEKTPOHHOE MHUCHMO
B Microsoft (fsfcomm@microsoft.com) u 3anpocuTh BEICOTY, OHa BBLAEISAETCS AJIst 3TOTO
JpaliBEpa Ha OCHOBE €ro MPEIoIaracMom Uemu.

Bor cerpuika:https://docs.microsoft.com/en-us/windows-hardware/drivers/ifs/allocated-altitudes

TaM MOXHO MOCMOTPETH JIpaiiBepsl U UX BBICOTY, KOTOPYIO Bblienuiaa Microsoft.


https://docs.microsoft.com/en-us/windows-hardware/drivers/ifs/allocated-altitudes

Cne,uylomaﬂ Ta6J'II/II_[a IMMOKAa3bIBACT CITMCOK I'PYIIT U JHUAIIA30H BBICOT IJIA KaXkJ101 TPYIHIIBI.

Altitude range

Group name

YceranoBka

«[IpaBUIBHBII» CIOCOO yCTAaHOBKM MUHU-(pUIBTpa (hailIoBON CHCTEMBI - HCIOIB30BaTh (haiin

INF.

420000 - 429999
400000 - 409990
360000 - 389909
340000 - 349999
320000 - 329908
300000 - 309908
280000 - 289998
260000 - 269998
240000 - 249990
220000 - 229999
200000 - 209999
120000 - 189990
170000 - 174999
160000 - 169999
140000 - 149999
130000 - 139999
120000 - 129999
100000 - 109999

BOO00 - 80000

60000 - 69999

40000 - 49900

20000 - 29900

Filter

FsFilter Top

F5Filter Activity Monitor
F5Filter Undelete

FsFilter Anti-Virus

F5Filter Replication

F5Filter Continuous Backup
F5Filter Content Screener
F5Filter Quota Management
F5Filter System Recovery
FSFilter Cluster File System
FSFilter HSM

F5Filter Imaging (ex: .ZIP)
FSFilter Compression
F5Filter Encryption

FSFilter Virtualization
FSFilter Physical Quota management
F5Filter Open File

F5Filter Security Enhancer
FSFilter Copy Protection
F5Filter Bottom

F5Filter System

T.x. 1715 ero paboOTOCIOCOOHOCTH HYKHBI 3alMCH B PEECTpe.

@aiinel INF - 3TO K1acCMYeCKUid MEXaHU3M, UCTIOIb3YEMbIN JIJIsI YCTAHOBKHU JIPAaBEPOB.

[a6m0HBI IPoeKTOB « MUHH-(UIBTP (ailioBoii cucteMbl», peaoctaBieHHsie WDK co3maer
takoi INF-¢aiis, KOTOpbIif TOYTH TOTOB K YCTaHOBKE.

@aiinbl INF ucnions3yrot crapslii cuntakcuc gaiina INI.

OTH 3aIIUCH NPEACTABISAIOT COOOM MHCTPYKLMHU AJIs yCTAaHOBUINKA, KOTOPIN aHau3UpyeT Qaili,
10 CYLIECTBY MHCTPYKTHUPYS YCTAHOBUIMKY BBIIIOJHUTH JBA TUIIA ONEpALlUii: CKONUPOBAThH
(aiinbl B olpeieJIeHHbIE MECTOIOIOKEHHSI 1 BHECEHHE U3MEHEHUH B peecTp.

Hagaiite paccmotpum INF-daiin Munu-gunbtpa (aiiioBoil cUCTEMbI, CO3JaHHBI MacTEpOM
npoexkroB WDK.

B Visual Studio naiigure y3en JlpaiiBepsl yCTpOICTB U MO HUM HaiinuTe YCTpoiicTBa.
Hcnonb3yemslii mabnon - @unetp. paiiBep: Munu-puistp haitnioBoil CHCTEMBI.

Ha cnenyromem pucyHke nokasano 31o B Visual Studio 2017.



Mew Project

b Recent Sort by: Default

4 nstalled I
Filter Dwivcer: Filesystern Mini-fites Visual C++ Type:

Filter Driven MDIS Visual C++ Un
Kemezl Mode Driver, US8 (KMDF) Visual Cr+
Printer Driver V4 Visual C++

Frnker XPS Render Filter Visual Co+

User Mode Drrver, USE (LIMDF ¥2) Visual C++

ou are looking forf

Lecation

Solubon name: Sample

Beenure nms npoekra (o6pasen Ha pucyHke ) U Haxmute OK. B y3ne ®aiinbl npaiisepa B
obo3peBarerne pewieHuit Bel Hailnete daitn INF ¢ umenem Sample.inf.

Paznen Bepcuu

Pasnen Bepcus sBisiercsa obs3arenbHbIM B INF. Crienyromee co3naercst macrepom nmpoekra WDK
(HEMHOTO M3MEHEHO /IS yI00CTBA YTCHUS ):

1 [Version]

2 Signature

3 = "SWindows NTS"

4 ; TODO - cChange the Class and ClassGuid to match the Load Order Group value,
5;

6 see https://msdn.microsoft.com/en-us/windows/hardware/gg462963
7 ; Class

8 = "ActivityMonitor"

9 :This is determined by the work this filter driver does

10 ; ClassGuid

11 = {b86dff51-a3le-4bac-b3cf-e8cfe75cofc2}

12 ;This value is determined by the Load Order Group value

13 Class = " _TODO Change Class appropriately "

14 ClassGuid = { TODO Change ClassGuid appropriately }

15 Provider

16 = ¥ManufacturerName¥%

17 DriverVer

18 =

19 CatalogFile = Sample.cat



JlupektuBa Signature 10/bKHa OBITh yCTaHOBIIEHA Ha BoNeOHY0 cTpoky «$ Windows NT $».

[TpuurHa 3TOT0 UMEHU SBJSETCS HCTOPUYECKUM U HE UMEET 3HAUYCHUS JJIsl JAaHHOTO
00CYXICHUS.

Jupextusbl Class u ClassGuid sBIsitoTCs1 0053aTe€IbHBIMH M ONIPEACIIAIOT Kiacc (TUIT WU
TPyIIy), K KOTOPOMY JIpaiBep MPUHAICHKHUT.

CrenepupoBannbiii INF conepkut npumep kiacca ActivityMonitor u cBszanssiii ¢ Hum GUID,
o0a B koMmMeHTapusx (kommeHTapuu INF yka3pIBatoTCs TIOCIIE TOUKH C 3aIsITO 10 KOHIIA
CTPOKH).

Camoe poCToe pelIeHue - PACKOMMEHTUPOBATh 3TU CTPOKH U yAanuTh pukTuBHbIC Class u
ClassGuid 4To MPUBOIUT K CIIEAYIOMIEMY:

Class = "ActivityMonitor"
ClassGuid = {b86dff51-a31e-4bac-b3cf-e8cfe75c9fc2}

Uro 10 3a nupektuBa «Kiace»? 310 ogHa U3 IpeIonpeieIeHHBIX IPYII yCTPONUCTB, KOTOPbhIE
HCIIOJIB3YIOTCSl B OCHOBHOM alIlapaTHBIMK JIpaiiBepaMu, a Tak)Ke MUHU-(QUIBTPAMH.

IToyHBIN CIIUCOK KJIACCOB XPAHUTCS B PEECTPE MO KIIIOUOM
HKLM\System\CurrentControlSet\Control\Class. Kaxaplii ki1acc yHUKaIbHO
uaentTupuuupyercs naeatupukaropom GUID.

Ha pucynke Huxe nokaszasa 3anuch kiacca ActivityMonitor B peectpe.

i Poegistry Editor

File  Edit Www Fasosites  Help

ComputetHEEY LOCAL MACHIREYSYS TEMY CurrentC onkrofet Costr ol Classy BRRAH YT - a3 1e- dbac- b of -ebobe Seited )

[BerclfiSd-047F 11d1-2537-00008752ed1] & || Mame T Data
[RAZElT 725 4lc - b2 TR 1} abeDefoult) REG_ST twalue not sek]

:*Ii';v:u“:::::n::.;\:l::x ":”:' a¥]Class REG 52 ALitivityhlonitar

I mml“}_ﬂ;- 4._,,[' “'n_ e m,ﬁ;r'l,'; 6| ClassDese REGSZ @c_fractivisymonitoninf, %ClassDesc IS Actiity meritor filters
[AJEIIIRA-BARS-AFIT-0E86-2D0ZFEOACE) || Sl rercless RS !

[AT3COIF]-GT27-4D1 D-ACE 1-DE333BAMETDE) AbllconPath REG_MULTL S WhystemBeot S\ System D shel 122041, - 165 h

{1 #1682 54-1378- 8 | db-benTdB3GTA54) 2%| MoDisplay Class REG SZ 1

(62720425255 42db- el Teder5dba52T 2| NolnstalClass REGST !

[bAZ40D-bTb2-tob - Ifel-d 1 Tl ed db3abb}
[bO5ES! -a3 e-dbac-blcf -elcfe T Sckice}
[bbbed?34-CiHa-2366-bhai-dedadlDoddT]
[eOGH265- 5el0-L860-01 2c- 16753d 7 challa}
[£16632 3c-Felc-d20d-2586-11 20 ofbbf3e)
[cddiind- 3afc-L3ed-b3d3-JhatBbcRebe 5}
[c0ecead- 11 of -defd bille-bafB1ebefSel]

[ ctihd 2. IO 400 Gl BEcIMInBeeldd] ¥
€ 3 € 3

O6pature BHuManue, yto GUID - 310 nms kiroua. CaMo UMs Kitacca NpeoCTaBIseTcs B
3HaueHnn Class. [Ipyrue 3Ha4eHUs B 3TOM KJIFOUYE HE BXKHBI C MPAKTUICCKON TOYKH 3PEHHUSI.
3anmck, KoTopas JeJacT 3TOT KIacC «IOIXOIAIIMM JIJIT MUHH-(PHIETPOB (HaHIIOBOI CHCTEMBI
saeigetcsa 3HaueHue FSFilterClass, umeroniee 3Hauenue 1.

BbI MOKETE IPOCMOTPETH BCE CYIIECTBYIOIINE KIIACCHI B CHCTEME C IOMOIIBIO0 HHCTPYMEHTA
FSClass.exe, noctynmroro B Github penosuropuii AllTools
(https://github.com/zodiacon/AllTools). Bot npumep BbinoaHeHUs:



c:hWToolsy FEClass .exe
File System Filter Classes version 1.8 (C)2819 Pavel Yosifovich

GUID Name Description
{2db153T4-TB6e - 4131 -aBcT-dTeT8ebR28% | SystenRecovery FS System recovery filters
{3e3f@6T4-c83c - 4558 -bb26-982Be1ebabes ]} ContentScreener FS Content screener filters
{48d3ebc4-4cf8-48ff-b869-9cE8ad42eb9f} Replication FS Replication filters
{5d1b%aaa-0lel - 46af-849f-2T2b3 f324c46]) FSFilterSystem FS System filters
{BaBaBeT8-bbab-4fcd-aTe9-1e33cdB9d6Te} PhysicalQuotaManagement FS Physical quota mab,
nagement filters

{T1aal4f8-6fad- 4622 -ad77-92bb3dTe624T} ContinuousBackup FS Continuous backup filters
{8503c011- 2607 - 4019 -8 fT0-5@28f586600c} QuotaManagement  FS Quota management filters
{89786ff1-9c12-462f-9c%e-1T753cTf4375} CopyProtection FS Copy protection filters
{aBaTeicl-a511 - 42 ff -aabc -B6dc@395576F ) Encryption FS Encryption filters
{b1d1a169-c54f-43T9-81db-beeTd88dT454} AntiVirus FS Anti-virus filters

{bBAAf f51-a31e-dbac-b3cf-e8cfeTSc9fc2} ActivityMonitor FS Activity monitor filters
{cdcf@939-bT0b - 4630 -b {76 -8BfThabb5884 ) CFSMetadataServer FS CFS metadata server filth
ers

{deZbe3da- BeBe - 4945-9bd5- £1883¢226¢8c ) Secur ityEnhancer FS Security enhancer filters

{d54656@a- 2aeb - 455-9482- f4b1T799c31 7T} HSM FS HSM filters
{eB5fabf9-128c - 4d84d -abab-63BcT4b1453a} Infrastructure FS Infrastructure filters
{ f3586baf-bbaa-4905-8dbc -B569284c639f } Compression FS Compression filters

{ f75a86cB-18d8-4c3a-b233 -aedblededfaac} Virtualization FS Virtualization filters
{ fBecafab-66d1 - 41a5-899b-66585d4T216bT} OpenF ileBackup FS Open file backup filters
{ fe8f15T2-c6Ta-48c@ -bbac -Bbbctde6eafb} Undelete F3 Undelete filters

Bepnemcs k pazneny Version B INF - nupextuBa Provider - 3o ums nznarens apaiisepa.

C HpaKTI/I'-IGCKOI\/JI TOYKH 3pCHUA 3TO HC UMCCT 6OJ'IBI_HOFO 3HA4YCHUsA, HO MOXCET IIOABUTHCA B
KaKOM-JIN0O TI0JTb30BaTEILCKOM HHTEp(erice, TOATOMY JIOJDKHO OBITh YTO-TO 3HAYMMOE.
3navenue, ycraHopiueHHoe mabdioHom WDK, -% ManufacturerName%.

Bce B mpezenax mpoueHToB - 3TO CBOETO PO/ia MAKPOC, KOTOPHIH TOJHKEH ObITh 3aMEHEH
(hakTHYECKMM 3HAUEHHUEM, yKa3aHHBIM B JIPYTOM pasjieie, HazbiBaeMoM Strings. BoT yacTts 3T0r0
paszena:

[Strings]
oo - Add your manufacturer
Manufactureriame "Template”
viceDescription "Sample Mini-Filter Driver"
ServiceName "Sample”

3nech ManufacturerName 3amensiercs Ha « Template». ABTop npaiiBepa 10JDKEH 3aMEHUTh
«I1IabG10H»C MpaBUIbHBIM Ha3BAaHUEM KOMIIAHWH WJIH MPOIYKTA, B 3aBUCUMOCTH OT TOTO, YTO
HMMEET CMBICI.

JupextuBa DriverVer ykaspiBaeT gaTy/BpeMs JipaiiBepa v BEPCHIO.



CatalogFile - nupexTuBa yka3bIBaeT Ha (paiii karaiora, B KOTOPOM XpaHATCs UPPOBBIE MTOATUCH
U maker jpaiiBepa (o0srqHO daiinsl SYS, INF u CAT).

Pazgen DefaultInstall

Paznen Defaultlnstall yka3piBaer, kakue onepanuu JOKHBI BBITOIHATHCS B MOMEHT YCTaHOBKHU
npaiiBepa.

Nmest aTOT pasnen, npaiiBep MOKHO YCTaHOBHUTH C IMOMOIIBIO TPoBOAHMKA Windows, IIEITKHYB
npaBoii kHonkoi MbIH INF 1 BbIOpaB «YCTaHOBUTHY.

Macrep WDK co3nan 370 Tak:
[DefaultInstall]

OptionDesc = %ServiceDescription%
CopyFiles = MiniFilter.DriverFiles

HupexTtuBa OptionDesc nmpenocTaBisieT MpocToe oNucaHue, KOTOpoe UCIIOIb3yeTCsl B CIy4ae,
€CITU TT0JIh30BaTEIb YCTAHABIMBACT JIpaliBep C MOMOIIBIO MacTepa YCTaHOBKH JIpaliBepa
Plug&Play (penko ucnonb3yercst A MUHU-(QUIBTPOB (haiIOBON CHCTEMBI).

Baxxnoit qupextusoii sBisiercs CopyFiles, koTopas yka3zbiBaeT kakue ¢Gaiiabl Hy>KHO KOITUPOBATh
U KyJa.

HupextuBa CopyFile yka3siBaeT Ha mokazanusiid pazaen MiniFilter.DriverFiles:
[MiniFilter.DriverFiles]
%DriverName%.sys

% DriverName% yka3biBaeT Ha Sample.sys, BbIXOIHOU (haiii npaiiBepa. ITOT ¢aill HyKHO
CKOIMPOBATh, HO KyzAa?

B pazgene DestinationDirs npezcraBiieHa 3Ta nHGOpMaIus:

[DestinationDirs)
aefaultDestDi: 12

MiniFilter .DriverFiles 12 ;Ewindir®\system32\drivers

DefaultDestDir - 5T0 kaTanor mo yMOJI49aHHIO JJII KOMUPOBAHMS, €CJIM HE YKa3aH sIBHO. 3HAYCHHE
3nech crpanHoe (12), Ho Ha caMOM JieJie ’TO Maru4ecKoe YMCio, YKa3bIBaroOIIee Ha KaTalor
CHUCTEMHBIX JIpaliBEpOB, MOKAa3aHHOE B KOMMEHTApHUH ISl BTOpOM JTUpeKTUBBI. Karamor
System32\Drivers - 3T0 KaHOHUYECKOE MECTO JIJIsl pa3MeLIeHUs IpaiiBepoB. B npeapiaymx
rJIaBax Mbl pa3Mellaiy Halllu ApaiiBephl T1e yroJHO, HO JpaiBephl JOKHBI ObITh TOMEIIECHBI B
AT Manke ¢ JpaiBepamu, 0 KpaHeW Mepe, B IENSAX 3allUThl, TAK KaK 3Ta Marnka sSBJISeTCs
CUCTEMHOH U MOATOMY HE pa3peliaeT MOJHbIM JOCTYH A7l OOBIYHBIX MOJIb30BaTENCH.

Bot onucanne MarnuecKux 4ncel:

* 10 - Windows directory (%SystemRo0t%).



* 11 - System directory (%SystemRoot%\System32).
* 24 - root directory of system disk (e.g. C:\).
* 01 - the directory from which the INF file is read from.

Bropas mupekTuBa, KOTOPYIO MBI BUIUM, Ha CAMOM JIeJIe SIBIISIETCS] Ha3BaHUEM pas3zielia, KOTOPBIH
MBI TOJIBKO YTO paccMmoTpenu, MiniFilter.DriverFiles, mo cymecTBy yka3anue nepeyrcieHHbIX
TaM (haitIoB JUIsi KOMUPOBAHMS B LI€JIEBOM KaTaJOor.

The Service Section

Crenyrolyie HHTEPECYIOLIHME Pa3/iesibl CBA3aHbI C YCTAHOBKOW B pa3jielie peecTpa Ciryko,
aHaJIOrM4HO ToMy, uTo CreateService aenaer. TOT LIar sABJIAETCS 003aTeNIbHBIM AJIS JIF0O0Tr0o
npaiiBepa. CHauajla Mbl BUJIUM TaKO€ ONPEAEICHUE:

[Defaultinstall.Services]
AddService = %ServiceName%,, MiniFilter.Service
K DefaultInstall noGaBnsiercst «.Services», 1 Takol pa3aemn UILETCsS aBTOMaTUYECKU.

Ecnu naiinena nupektuBa AddService, KOTOpPBIi yKa3bIBaeT, KaKyt0 HH(GOPMAITHIO 3aIUChIBATH B
peecTp B ciayxeOHOM Kitoue ¢ umeHeM% ServiceName%o.

JIONOJTHUTEIIbHAS 3alsTas - 9TO 3alOJHUTENb A7 (PIaros, B JaHHOM ClIy4yae HOJb (OTCIOAa U
3ansTas).

Kon, creHepupoBaHHBIM MacTEpPOM, BBITJISIIUT CIETYIOIIKUM 00pa3oM:

[MiniFilter. Service]
DisplayMame KServiceNamei

ion ServiceDescription®

Binary X128\ ¥DriverNameX.sys pEwindirXisystem32\drivers?h,
"FltMgr"
ServiceTy 2 ; SERVICE_FILE_SYSTEM_DRIVER
StartType 3 ; SERVICE_DEMAND_START
rror Control 1 ; SERVICE_ERROR_NORMAL
TODO - Change the Load Order Group value
LoaddrderGroup "FEFilter Activity Monitor'

Load0rderGroup = "_TODO_Change_LoadOrderGroup_appropriately "
AddReqg MiniFilter.AddRegistry

ServiceType - a0 2 151 paiiBepa, CBA3aHHOTO ¢ (HaIIIOBOM cUcTeMOoi (B oTiimyue oT 1 st
«CTaHJIAPTHBIX» JApPAHBEPOB).

3aBUCHMOCTH - 3TO TO, YETO MbI PaHBIIIC HE BCTPEYAIIU - 3TO CITUCOK CITY:KO/ApaiiBepoB, OT
KOTOPBIX 3aBHCHT 3Ta CITy>K0a/mpaiBep.

B ciiydae MmuHu-QunpTpa QpaitaoBoil cCuCTEMbI 3TO caM JucneTdep GpuiabTpoB.



LoadOrderGroup cnenyer ykasbIBaTh HA OCHOBE MMEH TPYII MUHU-(QUIBTPOB.

B 3akmiouenue, nupextua AddReg ykas3piBaeT Ha Ipyroif pasjen ¢ HHCTPYKIUSAMHU I10
N00aBICHUIO JOTIOJHUTENbHBIX 3alICEN B PEecTp.

Bort ucnipasnennsiii pazaen MiniFilter.Service:

[MiniFilter. Service]

DisplayMName KoerviceNamei

Description ¥ServiceDescriptionX

ServiceBinary 2N EDriverNameX. sys pEwindirEisystem32h\drivers?,
"FltMgr™
2 ; SERVICE_FILE_SYSTEM_DRIVER
3 ; SERVICE _DEMAND_START

; SERVICE _ERROR_MNORMAL

"FSFilter Activity Monitor"
MiniFilter.AddRegistry

Pazgeant AddReg

OToT paznen (WK pa3elbl, UX MOXKET ObITh J1I000€ KOIUYECTBO) UCTIONB3YETCs I JOOABICHUS
M0JIb30BATENIbCKUX 3aIIUCEN B PEECTP.

Coznannsiit MactepoM INF comepxuT ciemyroniue JOMOJHEHHUS K PEECTPY:

[MiniFilter.AddRegistry]

HER, , "DebugF lags" ,BxB661 6EE1

HER , , "SupportedFeatures” |, BxB066

HER " Instances”  "DefaultInstance”

HER " Instances’"EInstancel .Nameik, "Al 1. Altitudek

cel  Name® "F1
1ISLAncel . Ndile e

HER " Instances "%

CuHTaKCUC AJIs KaXKI0H 3aIICH COIEPKUT CIEAYIOIIee 0 MOPSAIKY:

* kopHeBoit kito4 - oguH u3 HKLM, HKCU (texymmii monb3oBatens), HKCR (kmaccer root),
HKU (mmomp3oBarenu) uinr HKR (0THOCHTENEHO BBI3BIBAIOIIETO pa3/eia).

* MOAKJIIOY U3 KOPHEBOTO KJIH0Ya (MCIIONIB3YET CaM KIIIO4, €CJIM HE YKa3aH)
* UM 3HAYCHUS JISI YCTAaHOBKHU

® ﬂags - OIIpC€ACJIICHBI MHOT'UE, 110 YMOJIYAHUIO - HOJIb, YTO YKA3bIBACT HA 3aIIMCh 3HAYCHUSA
REG_SZ.

Heckonbko npyrue naru:
- 0x100000 - 3anucats REG_ MULTI SZ

- 0x100001 - 3anmucatb REG. DWORD



- 0x000001 - 3armucate nBomuHoe 3HadueHue (REG_BINARY)

- 0x000002 - He nepe3anuchiBaTh CyLIECTBYIOIIEE 3HAUECHUE

- 0x000008 - no6aBuTh 3HaueHue. CymniecTByroiiee 3HaueHue 10xHO 0biTh REG. MULTI SZ
* (pakTHUECKOE 3HAUCHHE WU 3HAUCHUS JIJIS 3aITUCH/T00aBIICHUS

[TpuBeneHHBIN BBIIIE PAarMEeHT KOJla yCTaHABIMBACT HEKOTOPHIE 3HAYCHHS TI0 YMOIYAHUIO JUIS
MUHH-(QUIBTPOB (aitioBoii cuctembl. Camasi BaykHas LIGHHOCTh — 3TO BBICOTA, B3ATas U3
%Instancel.Altitude% B pasnene cTpok.

3asepmiennsiii INF

[Tocnennsist 4acTh, KOTOPYIO HAM HY>KHO U3MEHUTH, - 3TO caMa BhICOTa B pasnene Strings. Bot
npuMep ISl IpaiiBepa:
[5tr

other entries

ings)

o T gy e P T e e T e,
p 2lloLdlICCS oSO L L Ll ML L 20T .

efaultInstanc: "Sample Instance’
[nstanced . Nams "Sample Instance”
Instanced . Altitude "a6e1e6"

Instanced.Flags BB o Allow all attachments

3HayeHHEe BBICOTHI OBLIO BHIOPAHO U3 IHMANa30HA BHICOT IPYIIBEI MOHUTOPA aKTUBHOCTU. B
HACTOSIIEM JIpaiiBepe 3To Yucio OyaeT Bo3BpaiieHo Microsoft Ha OCHOBe 3arpoca BbICOTHI,
00CYXJIEHHOTO paHee.

Hakoner, 3HaueHue ¢uiaroB yka3blBaeT, 4To JApailBep MOXKET MOAKII0YAThCA K JII00OMY TOMY, HO
Ha camMoM Jiefie paiiBep OyzeT 3ampolleH B ero 00paTHOM BbI30BE YCTAHOBKH IK3EMILISIpA.

YcranoBka apaiiBepa

[Tocne toro, xak ¢aiin INF Oyner npaBuiibHO U3MEHEH U KOJI JipaiiBepa CKOMITMIIMPOBAH, OH
OyzneT rotoB K ycraHoBke. CaMblil IPOCTOM crIOCOO YCTaHOBKH - CKOIIMPOBATH MAKET JIpaiiBEpOB
(daiinsr SYS, INF u CAT) B nieneByto cucremy.

3aTeM IIeTKHUTE NMPpaBoi KHOMKOM MbImu (aiin INF B mpoBoHUKE U BEIOEpUTE «YCTaHOBHUTHY.
Oto 3amycTtut INF, BBINMOTHUB HEOOXOIUMBIE OTIEpaIIUU.

Ha sTom stane MUHU-(QUIBTP YCTAHOBIIEH, U €70 MOYKHO 3arpy3UTh C TIOMOILbIO HHCTPYMEHTA
KOMaH1HOM cTpoku fltmc.

c:\>fltmc load sample
O0padoTka onepaunii BBOIa-BbIBOJA

OcHoBHas pyHKIHS MUHU-GUIBTPa (HAMITOBOM CHCTEMBI - 00pabOoTKa onepariii BBOAa-BhIBOAA
MyTEM peain3alii OOPATHBIX BBI30BOB IS HHTEPECYIOIIMX OMEPAIlUii.



[IpenBaputenbHbIe ONEpaIy MO3BOISIOT MUHHU-(UIBTPY OTKJIOHATH ONEPALMH MOJHOCTHIO, &
IIOCTOIEPALIHS ITI03BOJISIET TIOCMOTPETh PE3YNbTaT ONEpaLl, @ B HEKOTOPBIX CIIy4asiX - BHECCHUE
M3MEHEHUH B BO3BpAIlaeMyto HH(POPMALIHUIO.

OOparHble BBI30BBI Ilepe] onepanueit

Bcee npeaonepanroHHbIC 06paTHI)Ie BBI3OBbI MMCIOT OAVH M TOT K€ IIPOTOTHUII, KaK ITOKa3aHO
HMKC!

FLT PREOP_CALLBACK STATUS SomePreOperation (
_Inout
PFLT CALLBACK DATA Data,

In

PCFLT RELATED OBJECTS FltObjects,
_Outptr_

PVOID *CompletionContext);

Bo-nepBbix, gaBaiiTe MOCMOTPUM Ha BO3MOKHBIE BO3BpallaeéMble 3HAUCHUS
FLT PREOP CALLBACK STATUS.

Bort CTaHAAPTHBIC BO3BPAIIACMbIC 3HAYCHU !

* FLT PREOP_COMPLETE yka3biBaet, 4To ApaiiBep 3aBepluacT onepainto. MeHemxep
(GUIBTPOB HE BBI3BIBACT OOPATHBIN BBI30B MOCIIE ONEpaLny (€CIH 3apETUCTPUPOBAH) U HE
MepeCchUIacT 3aMpoc Ha MUHH-(QUIBTPBI HUKHETO YPOBHSI.

* FLT PREOP SUCCESS NO_CALLBACK yka3bIBaeT, 4To peIBAPUTEIbHAS ONlepaLsl
BBINOJIHEHA € 3aIIPOCOM U MO3BOJISIET €MY MPOJOIDKUTH MEPEXO K CIeyomemMy QuIbTpy.

* FLT PREOP _SUCCESS WITH CALLBACK yxka3bIBaerT, 4To ipaiBep MO3BOISAET
aucneTyepy GUIBTPOB PACIPOCTPAHATH OIOKUPOBATH 3aMpoc PUILTPpaM HUKHETO YPOBHS, HO OH
XOUeT, 4TOOBI €ro OCT-00paTHBII BHI30B OBLIT BBI3BAH ISl 3TOM OMNepaluu.

* FLT PREOP_PENDING yxka3bIBaeT, 4To IpaiBEP OKUIAET BHIMOTHEHHUS ONEpaIUu.
Menemxkep GUIBTPOB HE MPOJOIIKAET 00pabOTKY 3arpoca, Moka JIpaiBep HE BHI3OBET
FltCompletePendedPreOperation.

* FLT PREOP_SYNCHRONIZE noxox na FLT PREOP _SUCCESS WITH CALLBACK, Ho
NpaiiBep NPOCUT JUCHETYEp PUIBTPOB BbI3BAaTh €0 NOCT-00PATHBII BHI30B B TOM XK€ ITOTOKE Ha
IRQL <= APC_LEVEL (0061400 00paTHBII BBI30B IOCIIE ONEPALUU MOKET OBITh BBI3BaH Ha
IRQL <= DISPATCH_LEVEL).

Apryment Data mpenocTaBisier BCio HH(OPMAIUIO, OTHOCSIIYIOCS K CaMOil oriepaiuy BBOAa-
BbIBO/IA, B BUjie FLT CALLBACK DATA cTpyKTyphI:



typedef struct FLT CALLBACK DATA {
FLT CALLBACK DATA FLAGS Flags;
PETHREAD CONST Thread;
PFLT IO PARAMETER BLOCK CONST Iopb;
IO STATUS BLOCK IoStatus;

struct FLT TAG DATA BUFFER *TagData;

union {
struct {
LIST ENTRY QueuelLinks;
PVOID QueueContext[2];
I

PVOID FilterContext[4];
}s
KPROCESSOR_MODE RequestorMode;

} FLT CALLBACK DATA, *PFLT_ CALLBACK DATA;

Ota CTpyKTypa TaKkKe MPeIoCTaBIAETCS B TOCT-00paTHOM BbI30BE. BOT KpaTkoe u3noxeHue
Ba)KHBIX YJICHOB 3TOM CTPYKTYPHI:

» Oaru MOTYT COACPKATH HOJIb UJIHU KOM6I/IHaHI/IIO Ci)J'IaFOB, HCKOTOPBLIC U3 KOTOPBIX
MEPCUNCICHBI HUXKE:

- FLTFL CALLBACK DATA DIRTY yka3sIBaert, 4To pailBep BHEC U3MEHEHUS B CTPYKTYpy U
3ateM BbI3Ball FltSetCallbackDataDirty. Kaxplii wieH cTpyKTypbl MOXKET ObITh U3MEHEH KpoMe
Thread u RequestorMode.

- FLTFL CALLBACK DATA FAST 10 OPERATION yka3bIBaeT, 4To 3TO ObICTpast Oneparms
BBO/Ia-BBIBO/JIA.

- FLTFL CALLBACK DATA IRP_OPERATION yka3bIBaeT, 4To 3TO ONepanusi Ha OCHOBE
IRP.

- FLTFL CALLBACK DATA GENERATED IO yka3sIBaerT, 4To 3TO onepanus,
CreHepHUpOBaHHAsI IPYTMM MUHU-(QUIBTPOM.

- FLTFL CALLBACK DATA POST OPERATION yka3bIBaeT, 4TO 3TO NOCTONEPALIUS.
* Thread - Yka3arenb Ha MOTOK, 3alpalliiBaIONIUN 3Ty ONEpaLHIO.

* JoStatus - Cratyc 3anpoca. [IpeaBapurenbHas onepanns MOXXET YCTaHOBUTH 3TO 3HAYCHHE, a
3aTeM yKasaTh, uTo onepanus 3aBepiuaercs BozBpatom FLT PREOP COMPLETE. Ilocne
orcpanru MOXHO IMTOCMOTPETh Ha OKOHYATEIbHBIN CTaTyC OoIcpanunu.



* RequestorMode yka3bIBaeT, HAXOAUTCS JIU 3aMPOCUYHK OTEPAIH U3 TI0JIb30BATEIBCKOTO
pexxuma (UserMode) nmm pesxxum siapa (KernelMode).

* lopb cam 1o cebe sABIsIETCS CTPYKTYPOIl, coeprkalieit moapoOHbIe mapaMeTpsl 3arpoca,
OIpeeNIeHHbIE CIIeTYIOIUM 00pa3oM:

ULONG IrpFlags;

UCHAR MajorFunction;

UCHAR MinorFunction;

UCHAR OperationFlags;

UCHAR Reserved;

PFILE OBJECT TargetFileObject;
PFLT _INSTANCE TargetInstance;
FLT PARAMETERS Parameters;

} FLT IO PARAMETER BLOCK, *PFLT IO PARAMETER BLOCK;
[Tone3HbIMHU YICHAMH ATON CTPYKTYPBI SIBISIFOTCSI CIIETYIOIINE:
» TargetFileObject - (aiioBbIif 00BEKT, SABISIOMIUICS LENbI0 JaHHOH OIepalyy.

* Parameters - 310 00beJUHEHNE OTIENAIONMNA (DaKTHUYECKHUE JaHHBIE JJIs1 KOHKPETHON
uHpopmaluu (aHamoruunele B konuenuuu ieny Paramters [O_STACK LOCATION). [Ipaiisep
CMOTPUT Ha PABWIBHYIO CTPYKTYPY BHYTPH 3TOr0 0OBETMHEHHUSI, YTOOBI TIOIY4YUTh
Heo0XoauMYI0 HH(pOpPMALIHIO.

MBI pacCMOTPUM HEKOTOPBIE U3 ATUX CTPYKTYP, KOIZIa Mbl PACCMOTPUM KOHKPETHBIE THITbI
omnepauui Jajiee B 3TOM IJIaBe.

Bropoii apryMeHT npeaBapuTeNIbHOTO 0OpaTHOTO BBI30BA - 3TO JIpyrasi CTPYKTypa TUMa
FLT RELATED OBJECTS.

OTa CTPyKTypa B OCHOBHOM COJIEPKUT JIE€CKPUIITOPBI TEKYIIETo (GUiIbTpa, SK3eMIUIIpa U TOMa,
KOTOPBIE ITOJIE3HBI B HEKOTOPBIX API.

Bot nonHoe onpeneneHue 3To CTPyKTyphI:
typedef struct FLT RELATED OBJECTS {
USHORT CONST Size;
USHORT CONST TransactionContext;
PFLT FILTER CONST Filter;
PFLT VOLUME CONST Volume;
PFLT _INSTANCE CONST Instance;

PFILE OBJECT CONST FileObject;



PKTRANSACTION CONST Transaction;

} FLT RELATED OBJECTS, *PFLT RELATED OBJECTS;

ITone FileObject coBnagaet ¢ monem, noctynHbsiM uepes TargetFileObject Giioka mapameTpoB
BBOJIa-BBIBOIA..

[TocnenHuil apryMeHT npeaBapuTeIbHOTO 0OPAaTHOTO BBI30BA - 3TO 3HAYEHHE KOHTEKCTA, KOTOPOE
MOXET OBbITh YCTaHOBJICHO JpaiBepoM.

Ecnu ycraHoBiI€HO, 3TO 3HAUCHHUE PACTIPOCTPAHIETCS HA TOAMPOTrpaMMy MOCT-00paTHOTO
BBI30Ba TSI TOTO K€ 3ampoca (3HaueHue no ymonyanuto - NULL).

OOparHbIe BBI30BBI 10CJIE ONIEPALHHA

Bce obpaTHbIe BBI30BHI MOCTIE ONEpaMi UMEIOT OJJH U TOT K€ MPOTOTHUII, KaK MOKa3aHO HUXKE:
FLT POSTOP_CALLBACK STATUS SomePostOperation (

_Inout PFLT CALLBACK DATA Data,

~In_ PCFLT RELATED OBJECTS FltObjects,

_In opt_PVOID CompletionContext,

_In_ FLT POST OPERATION FLAGS Flags);

[Tocneonepanuonnas GpyHkius Boi3siBaeTcs B IRQL <= DISPATCH _LEVEL B npousBosiibHOM
KOHTEKCTE TIOTOKa, €CIIU MpoLeaAypa NpeABapUTEIbHOT0 00PaTHOIO BbI30Ba HE BEpHYJIa

FLT PREOP_SYNCHRONIZE, u B 3TOM city4ae aucnieTuep (GuiIbTpoB rapaHTHPYET, YTO HOCT-
obpatHbIit Bb130B BbI3biBaeTcs npu IRQL <DISPATCH LEVEL B ToM e NOTOKE, KOTOPBIH
BBITOJIHSUICS TIPEABAPUTEIBHBIM OOPATHBIM BBI30BOM.

B sToMm citydae npaiiBep HE MOKET BBINOIHATEH ONPEACICHHBIE TUIIBI ONIEpaLliid, TOTOMY YTO
IRQL cnuiikoM BbICOKO:

* Het noctyna K BeITpyKaeMOM ITaMATH.

* HeBo3moskHO ncnionb3oBats API a1pa, koropeie padoTatoT Tosbko npu IRQL <
DISPATCH LEVEL.

* HeB03MOXXHO MOJTyYUTh MPUMHUTHBBI CHHXPOHU3ALIUH, TAKHE KaK MBIOTEKCBI, ObICTpBIE
MBIOTEKChI, HCIIOJTHUTENIbHBIE PECypChl, ceMaopsbl, COOBITHS U T. 1. (OHAKO OH MOXKET
MOJYYHUTh CIIMH-OJOKUPOBKH).

* HeBO3MOXXHO yCTaHOBHTD, OMYYUTh WU YIAATUTh KOHTEKCTHI (cM. Paznen «KoHTekcTo» najnee
B ATOH TIJ1aBe), HO OH MOXKET KOHTEKCTHI BBIITYCKa.

Ecnu npaiiBepy HyXHO cieNaTh YTO-TH00 U3 BHIIIETIEPEUNCICHHOTO, OH KAKHM-TO 00pa3oM
JOJKEH OTJIOKUTH €r0 BBIITOJIHEHUE JI0 IPYTOM MPOLEeTypHhI.

DTO MOXKHO CJIeNaTh OJHUM M3 IBYX CIIOCOOOB:



» llpaiiBep Be3bIBaeT FltDoCompletionProcessingWhenSafe, kotopslit ycTanaBnuBaeT QyHKIUIO
00paTHOTO BBI30BA, KOTOPAsI BEI3BIBACTCS] CHCTEMHBIM pabounM motokoMm Ha IRQL <
DISPATCH_LEVEL.

* [lpaiiBep myOnukyeT pabounii anemeHT, Bei3biBas FltQueueDeferredloWorkItem, koropsrit
CTaBUT pabOTy B OYepellb, IEMEHT KOTOPOil B KOHEYHOM UTOTE OYJET BBIOIHATHCS CHCTEMHBIM
pabounm nmorokom npu IRQL = PASSIVE LEVEL.

Xorst ucnonb3oBarb FltDoCompletionProcessingWhenSafe mporiiie, y Hero ectb HEKOTOpBIE
OrpaHUYCHUS:

* He moxer ucnons3oBatrses st IRP. MJ READ, IRP MJ WRITE unu
IRP_MJ FLUSH BUFFERS.

* MoxxeT BBI3BIBATHCS TOJILKO i onepainuii Ha ocHoBe IRP (MOXXHO POBEPUTH € MTOMOILBIO
makpoca FLT IS IRP_ OPERATION).

B03Bpa111aeMoe 3HAYCHUC U3 06paTHOFO BBI30Ba OOBIYHO paBHO
FLT POSTOP FINISHED PROCESSING.

Yoenuteck, 4To AparBep 3aBepmni 3Ty onepanuio. OIHAKO ApaiiBep MOXKET BEPHYTh
FLT POSTOP_MORE PROCESSING REQUIRED, yTo651 coo0ImuTh (paiiIoBOMy MEHEIKEDPY,
YTO OIepalysi BCE eUle 0XKUIAeT 3aBEPIICHUSI.

A 3arem BbI3BaTh FltCompletePendedPostOperation, uto0s! qucneT4yep GUIBTPOB 3HAI, YTO OH
MOXXET MPOJIOIIKUTE 00pabOTKY ATOTO 3ampoca.

JpaiiBep 3alIUTHI OT yaaJIeHUS

[Tpumino BpemMsi HOMECTUTh YaCTh HHPOPMAIIHH, O KOTOPOH Y’Ke TOBOPUIIOCH, B HACTOSIIUI
IpauBsep.

MpI co3manuMm apaiBep, KOTOPBIM CMOXKET 3aIlIUTHTh ONpeAeICHHbIE (haliiIbl OT YAaJeHUS

OIIPEACICHHBIMU IMMPOLICCCaMHU.

MpI nocTpoum spaiiBep Ha OCHOBE 11a0I0Ha npoekTa, npeaocraBieHHoro WDK (xors mHe He
HPaBUTCS YaCTh CTCHEPUPOBAHHOTO KOJ[A 110 ATOMY II1a0JIOHY).

MBI HaYHEM C CO3/1aHUsI HOBOTO POEKTa MUHHU-(DUIBTPa (HaillIoBON CHCTEMBI C UMEHEM
DelProtect (nnu npyruM UMEHEM MO BallieMy BbIOOPY) U TIO3BOJIBTE MACTEPY CT€HEPUPOBATh
UCXOAHBIE (haIbl U KOJ.

Hanee 3aiimemcs daiinom INF. Dot npaiiBep Oyner npuHaiexars kiaccy «OTMEHUTD
yhangeHue» (Kaxercs, pa3yMHO), ¥ Mbl BBIOEpEM BBICOTY B 3TOM JAMarna3zoHe. Bot usmeHneHHbIe
pasneinsl B INF:



[Version]
Signature
Class
ClassGuid
Provider
Driverver

CatalogFile

[MiniFilter
DisplayMName
Description
ServiceBinary
Dependencies
ServiceType

|_._I,..\,|,.|

StartType
ErrorControl
LaadOrderGroup

AddReqg

[Strings]

ManufacturerMan

"$Windows NTE"
"Undelaete”
[ feBf1572-c6Ta-48c@-bbac -Bb5c6d66ca fb }

EMarufacturerNamei

DelProtect .cat

.Service]

EServiceNameX
ServiceDescriptioni

#12ENEDriverNameX. sys yamindirsystemd2hdrivers®,

"FltMgr™

2 ;SERVICE_FILE_SYSTEM_DRIVER
3 ; SERVICE _DEMAND _START

1 ; SERVICE _ERROR_NORMAL

"FS Undelete filters”
MiniFilter.AddRegistry

"WindowsDriversBook"

Y

ServiceDescription "DelProtect Mini-Filter Driver"

Servicelame "DelProtect”

DriverMNames "DelProtect”

DiskIdd "DelProtect Device Installation Disk"

JInstances specific Information.

Defaultinstance "DelProtect Instance”

Instanced . Name "DelProtect Instance”

Instancel Altitude "345181" ; in the range of the undelete group
Instanced .Flags (%] o Allow all attachments

Tenepp, koraa mbl 3akoHumwH ¢ INF, Mb1 MOoskeM 00paTUTh BHUMaHHE Ha KOJI.

Co3nanHblil HCXOMHBIHN (aiin Ha3bBaeTcsa DelProtect.c, moaTOMy cHavana Mbl IEPEUMEHYEM €TI0
B DelProtect.cpp, 4TOOBI MBI MOTJIM CBOOOIHO HUCTIOB30BaTh C ++.

DriverEntry, npeioctaBieHHbIH 11a0JI0HOM ITPOEKTA, YK€ UMEET PErUCTPAlMOHHBIA KOJ MUHU-
¢wibTpa. Ham Hy»XHO HacTpoOUTh 0OpaTHBIE BHI30BBI, UTOOBI YKa3aTh, KAKME UMEHHO U3 HUX HAM
JIECTBUTEILHO UHTEPECHBI.

Wtax BoIpoc B TOM, KaKue€ OCHOBHbIE (DYHKIIMHU 331€HCTBOBAaHBI IPU yAAJIEeHUU (aiiaoB ?

Oxka3sbpIBaeTcs, ecTh JBa crocoda ynanmuts ¢daiin. OauH U3 croco0oB - UCIOIE30BaTh
IRP_MJ SET INFORMATION. Ota onepariust mpeIocTaBisieT Habop Oomnepalnii, yiajaeHue
SABJIACTCS JIUIIb OI[HOﬁ N3 HUX.



Bropoii cioco0 amns ynanenus Qaiina (1 Ha caMoM Jiesie HauboJsiee YacTo UCTIONb3yeMbli),
HYXHO OTKpBITH (paiin ¢ momomipio FILE DELETE _ON_CLOSE. 3atem ¢aiin ynansiercs, Kak
TOJIBKO 3aKPBIBAETCS €T0 MOCIEHUI 1ECKPUIITOP.

Yro kacaercs ,upaﬁBepa, MBI XOTHUM TTOAACPKATH o0a BapHaHTa yJIaJICHUA.

N3menum maccuB FLT OPERATION REGISTRATION:

COMST FLT_OPERATION_REGISTRATION Callbacks]|] {
{ IRP_MJ_CREATE, &, DelProtectPreCreate, nullptr },
{ IRP_MJ_SET_INFORMATION, &, DelProtectPreSetInformation, nullptr },
{ IRP_MJ_OPERATIOM_END }

b

Koneuno, Ham HeoOxoaumo peann3oBath cooTBeTcTBYOmMe DelProtectPreCreate u
DelProtectPreSetInformation.

O0a saBn0TCS MpeaABApUTCIIbHBIMU 06paTHBIMI/I BbI3OBaMH, ITOCKOJIBKY MbI XOTUM OTKJIOHUTH
9THU 3alIPpOCHI ITPU OIIPCACIICHHBIX YCIOBUAX.

O0padoTka nNpeaBapUTEIbHOIO CO3AAHMS

Haunewm ¢ ¢pyHKIIMM IpeIBapUTEIHLHOTO CO3/1aHus (KOTOpasi HECKONBKO mpoiie). Ero mpoTtoTw
TaKOH ke, KaK JII0OOU MpeaBapuTeIbHBINH 00paTHBINA BHI30B (IPOCTO CKOMUPYHTE €ro U3 00IIero
DelProtectPreOperation, mpeI0CTaBICHHOTO MPOSKTOM):

FLT PREOP CALLBACK STATUS DelProtectPreCreate(
_Inout PFLT CALLBACK DATA Data,
_In_ PCFLT RELATED OBJECTS FltObjects,

_Flt_CompletionContext Outptr_ PVOID *CompletionContext);

CHauasa Mbl IPOBEPHUM, UCXOIUT JIM ONIEpaLMs U3 PeKUMA Apa, U €CIIU Ja, IPOCTO I03BOJILTE
el MIPOIOIKUTE, YTO-ObI HE OBLITO MPOOIEM:

UNREFERENCED_PARAMETER (CompletionContext);
UNREFERENCED_PARAMETER (FltObjects);
if (Data->RequestorMode == KernelMode)

return FLT PREOP SUCCESS NO CALLBACK;

3areM HaM HY>KHO MpoBepuTh, cymecTtByet i ¢uar FILE DELETE ON_CLOSE B 3anpoce Ha
cozmanue. B cTpykType, Ha KOTOPYIO HY>KHO CMOTPETh - 3T0 noiie Create mox Paramaters BHyTpu
lopb, Hanmpumep:



const auto& params = Data->Iopb->Parameters.Create;
if (params.Options & FILE DELETE ON CLOSE) {
// delete operation
}
// otherwise, just carry on

return FLT PREOP SUCCESS NO CALLBACK;

BrimeynomMsinyTasi mepeMeHHast params cchliiaeTcsl Ha cTpykTypy Create, onpeeneHHy0
CIIEAYIOIINM 00pazoM:

struct {
PIO SECURITY_ CONTEXT SecurityContext;
//
// The low 24 bits contains CreateOptions flag values.
// The high 8 bits contains the CreateDisposition values.
//
ULONG Options;
USHORT POINTER ALIGNMENT FileAttributes;
USHORT ShareAccess;
ULONG POINTER ALIGNMENT EalLength;
PVOID EaBuffer;
LARGE_INTEGER AllocationSize;

} Create;

Kak npaBuiio, s mo00ii orepanyy BBoa-BbIBOIa HEOOXOAUMO 00paIiarbesi K JOKYMEHTAIIHH,
I-IT06I>I IIOHATH, UYTO ILOCTYHHO " KaK I10Jb30BaThCA.

B Hamewm ciyuae nosne Options nmpeacTasisieT co00il KOMOWHAIIMIO 33 J0KyMEHTUPOBAHHBIX
¢naros.

ITon ¢pynxumeit FltCreateFile (koTopyro Mbl OyzieM HCIIOIB30BaTh MO3KE B 3TOM TIaBe), KOA
MPOBEPSIET, CYIIECTBYET JIH ATOT (pJIar, ¥ €CJIM 3TO TaK, ITO 03HAYACT, YTO UHUIIUHPYETCS
orepanus yAalaeHusl.

Jliig aToro npaiiBepa Mbl 3a0J0KHpYEM OMepalui yAaIeHHs], UCXOIAIINe OT rmpoieccoB cmd.exe.
J171s 5TOrO HaM HY>KHO YTOOBI MOJIY4YUTh MYTh K OTOOPaXEHHUIO BBI3BIBAIOIIETO MPOIIecca.
[TockomnbKy onepalius Co3/1aHus BbI3bIBACTCS CUHXPOHHO, Mbl 3Ha€M, UYTO BBI3BIBAIOLIMII POIIECC
- 9TO MPOLIECC, MBITAIOLIUIICS YTO-TO yaanuTh. Ho Kak HaM MOTy4YUTh OTOOpaKEHUE U MTYTh
TEKyIIero mpoiecca ?



OnuH U3 crnoco6oB - ncnoib3oBath NtQuerylnformationProcess u3 sapa (M ero S5KBUBaJICHT
Zw - ZwQueryInformationProcess). OH yaCTUYHO 3aI0KyMEHTHPOBAH, U €T0 MPOTOTHUIT
JOCTYTICH B 3aroJIOBKE MOJEIH MoIb3oBarenst <wintrnl.h>.

MBI MOKEM MPOCTO CKOMUPYEM €T0 OOBSBICHHE:

extern "C" NTSTATUS ZwQueryInformationProcess(
In_

HANDLE

ProcessHandle,

In_

PROCESSINFOCLASS ProcessInformationClass,

_Out_

PVOID

ProcessInformation,

In_

ULONG

ProcessInformationLength,

_Out _opt_ PULONG

ReturnLength);

[Tepeuncnenne PROCESSINFOCLASS B ocHoBHOM noctymHO B <ntddk.h>. S roBopro «B
OCHOBHOM», TIOTOMY UYTO HE MPE0CTaBIsAET BCE MOAIEpKMBaeMble 3HaueHHs. (MBI BepHEMCS K
3TOMY BOMpoOCy B I7aBe 11).

Jlyist eneld Hamero ApaliBepa Mbl MOYKEM MCIOJIb30BaTh 3HaueHue ProcessImageFileName u3
PROCESSINFOCLASS. C ero noMonip0 Mbl MOKEM TOJIYYHUTh MMOTHBIN MTyTh K (haitiry oOpasza
nporecca.

B moxymenTaruu s NtQueryInformationProcess ykazano, uto ans ProcessImageFileName,
BO3BpallleHHbIe TaHHbIe NpeacTaBisitoT cooolt cTpykTypy UNICODE STRING, koropas
JIOJIKHA OBITH BBIICJICHA BBI3BIBAIOIICH CTOPOHOM:

auto size = 300;// some arbitrary size enough for cmd.exe image path
auto processName = (UNICODE STRING*)ExAllocatePool(PagedPool, size);
if (processName == nullptr)

return FLT PREOP_SUCCESS NO CALLBACK;

RtlZeroMemory (processName, size);// ensure string will be NULL-terminated



Tenepb MbI MOXeM czenath BbI30B APIL:

auto status = ZwQueryInformationProcess(NtCurrentProcess(),
ProcessImageFileName,

processName, size - sizeof (WCHAR), nullptr);

Maxkpoc NtCurrentProcess Bo3Bpaiiaer AeCKpUNITOp, KOTOPBI OTHOCUTCS K TEKYIIEMY MPOIIecCy
(Ha MpaKTHKE MPAKTUICCKHU TO ke camoe, 4To U API 1moyib30BaTebcKOro pekuma
GetCurrentProcess).

Ecnu BBI30B 3aBepInics yCHEIIHO, HaM HY>KHO CpaBHUTH M3 (aiia oOpasa mpoiiecca ¢
cmd.exe. BoT oguH mpocToii crmocob caenarth 3To:

if (NT_SUCCESS(status)) {
if (wcsstr(processName->Buffer, L"\\System32\\cmd.exe") != nullptr ||

wcsstr(processName->Buffer, L"\\SysWOW64\\cmd.exe") !=
nullptr) {

// do something

}

CpaBHEHHUE HE TaKOE MPOCTOE, KaK XOTeN0Ch Obl. DakTH4ecKuii My Th, BO3BPAIICHHBIH
ZwQueryInformationProcess - 3To COOCTBEHHBIH MyTh, HAPUMED
«\Device\Harddisk Volume3\Windows\System32\cmd.exe».

J1J1s 5TOrO MPOCTOrO ApaiiBepa Mbl MPOCTO HILlEM NOACTPOKY «System32\cmd.exe» unu
«SysWOW64\cmd.exe» (rmociemnee - B ciaydae BbizoBa 32-6utHoro cmd.exe). Kerarw,
CpaBHEHHE UyBCTBUTEIHHO K PETUCTDY.

Ot0 He uaeanpHo. Yto, eciau KTo-To cKonupyeT cmd.exe B IpYrylo MarkKy U 3allyCTUT €ro OTTy/a
? DT0 NEWCTBUTEIIBHO 3aBUCHUT OT ApaiiBepa. Mbl MO OBI TaK K€ JIETKO CPaBHUTH ¢ cmd.exe
ToJNBKO. J[J151 3TOrO 6a30BOTO JApaliBepa ATOro JOCTATOUYHO.

Ecmu 310 peiictBuTebHO cmd.exe, HaM Hy»KHO IIPEJOTBPATUTh YCIICITHOE BBITIOJTHCHHE
oreparuu. CTaHIapTHBIN crTOco0, 3T0 U3MEHHTH cTaTyc onepanuu (Data-> loStatus.Status) na
COOTBETCTBYIOIIYIO OMMMOKY 1 BepHYThCs U3 oopatHoro BeizoBa FLT PREOP COMPLETE,
9TOOBI COOOIIUTE AUCTIETYCPY (DUIBTPOB HE MPOJOIKATH OMIEPAIIHIO.



BoT HEMHOTO U3MEHEHHBII 00paTHBIN BBI30B MEPE CO3TAHUEM:
_Use _decl annotations
FLT PREOP_CALLBACK STATUS DelProtectPreCreate(

PFLT CALLBACK DATA Data, PCFLT RELATED OBJECTS FltObjects,
PVOID*) {

UNREFERENCED PARAMETER(FltObjects);
if (Data->RequestorMode == KernelMode)
return FLT PREOP_SUCCESS NO CALLBACK;
auto& params = Data->Iopb->Parameters.Create;
auto returnStatus = FLT PREOP_SUCCESS NO CALLBACK;
if (params.Options & FILE DELETE ON CLOSE) {
// delete operation

KdPrint(("Delete on close: %wZ\n", &Data->Iopb->TargetFileObject-
>FileName));

auto size = 300;
// some arbitrary size enough for cmd.exe image path

auto processName = (UNICODE STRING*)ExAllocatePool(PagedPool,
size);

if (processName == nullptr)
return FLT PREOP SUCCESS NO CALLBACK;
RtlZeroMemory(processName, size);
// ensure string will be NULL-terminated
auto status = ZwQueryInformationProcess(NtCurrentProcess(),

ProcessImageFileName, processName, size -
sizeof (WCHAR), nullptr);

if (NT _SUCCESS(status)) {
KdPrint(("Delete operation from %wZ\n", processName));

if (wcsstr(processName->Buffer, L"\\System32\\cmd.exe") !=
nullptr ||

wcsstr(processName->Buffer,
L"\\SysWOw64\\cmd.exe") != nullptr) {

// fail request
Data->IoStatus.Status = STATUS ACCESS DENIED;

returnStatus = FLT PREOP_COMPLETE;



KdPrint(("Prevent delete from IRP MJ CREATE by
cmd.exe\n"));

}

ExFreePool (processName);

}
return returnStatus;
}

YroOsl cobpath apaiiBep, HAM HY>KHO IPEAOCTaBUTh YTO-TO JJIs IIPEABAPUTEIBHOTO 00PaTHOrO
Bb13oBa IRP. MJ SET INFORMATION.

Bor npocras peanusanus, paspemaromnas Bee:
FLT PREOP_CALLBACK STATUS DelProtectPreSetInformation(

_Inout PFLT CALLBACK DATA Data,
FltObjects, PVOID*) {

In PCFLT RELATED OBJECTS

UNREFERENCED PARAMETER(FltObjects);
UNREFERENCED PARAMETER(Data) ;

return FLT PREOP SUCCESS NO CALLBACK;

}

Ecii MBI cobepeMm | 3armyCcTiM JipaiBep, a 3aTeM MPOTECTUPYEM €To IPUMEPHO TakK:
del somefile.txt

MBI yBUIMM, 4TO, XOTSI MbI oOupaemcs 1o Hamlero oopabotuuka IRP. MJ CREATE u He
BBIIIOJIHSAEM 3a11poc, (ailn Bee eme ycnemHo yaaneH. [Ipuunna 3Toro B ToM, uto cmd.exe
HECKOJIBKO IMOJUTBIN, ¥ €CIM OH He paboTaeT B OJHOM HANpaBJIEHUH, OH MBITAETCS JPYTOH.

[Tocne c6os ucnonszoBanus FILE DLETE ON_ CLOSE ucnons3yercs
IRP_MJ SET INFORMATION, u nockoiabKy Mbl pa3peiaeM BBIIIOJIHEHUE BCEX ONEPALMM 1715
IRP_MJ SET INFORMATION - omnepaiusi BBIITIOIHSETCS YCIEIIHO. )



O0pabdoTka npeaycTaHOBJICHHON HH(OPMALHMHT

Bropoii coco0 ynanenus ¢aiinos ocymiecTsisiercs (HaiioBBIMU CUCTEMaMU. Mbl HaUHEM ¢
urHopupoBanus BbizbiBaromux ¢ IRP. MJ CREATE:

_Use _decl annotations
FLT PREOP_CALLBACK STATUS DelProtectPreSetInformation (

PFLT CALLBACK DATA Data, PCFLT_RELATED OBJECTS FltObjects,
PVOID*) {

UNREFERENCED PARAMETER(FltObjects);
if (Data->RequestorMode == KernelMode)

return FLT_PREOP SUCCESS NO_ CALLBACK;

ITockoneky IRP. MJ SET INFORMATION - 5T0 cr1oco6 BBIIOJHATE HECKOJIBKO THIIOB
orepanuii, HaM HY>KHO ITPOBEPUTH, YTO 3TO (PaKTHUECKU ONEpaALUs YAAICHUS.

HpaiiBep N0JKEH CHayasa MoJIy4YUuTh TOCTYI K TPaBUWIBHOM CTPYKTYpE B MapameTpax
00beIMHEHHU, OOBABIEHHON TaK:

struct {
ULONG Length;
FILE INFORMATION_ CLASS POINTER ALIGNMENT FileInformationClass;
PFILE OBJECT ParentOfTarget;
union {
struct {
BOOLEAN ReplacelfExists;
BOOLEAN AdvanceOnly;
¥
ULONG ClusterCount;
HANDLE DeleteHandle;
¥
PVOID InfoBuffer;
}+ SetFileInformation;

FileInformationClass yka3bIBaeT, Kakoi THIT OTIEpAIlUU MPEACTABIISET 3TOT SK3EMILISP, [IOITOMY
HaM HYXKHO TTPOBEPUTH, SIBIISETCS JIH 3TO ONEpaIeH yIaICHHUS:



auto& params = Data->Iopb->Parameters.SetFileInformation;
if (params.FileInformationClass '= FileDispositionInformation &&
params.FileInformationClass != FileDispositionInformationEx) {
// not a delete operation
return FLT PREOP SUCCESS NO CALLBACK;

}

3nauenue nepeuncienus FileDispositionInformation yka3eIBaeT Ha orneparuro yaaaeHusI.

FileDispositionInformationEx anamorudeHn u HeJOKyMEHTHPOBAH, HO UCIIOJIB3YETCS BHYTPH
moJib30BareNbekoro pexkuma DeleteFile, moaToMy MBI IpoBepsieM U TO, U IPYTOE.

Ecnu 510 omepanus ynaneHus1, Hy>)KHO CAETATh eIlle OAHY IMPOBEPKY, IOCMOTPUTE Ha
uHpopmarmonnsiid 6ydep koropsiit umeet turn FILE DISPOSITION INFORMATION nans
onepanui yaaaeHHus:

auto info = (FILE DISPOSITION INFORMATION*)params.InfoBuffer;
if (!'info->DeleteFile)

return FLT PREOP SUCCESS NO CALLBACK;

Haxkonerr, Ml Haxoaumcs B onepanuu yaainenus. B ciiyuae IRP. MJ CREATE oOpatHblii BBI30B
BBI3BIBACTCS 3AMPALIUBAIOIIUM ITOTOK (U, CJIEI0BATEIbHO, 3alPALIMBAIOLIUH MTPOLECC), TOATOMY
MBI MOXEM HPOCTO MOJIyYUTh JOCTYII K TEKYLIEMY IPOLECCY AJIS TOrO YTOOBI y3HATh, KaKOM
¢aiin oToOpakeHus UCIIONb3YETCs JUIsl BHI30BA.

// what process did this originate from?
auto process = PsGetThreadProcess(Data->Thread);
NT_ASSERT (process);

// cannot really fail

Harmra nens - Be1zBath ZwQueryInformationProcess, HO A7 TOro HaMm HY>K€H JAECKPHIITOP.
@ynkius ObOpenObjectByPointer mo3BosseT MoayyuTh AECKPUNITOP 0OBEKTA.

DTO ONpeAesieHo BOT TAK:
NTSTATUS ObOpenObjectByPointer(
~In_PVOID Object,
_In_ ULONG HandleAttributes,
_In opt_PACCESS STATE PassedAccessState,
~In ACCESS MASK DesiredAccess,
_In opt_ POBJECT TYPE ObjectType,

_In_ KPROCESSOR MODE AccessMode,



_Out_ PHANDLE Handle);
Aprymentsl ObOpenObjectByPointer onucansl Huxe:

* Object - 3TO 0OOBEKT, ISl KOTOPOTO TPEOyeTCst XEH 1. DTO MOXKET OBITh JIFOOOH THIT 0OBEKTa
aapa.

» HandleAttributes - 310 Habop Heobs3aTenbHbIX (uiaroB. Camblii MOIE3HBIHN ¢uiar -

OBJ KERNEL HANDLE (Mb1 00cyaum npyrue duaru B rase 11). Otot duar genaer
BO3BPAIIACMBIi JECKPUIITOP JECKPUIITOPOM SI/Ipa, KOTOPBIN HE MOXKET MCIIOIB30BATHCS KOIOM
MOJIb30BATEILCKOTO PEKMUMA U MOXKET HCIIONB30BATHCS U3 JIF0OOr0 KOHTEKCTa Mpolecca.

* PassedAccessState - 3T0 HeoOs3aTenbHBIN yka3aTenb Ha cTpyKTypy ACCESS STATE, 06b14HO
HeE IOJIE3HBIN [UUIs ApalBepPOB - ycTaHOBUTH B NULL.

* DesiredAccess - 3T0 Macka J0CTyTa, ¢ KOTOPOU JOJKEH OTKPBIBATHCS JECKPUTITOP.

* ObjectType - 3T0 He0OA3aTENBHBIN THUTT 00BEKTA, C KOTOPHIM (PYHKIIMS MOYKET CPaBHUBATh
OOBEKT.

* AccessMode moxet 0bTh UserMode nnu KernelMode. JlpaiiBepsl 0OBIYHO YKa3bIBatOT
KernelMode. B pexxume KernelMode npoBepka 1ocTyna He BHITIOTHSIETCS.

* Handle - yka3zarens Ha BO3BpaliaeMblii 1€CKPUIITOP.

Y4uThIBasi YKa3aHHYIO BbIIIE (PYHKIIUIO, OTKPBITHE IECKPUIITOPA MPOLIECCa POUCKOTUT
CleIyonmM 00pazom:

HANDLE hProcess;

auto status = ObOpenObjectByPointer(process, 0BJ KERNEL HANDLE, nullptr, O,
nullptr, KernelMode, &hProcess);

if (!NT SUCCESS(status))

return FLT PREOP_SUCCESS NO CALLBACK;

[TomyunB neckpunTop mnpoiecca, Mbl MOXKEM 3alPOCUTH UM (aitia oOpa3za npoiiecca u
MIOCMOTPETD, ABISAETCS JIK 3TO cmd.exe:

auto returnStatus = FLT PREOP SUCCESS NO CALLBACK;
auto size = 300;
auto processName = (UNICODE STRING*)ExAllocatePool(PagedPool, size);
if (processName) {
Rt1lZeroMemory(processName, size);
// ensure string will be NULL-terminated
status = ZwQueryInformationProcess(hProcess, ProcessImageFileName,

processName, size - sizeof (WCHAR), nullptr);



if (NT_SUCCESS(status)) {
KdPrint (("Delete operation from %wZ\n", processName));

if (wcsstr(processName->Buffer, L"\\System32\\cmd.exe") !=
nullptr ||

wcsstr(processName->Buffer, L"\\SysWOw64\\cmd.exe") !
= nullptr) {

Data->IoStatus.Status = STATUS ACCESS DENIED;
returnStatus = FLT PREOP_COMPLETE;

KdPrint(("Prevent delete from IRP MJ SET INFORMATION by
cmd.exe\n"));

}
}
ExFreePool (processName);
}
ZwClose(hProcess);

return returnStatus;

}

Teneps MBI MOKEM MPOTECTUPOBATH MOJHBIN ApaiBep - Mbl OOHAPYX UM, 4TO cmd.exe He MOXKET
yIaJATh (hailiibl - «JOCTYII 3alpeIIeH»- 3TO BO3BpallleHHAas OIINOKA.

HexoTopblii pepakTopuHr

JlBa peann30BaHHBIX HAMU IPEIBAPUTEIBHBIX OOPAaTHBIX BHI3BIBOB UIMEIOT MHOT'O O0ILIEr0o Koja,
noaToMy cienyst npuHiuiy DRY («He moBTopsiiics»), Mbl MOKEM BBIHECTH KOJI, KOTOPBIN OyaeT
OTKpBIBATh AECKPUIITOP Ipoliecca, Mody4yarh oToOpaxkeHue ¢aiia u cpaBHUBaTh ¢ cmd.exe
OTIENHHOU (PYHKITHECH:



bool IsDeleteAllowed(const PEPROCESS Process) {
bool currentProcess = PsGetCurrentProcess() == Process;
HANDLE hProcess;
if (currentProcess)
hProcess = NtCurrentProcess();
else {
auto status = ObOpenObjectByPointer(Process, 0BJ KERNEL HANDLE,
nullptr, 0, nullptr, KernelMode, &hProcess);
if (!'NT SUCCESS(status))
return true;

}

auto size = 300;

bool allowDelete true;

auto processName (UNICODE STRING*)ExAllocatePool(PagedPool, size);
if (processName) {
RtlZeroMemory(processName, size);

auto status = ZwQueryInformationProcess(hProcess,
ProcessImageFileName,

processName, size - sizeof (WCHAR), nullptr);
if (NT_SUCCESS(status)) {
KdPrint(("Delete operation from S%wZ\n", processName));

if (wcsstr(processName->Buffer, L"\\System32\\cmd.exe") !=
nullptr ||

wcsstr(processName->Buffer,
L"\\SysWOw64\\cmd.exe") != nullptr) {

allowDelete = false;

}

ExFreePool(processName);

}

if (!currentProcess)

ZwClose(hProcess);



return allowDelete;
}

OYHKIUS TPUHUMACT yKa3aTedb Ha MPOIECC, MBITAIONTUNCS yIAIUTh (aii.

Teneps Mbl MOXeM MOAKIIIOYUTH BBI30B 3T0H QyHKIKU K 00paboTke IRP. MJ CREATE. Bor
WCTIpaBIICHHAS (PYHKIIHS:

_Use decl annotations
FLT PREOP_CALLBACK STATUS DelProtectPreCreate(

PFLT CALLBACK DATA Data, PCFLT RELATED OBJECTS FltObjects,
PVOID*) {

UNREFERENCED PARAMETER(FltObjects);
if (Data->RequestorMode == KernelMode)
return FLT PREOP SUCCESS NO CALLBACK;
auto& params = Data->Iopb->Parameters.Create;
auto returnStatus = FLT PREOP_SUCCESS NO CALLBACK;
if (params.Options & FILE DELETE ON CLOSE) {
// delete operation

KdPrint(("Delete on close: %wZ\n", &Data->Iopb->TargetFileObject-
>FileName));

if (!IsDeleteAllowed(PsGetCurrentProcess())) {
Data->IoStatus.Status = STATUS ACCESS DENIED;
returnStatus = FLT PREOP_COMPLETE;

KdPrint (("Prevent delete from IRP MJ CREATE by
cmd.exe\n"));

}
}

return returnStatus;
}

W ucnipaBnenusiii npeasaputenbabiii 00paTHbii Be130oB IRP. MJ SET INFORMATION:



FLT PREOP_CALLBACK STATUS DelProtectPreSetInformation(

~Inout PFLT CALLBACK DATA Data,
FltObjects, PVOID*) {

In PCFLT RELATED OBJECTS

UNREFERENCED PARAMETER(FltObjects);

UNREFERENCED PARAMETER(Data);

auto& params = Data->Iopb->Parameters.SetFileInformation;

if (params.FileInformationClass != FileDispositionInformation &&

params.FileInformationClass !=
FileDispositionInformationEx) {

// not a delete operation
return FLT PREOP_SUCCESS NO CALLBACK;
}
auto info = (FILE DISPOSITION INFORMATION*)params.InfoBuffer;
if (!info->DeleteFile)
return FLT PREOP_SUCCESS NO CALLBACK;
auto returnStatus = FLT PREOP_SUCCESS NO CALLBACK;
// what process did this originate from?
auto process = PsGetThreadProcess(Data->Thread);
NT ASSERT(process);
if (!IsDeleteAllowed(process)) {
Data->IoStatus.Status = STATUS ACCESS DENIED;
returnStatus = FLT PREOP_COMPLETE;

KdPrint(("Prevent delete from IRP MJ SET INFORMATION by
cmd.exe\n"));

}

return returnStatus;
}
O0o0menne apaiiBepa

Texymuii gpaiiBep mpoBepsieT TOILKO oneparuu yaaneHus u3 cmd.exe. O600mmM npaiBep Tak,
9TOOBI MOYKHO-OBIIIO 3apETUCTPUPOBATh UMEHA UCTIOHAEMBIX (DAlIIOB, ISl KOTOPBIX MOKHO
NPEIOTBPATHTH ONIEPALIUH YIAICHHS.

J1JIsL 3TOTO MBI CO3/IaJIUM «KJIACCUYECKHIN OOBEKT YCTPOHCTBA M CHMBOJIMYECKYIO CCBIIKY, KaK
3TO OBLIO C/IEJIAaHO paHee.



OT0 He pobiema, U ApaiiBep MOXKET BBITIOIHITH JBOMHYIO (QYHKINIO: MUHU-PUIBTP (haiimoBoit
CUCTEMBI M BBICTaBUTh OOBEKT ynpasiisoniero ycrpoiictea (CDO).

Mgl Oyziem yripaBiaTh UMEHAMU HCTIONHAEMbIX (DaiijioB B MaccuBe (DMKCHPOBAHHOTO pa3Mepa
JUTSI IPOCTOTHI.

A eme OyzemM UCTIONB30BaTh CO37aHHbBIe HaMu 00epTkH - FastMutex u AutoLock.

Bot noGaBnennbie riiobaibHbIC TIEPEMEHHBIE:
const int MaxExecutables = 32;
WCHAR* ExeNames[MaxExecutables];

int ExeNamesCount;

FastMutex ExeNamesLock;

Jlanee Hy»HO CBSI3aTh U HACTPOUTD MPOIIEAYPHI OTIPABKH, a TAKXKE 3aPETUCTPUPOBATHCS B
KayecTBE MUHU-(DUIBTpA:

PDEVICE OBJECT DeviceObject = nullptr;

UNICODE STRING devName

RTL_CONSTANT STRING(L"\\device\\delprotect");

UNICODE STRING symLink RTL_CONSTANT STRING(L"\\??\\delprotect");
auto symLinkCreated = false;
do {
status = IoCreateDevice(DriverObject, 0, &devName,
FILE DEVICE UNKNOWN, @, FALSE, &DeviceObject);
if (!NT SUCCESS(status))
break;
status = IoCreateSymbolicLink(&symLink, &devName);
if (!NT SUCCESS(status))
break;

symLinkCreated = true;

status = FltRegisterFilter(DriverObject, &FilterRegistration,
&gFilterHandle);

FLT ASSERT(NT SUCCESS(status));
if (!NT _SUCCESS(status))
break;
DriverObject->DriverUnload = DelProtectUnloadDriver;

DriverObject->MajorFunction[IRP_MJ CREATE] =



DriverObject->MajorFunction[IRP MJ CLOSE] =
DelProtectCreateClose;

DriverObject->MajorFunction[IRP_MJ DEVICE CONTROL] =
DelProtectDeviceControl;

ExeNamesLock.Init();
status = FltStartFiltering(gFilterHandle);
} while (false);
if (!NT_SUCCESS(status)) {
if (gFilterHandle)
FltUnregisterFilter(gFilterHandle);
if (symLinkCreated)
IoDeleteSymbolicLink(&symLink);
if (DeviceObject)
IoDeleteDevice(DeviceObject);
}

return status;

\Y 08¢ OIMPCACIIUM HCCKOJIBKO YIIPAaBIAIONINX KOAOB BBOAAa-BbIBOAA HJIA I[O6aBJ'ICHI/I$I, YAQJICHUA U
OYHUCTKH CITMCKA MMEH UCTIONHsAeMBIX (aitioB (B HOBoM daiiie DelProtectCommon.h):

#define IOCTL DELPROTECT ADD EXE

\

CTL _CODE(0x8000, 0x800, METHOD BUFFERED, FILE ANY ACCESS)
#define IOCTL DELPROTECT REMOVE EXE \

CTL_CODE(0x8000, 0x801, METHOD BUFFERED, FILE ANY ACCESS)
#define IOCTL DELPROTECT CLEAR

\

CTL_CODE(0x8000, 0x802, METHOD NEITHER, FILE ANY ACCESS)

B 06paboTke Takux ynpaBISIONIMX KOJIOB HET HUYETO HOBOTO

IIpouenypa ornpaBku DEVICE CONTROL.:



NTSTATUS DelProtectDeviceControl (PDEVICE OBJECT, PIRP Irp) {
auto stack = IoGetCurrentIrpStackLocation(Irp);
auto status = STATUS SUCCESS;
switch (stack->Parameters.DeviceIoControl.IoControlCode) {
case IOCTL DELPROTECT ADD EXE:
{
auto name = (WCHAR*)Irp->AssociatedIrp.SystemBuffer;
if (!'name) {
status = STATUS INVALID PARAMETER;
break;
}
if (FindExecutable(name)) {
break;
}
AutoLock locker (ExeNamesLock);
if (ExeNamesCount == MaxExecutables) {
status = STATUS TOO MANY NAMES;
break;
¥
for (int i = 0; 1 < MaxExecutables; i++) {
if (ExeNames[i] == nullptr) {
auto len = (::wcslen(name) + 1) * sizeof (WCHAR);

auto buffer =
(WCHAR*)ExAllocatePoolWithTag(PagedPool, len,

DRIVER TAG);
if (!'buffer) {
status = STATUS INSUFFICIENT RESOURCES;
break;
}
::wescpy _s(buffer, len / sizeof (WCHAR), name);
ExeNames[i] = buffer;

++ExeNamesCount;



break;

break;
}

case IOCTL DELPROTECT REMOVE EXE:

{
auto name = (WCHAR*)Irp->AssociatedIrp.SystemBuffer;

if (!name) {
status = STATUS INVALID PARAMETER;

break;

}

AutoLock locker (ExeNamesLock);

false;

auto found
for (int i = 0; 1 < MaxExecutables; i++) {
if (:: wcsicmp(ExeNames[i], name) == 0) {
ExFreePool (ExeNames[i]);
ExeNames[i] = nullptr;
- -ExeNamesCount;
found = true;

break;

}
if (!found)
status = STATUS_NOT_FOUND;
break;
}
case IOCTL DELPROTECT CLEAR:
ClearAll();
break;

default:



status = STATUS INVALID DEVICE REQUEST;
break;
}
Irp->IoStatus.Status = status;
Irp->IoStatus.Information = 0;
IoCompleteRequest(Irp, IO NO INCREMENT);
return status;
¥

B npuBeeHHOM BBIIIIE KOZIE OTCYTCTBYIOT BcriomorarenbHbie ¢pyHknnu FindExecutable u
ClearAll onpenensroTcs Tak:

bool FindExecutable(PCWSTR name) {
AutoLock locker(ExeNamesLock);
if (ExeNamesCount == 0)
return false;
for (int 1 = 0; 1 < MaxExecutables; i++)
if (ExeNames[i] && :: wcsicmp(ExeNames[i], name) == 0)
return true;
return false;
}
void ClearAll() {
AutoLock locker (ExeNamesLock);
for (int i = 0; i < MaxExecutables; i++) {
if (ExeNames[i]) {
ExFreePool (ExeNames[i]);

ExeNames[i] = nullptr;

}

ExeNamesCount = 0;



Hmes HpPIBeI[eHHBIfI BBIIIC KO/, HAM HYXHO BHCCTU U3MCHCHUS B O6paTHBII71 BBI3OB pre-create

JUTsI TIOWCKA UMEH MCTIONHSAEMBIX (DaillioB B MacCHBE, KOTOPHIM MBI yIipasisieM. Bot

UCIIPaBJICHHBIA KOJ:

_Use _decl annotations

FLT PREOP_CALLBACK STATUS DelProtectPreCreate(

PFLT CALLBACK DATA Data, PCFLT RELATED OBJECTS FltObjects,

PVOID*) {

if (Data->RequestorMode == KernelMode)
return FLT PREOP SUCCESS NO CALLBACK;
auto& params = Data->Iopb->Parameters.Create;

auto returnStatus = FLT PREOP_SUCCESS NO CALLBACK;

if (params.Options & FILE DELETE ON CLOSE) {
// delete operation

KdPrint(("Delete on close: %wZ\n", &FltObjects->FileObject-

>FileName));

auto size = 512;
// some arbitrary size

auto processName = (UNICODE STRING*)ExAllocatePool(PagedPool,

size);
if (processName == nullptr)
return FLT PREOP_SUCCESS NO CALLBACK;
RtlZeroMemory(processName, size);
auto status = ZwQueryInformationProcess(NtCurrentProcess(),
ProcessImageFile\

Name,
processName, size - sizeof (WCHAR), nullptr);
if (NT_SUCCESS(status)) {
KdPrint (("Delete operation from %wZ\n", processName));
auto exeName = ::wcsrchr(processName->Buffer, L'\\');
NT ASSERT (exeName) ;
if (exeName && FindExecutable(exeName + 1)) {
// skip backslash

Data->IoStatus.Status = STATUS ACCESS DENIED;



KdPrint(("Prevented delete in IRP _MJ CREATE\n"));

returnStatus = FLT PREOP_COMPLETE;

}

ExFreePool(processName);

}

return returnStatus;

}

OcHoBHast Mou(UKaIKs B IPUBEIACHHOM BBITIIE KoJie - 3T0 BbI30B FindExecutable, aTo0bt
y3HaTh, HAXOIUTCS JIM TEKYIIHI MPOIIeCC.

Nms ucnonHsiemoro ¢aiina - oaHO U3 3HAYCHUH, XpaHSIIUXCs B MaccuBe. Eciu 9To Tak, Mbl
YCTAHABIMBAEM «JIOCTYII 3aIIPELIEH.

TecTupoBanue MoOIU(UIMPOBAHHOIO ApaiiBepa

Panee mbI TecTpoBanu apaiiBep, yaaiss ¢aiiisl ¢ moMmonibio cmd.exe, HO 3TO MOXKET ObITh
HEJ0CTAaTOYHO YHUBEPCAIbHBIM, IOATOMY JIyUIlle CO3AaTh COOCTBEHHOE TECTOBOE MPUIIOKEHHE.

Ectb Tpu ciocoba ynanute ¢aitn ¢ nomomibio API monb30BaTenbckoro pexkruma:
1. BezoBute dynkiuio DeleteFile.

2. Bezoure CreateFile ¢ ¢pnarom FILE FLAG DELETE ON_ CLOSE.

3. Beosute SetFileInformationByHandle myst otkperToro (aiina.

MBI co3aa1uM IPOEKT KOHCOJBHOTO MpuiioskeHus ¢ uMeHeM DelTest, 11 koToporo TekcT
MCTIOJIb30BaHMsI JOJDKEH OBITh YTO-TO BPOJIE 3TOTO:

c:\book>deltest

Usage: deltest.exe <method> <filename>

Method: 1=DeleteFile, 2=delete on close, 3=SetFileInformation.

JlaBaiiTe pacCMOTPHUM KOJ MOJIb30BATENBCKOT0 PEXXUMA JUIsl KaKIOTO U3 ITUX METOAOB
Hcnons3oBanue DeleteFile TpuBuanbHo:

BOOL success = ::DeleteFile(filename);

OTKpBITH (a1 ¢ praroM ymaneHus Py 3aKPHITHA MOXKHO CIIETYIOIIUM 00pa3oM:
HANDLE hFile = ::CreateFile(filename, DELETE, 0, nullptr, OPEN_EXISTING,

FILE FLAG DELETE_ON_CLOSE, nullptr);



::CloseHandle(hFile);
[Tpu 3akpeiTUH qecKkpuriTopa, hail cieayeT yaanuTh (eciiu IpaiiBep He IPEnsITCTBYET 3TOMYy!)

Hakonen, ucnons3ys SetFileInformationByHandle:
FILE DISPOSITION INFO info;
info.DeleteFile = TRUE;

HANDLE hFile
nullptr);

::CreateFile(filename, DELETE, 0, nullptr, OPEN EXISTING, O,

BOOL success ::SetFileInformationByHandle(hFile, FileDispositionInfo,

&info, sizeof(info));
::CloseHandle(hFile);

C noMoIIBI0 3TOr0 HHCTPYMEHTA MBI MOKEM ITPOTECTUPOBATh HAlll JpaiiBep. BoT HeKoTophie
IIPUMEPBL:

C:\book>fltmc load delprotect2
C:\book>DelProtectConfig.exe add deltest.exe

Success.

C:\book>DelTest.exe

Usage: deltest.exe <method> <filename>

Method: 1=DeleteFile, 2=delete on close, 3=SetFileInformation.
C:\book>DelTest.exe 1 hello.txt

Using DeleteFile:

Error: 5

C:\book>DelTest.exe 2 hello.txt

Using CreateFile with FILE FLAG _DELETE ON_ CLOSE:
Error: 5

C:\book>DelTest.exe 3 hello.txt

Using SetFileInformationByHandle:

Error: 5

C:\book>DelProtectConfig.exe remove deltest.exe

Success.

C:\book>DelTest.exe 1 hello.txt



Using DeleteFile:
Success!
HNmena daiinos

B HEKOTOpBIX 00paTHBIX BBI30BaX MUHH-()UIBTPOB B OOJIBIINHCTBE CIIy4aeB TPEOYeTCs: MM
¢aiina, K KOTOPOMY OCYIIECTBISIETCS JOCTYIIL.

ITonayany ka)keTcs, 4YTO HalTH 3Ty JleTalb J0ocTaTouHo jJerko: crpykrypa FILE OBJECT unmeer
FileName.

K coxanenuto, He Bce Tak MpocTo. Daillibl MOTYT OTKPBIBATHCS C TIOJTHBIM HIIM OTHOCUTEIbHBIM
My TEM.

[lepenmMeHOBaHMS OTHOTO M TOTO K€ (paiiyia MOTYT BBITIOJHATHCS OTHOBPEMEHHO, HEKOTOpast
nHpopMarus o0 uMeHH (aiina kemmpyercs. [1o 3TuM 1 APyruM BHYTPEHHUM TPUIHHAM ITOJTIO
FileName B ¢aiiioBoM 00bEKTE HENb3S TOBEPATD.

@®aKkTU4YEeCKH, OH TAPAaHTUPOBAHHO Oy/IeT IEHCTBUTENIECH TOJILKO B 0OPaTHOM BBI30BE MEPE
onepanueit IRP. MJ CREATE, u naxxe Tam 310 He 0053aTeIbHO B TOM opMarte, KOTOPbIN HyKEeH
npanBepy.

YtoObl pemuTh 3Ty npodiiemMy, nucrnerdep GuiIbTpoB mnpenocrasisier APl
FltGetFileNamelnformation, KOTOpsIif MOXeET PU HEOOXOAUMMOCTH BEPHYTH MIPABUIBLHOE UMS
¢aiina.

[TpoToTun 3To¥ GYHKIIMN BBITISAUT CISAYIOIIMM 00pa3oMm:
NTSTATUS FltGetFileNameInformation (
~In_PFLT _CALLBACK DATA CallbackData,
_In_ FLT_FILE NAME_OPTIONS NameOptions,

_Outptr_ PFLT _FILE NAME_INFORMATION *FileNameInformation);
ITapamertp CallbackData npenocraBnsercs: tucnerdyepoM GUIBTPOB B TFOOOM 00paTHOM BBI30OBE.

[Tapamerp NameOptions - 3170 HaOOp ¢1aroB, KOTOPBIC OMPEACISAIOT (CPEAH IPOUETO)
3anporieHHbId Gopmar daitna. TunuaHOE 3HAUYEHNE, UCTIOIb3YyeMOe OOJIBIITMHCTBOM JIPAiiBEPOB -
FLT FILE NAME NORMALIZED (nonnoe ums mytu) MJIU c

FLT FILE NAME QUERY DEFAULT (Mmer uMs B Kelie, B MPOTHBHOM CITy4ae
3anpanuBaeT (HaisoByIO CHCTEMY).

PesynpTat BeI30Ba npenocTanisiercs nocienaHuM napamerpom FileNamelnformation. B
pe3ynbTaTe BBIACTSACTCS CTPYKTYpPa, KOTOPYIO HEOOXOAUMO MPAaBUIBHO OCBOOOINTH, BHI3BAB
FltReleaseFileNamelnformation.

Crpykrypa FLT FILE NAME INFORMATION omnpenensiercs Tak:



typedef struct FLT FILE NAME INFORMATION {
USHORT Size;
FLT FILE NAME PARSED FLAGS NamesParsed;
FLT FILE NAME OPTIONS Format;
UNICODE STRING Name;
UNICODE STRING Volume;
UNICODE STRING Share;
UNICODE STRING Extension;
UNICODE STRING Stream;
UNICODE STRING FinalComponent;
UNICODE STRING ParentDir;

} FLT _FILE NAME INFORMATION, *PFLT FILE NAME INFORMATION;

OcHoBHBIMU TIapaMeTpamHu sSBJstoTC Heckoibko cTpykTyp UNICODE STRING, kotopsie
JOJKHBI COZIEp KaTh pa3inyHble KOMIIOHEHTHI UMeHH (aiina. [lepBoHayanbHO TONBKO Mosie Name
MHUIHAIU3UPYETCA MOJHBIM UMeHeM (aiiia (B 3aBUCHUMOCTH OT (JIaroB, UCTIONb3YEMBIX IS
3anpoca uapopmaruu o6 umenu Qaiina). Ecnu B 3anpoce ykazan ¢ar

FLT FILE NAME NORMALIZED, Torna Name yka3bIBaeT Ha MOJHOE UMl ITyTH B
YCTPOMCTBE.

®dopma ycTpoiicTBa 03HavaeT, 4To Takoi (aiin, kak c:\mydir\myfile.txt, XxpaHurcs ¢ BHyTpeHHUM
UMEHEM YCTPOMCTBA, KOTOPOMY COOTBETCTBYET «C:», Hanpumep
\Device\HarddiskVolume3\mydir\myfile.txt.

3OT0 AenaeT ApaiiBep HEMHOTO CIIOKHEE, €CJIM OH TaK MJIM MHAYE 3aBUCHT OT ITyTeH,
MPEIOCTABJICHHBIX TIOJIH30BATEILCKAM PEKUMOM (TIOpOOHEE 00 ITOM TO3KE).

[Tockompky 1o ymomuanuto (rosie "MmMsa'") mpenocTaBisieTcst TOIBKO MOJHOE UMSI, 9acTO ObIBacT
HE00XOIUMO pa3AeTUTh MOJHBIN MyTh K €ro cocTaBistonmmM. K cyactero, MeHemkep QuisTpoB
npenocTaBisieT Takyro yeayry ¢ FltParseFileNamelnformation.

Omna Gepet 00bexT FLT FILE NAME INFORMATION u 3anonHsieT ocTaabHbIE MO
UNICODE_STRING B cTpyKType€.

YacTu umenu ¢Paiisia

Kak Bunno u3 oobsasinenuss FLT FILE NAME INFORMATION, ectb HECKOIBKO KOMIIOHEHTOB,
KOTOpBIE COCTaBbTE MoJIHOE uMsl (paitia. Bot mpumMep okanpHOTO haitia
«c:\mydir\mydir2\myfile.txt»:

ToMm - 910 (hakTHUECKOE UMS YCTPOICTBA, KOTOPOMY COOTBETCTBYET CUMBOJIMYECKAS CChIITKA
«Co».



Ha pucynke nmokazano WinObj moka3pIBaroImii CAMBOJIMYECKYIO CChUIKY C: U ee 11eJTb, KOTOpOi
apnsercsa \Device\HarddiskVolume3 ua 3101 MaluHe.

@‘_ WinObj - Sysinternals: www.sysinternals.com

File View Help
VL \ (| Mame s Type SymLink ~
il ArcName [ BTHLEDevice#{0000fef5-0000-1000-8000-00805f9... SymbolicLink \Device\000000d2
E:lzr::;”e‘mbjem [@] BTHLEDevice{DODOff5-0000-1000-8000-00805f9... SymbolicLink \Device\000000d2
Device @Bthpan Symbeoliclink \Device\BthPan
Driver [P SymbolicLink \Device'HarddiskVolume3
DriverStores IECOMPOSITEBUS#MS_lMPLAT_MP#-{ESFDEZEF—F... Symboliclink \Device\000000ed
FileSystem lECOMPOSITEBUS#l'\-"lS_lMPLAT_MP#-{EEFDEZEF-F... SymbolicLink \Device\ 0000008
GLOBAL?? IECON Symbaoliclink ‘Device\ConDnd\Console
KernelObjects E‘CONINS Symbaoliclink \Device\ ConDndCurrentln
KnownDlls E‘CONOUTS Symbaoliclink ‘Device\ ConDnd CurrentOut
KnownDlls22 IED: SymbolicLink ‘DevicetHarddiskVolume?
MLS E‘DamCtrl SymbolicLink S\Devicet DamCtrl
ObjectTypes IEDELLWALDOS Symboliclink Device\ DELLWAL
RPC Control [ DetectionVerification Symboliclink \Device\0000008d
Security lz‘Disk{3c‘|??4fd-‘|336—094&&345—3534363?‘}1:24} Symboliclink ‘\Device\Harddisk2\DR4
Sessions lz‘Disk{afS‘?cWO—aOEf-adS‘l—9f62—dee59&2dec61} Symboliclink ‘\Device\Harddisk1W\DR1
i | UMDFCommunicationP v || (@] Disk{b9be8f35-bac-aafc-501-db64aas677324} SymbalicLink \Device\Harddisk0\DRO
= e [ DISPLAYZDELDDEE£482 379 caf RDAUID200195%,.,  SvmbolicLink \Devicet 0000001 ~
VGLOBALTMC:

Crpoxka o01ero gocTyma mycTa Jjis JOKIbHBIX (aiiIoB (ITMHA paBHA HYJIIO).

ParentDir ycranaBnuBaeTcs TOIbKO JUIst Katanora. B Hamem npumepe 3to Oyzet \mydir \mydir2\
(a HEe oOpaTHas Kocas uepTa B KOHIIE).

Pacmmpenue - 3to npocto pacmupenue daiia. B namem npumepe 3o txt. B mone
FinalComponent xpanutcs ums (aiina u uMsi TOTOKa (€CIU HE UCIIONIB3YeTCs MOTOK IO
yMoidaHuio). B Hamem npumepe 3to myfile.txt.

KomnoneHT Stream jaet HeKoTopbie MosicHeHus1. HekoToprie daiinoBbie cucTeMbl (Hanboee
m3BectHas NTFS) npenocTaBisioT BO3MOXHOCTh HIMETh HECKOJIBKO «IIOTOKOBY» JTAHHBIX B OJTHOM
¢aiine. [To cyTn, 3T0 03HaYAET, UTO HECKOJIBKO (DAHIIOB MOTYT XPaHSATCS B OTHOM «(HU3HIECKOM»
(atine.

B NTFS, nanpumep, T0, 4T0 Mbl OOBIYHO CUMTAEM JaHHBIMU (haiina pakTHUecKH SIBISETCS
OJIHUM H3 €r0 OTOKOB ¢ MeHeM «$ DATA», KOTOpBIH CYUTAETCS TIOTOKOM 110 YMOTYAHHIO.

Ho 3T0 BO3MOKHO /7151 CO37IaHUS/OTKPBITUS IPYTOTo MOTOKA, KOTOPBIH, TaK CKa3aTh, XpAaHUTCS B
ToM ke (aiine. Takue nHCTpyMeHTHI, kKak Windows Explorer He HIIIET 3TH MOTOKH, U pa3MephbI
TFOOBIX AIBTEPHATUBHBIX IIOTOKOB HE 0TOOPAXKAIOTCS WIIM BO3BpaIIaeTcsi cranaapTHeiMu AP,
takumu Kak GetFileSize.

VmeHa MOTOKOB YKa3bIBalOTCS C TBOETOYMEM TOCTIe UMEHH (paiiina mepes MMeHeM caMoro
noroka. Harmpumep, ums daiina «myfile.txt: mystream» yka3pIBaeT Ha albTepHATUBHBINA OTOK C
UMEHeM «mystream» B (aiine «myfile.txty».

MoryT OBITh CO3/IaHBI aJIbTEPHATHBHBIC TOTOKH C MHTEPIPETATOPOM KOMAH]I, KaK MTOKa3aHoO B
CIIeTyOLIeM IpHUMepe:



C:hvtemprecho hello » hello. txt:mystream

C:hTemprdir hello.txt
Volume in drive C is 08
Volume Serial Number is 1T@T-9837

Directory of C:\Temp

22-May-19 11:33 B hello.txt
1 File(s) B bytes

OOpatute BHUMaHUE Ha HYJIEBOM pa3mep (daiina. [laHHBIC ACHCTBUTENHHO TaM?
MpbI MOKeM HCTIOIb30BaTh HHCTPYMEHT Syslnternals

Streams.exe, 4TOObI IEPEUNCIIUTh KMEHA M pa3MepPhl ATbTEPHATHBHBIX MTOTOKOB B (haitax. Bot
KoMaHa ¢ HarwM (aitimom hello.txt:

C:\Temp>streams -nobanner hello.txt
C:\Temp\hello.txt:
:mystream:$DATA 8

AJBTEpHATHBHOE COJIEPKUMOE ITOTOKA HE 0ToOpaxaeTrcsi. UToObI MpOCcMOTPETh (M pH
HEOOXOAMMOCTH SKCTIOPTHPOBATh B APYyTOil (haiinr) stream JTaHHBIX, MBI MOXKEM HCTIONIB30BaTh
MHCTPYMEHT 1o/ Ha3BaHueM NtfsStreams.

Ha pucynke nokasano, kak NtfsStreams oTkpsiBaeT ¢aiin hello.txt u3 mpeapiaymero npumepa.

MBI MOXeM SICHO IOCMOTPETh pa3Mep MOTOKA U IaHHbIE.

B8 nrrs streams (€)2016 by Pavel Yosifovich

File View
jﬁ Open File... 1\_1\\: Open Folder...

&) hello.xt 3¢

File: C\Temp\hello.txt

STREAM NAME | STREAM SIZE Bytes: 8 m 32 Size:n 2 4 8 'l UTF-16 | ExroRr..
:mystream:$DATA 8 Bytes - o ) )

@eea: 68 65 6C 6C 6F 28 @D 8A hello ..




KoHeuHo, albTepHaTUBHBIC TIOTOKKA MOTYT OBITH CO3JJaHBI IIPOTPaMMHO, TIepeIaB UM TOTOKA B
KoHIIe uMeHU (aiina nocie neoerouns B CreateFile API. Bor npumep (06paboTka ommbok
OTyIIeHa):

HANDLE hFile = ::CreateFile(L"c:\\temp\\myfile.txt:streaml",
GENERIC WRITE, O, nullptr, OPEN ALWAYS, 0, nullptr);

char data[] = "Hello, from a stream";

DWORD bytes;

::WriteFile(hFile, data, sizeof(data), &bytes, nullptr);

::CloseHandle(hFile);

RAII FLT_FILE_NAME_INFORMATION wrapper

Kak ob6cyxnanocs B ipeapiaymieM pasaene, s Bei3oBa FltGetFileNamelnformation
HeoOxoaumo BeI3BaTh GyHkIuio FltReleaseFileNamelnformation. 9t0, ecTecTBEHHO, TPUBOIUT
K BO3MOXKHOCTH Hannuue ooepTku RAII, koTopas mo3abotutcst 06 3TOM, 4TO ceaeT
OKPYXaroIui Kot 00Jiee MPOCTHIM U MEHBIIIUM KOJTMYECTBOM OIIUOOK.

Bot ogHO BO3MOXKHOE 00BSBICHHE TAaKOH 00OJIOUKH:
enum class FileNameOptions {
Normalized = FLT FILE NAME NORMALIZED,
= FLT FILE NAME OPENED,
Opened

Short

FLT FILE NAME SHORT,

FLT FILE NAME QUERY DEFAULT,



QueryDefault

= FLT_FILE NAME QUERY_ CACHE ONLY,

QueryCacheOnly

QueryFileSystemOnly = FLT FILE NAME QUERY FILESYSTEM ONLY,

RequestFromCurrentProvider =
FLT FILE NAME REQUEST FROM CURRENT PROVIDER,

DoNotCache

FLT FILE NAME DO NOT CACHE,

FLT FILE NAME ALLOW QUERY_ON REPARSE
AllowQueryOnReparse

3

DEFINE_ENUM_FLAG_OPERATORS (FileNameOptions);

struct FilterFileNameInformation {

FilterFileNameInformation (PFLT CALLBACK DATA data, FileNameOptions
options =

FileNameOptions: :QueryDefault |
FileNameOptions::Normalized);

~FilterFileNameInformation();
operator bool() const {
return info != nullptr;
}
operator PFLT_FILE_NAME_INFORMATION() const {
return Get();
}
PFLT FILE NAME INFORMATION operator->() {
return info;
}
NTSTATUS Parse();
private:
PFLT FILE NAME INFORMATION info;
}

He BcTpoeHHBIE (QYHKITH OTPE/ICICHBI HUKE:



FilterFileNameInformation::FilterFileNameInformation(
PFLT CALLBACK DATA data, FileNameOptions options) {
auto status = FltGetFileNameInformation(data,
(FLT FILE NAME OPTIONS)options, & info);
if (!NT SUCCESS(status))
_info = nullptr;
}
FilterFileNameInformation::~FilterFileNameInformation() {
if (_info)
FltReleaseFileNameInformation( info);
}
NTSTATUS FilterFileNameInformation::Parse() {

return FltParseFileNameInformation( info);

}

Hcnonp3oBaHue 3TOM 000JIOYKH MOXKET OBITh IPUMEPHO TAKUM:
FilterFileNameInformation nameInfo(Data);
if(nameInfo) { // operator bool()

if (NT SUCCESS(nameInfo.Parse())) {

KdPrint (("Final component: %wZ\n", &namelInfo->FinalComponent));

}

AJIbTePHATHBHBIN JpaiiBep 3alIUTHI OT YIAJeHUs

JlaBaiite co3aaauM abTepHATHBHBIN ApaiiBep Delete Protector, koTophblii OymeT 3anumaTh
ynasnenue ¢aiioB B onpeAeseHHbIX KaTanorax (He3aBUCHUMO OT BBI3BIBAIOIIETO IPOIECCA).

Bo-nepBbIX, HaM HY>KHO OyJIeT YIPaBJIsATh 3alUIIaeMbIMH KaTaoramu (a He 00pabaTeiBaTh
uMeHa (aitnoB, kak B crapoM jpaiiBepe). CI0KHOCTh BO3HUKAET U3-3a TOTO, YTO KIIMEHT
MOJI30BATEIBLCKOT0 pekuMa OyZieT MCTIONIb30BaTh KaTanord B popme «C:\somedir»; To ecTh
MyTH, OCHOBaHHBIC HA CUMBOJIMYECKUX CCHUIKAX.

Kak MbI ye Bujenu, apaiiBep noiaydaeT HacTosIIee yCTPOHCTBO, a HE CUMBOJIMUYECKHE CCUIKH.
3TO 03HAYaET, YTO HAM HYXKHO Kak-To rnpeodpazoBars B ctuiie DOS nMena (kak ux nHorma
Ha3bIBatOT) K UMeHaM B cTuiie NT (erie ojHO yacToe oOpalleHue K BHyTPEHHUM UMEHaM
YCTPOMCTB).



C 5Toif 11e/bI0 B HAILIEM CIMCKE 3alUIIEHHBIX KaTaJOroB KaX /bl KaTauor OyaeT Npe/CTaBlIeH B
IBYX (hopmax.

Bort onpenenenue cTpyKTyphi:
struct DirectoryEntry {
UNICODE STRING DosName;
UNICODE STRING NtName;
void Free() {
if (DosName.Buffer) {
ExFreePool(DosName.Buffer);
DosName.Buffer = nullptr;
}
if (NtName.Buffer) {
ExFreePool (NtName.Buffer);

NtName.Buffer = nullptr;

+

ITockoabKy MBI OyieM pacrpenesaTh 3TH CTPOKU JUHAMHYECKH, B KOHEYHOM MTOT€ HaM HYXHO
ocB0oOOANTH UX. [[puBeCHHBIN BBIIIE KO 00aBIseT MeTO Free, KOTophIii 0CBOOOKIaeT
BHYTpPEHHHUE CTPOKOBBIE Oy(depsl.

S perrmt uctionb3oBath 006ekTel UNICODE STRING moTomy 9To caM# CTPOKH MOTYT OBITh
pasMelnieHsl JuHamMudecku, a Hekoropbie API pabortator ¢ UNICODE STRING Hampsimyto.

Tenepb MBI MOKEM XPaHUTb MACCHUB 3TUX CTPYKTYD U YIIPABJIATh UM aHAJIOTUYHO TOMY, KaK 3TO
OBLIO CIeNTaHO B TPEABIIYIIEM JIpaliBepe:

const int MaxDirectories = 32;
DirectoryEntry DirNames[MaxDirectories];
int DirNamesCount;

FastMutex DirNamesLock;

Kompl ynpaBieHust BBOJJOM/BBIBOJIOM MPEIBITYIIETO ApaiiBepa N3MEHUIN 3HAUCHUE - OHU
JTOJIKHBI TIO3BOJISITH JJOOABIISATh U YIAISTH KaTaJIOTH, KOTOPBIE, KOHEYHO KE, TAKXKE SIBIISIFOTCS
CTpPOKamH.

Bot 00HOBIICHHEIE OIIPCACIICHUS:

#define IOCTL DELPROTECT ADD DIR



\

CTL_CODE(0x8000, 0x800, METHOD BUFFERED, FILE ANY ACCESS)
#define IOCTL DELPROTECT REMOVE DIR \

CTL_CODE(0x8000, 0x801, METHOD BUFFERED, FILE ANY ACCESS)
#define IOCTL DELPROTECT CLEAR

\

CTL_CODE(0x8000, 0x802, METHOD NEITHER, FILE ANY_ ACCESS)



3areM HaM HYKHO Peau30BaTh 3TU ONEpauy J00aBICHUS/ YA ICHIsI/OYHCTKY, HAYUHAS C
no0aBICHUS.

[TepBas yacTh, Ae1a€M HEKOTOPbIEC MPOBEPKH ISl BXOJHOM CTPOKH:
case IOCTL DELPROTECT ADD DIR:
{
auto name = (WCHAR*)Irp->AssociatedIrp.SystemBuffer;
if (!name) {
status = STATUS INVALID PARAMETER;
break;
}
auto bufferLen = stack->Parameters.DeviceIoControl.InputBufferLength;
if (bufferLen > 1024) {
// just too long for a directory
status = STATUS INVALID PARAMETER;
break;
}
// make sure there is a NULL terminator somewhere
name[bufferLen / sizeof(WCHAR) - 1] = L'\O';
auto dosNameLen = ::wcslen(name);
if (dosNamelLen < 3) {
status = STATUS BUFFER TOO SMALL;
break;

}

Teneps, Koraa y Hac €cTh MPaBUIBHBIN Oydep, Mbl JOKHBI IPOBEPUTH, CYIIIECTBYET JIM OH yKE B
HAaIlleM MacCUBE, M €CIIM HET HYKHO J100aBUTh €ro. Mbl co3jaiuM BCIIOMOTaTelbHYI0 (PyHKIUIO
JUTSL DTOT'O TOUCKa:



int FindDirectory(PCUNICODE STRING name, bool dosName) {
if (DirNamesCount == 0)
return -1;
for (int i = 0; 1 < MaxDirectories; i++) {

const auto& dir = dosName ? DirNames[i].DosName
DirNames[i].NtName;

if (dir.Buffer && RtlEqualUnicodeString(name, &dir, TRUE))
return i;
}
return -1;

}

OyHKIMS TPOCMATPUBAET MACCUB B MOMCKAX COBIAJICHUSI C BXOJHOM CTpOoKOoM. Jlornueckuit
napaMmeTp yKa3bIBaeT, cpaBHUBaeTcs Jd uMst DOS wnm umsa N'T.
Mer1 ucnionszyem RtlEqualUnicode - dyHkIus a1 mpoBEpKU paBEHCTBA CTPOK O€3 yuera
peructpa.
Oynknusa FindDirectory Bo3BpamaeT HHACKC, B KOTOPOM Obljla HaiIeHa CTpoKa, Win -1 B
MPOTUBHOM ciry4ae. Tereps Hamr 00paboTunk 100aBICHHS KaTajaora MOXET UCKaTh CTPOKY
BXOJIHOTO KaTajiora U MpoCTO ABUTAThCA JalbIlIe, €CJIM OH HANIEH:
AutoLock locker(DirNamesLock);
UNICODE STRING strName;
RtlInitUnicodeString(&strName, name);
if (FindDirectory(&strName, true) >= 0) {

// found it, just continue and return success

break;

}

[TomyuuB OBICTPBII MBIOTEKC, MBI MOKEM 0€30MaCHO MEPEUTH K JIOCTYIY MacCHUBa KaTaJloroB.
Ecnm cTpoka He HaliieHa, y Hac €CTh HOBBIN KaTajor It TOOABICHHS B MACCHUB.

Bo-niepBbIX, MBI TOKHBI YOSTUTHCS, UTO MACCUB HE MEPETIOTHEH:
if (DirNamesCount == MaxDirectories) {
status = STATUS TOO MANY NAMES;

break;



Ha sToM 3Tane Ham Hy>KHO ITPONTH MO0 MAacCCUBY U HaTH MycToi cioT (rae 6ydep crpoku DOS
— 9T0 yKka3arenb Ha NULL).

Kak Tonpko Mbl ero Haiizem, Mbl 1o6aBuM umst DOS u cienaem 9To-HUOY b, 9TOOBI
npeoOpaszoBath ero B NT uMsi, KOTOpoe HaM 00s3aTeIHbHO TOHAJOOUTCS TIO3KE.

for (int 1 = 0; 1 < MaxDirectories; i++) {
if (DirNames[i].DosName.Buffer == nullptr) {
// allow space for trailing backslash and NULL terminator
auto len = (dosNameLen + 2) * sizeof(WCHAR);

auto buffer = (WCHAR*)ExAllocatePoolWithTag(PagedPool, len,
DRIVER TAG);

if (!'buffer) {
status = STATUS INSUFFICIENT RESOURCES;
break;
}
::wescpy _s(buffer, len / sizeof(WCHAR), name);
// append a backslash if it's missing
if (name[dosNameLen - 1] != L'\\"')
::wcscat s(buffer, dosNameLen + 2, L"\\");
if (!NT_SUCCESS(status)) {
ExFreePool(buffer);
break;
}
RtlInitUnicodeString(&DirNames[i].DosName, buffer);

KdPrint (("Add: %wZ <=> %wZ\n", &DirNames[i].DosName,
&DirNames[i].NtName));

++DirNamesCount;

break;

}

Koa noBonbsHO mipocT, 3a uckitoueHueM BbizoBa ConvertDosNameToNtName. I1oT kon He
BCTpoeHHas (PyHKIHSI, a TO, YTO HaM HYKHO PEaTu30BaTh CAMOCTOSTEIBHO.

Bor ero npororumn:



NTSTATUS ConvertDosNameToNtName( In PCWSTR dosName, Out PUNICODE STRING
ntName) ;

Kak mb1 MoxkeM npeoOpaszoBats umst DOS B umst NT ?

[Tomxon OyaeT 3aKkitouaThes B MOMCKE CUMBOIMYECKOM CCHUTKHM U HAXOXKACHUHU €€ 11eNTH, KOTOPOr
sisgeTcst uMms NT.

Mpb1 HauHEM € HEKOTOPHIX 0a30BBIX TPOBEPOK:

ntName->Buffer = nullptr;

// in case of failure

auto dosNameLen = ::wcslen(dosName);

if (dosNameLen < 3)
return STATUS BUFFER TOO SMALL;

// make sure we have a driver letter

if (dosName[2] !'= L'\\' || dosName[1l] != L':")
return STATUS INVALID PARAMETER;

Mgl 0XHIaeM, 9TO KaTayor OyaeT UMeTh BHI «X: \ ...», 9TO 03Ha4aeT OyKBY JTUCKa, BOETOYHE,
00paTHYIO KOCYIO YePTY M OCTAIbHBIE CHMBOIIBI - 3TO ITyTh. MBI HE IPUHUMAEM OOIIHE PECYPCHI
B 9TOM JIpaiiBepe (Hampumep, «\myserver\myshare\mydir»).

Tenepb HaM HYKHO CO3/1aTh CAMBOJIMYECKYIO CCBUIKY, Haxomsmryrocs B karanore \??\ Object
Manager.

MBI MOeM HCTIONB30BaTh (PYHKIIMH MAaHHUITYJIMPOBAHUS CTPOKAMU JIJISl CO3AHUS TIOJTHOM
CTPOKH.

B cnenyroniem ¢parmente koga Mbl Oy/ieM UCTIONB30BaTh THII IO Ha3BaHKEM kstring, KOTOpBIi
npeacTaBIsieT co00H CTPOKOBYIO 000JIOUKY, aHAJOTUYHYIO 110 KOHLeNIuK cTannapTHomy C ++
std :: wstring.

Mpg1 HauHEM ¢ 6a30BOTO KaTaJiora CAHMBOJIMYECKUX CCBUIOK M JIOOABUM TIPEIOCTABICHHYIO OyKBY
THCKa:

kstring symLink(L"\??2\\");
symLink.Append(dosName, 2);

Tenepb HaM HY)KHO OTKPBITh CHMBOJIMYECKYIO CCBUIKY C TOMOILBIO
ZwOpenSymbolicLinkObject.

Jliig aToro Ham Heo6xonumo noarotoButh cTpykTypy OBJECT ATTRIBUTES.



UNICODE STRING symLinkFull;
symLink.GetUnicodeString(&symLinkFull);

OBJECT ATTRIBUTES symLinkAttr;
InitializeObjectAttributes(&symLinkAttr, &symLinkFull,

0BJ KERNEL HANDLE | OBJ CASE_INSENSITIVE, nullptr, nullptr);

GetUnicodeString - 3To BcrmomoratenbHast GyHKIUs Kstring, KoTopas HHUITHATU3UPYET
UNICODE_STRING na ocHose kstring.

Oto HeoOxonumo, nockonbKy /it uMeHn OBJECT ATTRIBUTES tpebyercs
UNICODE_STRING.

Wunmannunanusanus OBJECT ATTRIBUTES BbinonssieTcs ¢ IOMOIIbIO Makpoca
InitializeObjectAttributes, TpeOys cienyrone apryMeHThI (110 MOPSIKY ):

* Vkazarens Ha cTpykrypy OBJECT ATTRIBUTES i nHunmanusanuu.
» Ha3zBanue oObekTa.

» HaGop ¢utaros. B 3ToM cirydae Bo3BpammaeMblid JECKPUNTOP OYIET TECKPUIITOPOM SIpa, a
nouck Oyzer 6e3 yuera peructpa.

* Heobs13aTenpHbBIN JECKPHUIITOP KOPHEBOTO KAaTAIOTra B CIIydae, €CIIM UM SBISICTCS
OTHOCUTENBHBIM, a He a0comoTHbiM. NULLB Haiem ciydae.

* HeoOs3aTenbHbIN JEeCKPUIITOP 0€30MACHOCTH JUIsl IPUMEHEHHS K OOBEKTY (€CJIM OH CO3JIaH U
He oTKpbIT). NULL B Hamem/

[Tocne mHUIMATM3aUKA CTPYKTYPBI MBI TOTOBBI BBI3bIBaTh ZWwOpenSymbolicLinkObject:
HANDLE hSymLink = nullptr;

auto status = STATUS SUCCESS;

do {

// open symbolic link

status = ZwOpenSymbolicLinkObject(&hSymLink, GENERIC READ, &symLinkAttr);
if (!NT SUCCESS(status))

break;
Mgl OyzieM HCIIONTb30BaTh XOPOIIo u3BeCcTHYIO cxemy do/while (false) mis ounctkm meckpunropa.

ZwOpenSymbolicLinkObject nmpunnmaet Beixognoit HANDLE, macky nocrtymna
(GENERIC_READ 3nech 03Ha4aeT, 4TO MBI IPOCTO XOTUM HPOYUTATH HHYOPMAIIHIO) U
aTpuOyThl, KOTOPbIE MBI IOJJrOTOBUJIM PaHEe.

DTOT BI30B, 0€3yCIOBHO, MOXET MOTEPIETHh HEYAAUy, €CJIM HApUMep, yKazaHHas OyKBa JAucKa
HE CYIIECTBYET.



Eciu BBI30B 3aBEpIIMIICS YCIEUIHO, HAM HYXKHO IMPOYHUTATh 1€JIb, HA KOTOPYIO YKa3bIBACT ATOT
00BEKT CUMBOJIMYECKOIN CCBUIKH.

OyHKIMA 118 ToTydeHus 3Toi uHpopmarus - ZwQuerySymbolicLinkObject. Ham Hy»)HO
noaroroButh UNICODE STRING noctatoyHo 601b1I0TO pazMepa:

USHORT maxLen = 1024;
ntName->Buffer = (WCHAR*)ExAllocatePool(PagedPool, maxLen);
if (!'ntName->Buffer) {
status = STATUS INSUFFICIENT RESOURCES;
break;
}
ntName->MaximumLength = maxLen;
// read target of symbolic link
status = ZwQuerySymbolicLinkObject(hSymLink, ntName, nullptr);
if (!'NT SUCCESS(status))
break;

} while (false);

ITocne Bbixona u3 6;10ka do/while Ham Hy>kKHO OCBOOOAMTD BbIACIEHHBIN Oydep, eciiu 4To-To He
yaaJ0Ch.

WNuade, MBI MOXKeM JT0OABUTh OCTABIIYIOCS YacTh BXOJHOTO KaTajora K MOJMyYeHHOMY IICJIEBOMY
nmenu NT:

if (!NT SUCCESS(status)) {
if (ntName->Buffer) {
ExFreePool (ntName->Buffer);

ntName->Buffer = nullptr;

}
¥
else {

RtlAppendUnicodeToString(ntName, dosName + 2);
}

Hakonen, Ham poCTO HY»KHO 3aKpBITh JIECKPUIITOP CUMBOJIMYECKON CCBUIKHU B CIIy4ae
YCIEUIHOTO OTKPBITHS:



if (hSymLink)
ZwClose (hSymLink) ;
return status;

}

JI1st ynaneHus 3alUIEeHHOTO KaTajiora Mbl JIeJlaeM aHaJIOTHYHbIE TPOBEPKHU MO YKa3aHHOMY
IyTH, a 3aTe€M CMOTpUM ero. Ecnu HaiiieHo, yaansem ero u3 MaccuBa:

AutoLock locker(DirNamesLock);

UNICODE STRING strName;
RtlInitUnicodeString(&strName, name);

int found = FindDirectory(&strName, true);
if (found >= 0) {

DirNames[found].Free();

DirNamesCount--;
}
else {
status = STATUS NOT FOUND;
}
break;

O0paboTka npeABapUTEJbLHO CO3JAHHOH M NPeIBAPUTEILHO YCTAHOBJIEHHOH MH(popManuu

Teneps, Korma y Hac eCTh yKkazaHHasl BBIIIE HHPPACTPYKTypa, MbI MOXKEM MIEPEKITIOUUTH HAIIIe
BHUMAaHKE Ha Peau3alfio MPeIBapUTEIbHBIX OOPATHBIX BBI3BIBOB, YTOOBI 1000 (hailn B 0 JHOM
U3 3alIMIIEHHBIX KaTaJoroB He ObUI y/aJeH, HE3aBUCHMO OT BBI3BIBAIOLIETO IpoIiecca.

B 000ux 00paTHBIX BbI30BaX HaM HYXHO MOJIYy4UTh UMS (hailsia, KOTOPBIA HYKHO YAQIUTh, U
HaAWTH €ro KaTaJlor B HallleM MAaCcCUBE KaTaJOIOB.

JIJ1s1 3TOM 1eNTi MBI CO3/IaTUM BCIIOMOTATEIbHYIO (DYHKIIUIO, OOBSBICHHYIO TaK:
bool IsDeleteAllowed( In  PFLT CALLBACK DATA Data);

[Tockonbeky paccMarpuBaeMslil aiin cnpsaran B crpykrype FLT CALLBACK DATA, 5o Bce,
YTO HaM NoHanoouThes. [lepBoe, 4To HYy)KHO clienarh, 3TO NOITYYUTh UM (aiina:



PFLT FILE NAME_INFORMATION nameInfo = nullptr;
auto allow = true;
do {
auto status = FltGetFileNameInformation(Data,

FLT FILE NAME QUERY DEFAULT | FLT FILE NAME NORMALIZED,
&namelnfo);

if (!NT SUCCESS(status))

break;
status = FltParseFileNameInformation(nameInfo);
if (!NT SUCCESS(status))

break;

Mgl onrydaeM uHGpopMaIuo o0 UMeHH (aiina v 3aTeM aHAIU3HPYEM ee, TaK KaKk HaM HyXeH
TOM U POAUTENBCKUIN KaTaJIor.

Hawm nyxHO coznate UNICODE STRING, koTOpbIii 00BEIUHSIET 3TH TPH (PaKkTopa:
// concatenate volume+share+directory

UNICODE STRING path;

path.Length = path.MaximumLength =

nameInfo->Volume.Length + nameInfo->Share.Length + nameInfo-
>ParentDir.Length;

path.Buffer = nameInfo->Volume.Buffer;

[TockonpKy MOMHBIHN Iy Th K (paiiiry B MaMsTH SBISCTCS HENPEPHIBHBIM, yKa3zaTelb Oydepa
HAQYMHACTCA C ICPBOTO KOMIIOHCHTA WU JJIMHA OOJI’KHA 6I)ITB paccunTaHa COOTBETCTBYIOIIUM
o0pa3om.

Bce, uto ocranoch cnenars, 310 Bei3Bath FindDirectory, 4ro0bl HaliTH (WM HE HAWTH) 3TOT
KaTaJor:

AutoLock locker(DirNamesLock);
if (FindDirectory(&path, false) >= 0) {

allow = false;

KdPrint(("File not allowed to delete: %wZ\n", &nameInfo->Name));
}

} while (false);

Hakomner, ocBo6oaute nadopmaruio 06 nmeHu ¢aiina, 1 BCe TOTOBO:



if (namelInfo)
FltReleaseFileNameInformation(nameInfo);
return allow;

}

BepHemcs k HammM npeBapuTeIbHBIM OOPATHBIM BBI30BAM.
_Use _decl annotations
FLT PREOP_CALLBACK STATUS DelProtectPreCreate(PFLT CALLBACK DATA Data,
PCFLT RELATED OBJECTS, PVOID*) {
if (Data->RequestorMode == KernelMode)
return FLT PREOP SUCCESS NO CALLBACK;
auto& params = Data->Iopb->Parameters.Create;
if (params.Options & FILE DELETE ON CLOSE) {
// delete operation

KdPrint(("Delete on close: %wZ\n", &FltObjects->FileObject-
>FileName));

if (!IsDeleteAllowed(Data)) {
Data->IoStatus.Status = STATUS ACCESS DENIED;

return FLT PREOP_COMPLETE;

}

return FLT PREOP SUCCESS NO CALLBACK;



U DelProtectPreSetInformation, koropasi oueHb Moxoxa:
_Use _decl annotations

FLT PREOP CALLBACK STATUS DelProtectPreSetInformation(PFLT CALLBACK DATA
Data,

PCFLT RELATED OBJECTS, PVOID*) {
if (Data->RequestorMode == KernelMode)
return FLT PREOP_SUCCESS NO CALLBACK;
auto& params = Data->Iopb->Parameters.SetFileInformation;
if (params.FileInformationClass != FileDispositionInformation &&

params.FileInformationClass !=
FileDispositionInformationEx) {

// not a delete operation

return FLT PREOP_SUCCESS NO CALLBACK;
}
auto info = (FILE DISPOSITION INFORMATION*)params.InfoBuffer;
if (!info->DeleteFile)

return FLT PREOP_SUCCESS NO CALLBACK;
if (IsDeleteAllowed(Data))

return FLT PREOP SUCCESS NO CALLBACK;
Data->IoStatus.Status = STATUS ACCESS DENIED;
return FLT PREOP_COMPLETE;

}

TecTupoBaHue ppauBepa

KnueHT KoHdurypauum 6bin obHOBMEH ONna oTnpaBKuM OOHOBEHHbIX
ynpasnswownmx KopoB (npoekT Ha3BaHHbiM DelProtectConfig3 B
MCTOYHMKAX K KHUre). BOT HECKONbKO TeCcTOB:

c:\book>fltmc load delprotect3
c:\book>delprotectconfig3 add c:\users\pavel\pictures
Success!

c:\book>del c:\users\pavel\pictures\picl.jpg
c:\users\pavel\pictures\picl.jpg

Access is denied.



Konrtekernl

B HCKOTOPBIX CUTyalUAX KCJIATCJIbHO MPUKPCIIUThL HCKOTOPBIC JaHHBIC K 00BeKTaM (baﬁHOBOﬁ
CHUCTEMBbI, TAKUM KaK TOMAa 1 (baﬁﬂbl.

ILchequp (bHHBTpOB MPEAOCTABIIACT OTY BO3SMOXKHOCTD Y€PE3 KOHTCKCTHI.

KoHTekcT - 3T0 npeocTaBiieHHast CTPYKTypa JaHHBIX IpaiBepOM MUHHU-(PHUIBTPA, KOTOPHIH
MOJKET OBITh YCTAHOBJIEH U MOJIyY€eH IS JIF000ro 00bekTa (haiijioBON CUCTEMBI.

OTH KOHTEKCTHI CBS3aHBI C O6’beKTaMI/I, Ha KOTOPbIX OHU YCTAHOBJICHBI, IIOKA 3THU O0OBEKTHI JKHBHI.

YTo0OBI HCIIOIB30BAThH KOHTCKCTHI, npaﬁBep JAOJIKCH 3apaHeC O6’L$[BI/ITB, KaKHC KOHTCKCTbI EMY
MOI'yT HOTpC6OBaTI)CH H JJId KaKOro Tuiia 00BEKTOB.

Jt10 nenaetrcd kak yacth CTpykTyphl peructpanuu FLT REGISTRATION.

ITone ContextRegistration MOXeT yKa3bIBaTh Ha MaCCUB CTPYKTYP
FLT CONTEXT REGISTRATION, kax/aplii U3 KOTOPBIX OIpeesieT HH(HOPMAIUIO IS
OJHOTO KOHTEKCTA.

FLT CONTEXT REGISTRATION 00bsiBNICH Tak:
typedef struct FLT CONTEXT REGISTRATION {
FLT CONTEXT _TYPE ContextType;
FLT CONTEXT REGISTRATION FLAGS Flags;
PFLT CONTEXT CLEANUP CALLBACK ContextCleanupCallback;
SIZE T Size;
ULONG PoolTag;
PFLT _CONTEXT_ ALLOCATE CALLBACK ContextAllocateCallback;
PFLT CONTEXT FREE CALLBACK ContextFreeCallback;
PVOID Reservedl;

} FLT _CONTEXT REGISTRATION, *PFLT CONTEXT REGISTRATION;
Bor onncanue BbllieyKka3aHHBIX MOJICH:

* ContextType onpeaenser TUIl 00bEKTa, K KOTOPOMY Oy/IeT MPUKPEIICH 3TOT KOHTEKCT.
FLT CONTEXT TYPE onpenensiercs kak USHORT u MOkeT MpUHUMATE OJTHO U3 CJIETYIOLIUX
3HAYCHHUH:



Kak BUIHO U3 IPUBEICHHBIX BBIIIE ONPEACICHUN, KOHTEKCT MOXKET OBITh MPUKPEIUIEH K TOMY,
SK3EMILLIPY QUIBTPa, (hailily, MOTOKY, IECKPUNITOPY MOTOKA, TPaH3aKIUK U pazaeny (B Windows
8 u HoBee). [locnenHee 3HaueHue - JJI yKa3aHUs, YTO 3TO KOHELl CIIUCKA OIPE/IeICHUM
KOHTEKCTA.

Pa3zmep koHTEKCTa MOXKET ObITh (PMKCUPOBAHHBIM WK TIepeMeHHbIM. Ecii TpeOyeTcs
¢bukcupoBaHHbIN pa3Mep, oH ykaszbiBaercs B nojie «Size» FLT CONTEXT REGISTRATION.

JI1st KOHTEKCTa TIEPEMEHHOTO pa3Mepa ApaiiBep YKa3bIBaeT CEIUATbHOE 3HAYCHUE

FLT VARIABLE SIZED CONTEXTS (-1). Ucnions30BaHn€e KOHTEKCTOB (PMKCUPOBAHHOTO
pasmepa Oosee 3PHEKTUBHO, TIOTOMY YTO AUCTIETYEP QUIBTPOB MOXKET UCIIOIH30BATh
JOTIOJTHUTENBHBIC CITUCKH JUIS YIIPaBIICHHs BBIICTICHUEM 1 0CcBoOOXIeHreM (cM. WDK
JOKYMEHTAIIHMIO JJIsl TOJTYYEeHHs! TOTOTHUTEIbHBIX CBEIEHUHN O JOTOJHUTENBHBIX CITUCKAX).

Ter nyna yxazeiBaercs B nosie PoolTag FLT CONTEXT REGISTRATION.

Oto Ter aucneTyepa GUILTPOB OyJIET UCIOIB30BaTh MPH PAKTUUECKOM pacipeacieHuU
KOHTEKCTA.

Crenyromye Ba 1mojisi He00s3aTeNIbHbI, 0OpaTHBIE BBI30BbI, B KOTOPHIX ApaiiBep MpeaoCTaBIIseT
¢byHKkuuy BblAeIeHNs U ocBoOOkAeHus. Ecnu onn He paBubl NULL, Torna nosst PoolTag u Size
HE MMEIOT CMBICJIA U HE UCIIOJIb3YOTCS.

Bot npumep nocTpoeHus MacCuBa CTPYKTYPbl pETUCTPAIIMU KOHTEKCTA:
struct FileContext {
//. ..
I
const FLT CONTEXT REGISTRATION ContextRegistration[] = {
{ FLT_FILE CONTEXT, 0, nullptr, sizeof(FileContext), ’torP',
nullptr, nullptr, nullptr },

{ FLT CONTEXT END }



YnpasieHue KOHTEKCTAaMHU

UToObI 1eHCTBUTENBHO UCTIOIB30BATh KOHTEKCT, ApaiiBep CHavana JOJKEeH BBIACIUTH €Tro,
BbI3BaB FltAllocateContext, KOTOPBIH onpeneseH BOT TaK:

NTSTATUS FltAllocateContext (
~In PFLT FILTER Filter,
_In_ FLT _CONTEXT TYPE ContextType,
~In_ SIZE T ContextSize,
~In_POOL _TYPE PoolType,

_Outptr_ PFLT CONTEXT *ReturnedContext);

[Tapamertp Filter - aT0 yka3zarens ¢punbTpa, Bo3Bpamaemslii FltRegisterFilter, Ho Takke nocTynex
B cTpykrype FLT RELATED OBJECTS, npeaocTtaBieHHOH 17151 BCEX 0OpaTHBIX BHI30BOB.

ContextType - OWH M3 MMOAACPKNBACMBIX MAKpPOCOB KOHTCKCTA, IOKA3aHHBIC PAHEC, TAKNEC KaK
FLT FILE CONTEXT.

ContextSize - 3TO 3apOIICHHBIN pa3Mep KOHTEKCTa B 0aifTax (JOKeH ObITh OOJIbILE HYJIN).

PoolType moxxer umets 3Hauenue PagedPool umu NonPagedPool, B 3aBucuMocTu ot TOro, Kakoi
IRQL napaiiBep maaHupyeT NOJYyYHUTh TOCTYN K KOHTEKCTY (JIJ11 KOHTEKCTOB TOMa, HEOOXOIUMO
ykazatb NonPagedPool).

Hakomnern, none ReturnedContext XxpaHUT BO3BpaIllEHHBIE BbIICJICHHBIE KOHTEKCTHI;
PFLT CONTEXT, onpenensiercs kak PVOID.

[Tocne BbIAETICHNS KOHTEKCTA ApailBep MOXKET XPaHUTh B 3TOM Oydepe TaHHBIX BCEe, UTO
MIOJKETIACT.

3areM OH JOJHKEH MPUKPENUTh KOHTEKCT K O0OBEKTY (3TO MPUUMHA ISl CO3/IaHUSI KOHTEKCTa B
MEPBYIO OYEPE/Ib) UCTIONB3Ys OJIHY M3 HECKONBbKUX QyHKIui ¢ umeHeM FltSetXxxContext, rae
«XXX» - 3TO OJIMH U3 (aiyIoB, IK3EMIULIPOB, MOTOKOB, StreamHandle wnu Tpan3akiuii.

EnuHCTBEHHOE MCKITFOUCHHE - KOHTEKCT pas/iesia, KOTOPBIA YCTAHABIMBASTCS C IIOMOIIBLIO
FltCreateSectionForDataScan.



Kaxnas u3 pynkuuii FltSetXxxContext nMeeT oJMHAKOBBII 00N BU:
NTSTATUS FltSetFileContext (

_In_ PFLT_INSTANCE Instance,

~In_PFILE OBJECT FileObject,

~_In_FLT _SET CONTEXT_OPERATION Operation,

~In_ PFLT_CONTEXT NewContext,

_Outptr_ PFLT _CONTEXT *0ldContext);

OyHKIMS TPUHUMAET He0OX0UMbIE TapaMeTphl AJIs TEKYyIIero KoHTekcTa. B nanHoM ciydae
3TO FK3EMIUISP (Ha caMoM Jiesie HeoOX0oIuMo B JIF000i QyHKIIUYU 3aJaHHOTO KOHTEKCTa) U
(halIoBBIN OOBEKT, MPECTABIAIOMNN (DA, KOTOPBIN JOHKEH COACPKATh ITOT KOHTEKCT.

[Tapametp Operation moxet O0b1Th FLT SET CONTEXT REPLACE IF EXISTS nnun
FLT SET CONTEXT KEEP IF EXISTS, xotopsie HE TpeOYIOT HOSCHEHUIA.

NewContext - 3T0 KOHTEKCT, KOTOPBIH HE0OOX0MMO yCTaHOBUTH, a OldContext - 310
HeoO0s3aTeNIbHBIN MapaMeTp, KOTOPBIH MOKHO HCITIOJIb30BaTh JUIS MOIY4YEHHS MIPEIbIIYIIETO
KOHTeKcTa ¢ onepauueid, ycranoBineHHoil Ha FLT SET CONTEXT REPLACE IF EXISTS.

KoHTekcThl mocuuThIBaOTCS 1O cehlikaM. Brinenenne konrekcra (FltAllocateContext) u
YCTaHOBKA KOHTEKCTA YBEIUYMBAET CYCTUHK CChIIOK. [IpoTrBOMONOKHAS (DYyHKIIHS -
FltReleaseContext, KOTOPYIO HY’KHO BBI3bIBAaTh COOTBETCTBYIOIIEE KOJINYECTBO pa3, YTOOBI
yOeIuThCs, 4YTO KOHTEKCT OyJIeT y/ajeH.

Xors ectb Qpynkuus yaanuth KouTekceT (FltDeleteContext), 00b14HO B 3TOM HET HEOOXOAUMOCTH,
TaK Kak JucreTdyep GUIbTPOB yIaIIeT KOHTEKCT MOCIe YHUUTOKEHUS 00beKTa (paiyioBoi
CUCTEMBI, B KOTOPOM OH HaXOJHUTCSI.

Tunu4HbINA ClIeHapUi - BBIICTUTH KOHTEKCT, 3aM0JHUTh €r0, yCTAHOBUTH /IS COOTBETCTBYIOIIETO
oObekTa u 3areM BbI3BaTh FltReleaseContext omuH pa3, coXpaHsisi CYETYMK CCHUIOK OMH JIJIst
KOHTEKCTA.

Mp!1 yBUAMM MPaKTUYECKOE MCIOIb30BaHUE KOHTEKCTOB B pasfele «/lpaiiBep pesepBHOIO
KOIMpOBaHMA (HayIoBy Janiee B STOM IIIaBe.

[Tocne Toro, kKak st 00BEKTa OBLT yCTaHOBIIECH KOHTEKCT, JPYTrUe 0OpaTHbIC BHI3OBBI MOTYT
3aXOTETh MOJYYUTh ITOT KOHTEKCT.

MHuoxecTBO QpyHKIHI «get» 00ecreunBaroT JOCTYI K COOTBETCTBYIOIIIEMY KOHTEKCTY, BCE OHU
nmeroT ums B popme FltGetXxxContext, rae «XxXx» - 3T0 oauH U3 $aiaioB, SK3EMILIIPOB, TOMOB,
nmoTokoB, StreamHandle, Tpan3akiuit um pa3nenos.

OyHKIMU get YBETHUMBAIOT CUETYHK CChUIOK KOHTEKCTa, mo3ToMy BbI3oB FltReleaseContext
HE0OX0IMMO OCIe 3aBepIIeHUs] pabOThl ¢ KOHTEKCTOM.



Nuunuuposanue 3anpocoB BBOJa-BbIBO/AA

Munu-GUIBTpEI (HaiiIoBON CHCTEMbl HHOTA JODKHBI MHULIMUPOBATh COOCTBEHHBIE ONEPAIIUH
BBOJ1a-BBIBOJIA.

OO0BIYHO KO siIpa OyZIeT UCIOIb30BaTh Takue GyHKIuH, kak ZwCreateFile, 4ToObI OTKpPBHITH
neckpunTop (aiina, a 3aTeM BBITOJIHATE OIIEPAIH BBOJA-BBIBOJIA C TAKMMH (PYHKIIUSIMH, KaK
ZwReadFile, ZwWriteFile, ZwDeviceloControlFile u HekoTOpBIMU APYTHMH.

MunH-GUIBTpEI 00BIYHO He ucnob3ytoT ZwCreateFile, ecii UM HYKHO BBITIONHUTH OTIEPAITHIO
BBOJIa-BbIBOJIA U3 OHOT0 OOPAaTHOTO BbI30Ba JUcCHeTYepa (PUIBTPOB.

[TpuunHa cBsi3aHa ¢ TeM, 4TO Olepalys BBOJa-BbIBOJIA OyJIeT epeMenaTbCsi OT CAMOTO BEPXHETO
¢ubTpa BHU3 K caMoii (haitinoBoii cucteMe, BeTpeyast TEKYIUi MUHH-(DUIBTP HA Iy TH !

Ot0 (popma MOBTOPHOTO BXOJa, KOTOPasi MOKET BBI3BATh MPOOJIEMBI, €CIIH JIpaiiBep He OyaeT
OCTOPOKEH.

DTO TaKKe CHUKACT MPOU3BOJUTEIHHOCTH M3-32 HEOOXOIMMOCTH 00X0/1a BCETO CTeKa (PHIIBTPOB
(halI0BOM CHCTEMBI.

BMmecTo 3TOro MUHH-(OMIBTPEI HCMIOIB3YIOT MPOLEAYPHI TUcTieTdepa (PUIBTPOB IJIsl BBITOTHEHHUS
orepalii BBoJa-BbIB0/1a, KOTOPBIE OTIPABIIAIOTCA K CIEAYIOUIEMY HIKHEMY (QUIIBTPY IO
OTHOILIEHUIO K (paiijIoBOM cucTeMe, IpeaoTBpallias MOBTOPHBII BXOJ U BOBMOKHOE CHUYKEHHE
IIPOU3BOJUTEIBLHOCTH.

Otu APl-untepdeiicel HaunHaroTCs ¢ «Flt» 1 M0 KOHIENIMY aHATIOTUYHEBI BApUAHTAM «ZW).
OcHoBHas ucmons3yemas QpyHKIUs:

FltCreateFile (u ero pacmmpennsie apy3bs, FltCreateFileEx u FltCreateFileEx2.



Bot npototun FltCreateFile:
NTSTATUS FltCreateFile (
_In_ PFLT FILTER Filter,
~In opt PFLT INSTANCE Instance,
~Out_ PHANDLE FileHandle,
_In_ ACCESS MASK DesiredAccess,
_In_ POBJECT ATTRIBUTES ObjectAttributes,
~Out_ PIO STATUS BLOCK IoStatusBlock,
_In opt PLARGE_INTEGER AllocationSize,
_In_ ULONG FileAttributes,
_In_ULONG ShareAccess,
~In_ULONG CreateDisposition,
_In_ULONG CreateOptions,
_In reads bytes opt (EalLength) PVOID EaBuffer,
~In ULONG EalLength,

~In_ULONG Flags);

Huuero cebe, y 3T0#1 pyHKIIMHM MHOTO-MHOTO BapuaHTOB. K cyacThio, 3T0 HE TaKk TPYIHO HOHSTh,
HO OHH JIOJKHBI OBITh YCTAHOBJIEHBI IPAaBUIILHO, MHAYE BHI30B HE Oy/ET BBIMOIHEH C KAKUM-TO
CTPAHHBIM CTATyCOM.

Kak BuiHO U3 00BSBIECHUS, IEPBBIH APTYMEHT - 3TO aapec (GUIbTpa, UCIOIb3yEeMbIN KaK
0a30BEIil.

OcnoBHoe Bo3Bpauaemoe 3HaueHue — FileHandle, 3To yka3zaTtens Ha OTKpBITHIH (aiin B ciaydae
ycnexa. Mbl He OylieM paccMaTpuBaTh Bee pasnuunble napamerpsl (cM. WDK nokymenTanuro),
HO MBI OyJIeM UCII0JIb30BaTh 3Ty (PYHKIIMIO B CIEYIOLIEM pa3Jiele.)

C BO3BpalllEHHBIM JIECKPUIITOPOM JpaiiBep MOXKET BbI3bIBaTh cTaHAapTHbe APl BBoga-BbIBO/A,
taxkue kak ZwReadFile, ZwWriteFile u T. 1.

Omnepanus mo-npekHeMy OyeT HarlelieHa TOJIBKO Ha HUKHKE YPOBHU. B KaduecTBe alnbTepHATUBBI
npaiiep moxet ucnonb3oBath FILE OBJECT u3 FltCreateFileEx wnm FltCreateFileEx2 ¢
takumu pyakusamu, kak FltReadFile u FltWriteFile (mocnennue dhyHkmmm TpedyroT daitioBoro
00BeKTa, a HE JICCKPUTITOPA).

[Tocne BHIMOTHEHHS ONIEPALIUU AJIsi BO3BPAIICHHOTO JIECKPUTITOPA HEOOXOANMO BBI3BATh
FltClose.



JpaiiBep pe3epBHOro Konuposanus ¢aiijio

HpI/II_HJ'IO BpEMs NIPUMCHUTH IMOJTYUYCHHBIC 3HAHWA HA IPAKTUKE, B YAaCTHOCTH, UCIIOJIb3YH
KOHTCKCTBI U OII€pallru BBOJIa-BbIBO/4d B z[paﬁBepe MI/IHI/I—(l)I/IJ'IBTpa.

Co3znanHblil HaMH IpaiiBep oOecreurnBaeT aBTOMaTHYECKOe pe3epBHOE KOMUpoBaHue (aiiina
BCSAKHI pa3, Korja (aiisl oTKpeIBaeTCs ISl 3alUCH HEMOCPEACTBEHHO Mepe]] 3alHChIO.

Taxum 06pa3oM, MOKHO BEPHYTHCS K IPEIbIAYIIEMY COCTOSHUIO (haiiia MpH JKEIaHUH.
@DaKTUYECKH - Yy HAC €CTh €AMHCTBEHHAsI pe3epBHas Konus (aiiia B 11000 MOMEHT.

['maBHBIN BoIpOC: T7I€ OyJIeT XPaHUTHCS ATa pe3epBHAs KOMUs? MOXHO CO3/1aTh «PE3EPBHYIO
KOITMIO» B KaTasiore (paiiia uin, BO3SMOXKHO, CO3J1aTh KOPHEBOM KaTAJIOT JIJIsl BCEX PE3EPBHBIX
KOMUI 1 3aHOBO CO3/1aTh PE3EPBHYIO KOMUIO B TOM K€ CTPYKTYpE MoK, HAYWHasl C UCXOAHOTO
(aiina (IpaiiBep MOXKET JaKe CKPBITh ATOT KaTaJor OT OOIIEro J0CTyIa).

OTH BapHaHThl XOPOUIO, HO I 9TOM AEMOHCTPALUU MBI BOCIIOJIB3YEMCs IPYTMM BAPUAHTOM:
MBpI coXpaHUM pe3epBHYIO KOMUIO ¢aiina B camoM (aiinie, B anbrepHaTuBHOM motoke NTFS.
ITo cyTw, aiin Oyaer coaepx’arb COOCTBEHHYIO PE3EPBHYIO KOIHIO.

3areM Npu HEOOXOAUMOCTU MBI MOXKEM ITOMEHATh KOHTEKCThI aJIbTEPHATUBHOIO IIOTOKA HA MTOTOK
110 YMOJTYaHUI0, 3(h(heKTUBHO BOCCTaHABIMBas (ailll B mpeblylee COCTOSIHUE.

Mpl HayHeM ¢ mabioHa MpoeKTa MUHU-QHIbTPa (PaiiIoBOi CUCTEMBI, KOTOPBI MBI
HCIIOJIb30BAJIM B IIPEABIAYIINX ApaniBepax.

Wwms npaiisepa Oyner FileBackup. Jlanee Ham Hy>kHO ucnipaBuTth (aiin INF kak 0Ob14HO.



Bort nerann KOTOPBIC OBLIH U3MEHEHBI:

[Version]

Signature "$Windows NTF"

Class "OpenFileBackup”

ClassGuid { fBecafaf-66d1-41a5-899b-665854T21607T }

ovider EMarufacturerNameaX
CatalogFile FileBackup.cat
[MiniFilter.Service]

LoadOrderGroup "FS Open file backup filters”

Instancel . Altitude "1eezea"
.. Istancel . rlads Bxla

Ms1 nepenmenyeM ¢aiin FileBackup.c B FileBackup.cpp ans nonaepxku koga C ++.

[TockonbKy MBI OyZieM UCIIOJIB30BaTh aJbTEPHATUBHBIE TOTOKHU, MOYKHO MCITOJIb30BAaTh TOJIBKO
NTFS, nockonbKy 3TO €IMHCTBEHHAs «cTaHAapTHas» (aiinoBas cuctema B Windows it
MTOIJIEPIKKHU aTbTEPHATUBHBIX (DAilIOBBIX ITOTOKOB.

DTO 03HAYAET, YTO JApaBEP HE JOJKEH MOAKIIOYATHCA K TOMY, KOTOPBI HEe ucnoiab3yeT NTFS.
JpaiiBepy HEOOXOMMO U3MEHUTH CTAHAPTHYIO PeaTU3allHI0 «HACTPOUKH IK3EMILIIPAY.

OOpaTHBIH BBI30B YK€ HACTPOEH MIA0IIOHOM MpoeKTa. BoT momHbIi kKo GpyHKIUH C
JTOTOJIHUTENbHOM TTpoBepkoit NTFS:

NTSTATUS FileBackupInstanceSetup(
~In_ PCFLT RELATED OBJECTS FltObjects,
_In_ FLT_INSTANCE SETUP_FLAGS Flags,
_In_DEVICE TYPE VolumeDeviceType,
~In_ FLT FILESYSTEM TYPE VolumeFilesystemType) {
UNREFERENCED PARAMETER(FltObjects);
UNREFERENCED PARAMETER(Flags);
UNREFERENCED PARAMETER (VolumeDeviceType);
if (VolumeFilesystemType != FLT FSTYPE NTFS) {
KdPrint(("Not attaching to non-NTFS volume\n"));

return STATUS FLT DO NOT ATTACH;



}
return STATUS SUCCESS;
}

Bozspamenne STATUS FLT DO NOT ATTACH 3anpeniaet npukpersieHue K
paccMaTpuBacMOMy TOMY.

Jlanee HaM HY>KHO 3aperucTpUpOBaThCs Ha COOTBETCTBYIOLIME 3apoChl. JpaiiBep 10mKeH
IIepEeXBaThIBATh ONEPALIUH 3AIMCH,II09TOMY HEOOXOIMM 0OpaTHBIN BBI30B Iepesl onepanuei s
IRP_MJ WRITE.

Kpome Toro, Ham HY>KHO OyZIET OTCIEKUBATH HEKOTOPHIE COCTOSIHUS C UCIIOIH30BAHUEM
¢aitnoBoro koHTekcra. JlpaiiBepy MoxeT moTpedoBaThcsi 00paboTKa onepanuu Mocjiae co3aHus,
a Taroke ounctka onepanus (IRP. MJ CLEANUP).

[Toz:xe Mbl yBUAMM, [TOUYEMY 3TO HeoOxoaumMo. Ha naHHbIM MOMEHT, yUUThIBast 3TU OrpaHUYECHMUS,
MBI MO’KEM HaCTPOMUTH CTPYKTYpPY pPErucTpaniii 00OpaTHOrO BbI30Ba CIEAYIOIIMM 00pa3oMm:

#define DRIVER CONTEXT TAG 'xcbF'
#define DRIVER TAG 'bF'
const FLT OPERATION REGISTRATION Callbacks[] = {
{ IRP_MJ CREATE, 0, nullptr, FileBackupPostCreate },
{ IRP_MJ WRITE, FLTFL OPERATION REGISTRATION SKIP PAGING IO,
FileBackupPreWrite, nullptr },

{ IRP_MJ CLEANUP, 0, nullptr,
FileBackupPostCleanup },

{ IRP_MJ OPERATION END }
+;

3areM HaMm MOHAJA00UTCSI HEKOTOPBIN KOHTEKCT, YTOOBI OTCIIEKUBATh, BHIIOJIHAIACH JIU YXKE
oTepamus 3aMCy Ha KOHKPETHBIN OTKPBITHIN (hait. JlaBaiiTe onpenennm CTpyKTypy KOHTEKCTa,
KOTOPYIO MbI OyJIEM HCIOJIb30BaTh:

struct FileContext {
Mutex Lock;
UNICODE STRING FileName;

BOOLEAN Written;



MsI coxpaHnuM camo uMs (aiina (ero OyaeT npolie COXpaHUTh IPU PE3EPBHOM KOMTUPOBAHUU
daiina), MpIOTEKC JUIS IIEJI CHHXPOHU3AIMH U JJOTHYECKOe 3HaYEeHHUE, YKa3bIBalolee,
BBITIOJIHSUIACK JIM YK€ OTlepalysi pPe3epBHOTO KOMMPOBAHUS TS 3TOTO (aiia.

Onsatb XKE, (I)aKTI/I‘-ICCKOG HCIIOJB30BaHUE TOI0 KOHTEKCTa CTaHET OoJiee SICHBIM, KOI'la MBI
Ha4YHEM O6paTHBIﬁ BbI3OB.

HOCKOHBKy Y HaC €CTb KOHTCKCT, €TI0 H606XO,I[I/IMO 3apCTUCTPUPOBATL B TAKOM MACCHBE
KOHTCKCTOB!:

const FLT CONTEXT REGISTRATION Contexts[] = {

{ FLT FILE CONTEXT, O, nullptr, sizeof(FileContext),
DRIVER CONTEXT TAG },

{ FLT CONTEXT END }
};

Ha 3ToT MaccuB yka3bpIBaeT IOJIHAs CTPYKTypa pErUCTpaliy, IOKa3aHHas HIKE:

COMET FLT_REGISTRATION FilterRegistration {

sizeof (FLT_REGISTRATION), 5ize
FLT_REGISTRATION_WERSIOM, Version

@ Flags

Contexts, Context

Callbacks, Cperation callbacks
FileBackupUnload, MiniFilterlUnload

FileBackupInstancelSsetup,
FileBackupInstanceQueryTeardown,
FileBackupInstanceTeardownStart,
FileBackuplnstanceTeardownComplete,

};

Teneps, Koraa y Hac HACTPOEHBI BCE CTPYKTYPBI, MBI MOKEM IEPEUTH K peatn3anuu 00paTHOTO
BbI30BA.

Post Create Callback
3auem HaM BOOOIIe HY>KeH OOpaTHBIN BBI30OB AJIs co3nanus (aiina ?

dakTHYEeCKH MOKHO HAIKUCATh JIpaiiBep U 0€3 Hero, HO ATO TIOMOXKET MPOJIEMOHCTPUPOBATH
HEKOTOpbIe (PYHKIIUH, KOTOPBIX MbI paHbIII€ HE BUEIIH.

Hama niens — BbIIEIUTH KOHTEKCT (aiina Juist nHTepecyronmx Hac ¢aitnos. Hanpumep, ¢aiisl,
KOTOPBIE HE OTKPBITHI JIJIS 3aIHCH, HE IMEIOT HUKAKOTo MHTEpeca Ui ApaiiBepa.



ITouemy MbI ucnionb3yem post-callback, a e pre-callback ?

Ham Hy»HO, 4TOOBI TOJIBKO eciiu (aiil OTKPHIBAETCS YCIIEIIHO, TO HAILIEMY IpaiiBepy CiemyeT
u3y4ath Qailn ganplie.

Peanu3anus HaunHaercs 34€cCh:
FLT POSTOP CALLBACK STATUS FileBackupPostCreate(
PFLT CALLBACK DATA Data, PCFLT RELATED OBJECTS FltObjects,
PVOID CompletionContext, FLT POST OPERATION FLAGS Flags) {
3areM u3BJIEUEM IapaMeTpbl ONepaIy CO3JaHMs:

const auto& params = Data-Iopb-Parameters.Create;

Hac nnTepecyroT TonbKo (aitiibl, OTKPBITHIE TS 3aIMCH, @ HE U3 PeKUMA spa, U He HOBBIE
¢aiinel (MOCKOIBKY HOBBIE (Dailiibl HEe TPEOYIOT Pe3epBHOTO KOMMPOBaHUA). BOT 4TO HYXHO
ClIeNaTh!

if (Data->RequestorMode == KernelMode
|| (params.SecurityContext->DesiredAccess & FILE WRITE DATA) ==
| | Data->IoStatus.Information == FILE DOES NOT EXIST) {
// kernel caller, not write access or a new file - skip
return FLT POSTOP_FINISHED PROCESSING;

}

[TonoOHbIe MPOBEPKU BaXKHBI, TAK KaK OHU YCTPAHSIOT JUIsl IpaiiBepa MHOTO BO3MOYKHBIX
HAKJIaJHBIX PAcXOO0B.

HpaiiBep Bceraa T0DKEH CTPEMUTRCS JeaTh KaKk MOKHO MEHBIIE, YTOObI CHU3UTH BIUSHUE HA
MIPOU3BOAUTEIHHOCTb.

Teneps, koraa y Hac ecTh (aiii, KOTOPBIN HaM HyKEH, HaM HYKHO ITOJTOTOBHTH OOBEKT
KOHTEKCTa, KOTOPBIN OyJIeT MPUKPEIUICH K (ailry.

DTOT KOHTEKCT MOHA00UTCS TMO3Ke, KOrAa Mbl OyzieM o0pabdaThiBaTh OOpaTHBIN BBI30B MEPE]
3anuckio. CHavana u3BjeueM ums Qaiina.

HpaiiBep momkeH BbI3BaTh ctanaapTHeIi FltGetFileNamelnformation.

UToOBI caienaTh 5TO HEMHOTO MPOIIE U MEHEE MOABEPKEHO OIMMOKaM, MbI OyJIeM HCTIOIb30BaTh
obomouky RAII, npencraBiieHHy 0 paHee B 3TOH IiaBe:



FilterFileNameInformation fileNameInfo(Data);
if (!fileNameInfo) {
return FLT POSTOP_FINISHED PROCESSING;
}
if (!NT_SUCCESS(fileNameInfo.Parse())) // FltParseFileNameInformation

return FLT POSTOP FINISHED PROCESSING;

Crnenyromuii mar - pemuThb, OyJIeM JI1 Mbl JieJlaTh Pe3epPBHYIO KOIUIO BeexX (ailnoB miu ¢aitnos,
HaxXOSIIMXCS B ONPEICICHHBIX KaTajaorax.

Jliis THOKOCTH, MBI Oy/1eM IPUIEP>KUBATHCSI BTOPOTO MOAX0/A.

JaBaiite co3aaaum BcrioMorarenbHyto ¢yHkiuio ¢ uMeHeM IsBackupDirectory, koropast omkHa
BO3BpAIIaTh UCTUHY ISl KaTaJOrOB, KOTOPhIE HAM HeOe3pas3IHyHBI.

Bot npocras peanusanusi, KoTopas BO3BpalaeT true Ajs Jr000ro Karajiora ¢ IMEHEM «\
pictures W unu «\ documents \»:

bool IsBackupDirectory( In PCUNICODE STRING directory) {
// no counted version of wcsstr :(
ULONG maxSize = 1024;
if (directory->Length > maxSize)
return false;

auto copy = (WCHAR*)ExAllocatePoolWithTag(PagedPool, maxSize +
sizeof (WCHAR),

DRIVER TAG);
if (!copy)
return false;
Rt1ZeroMemory(copy, maxSize + sizeof (WCHAR));
wcsnepy s(copy, 1 + maxSize / sizeof (WCHAR), directory->Buffer,
directory->Length / sizeof(WCHAR));
_wcslwr(copy);

bool doBackup = wcsstr(copy, L"\\pictures\\") || wcsstr(copy,
L"\\documents\\");

ExFreePool(copy);

return doBackup;



OyHKIMS TPUHUMAET TOJIBKO UM KaTajiora (M3BJIEYEHHOE ¢ IOMOIIbIO
FltParseFileNamelnformation) n HE0OXOIMMO MCKaTh YKa3aHHBIE BBIIIE MOJCTPOKH.

K COXAJICHUIO, 9TO HC TaK ITIPOCTO, KaK XOTCJIOCh OBI.

Ectp QyHKums wesstr, KOTopasi IpocMaTpuBaeT CTPOKY B IIOMCKAX MOACTPOKH, HO Y HEee €CTh JIBE
POOJIEMBI:

* OHa 4yBCTBUTEJIEH K PETUCTPY, YTO HEYJIOOHO, KOTrJia peub UAET O (ailiax Uiau Karajorax

* OHa OXXUAAET, UTO UCKOMas cTpoka Oynet 3aBepuieHa NULL, uto He 00s3aTenbHO B Cllyyae ¢
UNICODE_ STRING.

M3-3a BhIIIeyKa3aHHBIX TIPOOJIEM KO BBIICISAET CBOW COOCTBEHHBIN CTPOKOBBIN Oydep, KOmUupyeT
UM KaTaJiora U mpeodpasyeT CTPOKY B HIDKHUN perucTp (_ weslwr) mepen uemnonb30BaHueM
wesstr 1 morcka «\pictures\» u «\documents\».

BepnyBimck kK 00paTHOMY BBI30BY TIOCJIE CO3/1aHUs, MBI BbI3biBaeM IsBackupDirectory u
BBIXO/IMM, €CJTM OH Bo3BpamiaeT false:

if (!IsBackupDirectory(&fileNameInfo->ParentDir))

return FLT POSTOP_ FINISHED PROCESSING;

Jlanee HaM HY>KHO CZeNaTh €Ille OAHY NMPoBepKy. Eciu oTKpbITHIN (aiin npeaHazHaueH s
IIOTOKA HE 110 YMOIYaHMIO, TOIJJa Mbl JOJDKHBI HE CO3/1aBaTh PE3EPBHYIO KOMHUIO YEro-JI100.

MpI cienaeM pe3epBHYIO KOMMIO TOJIBKO MOTOKA JAHHBIX MO YMOJTYaHHUIO:
if (fileNameInfo->Stream.Length > 0)

return FLT POSTOP FINISHED PROCESSING;

HakoHer, MbI TOTOBBI BBIJIEIUTH KOHTEKCT HAIIETO (aiiia 1 HHUIIMATU3UPOBATh €ro:
FileContext* context;
auto status = FltAllocateContext(FltObjects->Filter, FLT FILE CONTEXT,
sizeof (FileContext), PagedPool, (PFLT CONTEXT*)&context);
if (!NT SUCCESS(status)) {
KdPrint(("Failed to allocate file context (0x%08X)\n", status));
return FLT POSTOP_FINISHED PROCESSING;
}
context->Written = FALSE;
context->FileName.MaximumLength = fileNameInfo->Name.Length;
context->FileName.Buffer = (WCHAR*)ExAllocatePoolWithTag(PagedPool,

fileNameInfo->Name.Length, DRIVER TAG);



if (!'context->FileName.Buffer) {
FltReleaseContext(context);

return FLT POSTOP_ FINISHED PROCESSING;

}

RtlCopyUnicodeString(&context->FileName, &fileNameInfo->Name);
// initialize mutex
context->Lock.Init();

3tot Ko Tpedyet oobsicHenus. FltAllocateContext BeIeNsieT KOHTEKCT ¢ TpeOyeMbIM Size U
BO3BpAILlaCT YKa3aTelb Ha BBIJICIICHHYIO MaMSITh.

BO3BpaH_IeHHa${ KOHTCKCTHAsA IaMATh HE 06Hy.II§ICTC$I, MMO3TOMY BCC YICHBI JOJIKHBI OBITh
IMpaBUJIbHO HHUITUAJIU3UPOBAH.

3auem BOOOIIE HAM HY>KEH 3TOT KOHTEKCT? THIMYHBINA KIIMESHT OTKPBIBACT (hailsl JJIs 3aIucH, a
3areM BbI3bIBaeT WriteFile moTeHIIMaMbHO HECKOIBKO pas.

[Tepen nmepeeiM BeizoBOM WriteFile npaiiBep momkeH BepHYTh IpeIbLIyIee coaepkuMoe (aiina.

Bot moueMy HaMm Hy>kHO Jlorudeckoe mojie Written - 4TOOBI MBI CIIENIANN PE3EPBHYIO KOIMUIO
TOJIBKO OJIMH pa3 Mepesl MepBOM ONepauen 3ammcu.

9TO0T (bJ'IaF HaunHaeTcs Kak False n MeHseTcs Ha true mocie HepBOﬁ Oorcpanyu 3alcCHu.

Taxoit TOBOPOT cOOBITHIT H300pakeH Ha CIEIYIOIIeM PUCYHKE.

Client | Open File Write Data Write Data Write Data Close File
. Prepare Backup Cleanup
Driver Context File Context

Time

3areM MbI BBIACIISIEM aMATh IS XpaHEHHS MTOJIHOTO UMEHU ¢aiiina, KoTopoe HaM MOHAI00UTCs
M03XKE MPU PE3EPBHOM KOMMHMPOBAHUHU.

Texunuecku Ml MokeM BbI3BaTh FltGetFileNamelnformation Bo BpemMst pe3epBHOTO
KomupoBaHus (haiina, HO MOCKONIBKY 3Ta (DYHKIUS MOXET HE paboTaTh B HEKOTOPHIX CUTYaIIUSX,
JydIlle TIOTyYuTh UMs (aiisia ceiiuac U UCIOJIb30BaTh €ro MO3Ke, CAeaB IpaiBep Oosee
HAJCKHBIM.

[TocieqHee moste B HaIIeM KOHTEKCTE - MBIOTEKC. HaM Hy»Ha HEKOTOpasi CHHXPOHH3AIUS B
HEOOBIYHOM, Ha CITydJai, Korja 0oJjiee OJJHOTO MOTOKA B KIIMEHTCKOM IPOIECCe 3aIUCHIBAIOT B
OJTMH M TOT ¢ (haiijl MPUMEPHO B B TO Jke BpeMsl. B TakoM ciiydae HaM HY)KHO YOSTUTHCS, YTO
MBI C/IeJIalIi €IUHCTBEHHYIO PE3EPBHYIO KOIHIO JAHHBIX, HHAYE HAIlla Pe3epBHAs KOITUS MOXKET
OBITH MOBPEXKICHA.



Bo Bcex 110 cux nmop npumepax, rjae HaM TpebdoBanach Takasi CHHXPOHHU3AIH, MBI HCTIOJIb30BAIN
OBICTPBIN MBIOTEKC, HO 3/1€Ch MBI HCIIOJIb3yEeM CTaHJAPTHBIN MBIOTEKC.

[Touemy? [IprunHa cBsi3aHa ¢ onepaiuei, KOTOpyro JApaiiBep OyJeT BbI3BIBATH MPU PE3EPBHOM
kormupoBanuu (aiina - API BBoma-BeiBo/Ia, Takue kak Zw WriteFile u ZwReadFile MmoxxeT ObITH
BbI3BaH Tosbko ipu IRQL PASSIVE LEVEL (0).

Bbrictperit mproteke noguumMaeT IRQL 1o APC_LEVEL (1), uto npuBeAeT K TyMHKOBOM
CUTYyaluu, eciii ucnoiib3dyrorcs APl BBosa-BbIBOIA.

Krnacc Mutex - TOT ke, 4TO MOKa3aH B I71aBe 6, KOTOPbIH OyaeT ucnoiab3oBarbes ¢ RAIL
AutoLock.

Teneps KOHTEKCT MHULIMAIM3UPOBAH, TO3TOMY HaM HY>KHO MPHUKPEIUTH €ro K (aiiity ¢
FltSetFileContext u BepHYTbCsl M3 0OpAaTHOTO BBI30Ba post-create:

status = FltSetFileContext(FltObjects->Instance, FltObjects->FileObject,
FLT SET CONTEXT _KEEP_IF EXISTS, context, nullptr);
if (!NT SUCCESS(status)) {
KdPrint(("Failed to set file context (0x%08X)\n", status));
ExFreePool(context->FileName.Buffer);
¥
FltReleaseContext(context);

return FLT POSTOP FINISHED PROCESSING;
}

YcraHoBieHHbIE KOHTEKCTHBIE API 1M03BOJISAIOT COXpAaHUTH CYIIECTBYIOIINN KOHTEKCT WIH
3aMEHUTH €T0 (ECJIH €CTh).

Ecnu koHTEKCT yrke ObLT BO3BPAIICHHBIN CTATYC -
STATUS FLT CONTEXT ALREADY DEFINED, uyto siBIsieTcsl cTaTycoM OIMIMOKH, U €CIIU
BO3BPAIIAETCS CTATyC OUIMOKH, IpaiiBep cTapaeTcsi 0CBOOOIUTh paHee BBIJCIECHHbBIN CTPOKOBBIH

oydep.

Haxkonen, HeoO6xonumo Be3Bath FltReleaseContext, KOTOpHIiA, eclii Bce B MOPSAKE,
YCTaHaBJIMBAET CUETYUK BHYTPEHHHUX CCBhUIOK KOHTEKCTa B 1 (+1 ans Beinenenus, -1 mid
ocBoOOXxIeHUs). Eciin KOHTEKCT He yanoch yCTaHOBHUTh, OH Oy/IET MOTHOCTHIO
OCBOOOXKICHHBIM.



OOpaTHbIii BBI30B Iepe]] 3alHChI0

3anavya 0OpaTHOTO BBI30BA MEPe]] 3aMKChIO - CAENAaTh KOMHIO JaHHBIX (haiiia HeMmOoCPEICTBEHHO
nepen GaKTUUECKOM OIepaliy 3am1cH.

Bot noueMy 31ech HEOOXOIUM IpeBAPUTEIbHBIN OOPATHBIN BHI30B, MHAYE B TOCT-00paTHOM
BBI30BE, omepalus yxxe OyJeT 3aBepllieHa.

Haunewm ¢ monyuenus konTekcra (aiina. Eciii oH HE CyIIeCcTBYET, TO MBI MOXKEM MPOCTO
JIBUTaTbCSl TAJIBIIIE:

FLT PREOP CALLBACK STATUS FileBackupPreWrite(
PFLT CALLBACK DATA Data, PCFLT RELATED OBJECTS FltObjects,
PVOID* CompletionContext) {
UNREFERENCED PARAMETER(CompletionContext);
UNREFERENCED PARAMETER(Data);
// get the file context if exists
FileContext* context;
auto status = FltGetFileContext(FltObjects->Instance,
FltObjects->FileObject, (PFLT CONTEXT*)&context);
if (!NT SUCCESS(status) || context == nullptr) {
// no context, continue normally
return FLT PREOP SUCCESS NO CALLBACK;

}

Korna y Hac ecTb KOHTEKCT, HaM HY’KHO C/IeJ1aTh KOIHIO JaHHbIX (hailyia TOJIBKO OJJUH pa3 Mmepes
[IEPBOM 3aIUCHIO.

CHauayia MbI TIOJTy9aeM MBIOTEKC U TTPOBEPSIEM 3alMCaHHbBIN (har U3 KOHTEKCTa, €CITU 3TO JIOXKb,
TO pe3epBHAas KOIUs €Il He CO3/1aHa, U MbI BHI3bIBAEM BCIIOMOTATENbHYIO (DYHKIIHIO JIJIS
CO3/ITaHUSI PE3EPBHOM KOIHH:

{
AutoLock<Mutex> locker(context->Lock);
if ('context-sWritten) {
status = BackupFile(&context->FileName, FltObjects);
if (!NT SUCCESS(status)) {

KdPrint(("Failed to backup file! (0x%X)\n", status));



context->Written = TRUE;

}

FltReleaseContext(context);

return FLT PREOP_SUCCESS NO CALLBACK;
}

Bcnomorarensnas pyukmus BackupFile - kirrod k Tomy, 4T00BI Bce 3T0 paboTaio. MoxHO
MOTlyMaTh, YTO CO3/IaHKE KomupoBaHue ¢GaitiioB - 3To nmpocto API; k coxxaneHuro, 3T HE Tak.

B anpe ver pynkuun «CopyFiley.

API nonb3oBarensckoro pexuma CopyFile - 310 HeTpuBHanbHas QyHKIMSI, KOTOpPask BBIIOIHSET
J0BOJILHO MHOT'O pabOTBHI 110 CO3AaHUI0 KOIUH.

YacTtuyHO 3TO uTeHHEe OAWTOB M3 UCXOAHOTO (haiiyia U 3amuch B IIEeTIEBOM (aii.

Ho a0 He Tak. BO-HepBBIX, MOXKET 6I)ITB HECKOJIBKO ITOTOKOB JI1 KOIIMPOBAHUSA (B ciIy4dac
NTFS).

Bo-BTOpBIX, €CTh BONPOC O AECKPUNTOPE OE30MACHOCTH U3 UCXOAHOTO (ailiia, KOTOPBINA TaKkKe
HEOOXOAMMO CKOITUPOBATH B OIPEICICHHBIX ciydasx (cMm. nokymeHTanuto st CopyFile, aToOs!
MOJIYYUTh BCE TTOJIPOOHOCTH).

CyTh B TOM, 4TO HaM HY>KHO CO37aTh COOCTBEHHYIO OTNEpaIuio KonmupoBanus (aitios. K
CUaCTbhIO, HAM MTPOCTO HYKHO CKOMMMPOBATh OJMH (DailIOBBIN TIOTOK - MTOTOK 110 YMOJTYAHHIO B
JPyTOH MOTOK BHYTPHU TOTO ke (pru3rueckoro (aiisa, 4To U Halll pe3epBHBINA MOTOK.

Bot nauano nameit ¢pynkuuu BackupFile:
NTSTATUS

BackupFile( In_ PUNICODE STRING FileName, In_PCFLT RELATED OBJECTS
FltObjects) {

HANDLE hTargetFile = nullptr;
HANDLE hSourceFile = nullptr;
I0 STATUS BLOCK ioStatus;
auto status = STATUS SUCCESS;
void* buffer = nullptr;

[1yTb, KOTOPBII MBI BBIOEPEM - OTKPBITH ABa JECKPUIITOPA - OJUH (MCXOIHBIN) AECKPUIITOP,
YKa3bIBAIOUIUI Ha UCXOTHBIN (haiiil (C MOTOKOM 10 YMOJIYAHHUIO JUIsl pE3€PBHOTO KOMUPOBAHMUS), a
IpyToii (11es1eBOi) TECKPUIITOP 7Sl pe3epBHOTO MOTOKA.



3aTeM Mbl IPOYUTAEM U3 UCTOUHHMKA U 3alUIIEM B pe3epBHBIN NOTOK. KoHIlenTyanbHO 3TO
MPOCTO, HO, KaK 3TO YacTO OBIBACT B SAPE, AbSBOJ KPOETCS B JIETAJIAX.)

Haunewm c onpenenenus pazmepa (aiina. Pazmep ¢aiiina MoxxeT ObITh HyJIEBBIM, U B 3TOM CITyyae
HEYEro KOMMUPOBAaTh HE HYXKHO:

LARGE INTEGER fileSize;
status = FsRtlGetFileSize(FltObjects->FileObject, &fileSize);
if (!NT SUCCESS(status) || fileSize.QuadPart == 0)

return status;

FsRtlGetFileSize pexomenyercs BCskuii pa3, korja Tpedyercs pasmep (daiisia ¢ yueTom
ykazarens Ha FILE OBJECT.

AnwpTepHaTuBOM OBLIO OBI HicTIONb30BaHue ZwQuerylnformationFile mist monmyuenus pasmepa
¢aiina (y Hero MHOrue Jipyrue TUIbl HHPOPMALIMHU, KOTOPBIE OH MOXKET IOJIyUUTh), HO JJIsl 3TOrO
TpedyeTrcs JecKpUNTop (aiiyia, 4TO B HEKOTOPBIX CIIydasX MOXET BbI3BaTh MPOOIeMy.

Tenepbs MbI TOTOBBI OTKPBITh UCXOAHBIN (aiin ¢ momoikko FltCreateFile. Baxxno ne
ucnonb3oBath ZwCreateFile, 4ToObI 3apochl BBOAA-BBIBO/IA HE OTIIPABILSUIUCH IpaiiBepy HIKE
HAaIIIEeTO JIpaiBepa.

do {
// open source file
OBJECT ATTRIBUTES sourceFileAttr;
InitializeObjectAttributes(&sourceFileAttr, FileName,
0BJ _KERNEL HANDLE | 0BJ CASE INSENSITIVE, nullptr,
nullptr);

status = FltCreateFile(
FltObjects->Filter,
FltObjects->Instance,
&hSourceFile,
FILE READ DATA | SYNCHRONIZE,
&sourceFileAttr,
&ioStatus,
nullptr, FILE ATTRIBUTE NORMAL,
FILE SHARE READ | FILE SHARE WRITE,
FILE OPEN,

FILE_SYNCHRONOUS IO NONALERT,



nullptr, 0O,
I0 IGNORE SHARE ACCESS CHECK);
if (!'NT SUCCESS(status))

break;

ITepen Bei3oBoM FltCreateFile, kak u apyrum API, TpeOyromum o6beKT
OBJECT ATTRIBUTES, crpykrypa A071KHA ObITH MPAaBUIBHO HHULUAIU3UPOBAHA C UIMEHEM
¢aiina, npenocrasienusiM B BackupFile.

310 (ailyIoBHI MOTOK MO0 YMOTYAHUIO, KOTOPBIA BOT-BOT M3MEHHUTCS B PE3YJIbTaTEe ONEPAIUH
3aIMCH, U IIOOTOMY MBI JI€1a€M PE3EPBHYIO KOIMIO.

BaxnasiMu ApTYMCHTAMU BbI30Ba ABJISIFOTCA:

* 00bekTHI filter u instance, KOTOpbIE MPETOCTABISAIOT HEOOXOAUMYIO HH(MOPMAIIHMIO JJIS Iepexo/ia
BBI30Ba K clleAyIoleMy (pUuabTpy HUXKHETo ypoBHS (Min (aiioBoil cucTeMbl), BMECTO MEpexoaa
Ha BEPIIMHY cTeKa (PaillIoBON CUCTEMBI.

* Bo3Bpalaemsiid neckpuntop B hSourceFile.
* Macka gocryna, ycraHosieHHas Ha FILE READ DATA u SYNCHRONIZE.

¢ pacCIlONIOKCHUE CO3JaHUS, B JAHHOM CJIYUa€ YKa3bIBAOLICC, UTO (1)31\/’[.]'[ HJOJDKCH CYIICCTBOBATh
(FILE_OPEN).

* g mapameTpoB coznanus ycraHoBiaeHo 3HaueHne FILE SYNCHRONOUS IO NONALERT,
YTO yKa3bIBa€T Ha CHHXPOHHYIO OTIEPAIIHIO.

* pmar I0O_IGNORE _SHARE ACCESS CHECK BaxeH, TOTOMY 9TO pacCMaTpHBACMBIH (aiiit
OBLT YK€ OTKPBIT KIIMEHTOM, KOTOPBINA, CKOPEE BCETO, OTKPBLI €r0 0e3 pa3peiieHus Ha
COBMECTHOE HCIIOJIb30BaHHUE.

3areM HaM HY)KHO OTKPBITh WJIM CO3/IaTh MIOTOK PE3EPBHBIX KOMui B ToM *ke (aitie. HazoBem
pesepBHY0 Komuto “:backup® u ucnons3yiite npyroit Bei3oB FltCreateFile, uToObI momyuuTh
JCCKPHUIITOP LiesieBoro (aiina:



UNICODE_STRING targetFileName;
const WCHAR backupStream[] = L":backup";
targetFileName.MaximumLength = FileName->Length + sizeof (backupStream);
targetFileName.Buffer = (WCHAR*)ExAllocatePoolWithTag(PagedPool,

targetFileName.MaximumLength, DRIVER TAG);
if (targetFileName.Buffer == nullptr)

return STATUS INSUFFICIENT RESOURCES;

RtlCopyUnicodeString(&targetFileName, FileName);
RtlAppendUnicodeToString(&targetFileName, backupStream);
OBJECT ATTRIBUTES targetFileAttr;
InitializeObjectAttributes(&targetFileAttr, &targetFileName,

0BJ KERNEL HANDLE | OBJ CASE INSENSITIVE, nullptr, nullptr);
status = FltCreateFile(

FltObjects->Filter,

FltObjects->Instance,

&hTargetFile,

GENERIC WRITE | SYNCHRONIZE, // access mask

&targetFileAttr,

&ioStatus,

nullptr, FILE ATTRIBUTE NORMAL,

0,

FILE OVERWRITE IF,

FILE SYNCHRONOUS IO NONALERT, // create options (sync I/0)

nullptr, 0, 0);
// extended attributes, EA length, flags
ExFreePool(targetFileName.Buffer);
if (!NT _SUCCESS(status))

break;



Wwms daiina co3naeTcs myTeM o0beMHEHUS] OCHOBHOTO UMEHH (hailiia 1 UMEHH Pe3E€pPBHOTO
noroka. OH oTKpsIT A7 noctyna Ha 3anuck (GENERIC WRITE) u nepe3anuceiBaet mo0bie
naHHble, kotopble MoryT npucyrcrBoBats (FILE OVERWRITE IF ).

C momouibio 3TUX ABYX JAECKPUITOPOB MBI MOXKEM YUTATh C HCTOYHUKA U MTUCATH B 11ETIb.
[Ipocroit moaxox 66110 OBI BBLIETUTH Oydep ¢ pazmepoM (aiisia 1 BHIOIHUTE padOTy ¢ OTHUM
YTCHUEM U OJJHOM 3aIIUCBHIO.

OpnHako 3TO MOKET OBITh MPOOJIEMATHYHO, €CIU (aiia OYeHb OOIBIION, YTO MOXKET BbI3BATh
HEXBATKH MaMSTH.

Permenrem ObII0 OBI BBIICTUTH OTHOCHTEIHHO HEOOIBION Oydep U MPOCTO 3aIMKIHBATECS,
MOKa Bce KYCKH (haiiyia He ObUTH CKOITUPOBAHBI. JTO MOJXOM, KOTOPBIH MBI OyJIeM UCTIOIBb30BaTh.
Cuauaina Beienum Oydep:

ULONG size =1 << 21; // 2 MB
buffer = ExAllocatePoolWithTag(PagedPool, size, DRIVER TAG);
if ('buffer) {
status = STATUS INSUFFICIENT RESOURCES;
break;
}
Tenepp nuxiI:
LARGE INTEGER offset = { 0 };
LARGE INTEGER writeOffset = { 0 };
ULONG bytes;
auto saveSize = fileSize;
while (fileSize.QuadPart > 0) {
status = ZwReadFile(
hSourceFile,
nullptr,
nullptr, nullptr,
&ioStatus,
buffer,
(ULONG)min( (LONGLONG)size, fileSize.QuadPart),
&offset,
nullptr);

if (!'NT SUCCESS(status))



break;
bytes = (ULONG)ioStatus.Information;
status = ZwWriteFile(
hTargetFile,
nullptr,
nullptr, nullptr, // APC routine, APC context
&ioStatus,
buffer,
bytes,
&writeOffset,
nullptr);
if (!NT SUCCESS(status))
break;
offset.QuadPart += bytes;
writeOffset.QuadPart += bytes;
fileSize.QuadPart -= bytes;

}

[ukn mpomoimkaeTcst 10 TeX Mop, MoKa ecTh 0aiThl aist nepenaun. Haunem ¢ pa3mepa daiina, a
3aTeM YMEHBIIIAeM ero JJIs KaXI0TO MepeIaHHoro pparMenra.

Camy paborty BemonsstoT pynkuuu ZwReadFile u ZwWriteFile.

Omneparust YTeHUS BO3BPAIACT KOJTMYECTBO (PaKTUUECKUX 0AaWTOB, 3TU OAHUTHI MBI TIOTOM
JIOJKHBI 3aI1MCaTh.

Korzna Bce Oyzner crenaHo, 0cTanoch cienars eme oaHo. IIockonbKy Mbl MOXKEM IEpE3aluChIBaTh
MIPEIBIIYIYI0 PE3EPBHYIO KOMUIO (KOTOpasi MOIJIa ObITh OOJIbIIE, YeM TEKYIasi), Mbl JIOJIKHBI
YCTQHOBUTH yKa3aTelb KOHIA (hailia Ha TeKylee CMEIIeHHe:

FILE END OF FILE INFORMATION info;

info.EndOfFile = saveSize;

NT VERIFY(NT SUCCESS(ZwSetInformationFile(hTargetFile, &ioStatus,
&info, sizeof(info), FileEndOfFileInformation)));

} while (false);



Makpoc NT VERIFY pa6otaer kak NT ASSERT B oTiiaounsix cOopkax, HO HE OTOpachiBaeT B
penn3HbIX cOOpKax.

Hakonen, HaM HY’KHO BCE OUHCTHUTB:
if (buffer)
ExFreePool(buffer);

if (hSourceFile)
FltClose(hSourceFile);

if (hTargetFile)
FltClose(hTargetFile);

return status;

}

OOpaTHbIii BHI30B N0CJI€ OUUCTKH

3aueM HY’KEH elle oJJuH oOpaTHBIN BBI30B? Halll KOHTEKCT MpUKpETUIEeH K (ailry, 9To 03HAYaeT,
YTO OH OyJeT yIanaThCs TOIBKO MPH yaaneHuu ¢aiina, 4To MOKET HUKOIIa He TPOU30UTH.

Hawm Hy>HO 0CBOOOANTH KOHTEKCT, KOT/1a (aiiil 3aKphIBaeTCs KIMEHTOM.
3neck BaxHbl e onepauuu: IRP MJ CLOSE u IRP_MJ CLEANUP.

Jlyummit mogxon — ucnonb3oBath IRP. MJ CLEANUP, uto 1o cytu o3Ha4aeT, uTo (aitioBeIi
O0O0BEKT OOJbIIIE HE HYXKEH, JaXKe €CJIH MOCIEeTHUN IECKPUIITOP ellle HE 3aKPBIT. ITO XOpOoIIee
BpeMsI, YTOOBI OCBOOOIUTH HAIll KOHTEKCT (€CJIM OH CYIIIECTBYET).

FLT POSTOP CALLBACK STATUS FileBackupPostCleanup(
PFLT CALLBACK DATA Data, PCFLT RELATED OBJECTS FltObjects,
PVOID CompletionContext, FLT POST OPERATION FLAGS Flags) {
UNREFERENCED PARAMETER(Flags);
UNREFERENCED PARAMETER(CompletionContext);

UNREFERENCED_ PARAMETER(Data) ;

HaMm Hy»HO 1mosryunTh KOHTEKCT (ailsia, 1 eclii OH CYILECTBYET - 0CBOOOAUTH BCE, UTO
JUHAMMYECKH BBIJEIIEHO HEITOCPEICTBEHHO NEPE]] YAAICHUEM:



FileContext* context;
auto status = FltGetFileContext(FltObjects->Instance,
FltObjects->FileObject, (PFLT_CONTEXT*)&context);
if (!NT SUCCESS(status) || context == nullptr) {
// no context, continue normally
return FLT POSTOP_ FINISHED PROCESSING;
}
if (context->FileName.Buffer)
ExFreePool(context->FileName.Buffer);
FltReleaseContext(context);
FltDeleteContext(context);
return FLT POSTOP FINISHED PROCESSING;
}

TecTupoBanue apaiiBepa

Mp&1 MOKEM TIPOTECTUPOBATH JIpaiiBep, pa3BEPHYB €T0 B IEJIEBOM CHCTEME Kak OOBIYHO, a 3aTeM
pabotaTth ¢ ¢aitnamu B karanorax «documents» win «picturesy».

B cnenyromem npumepe st coznan ¢aiin hello.txt B mamke qokymMeHTOB ¢ copepxkumbiM «Hello,
world!», coxpanm aiin, a 3aTeM u3MeHmI ero coaepxkumoe Ha« Goodbye, world! » u cHOBa
COXpaHMI.

Pucynok HMXe mokas3bIBaeT, 4To npousonuio B NtfsStreams:

NTFS Strearns (C)2016 by Pavel Yosifovich

File  View

:‘1 Open File... lq% Open Folder...

File: C:\Users\zodia\Documents\Hello.txt

STREAM NAME | STREAM SIZE Bytes: 8 m 2 Size:n 2 4 8 I UTF-16  EXPORT..
:backup:$DATA 15 Bytes o o ] .

aeaa: 45 65 6C 6C 6F 2C 28 57 6F 72 6C 64 21 @D @A Hello, World!..




BoccraHnoB/ieHue pe3epBHBIX KONMIT

Kak MBI MOXeM BOCCTAaHOBHUTH pe3epBHYIO Konuio? Ham Hy»KHO CKONUPOBATH COACPKIUMOE
moToka «: backup» moBepx «oObr4HOTOY (haiina.

K coxanennro, API CopyFile He MoxeT 3TOTO ClienaTh, Tak Kak HE MPUHUMAET aJIbTCPHATHBHbBIC
MTOTOKH.

JlaBaiiTe HanuILIEM yTUIUTY 1Ji paOOTBhI.

MBI co3aiuM HOBBIH MPOEKT KOHCOJIbHOTO npuiioxkeHus ¢ umeHeM FileRestore. Mbl 1o6aBum
CIIe/IyIOIINE 3ar0JI0BOUHBIE (aitisl B pch.h:

#include <Windows.h>
#include <stdio.h>

#include <string>

OcHoBHas (pyHKIIHS TOJDKHA PUHUMATEL UMS (paiiyia B KauecTBE apryMeHTa KOMaH/IHOW CTPOKH:
int wmain(int argc, const wchar t* argv[]) {
if (argc < 2) {
printf("Usage: FileRestore <filename>\n");
return 0;

}

3areM MbI OTKpOeM JiBa (haiina, OAMH U3 KOTOPBIX YKa3bIBaeT HAa MOTOK «: backupy, a apyroi - Ha
«OOBIYHBINY (ait.

3aTeM MBI CKOITUPYEM I10 4acTsM, Kak u kox BackupFile npaiiBepa, HO B 0JIp30BaTeIbCKOM
pexxume (Kog 06paboTku ommOOK OIMyIieH A KPaTKOCTH):

// generate full stream name

std::wstring stream(argv[1l]);

stream += L":backup";

HANDLE hSource = ::CreateFile(stream.c str(), GENERIC READ, FILE SHARE READ,
nullptr, OPEN EXISTING, 0, nullptr);

HANDLE hTarget = ::CreateFile(argv[1], GENERIC WRITE, 0,
nullptr, OPEN EXISTING, 0, nullptr);

LARGE INTEGER size;

::GetFileSizeEx(hSource, &size);

ULONG bufferSize = (ULONG)min((LONGLONG)1 << 21, size.QuadPart);

void* buffer = VirtualAlloc(nullptr, bufferSize,



MEM COMMIT | MEM RESERVE, PAGE READWRITE);
DWORD bytes;
while (size.QuadPart > 0) {
: :ReadFile(hSource, buffer,
(DWORD) (min( (LONGLONG)bufferSize, size.QuadPart)),
&bytes, nullptr);
::WriteFile(hTarget, buffer, bytes, &bytes, nullptr);
size.QuadPart -= bytes;
}
printf("Restore successful!\n");
: :CloseHandle(hSource) ;
::CloseHandle(hTarget);
::VirtualFree(buffer, ©, MEM DECOMMIT | MEM RELEASE);
return 0;

}

CBsi3b B 0JIL30BaTEJILCKOM PEKuUME

B MNPpCAbIAYIIHNX TJIaBaX Mbl BUACIIN OAWH U3 CIIOCO00B CBSI3U MCKOY I[pal‘;IBepOM U KIIMCHTOM
MIOJIb30BATEIBCKOTO peskuma ¢ momoiisio DeviceloControl. D10, 6e3yciioBHO, MPEeKpacHbIN
croco0, KOTOPHI XOPOIIO PabOTaeT BO MHOTUX CUTYaILIHsX.

OI[I/IH N3 €TO0 HCAOCTATKOB ABJIICTCA TO, YTO KIIMCHT MOJIb30BATCIILCKOI'O pCKMUMa JOJKCH
HWHULIUUPOBATDb oOMeH JaHHBbIMMU. Eciu B npaﬁBepe YTO-TO €CTb AJId OTIIPABKU KIIMCHTY (I/IJ'II/I
K.HI/IGHTaM) ITOJIB30BATCIbCKOI'O PEKNMaA, OH HC MOXKCT ICJIaTh 3TO HAIIPAMYIO.

On JOJIKCH XPaHUTh €TI0 U KAATh ITOKAa KIIMCHT 3aIlIpOCUT JaHHBIC.

JHucneryep GUIbTPOB MPEAOCTABISAECT aIbTEPHATUBHBIN MEXaHU3M JIJIS AIBYHANPABICHHOMN CBS3U
MeX 1y MUHHU-(PpUIBTPpOM (haiisioBON CUCTEMBI M KIIMEHTOM OJIb30BATEIBCKOIO PEKUMA, I71e
mo0asi CTOpOHA MOXKET OTIIPABIIATH HH(GOPMAIUIO APYTOi U JAake KJ1aTh OTBETA.

Munu-GUIBTp co3aaeT nopT cBsizu GuiIbTpa, Bei3biBas FltCreateCommunicationPort.

KineHT monb30BaTebcKoro pekumMa MmoIKI09aeTCs K MOPTY, BBI3bIBAS
FilterConnectCommunicationPort, moxy4asi 1ecKkpunTop mopTa.

MuHH-UIBTP OTHPABISIET COOOIICHNE CBOEMY KIHMEHTY(-aM) TI0JIb30BaTeIbCKOTO PEKUMA C
FltSendMessage.

N Hao60poT, KIIMEHT MOJIB30BaTENLCKOTrO pekuMa Boi3biBaeT FilterGetMessage, uToObI
N0 /1aThCsl IPUOBITUS cooOIIeHus, miu Bbi3biBaeT FilterSendMessage uto-Obl OTHpaBUTH



cooOmieHue npaiisepy. Ecnu apaiiBep oxugaer oTBeTa, KIMEHT MOJIb30BATEIBCKOTO PeKUMa
Bbi3biBaeT FilterReplyMessage ¢ oTBeToM.

Co31aHue KOMMYHUKAIHOHHOTO MOPTA

Oynknus FltCreateCommunicationPort oObsBIsSIETCS CAEAYyIOMUM 00pa3oM:
NTSTATUS FltCreateCommunicationPort (
“In_ PFLT FILTER Filter,
_Outptr_ PFLT _PORT *ServerPort,
_In_ POBJECT ATTRIBUTES ObjectAttributes,
_In opt_PVOID ServerPortCookie,
~In_ PFLT _CONNECT NOTIFY ConnectNotifyCallback,
_In_PFLT _DISCONNECT NOTIFY DisconnectNotifyCallback,
_In opt_ PFLT MESSAGE NOTIFY MessageNotifyCallback,
~In LONG MaxConnections);
Bot onucanue napamerpo FltCreateCommunicationPort:

* Filter - »T0 yKa3arens, Bo3Bpamiaemsbiii FltRegisterFilter.

* ServerPort - 3TO BBIXOHOMN AECKPUNITOP, KOTOPBIA UCIOIB3YETCS BHYTPHU Ul IPOCTYILIMBAHUS
BXOJISIIIINX COOOIIEHUH U3 MOIb30BATEILCKOTO PEXKUMA.

* ObjectAttributes - 3T0 cTraHIapTHAS CTPYKTYpa aTprOyTOB, KOTOPAast TOJHKHA COMIEPIKATh HMSI
MopTa cepBepa U JACCKPUNTOp OE30MaCHOCTH, KOTOPBIH MO3BOJIUT MOJKITFOUYATHCS KIIMEHTAM
MOJIL30BATEIILCKOTO PeKUMa (TTOIPOOHEE 00 ITOM TOKE).

* ServerPortCookie - 3To HeoOsI13aTeNIbHBIN yKa3aTesb, ONPEACIIIeMbINA TpaiBEPOM, KOTOPHIT
MO>KHO HCITONIE30BaTh JIJISl PA3TUYCHUS HECKOIBKO OTKPBITBHIX MIOPTOB B OOPATHBIX BHI30BAX
COOOILIEHUIA.

* ConnectNotifyCallback - 310 06paTHBIil BEI30B, KOTOPBIH JOKEH MPEAOCTaBUTH ApanBep,
KOTOPBIN BBI3BIBACTCS TIPH TTOAKIIOYEHIUH HOBOTO KIIMEHTA.

* DisconnectNotifyCallback - 3170 oOpaTHbIii BEI30B, BEI3BIBAEMBI, KOT/IA KITUEHT
MOJI30BATEILCKOTO PEKUMA OTKIIIOYAETCS OT MOPTa.

» MessageNotifyCallback - 310 00paTHBIii BEI30B, BBI3BIBAEMBII MTPH MOCTYIUICHHH COOOIICHHUS
Ha TOPT.

* MaxConnections yka3bIBaeT MAKCUMAJIbHOE KOJTMUYECTBO KIIMEHTOB, KOTOPbIE MOTYT
MOJKJIFOYUTECS K TTIOPTY. DTO OJKHO OBITH OOJIBIIE HYJIA.

Jlnst yenienmtHoro Bei3oBa FltCreateCommunicationPort gpaiiBep 10DKeH MOATOTOBUTE aTpUOYThI
o0BeKTa U AeckpunTop 0e3onacHocTu. Camblil MPOCTON JECKPUNTOP 0€301TaCHOCTH MOYKHO
cosnath ¢ nomoipio FltBuildDefaultSecurityDescriptor Tak:



PSECURITY DESCRIPTOR sd;

status = FltBuildDefaultSecurityDescriptor(&sd, FLT PORT ALL ACCESS);

3aTeM MOXXHO MHHUIIHAIU3UPOBATH aTpHOyTHl 00BEKTA:

UNICODE STRING portName = RTL CONSTANT STRING(L"\\MyPort");
OBJECT ATTRIBUTES portAttr;
InitializeObjectAttributes(&portAttr, &name,

0BJ KERNEL HANDLE | OBJ CASE_INSENSITIVE, nullptr, sd);

Wmst mopTa HaXOQUTCS B IPOCTPAHCTBE UMEH JUCIIETYEPa OOBEKTOB, KOTOPOE MOXKHO
npocMoTpeTh ¢ nomotsio WinObj nocie co3panus nopra.

@naru nomwkael Bkmoyath OBJ KERNEL HANDLE, nnaue BbI30B 3aBEpIINTCS HEYIAuHO.
OOparuTe BHUMaHKE, YTO TOCIETHUI apryMeHT JECKpPHUITOp 0€301MacHOCTH, ONPEAeTICHHbIH
paHee.

Teneps npaiisep roros Be3Barh FltCreateCommunicationPort, kak mpaBuiIo0, BHITOTHIETCS
mocie Toro, Kak jpaiisep Boi3biBaeT FltRegisterFilter, Ho mepen FltStartFiltering:

PFLT PORT ServerPort;

status = FltCreateCommunicationPort(FilterHandle, &ServerPort, &portAttr,
nullptr,

PortConnectNotify, PortDisconnectNotify, PortMessageNotify, 1);
// free security descriptor

FltFreeSecurityDescriptor(sd);
IMoak/ro4yeHue B MOJIb30BATEIHCKOM pPesKUMe

KimenTts! mone3oBarenbckoro pexuma Boi3biBatoT FilterConnectCommunicationPort s
MTOJIKJIFOUYEHHUS K OTKPBITOMY TIOPTY, OOBSBIEHHOMY BOT TaK:

HRESULT FilterConnectCommunicationPort (
~In LPCWSTR 1lpPortName,
_In_ DWORD dwOptions,
_In reads bytes opt (wSizeOfContext) LPCVOID 1pContext,
~In_WORD wSizeOfContext,
_In opt LPSECURITY ATTRIBUTES 1lpSecurityAttributes,

_Outptr_ HANDLE *hPort);



Bort KpaTKOC U3JIOKCHUC MMapaMETPOB:

* IpPortName - 3To ums nopra (Hanpumep, «\MyPort»). O6parute BHUMaHHE, YTO C
JECKPUIITOPOM O€30MaCHOCTH 10 YMOTYAHHIO0, MOTYT HOKIIFOYATHCS TOJIBKO MPOLECChl YPOBHS
aIMUHUCTPATOPA.

» dwOptions o6br9HO paBeH Hymo, HO FLT PORT FLAG SYNC HANDLE B Windows 8.1 u
HOBEE YKa3bIBACT, YTO BO3BPAIAEMBIH IECKPHUIITOP TOJDKEH pa0d0TaTh TOJIBKO CHHXPOHHO.
HenousTHO, MouemMy 3T0 HE0OXOAUMO, TaK KaK MCIIOIb30BaHUE TI0 YMOJTYAHHIO B JIIOOOM ciiydae
CHHXPOHHO.

* [pContext u wSizeOfContext moaaepKuBaroT criocod oTmpaBku Oydepa IpaiiBepy BO BpeMst
COEUHEHHSI. DTO MOXKET OBITh UCTOIH30BAHO KaK CPEJICTBO ayTeHTU(UKAILIMH, HAIPUMEp, Koria
KaKoW-JT100 Taposih WIK TOKEH OTIIPABIISICTCA IpaiiBepy, U ApaiBep HE MPUHUMAET 3alpOChl Ha
MOJIKITIIOYEHUE, KOTOPbIE HE COOTBETCTBYIOT HEKOTOPBIM MPEAOIPEICICHHbBII MEXaHU3M
ayTeHTU(PUKAIIH.

B npousBoacTBEHHOM JipaiiBepe 3TO 00BIUHO XOpoLIas Hjies, IO3TOMY UYTO HEM3BECTHbIE
KJIMEHTHI HE MOIJIN «3aXBaTUTh)» KOMMYHHUKALIMOHHBIN MIOPT Y 3aKOHHBIX KIIMEHTOB.

* IpSecurityAttributes - 3To 00bruHbIi MoB30BaTenbekuii pexxum SECURITY ATTRIBUTES,
00b1yHO ycTaHoBIeHHbIH B NULL.

* hPort - neckpunTop BbIBOA, KOTOPBIH MMO3KE UCIIOIB3YETCS KIIMEHTOM JJIs OTIIPaBKU U
MTOJTYYCHUST COOOITICHHA.

DTOT BBI30B BBI3BIBACT OOPATHBIN BBI30B YBEIIOMIICHHUS O TIOJKIIFOYCHUH KIINEHTA, 0ObSBICHHBIH
CIIeIyIONUM 00pazoM:

NTSTATUS PortConnectNotify(
~In PFLT PORT ClientPort,
_In opt_PVOID ServerPortCookie,
_In reads bytes opt (SizeOfContext) PVOID ConnectionContext,
~In ULONG SizeOfContext,

_Outptr_result maybenull PVOID *ConnectionPortCookie);

ClientPort - 5T0 yHUKaJIBHBIN TECKPHUIITOP MOPTA KIUEHTA, KOTOPBIHN JIpaliBep JOKEH XPaHUTh U
HCTIOJIb30BaTh BCAKUHN pa3, KOrJa eMy HYKHO OOIAThCs C 3TUM KIIMECHTOM.

ServerPortCookie - 310 TOT ke mapameTp, kioTopblii ykazan B FltCreateCommunicationPort.

[Tapamerpsr ConnectionContex u SizeOfContex comepskar HeoOs3aTeNnbHbIN Oydep,
OTHPAaBJICHHBIN KJIHEHTOM.

Haxkonen, ConnectionPortCookie - HeoOs3aTennbHOE 3HaY€HUE, OH MEPEAACTCS MPU OTKIIOYSHUN
KJIMEHTa U COOOIIEHUU MTPOLEAYPbl YBEIOMIICHUS.



Ecnu npaiiBep cornamiaeTcst NpUHATh COSTUHEHNE KIIMEHTa, OH BO3BpAIlaeT
STATUS SUCCESS. B npoTHBHOM CiTy4ae KIUEHT IMOJIYYHT COOOIIeHNnEe 00 OmuoOKe.

[Tocne yenemnoro Bei3oBa FilterConnectCommunicationPort KITMEHT MOXKET HauaTh OOITIIEHUE C
npaiiBepoM U Ha000pOT.

OTnpaska u nojiy4yeHue coO0eHNH

HpaiiBep MUHU-(DUIBTPA MOXKET OTIPABIATH coobmenus knueHTam ¢ FltSendMessage,
OOBSIBIICHHBIM CJIETYIOIIIM 00pa3oMm:

NTSTATUS

FLTAPI

FltSendMessage (
_In_ PFLT FILTER Filter,
_In_ PFLT_PORT *ClientPort,
_In_PVOID SenderBuffer,
~In_ULONG SenderBufferLength,
_Out_ PVOID ReplyBuffer,
~Inout opt PULONG ReplyLength,

~In opt PLARGE INTEGER Timeout);

K nacrosiiiiemy BpeMeHH JOKHBI OBITh U3BECTHBI NIEPBhIE /1Ba apaMeTpa. JpaiiBep MOxeT
OTHpaBJIATh 110001 Oydep, omucannsiit SenderBuffer ¢ nmunoit SenderBufferLength.

OObIYHO ApaiiBep ompeenseT HEKOTOPYIO CTPYKTYpY B 0OIIui (aiin 3aroaoBKa, KOTOPbIi
KIIMEHT TaK)Ke€ MOKET BKJIFOUUTh, YTOOBI MIPABIUIIBHO HHTEPIPETUPOBATH MOIYUYEHHBIN Oydep.
[Tpwu >xenanuu ApaiiBep MOXKET OXKHUAATh OTBETA, U eclu J1a, mapameTp ReplyBuffer nomxen ObiTh
He- NULL ¢ MakcumastbHOM JUTMHOM OTBeTa, XpaHsmieics B ReplyLength.

Haxkonen, TaiiM-ayT yKka3bIBaeT, KaKk JOJITO ApaiiBep IOTOB *k1aTh COOOLIEHHs, YTOOBI J0OpaThcs
70 kiueHTa . TaiiM-ayT uMeeT oObIYHBIN (opMart, ONKMCaHHBIN 3/1ech Ui y100CTBa:

* ecsit ykazarenb NULL, apaiiBep roToB k1aTh O€CKOHEYHO.

* €CJIM 3HAaUYeHHE MOJIOKUTEIBHOE, TO 3TO abcomoTHOE BpeMs B enuHunax 100 He ¢ 1 sHBaps
1601 1.

* €CJIM 3HaYeHHEe OTPHUILIATENILHOE, 3TO OTHOCUTEIBHOE BpeMs - HauboJjiee pacrpoCTpaHEHHbIN
cilydai - B Tex ke enuHunax 100 He.

Hanpumep, ytoOb! yka3aTh oHy cekyHy, ykaxure -100000000. B kauecTtBe npyroro npumepa,
YTOOBI YKa3aTh B MUJUIUCEKYHIax YMHOXbTE X Ha -10000.



JpaiiBep 1oykeH ObITh OCTOpOsKeH U He yka3biBaTh NULL 13 06paTHOro BBI30Ba, IOTOMY YTO
3TO 03HAYACT, YTO €CIIU KJIUEHT B HACTOSAIIEE BPEMs HE CIIYIIAET, IIOTOK OJIOKUPYETCS JI0 TeX
10p, ITOKA 3TO HE IIPOU30MUIET, YTO MOKET HUKOTJA HE IIPOU30MTH.

.Hy‘-IH_IC YKa3aTb HCKOTOPOC OT'PaHUYCHHOI'0 3HAUCHUC.

C ToukM 3peHHs KIUEHTa, OH MOXET KJIaTh COOOIIECHUS OT ApaliBepa ¢ TOMOIIIBI0
FilterGetMessage, xotopslit ucnonb3yet cTpyktypy FILTER MESSAGE HEADER:

typedef struct FILTER MESSAGE HEADER {
ULONG ReplyLength;
ULONGLONG Messageld;

} FILTER MESSAGE HEADER, *PFILTER MESSAGE HEADER;

Ecnu oxunaercs orset, ReplyLength yka3piBaeT MakcumaibHOE 0KH1a€MOE KOIUYECTBO
0aliToB.

Messageld nose mo3BossieT pa3iudarh COOOIEHNs], KOTOPbIE KINEHT J0JDKEH UCII0NIb30BaTh,
eciu oH BbI3bIBaeT FilterReplyMessage.

KnueHTt MoxxeT MHUIIMMPOBATh coOCcTBEHHOE coolIienue ¢ nomouisio FilterSendMessage,
KOTOpO€ B KOHEYHOM MTOT€ MOMAAeT B 00paTHBII BBI30B JipaiiBepa, KOTOPBIi 3aperucTpUpoOBaH
B FltCreateCommunicationPort.

FilterSendMessage MoeT yka3biBaTh Oydep, coepx aiuii cooo1eHne Ui OTIPaBKHU U
HeoOs13aTeNIbHBIN Oydep I 0KUIaeMOT0 OTBETa M3 MUHHU-(DUIIBTPA.

PacmiupenHslii apaiiBep pe3epBHOro KONUPoBaHus (paiijioB

JlaBaiiTe yCOBEpIIEHCTBYEM ApaiBep pe3epBHOTO KOMUPOBAHUS (aiisIOB, 4UTOOBI OTIIPABIISITH
YBEAOMIICHHUS KIIMEHTY MOJIb30BaTEIbCKOIO PEKMUMA, KOTa pe3epBHas Konus Obula cieaHa.

Cnayana Mbl OIpeaACINM HCKOTOPYIO FJ'IO68.J'H>HYIO NEPCMCHHYIO JIAA XpaHCHUA COCTOSAHUA,
CBA3aHHOI'O C ITIOPTOM CBA3U:

PFLT PORT FilterPort;
PFLT PORT SendClientPort;

FilterPort - aTo mopTt cepBepa apaiiBepa, a SendClientPort - 3T0 KIMeHTCKuUI OPT mocie
MIOJIKJTFOYEHUS (MBI OyZieM pa3periath TOIBKO OAHOTO KIIMEHTA).

Hawm npunercst usmenutb DriverEntry, 4To0bl cO31aTh KOMMYHHKAIIMOHHBIH MOPT, KAK OMIMCAHO B
npensiymeM pasaene.Bor kon mocie yenemnoro soimonuaenus FltRegisterFilter 6e3 o6padoTku
OLIMOOK:



UNICODE STRING name = RTL CONSTANT STRING(L"\\FileBackupPort");
PSECURITY DESCRIPTOR sd;
status = FltBuildDefaultSecurityDescriptor(&sd, FLT PORT ALL ACCESS);
OBJECT ATTRIBUTES attr;
InitializeObjectAttributes(&attr, &name,

0BJ KERNEL HANDLE | OBJ CASE INSENSITIVE, nullptr, sd);
status = FltCreateCommunicationPort(gFilterHandle, &FilterPort, &attr,

nullptr, PortConnectNotify, PortDisconnectNotify,
PortMessageNotify, 1);

FltFreeSecurityDescriptor(sd);
//Start filtering i/o

status = FltStartFiltering(gFilterHandle);

JlpaiiBep MO3BOJISET MOAKIIIOYATHCS K OPTY TOJABKO OAHOMY KJIMEHTY, YTO TOBOJIBHO YacTo
BCTpPEYAETCsl, KOra MUHU-(QHUILTP paboTaeT B TaHAEME C CEPBUCOM I0JIb30BATEICKOTO PEXKUMA.

O6partnsrit Be130B PortConnectNotify BbI3bIBaeTCs, KOTAa KIMEHT MBITAETCS MOAKIIOUATHCs. Hamr
JpaiiBep MPOCTO COXpaHsIET MOPT KIMEHTA U BO3BpAIaeT yCIeX:

_Use decl annotations
NTSTATUS PortConnectNotify(

PFLT PORT ClientPort, PVOID ServerPortCookie, PVOID
ConnectionContext,

ULONG SizeOfContext, PVOID* ConnectionPortCookie) {
UNREFERENCED PARAMETER(ServerPortCookie);
UNREFERENCED PARAMETER (ConnectionContext);
UNREFERENCED PARAMETER (SizeOfContext);
UNREFERENCED_PARAMETER (ConnectionPortCookie);
SendClientPort = ClientPort;
return STATUS SUCCESS;

}

Korna kmueHT oTkiIrodaeTcs, BeI3bIBacTcs 00patHbiil BeI30B PortDisconnectNotify. Baxuo
3aKpBITh TIOPT KJIMEHTA B 3TO BPEeMsI, HHaYe MUHU-(UIBTP HUKOT/IA HE OYJIET BBITPYKEH:



void PortDisconnectNotify(PVOID ConnectionCookie) {
UNREFERENCED PARAMETER(ConnectionCookie);
FltCloseClientPort(gFilterHandle, &SendClientPort);
SendClientPort = nullptr;

}

B sTOM npaiiBepe Mbl HE 0’KU/Ia€M HUKAKHX COOOIICHUH OT KIIMEHTA - TOJIBKO JIpaiiBep
OTIIPABIISIET COOOIICHUS - TOATOMY 00paTHBIN BhI30B PostMessageNotify umeer mycTyto
peau3anuro.

Teneps HaM HYKHO OTIPABUTH COOOIIIEHHE 00 YCIIEIITHOM PEe3ePBHOM KOMTUPOBAHUU (aiia.

JUiist 3TOM 1esT MBI ONPEIETTUM CTPYKTYPY COOOIIEHUs, OOLIy O ISl IpaiiBepa U KIMEHTa, B
cobctBeHHOM (aiine 3aronoBka FileBackupCommon.h:

struct FileBackupPortMessage {
USHORT FileNamelLength;

WCHAR FileName[1l];

}s

Coo01ieHne coaep KUT AIMHY UMeHH (aiina u camo umMs ¢aitia. CooOlieHrne He nMeeT
(uKCHpPOBaHHBIN pa3Mep U 3aBUCHUT OT JJIMHBI UMEHU (aiina. B oOpaTtHOM BbI30BE mepen
3aIUChHIO MOCJIE PE3EPBHOIO KOMMPOBAHUS (aiijia HaM HY)KHO BBLICTUTh U HHUIIUATU3UPOBATh
Oydep Ui OTHpaBKU:

if (SendClientPort) {

USHORT namelLen = context->FileName.Length;

USHORT len = sizeof(FileBackupPortMessage) + namelLen;

auto msg = (FileBackupPortMessage*)ExAllocatePoolWithTag(PagedPool, len,
DRIVER TAG);

if (msg) {

msg->FileNameLength = namelLen / sizeof (WCHAR);

RtlCopyMemory(msg->FileName, context->FileName.Buffer, namelLen);

CHauasna MBI IpOBEpsieM, MOJKIIIOYEH JIM KaKOH-THO0 KIIMEHT, U €CIIU J1a, MBI BBIAETsieM Oydep
HY>KHOTO pa3Mepa Ui BKIIOUeHUs uMsl aiina.

3arem konupyem ero B 0ydep (RtICopyMemory, To e, 4To 1 memcpy).

Tenepb MBI TOTOBBI OTIIPABUTDH COO6HI€HI/IG C OrpaHMYCHHBIM BPEMEHEM OKHUIAHHA



LARGE INTEGER timeout;

timeout.QuadPart = -10000 * 100; // 100msec
FltSendMessage(gFilterHandle, &SendClientPort, msg, len,
nullptr, nullptr, &timeout);

ExFreePool(msg);

}

Haxoner, B porieiype BHITpy3KH (DHIIbTpa MBI JOJDKHBI 3aKPBITh IOPT CBA3M QHILTPA (TIepes
FltUnregisterFilter):

FltCloseCommunicationPort(FilterPort);

KiuneHT moyib30BaTe/ibCKOro pexKumMa

JlaBaiiTe co31a1M IPOCTON KIMEHT, KOTOPBIN OTKPHIBAET NOPT U MPOCITYIIMBAET COOOIIEHUS
¢bailnos, U1 KOTOPBIX BBIITOJIHAETCSA PE3EPBHOE KOMPOBAHMUE.

CoznaiiTe HOBOE KOHCOIbHOE npuiokeHue ¢ umeHeM FileBackupMon. B pch.h mMb1 no6aBnsiem
cnenytomue #include:

#include <Windows.h>
#include <fltUser.h>
#include <stdio.h>

#include <string>

fltuser.h - 3arog0BOK MOJIL30BaTENBCKOTO PEKMMA, B KOTOPOM 00bsiBIIeHb! pyHKINHU FilterXxx
(oHu He sBIIIOTCS YacThio 13 windows.h). B daiine cpp Mbl 10IDKHBI T00aBUTH OMOIHOTEKY
HUMIIOpPTA, B KOTOPOH HaXOJATCS 3TU (DYHKITUH.

Bor nobaBnenue 3Toli OMOIMOTEKE:
#pragma comment(lib, "fltlib")
Hama ocHoBHast hyHKIIMS TOJDKHA CHAYalla OTKPHITh KOMMYHHUKAITMOHHBINA TTOPT:
HANDLE hPort;
auto hr = ::FilterConnectCommunicationPort(L"\\FileBackupPort",
0, nullptr, 0, nullptr, &hPort);
if (FAILED(hr)) {
printf("Error connecting to port (HR=0x%08X)\n", hr);

return 1;



Tenepsb Mbl MOXKEM BBIZCITUTH Oydep sl BXOAAIIMX COOOIICHUI 1 OECKOHEUHO 3alUKINBATHCS
Ha OKUIAHUU COOOILICHUN.

Kak Tonpko coobmieHne OyeT mojry4eHo, Mbl OTIIPaBUM €ro Ha 00paboTKy:

BYTE buffer[l << 12]; // 4 KB

auto message = (FILTER MESSAGE HEADER*)buffer;

for (;;) {

hr = ::FilterGetMessage(hPort, message, sizeof(buffer), nullptr);
if (FAILED(hr)) {

printf("Error receiving message (0x%08X)\n", hr);

break;

}

HandleMessage (buffer + sizeof(FILTER MESSAGE HEADER));

}

Bydep 3nech BAEnsAeTCS CTAaTHYECKH, IOTOMY YTO COOOIIEHHE TPOCTO BKIKOYAET B OCHOBHOM
ums ¢aiina, noaromy oydepa 4KB Oonee uem gocratouno. Kak Toibk0 cooO1I€HIE MOITYYEHO,
MBI IIepeiaeM Tesio cooduieHus B pyHkuuto HandleMessage, crapasich IpomycTUTh Beeraa
MIPUCYTCTBYIOIINN 3ar0JIOBOK.

Tenepp oCTaANIOCh YTO-TO CHIENIATH C JTAHHBIMMU:

void HandleMessage(const BYTE* buffer) {
auto msg = (FileBackupPortMessage*)buffer;
std::wstring filename(msg->FileName, msg->FileNameLength);
printf("file backed up: %ws\n", filename.c str());

}

OTaanka

OTtnanka Munu-gunbsTpa (GpaiaoBoil CHCTEMbI HUYEM HE OTIMYAETCS OT OTIIAAKH JF000T0
Jpyroro apausepa sjpa.

Tem ne menee, maket Debugging Tools for Windows umeet cniennansHoe pacuupenne DLL,
fltkd.dll, co cnermuduueckum komanaamu. Ita DLL He sBIsIeTCS OHON U3 3arpyKaeMbIX 110
yMor4aHuto pacmupenuit DLL, moaToMy KOMaHAbI TOJDKHBI HCHOIb30BATHCS € UX «IIOJTHBIM
UMeHeM», KoTopoe BiiIrodaeT npedukc fltkd u komany.

B kauecTBe AJIBbTCPHATUBEIL, DLL moxHO 3arpy3uTh SIBHO C IIOMOIIIBIO KOMAaHIbI .load, a 3aTCM
KOMaHAbl MOXHO HUCIIOJIb30BATh HAIIPSAMYHO.

B cnenyromeit Tabauie nmokazansl HekoTopbie komaH bl fltkd ¢ kpaTkum onmcanuem.



Command Description

'help shows the command list with brief descriptions

|filters shows information on all loaded mini-filters

Vfilter shows information for the specified filter address
linstance shows information for the specified instance address
Ivolumes shows all volume objects

Twolume shows detailed information on the specified volume address
lportlist shows the server ports for the specified filter

lport shows information on the specified client port

Bort MpuUMEp C€aHcCa C UCIIOJIBb30BAHUEM HCKOTOPBIX U3 BBIHICTICPCUUCIICHHBIX KOMAaH/!

2: kd: |load fltkd
27 kdrx 1filters

Filter List: ffff8baf55bfoGe@ "Frame 8"
FLT_FILTER: ffff8nh8f57049646 "bindflt" "4B0866"
FLT_INSTANCE: ffff8baf6Zeadfdd "bindflt Instance™ "489820"
FLT_FILTER: ffffan8fSbaBsfid "Cld4F1t" "4B9588"
FLT_INSTANCE: ffff8baf55B@aaazZ@ "CldFIt" "188451"
FLT_FILTER: ffff8bB8f55ceca2® "WdFilter" "328618"
FLT_INSTANCE: ffff8h8f5T72d6b38 "WdFilter Instance"” "3Z28818"
FLT_INSTANCE: ffff8bh8f5T75d45b36 "WdFilter Instance" "3Z28816"
FLT_INSTANCE: ffff8h8f535d42850 "WdFilter Instance” "3Z28818"
FLT_INSTANCE: ffff8h8f58bdefdd "WdFilter Instance" "3Z28816"
FLT_FILTER: ffffa8b3f5cdc632@ "storqosflt" "Z44068"
FLT_FILTER: ffff8bBf556acaZf® "wcifs" "180068"
FLT_INSTANCE: ffff8h3f551a6720 "wcifs Instance” "139986"
FLT_FILTER: ffff8hBf5T6cab3® "FileCrypt" "1411686"
FLT_FILTER: ffff8n8f55@b2646 "luafv" "1356@8"
FLT_INSTANCE: ffffo8bhBf5508a=646 "luafv" "135068"



FLT_FILTER: ffff8b8f633e8c80 "FileBackup" "1G@zZ6e"
FLT_INSTANCE: ffff8h8fe45d4f298 "FileBackup Instance" "188280"
FLT_INSTANCE: ffff8b8f5d1a788@ "FileBackup Instance" "iGG22E"

FLT_FILTER: ffff8b8f58celbed "npsvetrig" "4666E"

FLT_IMSTANCE: ffff8nh8f55113a6@ "npsvetrig" "46@e6"

FLT_FILTER: ffff8h8f55ce901@ "Wof" "407T0E"

FLT_INSTANCE: ffff8b8f5T72e2b3@ "Wof Instance" "467E8"
FLT_INSTANCE: ffff8nh8fShaeT@1@ "Wof Instance” "4076@"

FLT_FILTER: ffff8h8f55ce8520 "Filelnfo" "48586"

FLT_INSTANCE: ffff8b8f5T7%ceaZd "Filelnfo" "46566"

FLT_INSTANCE: ffff8b8f5TTee8ad "Filelnfo" "46586"

FLT_INSTANCE: ffff8n8f58cc6T730 "Filelnfo™ "4B586"

FLT_INSTANCE: ffff8b8fobhael@1@ "Filelnfo" "48588"
2: kd> !portlist ffff8bBf533=8cEl

FLT_FILTER: ffffB8h8f63328c80
Client Port List : Mutex (ffff8bBf533e8edd) List [ffff8b8f5949%TaR- f{ffaby
8f53949b0Ta@ ] mCount=1
FLT_PORT_OBJECT: ffff8h8f5949hTad

FilterLink : [ffff8b8f633e8f10- ffff8bBI633e8110]
ServerPort : [fff8bBf5b195266

Cookie : BEOEEEEEEEEEEEEE

Lock : (FEffBB8f5949hTe8)

M=gQ : (ffffBbBf5949b3EE) NumEntries=1 Enabled
Messageld : BxEREEEEEEEEEEEEEE

DisconnectEvent : ( ffff8h8 f5949b8da8)

Disconnected : FALSE

2: kdr lvolumes

Volume List: ffffB8bBf55bI5148 "Frame 8"

FLT_VOLUME: ffff8b8f5T9chob® "‘\Device\Mup"
FLT_INSTANCE: ffff8h8f5T72d6b3@ "WdFilter Instance" "328@108"
FLT_INSTANCE: ffff8h8f5T79%ceaZd "Filelnfo" "485868"

FLT_WOLUME: ffff8b8f5Taf853@ "‘Device‘HarddiskVolumed"
FLT_INSTANCE: ffff8b8f62ead@l@ "bindflt Instance" "4E9300"
FLT_INSTANCE: ffff8h8f575d5b3@ "WdFilter Instance" "3282818"
FLT_INSTANCE: ffffB8h8f551a6720 "weifs Instance” "1899@8"
FLT_INSTANCE: ffff8b8f55G@aaaZ2@ "CldFIt" "18£451"
FLT_INSTANCE: ffff8b8f550ae@1@ "luafv" "1356E6"
FLT_IMSTANCE: ffff8h8f645df29@ "FileBackup Instance” "i@@2eg"
FLT_INSTANCE: ffff8h8f5T72e2b38 "Wof Instance" "467E8"
FLT_INSTANCE: ffff8b8f5TTee8a0 "Filelnfo" "46506"



FLT_WOLUME: ffff8bB8f58ccdfif "“\Device \NamedPipe"
FLT_INSTANCE: ffff8b8f55113a6@ "npsvetrig" "468e0"

FLT _WOLUME: ffff8b3fo8cedBsl "‘Device'\Mailslot”

FLT_WOLUME: ffff8b8{58cel13TE8 "“Device'\HarddiskVolumez"
FLT_INSTANCE: ffff8b3f585d2€58 "WdFilter Instance" "328816"
FLT_INSTANCE: ffff8n8f58ccbT30 "Filelnfo” "48580"

FLT_WOLUME: ffff8bB8f5bZ2TEME "‘“Device‘\HarddiskVolumel"
FLT_INSTANCE: ffff8b3f58bdefl® "WdFilter Instance" "3288168"
FLT_INSTANCE: ffff8b8f5d1aT838 "FileBackup Instance" "1B00286"
FLT_INSTANCE: ffff8b8f5baeTEl® "Wof Instance" "4070E"
FLT_INSTANCE: ffff8b3f5baelfl® "Filelnfo" "48580"

2: kd> lvolume ffff8b8f5Taf8530

FLT WOLUME: ffffap3f57afgode "“Device\HarddiskVolumed"
FLT_OBJECT: ffffgh8f57af8530 [@4B20008] Volume

RundownRe f . ExDERCREEEEEEEEELZ (1113)
PointerCount . BxPeeensal
PrimarylL ink [fffIBbBf58ccdBZE- {1 f8h8 f5TIchbek |
Frame . ffffBbBfE5bf6@18 "Frame @"
Flags . [eeeeeisd] SetupMotifyCalled EnableMameCaching FilterAd
ttached +18@!!
FileSystemType [eeeeEEEZ] FLT _FSTYPE_NTFS
Ve lumel ink [ffffBhBf58ccdB2e-f 11 fBh8f5T9%b5cB]
DeviceObject fff f8b8 5T 3cabbl
DiskDevicelb ject fff f8b8 {5 T2eThE0
FrameZerovolume . ffff8bBf5TafB8530
VolumeInNextFrame © PEEREEEREBEEREEE
Guid "\??\Wolume{53T9a5de- f3B5-4243 -a3ec-311938a2d1191} "
CDODeviceName "WNtfs"
CDODr iverName : "\FileSystem\Ntfs"
TargetedOpenCount ;1184
Callbacks ( ffffBh8f5TafB650)
ContextlLock (ffffeb8f5T7af8a38)
Ve lumeContexts (ffff8bAfSTafBad®) Count=0
StreamListCtrls (ffff8bAf5TafBa48) rCount=29613
FileListCtrls (ffffeh8f5TafBac8) rCount=22668
NameCacheCtrl (ffff8b8f5Taf8b48)
Instancelist (ffff8b8f5Taf8node)

FLT_INSTANCE: ffff8b3f62eaBfld "bindflt Instance” "4E98B6"
FLT_INSTANCE: ffff8n8f575d5b38 "WdFilter Instance" "328816"
FLT_INSTANCE: ffff8n8f551ab728 "wcifs Instance” "189926"
FLT_INSTANCE: ffff8b8f550aaaZ2@ "CIdF1lt" "186451"



2: kd:

FLT_IMNSTANCE :

FLT_INSTAMNCE:
FLT_INSTANCE:
FLT_INSTAMNCE:
FLT_INSTAMNCE:

fIff8b8I550ae@10 " luafyv" "135666"
fIff8b8I645d1296 "FileBackup Instance” "186266"
fIff8b3I572e2b30 "Wof Instance” "4676E"
ffff8b8I57TTee8al® "Filelnfo" "48566"

linstance ffff8b8fodlaTaa6

fIffBp8f5d1a7a888 "FileBackup Instance” "1862E6"

FLT_OBJECT: ffffab8fodiaTase [eieeeese] Instance

RundownRe f . BxOEEEREEROREDEERE (@)

PointerCount : BrBRReRREe1

PrimaryLink [ffff8bBfohaeTEZ@- £ B8 f58hAeRZR ]
OperationRundownRe £ ffffBbB f639ce1bB

Mumber 3

PoolToFree frife8baf65aadoog

OperationsRefs ffffehB8f65aad5cl (@)

PerProcessor Ref[@]
PerProcessor Ref[1]
PerProcessor Ref[2]

. PxPEEAEEREPREEEEEE (B)
. DxDPEPEOREDRAEEEED (0)
. PxPPEGEOREDEEEEEEE (B)

Flags [EarERaEE |

Volume fEffBbEf5b22TR16 "'\Device'\HarddiskVolumeal"”

Filter fEffBbE 6338088 "FileBackup”

TrackCompletionNodes ffffBbB fof3f3ccl

ContextlLock : (fEffBRBf5d1aToe8)

Context . DRGROREEEREEREEE

CallbackNodes ( ffffapafod1iaToze)

W lumel ink [ffffB8hBfSbaeTE2B-f If fBHEI58bdeBZR]

FilterLink [ffffEbBf633e8doR-f If fBLAIE4Dd 3R]
YnpaxxkHeHust

1. Hanmmmre MUHU-GUIBTP (PailIoBOI CUCTEMBI, KOTOPBII MEPEXBAThIBACT ONEPALIUH YIaICHHS
u3 cmd.exe U ynanss ux, ¢aiiasl nepeMeniaroTcsl B KOp3uHYy.

2. PacmmmpeTe npaiiBep pe3epBHOIO KOMMPOBaHUs (ailioB BOZMOKHOCTHIO BRIOOpA KaTallOTOB, B
KOTOPBIX OYIyT XpaHUTHCS PE3CPBHBIC KOITUH.

3. PacummpseTe apaiiBep pe3epBHOIO KONMPOBAHUS (ailjioB, BKIOUUB B HEFO HECKOJIBKO
PE3EPBHBIX KOIHI{, OrpaHUYEHHBIX KAKUM-JIMOO IPAaBUIIOM, HAaIIpUMeEp, pa3MepoM daiina, naton
WJIA MaKCUMaJIbHOE KOJIMUECTBO PE3EPBHBIX KOMUM.

4. 3meHuTe apaiiBep pe3epBHOrO KOMUPOBaHUs (PaiiyioB JIJIsl pe3epBHOTO KOMHUPOBAHUS TOJIBKO
W3MEHEHHBIX JaHHBIX, a HE BCETo (aiina.

5. [Ipumymaiite coOCTBEHHBIE UAEH IS IpaiiBepa MUHU-QIbTpa (ailiioBoii cucTeMsl!



Pe3rome

Ota raBa ObLi1a MOCBsIEHa MUHU-(QUIBTPaM (ailIoBOI CHUCTEMBI - MOLIHBIM JIpaiiBepaM,
CIOCOOHBIM IEpEXBaThIBATH JIIOOYIO AEATENIbHOCTD (ailIoBON CHCTEMBI.

MuHu-GUIBTPEI - O0JIbIIAs TEMA, U 3T IVIaBa JOJKHA IOMOYb BaM HayaTh MHTEPECHOE
MyTELIECTBUE B MUP BUPTYaJIbHOH (ailioBOH CUCTEMBI.

Brl MoXkeTe HalTH JOTOTHUTENbHYIO HHpOpMaInio B JokyMeHTannun WDK.
[Tpumepst WDK Ha Github u B HekoTOpbIX O0r2X.

B cnenyromieii (v nocnenHeil) riaaBe Mbl paCCMOTPUM Pa3iIMUHbIE METOJIbI Pa3pabOTKH
JpaiiBEpoB U APYrHe pa3Hble TEMbI, KOTOPbIE ITOKA HE MOAXOIMIN K IJIaBaM.



