I'naBa 9. YBenomiieHus1 00bEKTOB M peecTpa

Snpo npenocTapiseT 0oJble CIOCOOOB MEpexBaTa ONpPEeACICHHbIX ONepaluil/COOBITHA.
CHauaJsia Mbl paCCMOTPUM OOBEKT YBEAOMIICHHS, TJIe MOXKET ObITh NEPEXBAYEHO U MOJIyUYEHHUE
JIECKPUTITOPOB HEKOTOPBIX TUIIOB OOBEKTOB. /lajiee MbI pacCMOTPUM IepexBat onepanui
peectpa.

B aToun rnaBe:

- YBenomiieHus 00 0ObEKTax.

- [paiiBep 3aluThl POIIECCOB .

- YBegomiieHus peecTpa.

- BHenpenue B yBenoMIIeHHE peecTpa.
- YnpakHeHus.

YBenomJjieHHus1 00 00bEKTaX

H,Z[pO IpeaoCTaBIACT MEXaHU3M IJId YBEAOMIICHUS 3aMHTCPECOBAHHBIM z[paﬁBepaM IIPpH IIOIIBITKE
OTKPBITH UJIN CKOITMPOBATH ACCKPHUIITOP OIPCIACIICHHBIX TUIIOB 0OBEKTOB.

OdunuanbHO NOIEP)KUBAEMbIE TUIIBI 0OBEKTOB: MPOIIECC, TOTOK.

Jiis peructpanuu yBenomiieHus cymectByeT pynakmus amu ObRegisterCallbacks, mporotur
KOTOPOTO BBITJSIIUT TaK:

NTSTATUS ObRegisterCallbacks (
_In_ POB_CALLBACK REGISTRATION CallbackRegistration,

_Outptr_ PVOID *RegistrationHandle);

Ilepen peructparnueii 1omkHa ObITh MHUIIMATIN3UPOBAHA CTPYKTYpPa
OB _CALLBACK REGISTRATION, kotopas obecrieunBaeT HEOOXOAUMbIE CBEJICHHUS O TOM,
ISl 4ETO perucTpupyercs apaiisep.

RegistrationHandle — 310 yka3atens, B KOTOPOM XpaHUTCS 3HAUCHHUE MOCJE YCIEIIHOM
perucrparu.

Bot onpenenenne OB CALLBACK REGISTRATION:

typedef struct OB CALLBACK REGISTRATION {

~In_ USHORT
Version;
~In_ USHORT

OperationRegistrationCount;

_In_ UNICODE STRING



Altitude;

~In_PVOID

RegistrationContext;

_In_0OB_OPERATION REGISTRATION *OperationRegistration;

} OB _CALLBACK REGISTRATION, *POB CALLBACK REGISTRATION;

Version - 3TO IpOCTO KOHCTAaHTa, KOTOpast JOJKHA ObITh YCTaHOBJIEHA B
OB _FLT REGISTRATION_ VERSION (B Hactosiee Bpems 0x100).

3areM KOIMYECTBO OTepannii, KOTOPhIe PETUCTPUPYIOTCS, YKa3bIBACTCS -
OperationRegistrationCount. 310 onpenenseT KOIUIecTBO CTPYKTYP

OB _OPERATION_ REGISTRATION, koropsie yka3biBatoT Ha OperationRegistration. Kaxprit
U3 HUX TPEA0CTaBIsIeT HHOpMAIHio 00 HHTEPECYIOMIEM THITE 00BEKTa (IIPOIECC, MOTOK HITH
pabouuii cToN).

AprymenT Altitude unrepecen. OH onpezaensieT Ynucio (B CTPOKOBOM (hopMe), KOTOpOE BIHUSIET
Ha MOPSAA0K 0OpaTHBIX BBI30BOB JIJISl 3TOTO JApaiiBepa. ITO HEOOXOUMO, IOTOMY UTO y IPYTHX
IpaiiBEpOB MOTYT OBITH CBOM OOpaTHBIE BBI3OBHI U 32 BOIIPOC O TOM, KaKOW JApaiiBep BhI3BIBACTCS
nepBbIM, oTBeuaeT Altitude - yem Bbimie Altitude, TeM paHblle B LIENIOYKE BBI3OBOB
BbI3bIBaeTcs JipaiiBep. Kakoe 3HaueHne N0KHO ObITh Altitude? B GOiBIIMHCTBE CllydaeB 3TO
HE UMEET 3HAYEHUs, U BCE 3aBUCUT OT JpauBepa.

Vkazannsiii Altitude He qoipkHaA coBnagath ¢ Altitude, KOTOpBIN yKa3aH paHee
3aperuCTPUPOBAHHBIMH JpaiiBepamu. Altitude He 00s3aTETHHO HOKHA OBITH LIETBIM YUCIIOM.
@DaKTUYECKH, ITO NECATUUHOE YHCIO OECKOHEUHOM TOYHOCTH, ¥ IIO3TOMY OH YKa3aH KakK CTPOKa.

JpaiiBep MOXET Jla)ke TeHepUupoBaTh CliydaitHble IU(PBI, YTOOBI M30€XKaTh KOH(IUKTOB.

Ecnu perucrpanus nano cooit co ctatycom
STATUS FLT INSTANCE ALTITUDE COLLISION, sTo 03Hauaet koH(puKTEI Altitude,
TaK 4TO OCTOPOKHBIN IpaiiBep MOKET oTperyinupoBaTh Altitude u monpoOoBars emie pas.

Hakomner, RegistrationContext - 3To onpeaenseMoe apaiBepoM 3HaAUYCHUE, KOTOPOE TIEPEIaeTCs
Kak ecThb noarnporpamme oopatHoro BeizoBa. Ctpykrypa OB OPERATION REGISTRATION -
3TO TO MECTO, TJIe IpaiiBep YCTaHABIMBAET CBOM OOpaTHbIEC BBI30OBBI, ONPEACIACT KAaKUE THUIIbI
00BEKTOB U OIEpalMy MPEICTABISAIOT UHTEPEC. DTO ONpPEAEISeTCs TaK:

typedef struct OB OPERATION REGISTRATION {
_In_ POBJECT TYPE
*0bjectType;
_In_ OB_OPERATION
Operations;
~In_POB_PRE_OPERATION CALLBACK PreOperation;

_In_POB_POST OPERATION CALLBACK PostOperation;



} OB _OPERATION REGISTRATION, *POB OPERATION REGISTRATION;

ObjectType - aTO yKazarenab Ha THI O0BEKTA ISl PETUCTPAIMH 3TOTO dK3EMILIAPA - MPOIIECC,
MOTOK MJIH PabOYHid CTOI.

Operations mpencrasnser co0oii nmepeuncieHne OUTOBBIX (IIaroB ¢ BEIOOPOM
cozpanust/oTkpeiTust (OB_OPERATION HANDLE CREATE) w/unu ny0nupoBatb
(OB_OPERATION HANDLE DUPLICATE).

OB _OPERATION HANDLE CREATE, otHOCUTCS K BbI30BaM (YHKLHUI 110JIb30BaTEIbCKOTO
pexxnma, Takux kak CreateProcess, OpenProcess, CreateThread, OpenThread, CreateDesktop,
OpenDesktop 1 anasornunsle GyHKIHUU AJIS 3TUX TUIIOB OOBEKTOB.

OB _OPERATION HANDLE DUPLICATE otHOcHTCS K 1yOnupOBaHHIO 0OpabOTKH Uil ATUX
00wvekToB (API mons3oBarensckoro peskuma DuplicateHandle).

Kax1p1ii pa3, korja BbIIOIHAETCS OAUH U3 3TUX BbI30BOB (KCTaTH, TOXKE U3 A1pa), OJUH WIH JBa
00OpaTHBIX BbI30Ba MOTYT OBITh 3apEerUCTPUPOBAHBI: OOpAaTHBIN BBI30B JI0 ONEpaluu (mojie
PreOperation) u oOpaTHbIii BeI30B nocie onepanun (PostOperation).

Pre-Operation Callback

OOpatHbIii BBI30B Mepesl onepanueil BEI3bIBACTCS 10 3aBepIIeHuUs (PaKTUIECKOH onepanuu
CO3JIaHMS/OTKPBITUS/TyOIMPOBAHUS, 1a€T BO3MOXHOCTD JIpaliBepy BHECTU U3MEHEHUS B
pe3ynbTat onepanui. OOpaTHBINA BBI30B MEPE ONepanreil MoIydaeT CTPYKTYpy

OB _PRE OPERATION_ INFORMATION, onpeneneHHy0, Kak IOKa3aHO 31€Ch:

typedef struct OB PRE OPERATION INFORMATION {
_In_ OB_OPERATION
Operation;
union {
_In_ULONG Flags;
struct {
~In_ULONG KernelHandle:1;

_In_ULONG Reserved:31;

}s

_In_PVOID
Object;

_In_ POBJECT TYPE
ObjectType;

_Out_ PVOID



CallContext;
~In POB PRE OPERATION PARAMETERS Parameters;

} OB _PRE_OPERATION INFORMATION, *POB PRE OPERATION INFORMATION;
Bort kpaTtkoe U3n0xKeHNE YJIEHOB CTPYKTYPbL:

* Operation - yka3siBaet, 4To 3710 3a onepaius (OB OPERATION HANDLE CREATE wunu
OB_OPERATION HANDLE DUPLICATE).

* KernelHandle - yka3biBaeTt, 4To 3TO JECKPHIITOP sIIpa. ITO TO3BOJISIET IpaiiBepy HTHOPHPOBATh
3aIpoCHI sipa.

* OOBEKT - yKazarelnb Ha (pakTuueckuii 00bEKT, 17151 KOTOPOTO
CO3J1aeTCs/OTKphIBacTCS/Myomupyercs neckpuntop. st mpormeccos 3to anpec EPROCESS, ms
notoka - 3to aapec PETHREAD.

* ObjectType - ykaszbiBaeT Ha Tun o0bekta: * PsProcessType, * PsThreadType umm *
ExDesktopObjectType.

* CallContext - 3HaueHue, onpeaensieMoe ApaiiBepoM, KOTOpOe MepeaaeTcsi B MOCT-00paTHbIN
BBI30B JJIs1 3TOT0 HK3EMILIAPA. (ECIIH €CTh).

* [TapameTpsl - 00beIMHEHUE, ONIPEEIIAIONIEe JOMOTHUTENbHYI0 HHPOPMAIIHIO.

D10 00BEAMHEHUE OTIPENEIACTCS TaK:
typedef union 0B PRE OPERATION PARAMETERS {
_Inout_ OB_PRE_CREATE HANDLE INFORMATION
CreateHandleInformation;
_Inout OB PRE DUPLICATE HANDLE INFORMATION DuplicateHandleInformation;

} OB _PRE_OPERATION PARAMETERS, *POB PRE_OPERATION PARAMETERS;

[paiiBep IOJKEH MPOBEPUTH COOTBETCTBYIOIIEE MOJIE B 3aBUCUMOCTH OT Orepauu. s
onepanuii Create apaiiBep MoJydaeT CAeAyIONIy0 HHPOpMAITHIO:

typedef struct OB PRE CREATE HANDLE INFORMATION {
_Inout ACCESS MASK
DesiredAccess;
~In_ACCESS MASK
OriginalDesiredAccess;

} 0B PRE_CREATE HANDLE INFORMATION, *POB PRE CREATE HANDLE INFORMATION;

OriginalDesiredAccess - 3T0O Macka JIOCTyIIa, yKa3aHHAas BBI3BIBAIOIIEH CTOPOHOM.



PaccMOTpuM 3TOT KOJT TIOJIB30BaTEIBCKOTO PEKUMA YTOOBI OTKPBIThH JECKPUTITOP
CYILIECTBYIOIIETO TMPOIECcCca:

HANDLE OpenHandleToProcess(DWORD pid) {

HANDLE hProcess = OpenProcess(PROCESS QUERY INFORMATION |
PROCESS VM READ,

FALSE, pid);
if(!'hProcess) {
// failed to open a handle

}

return hProcess;
}

B stom MPUMCPEC KIIMCHT NbITACTCS IMOJYUUTh ACCKPUIITOP IIPOLIECCa C YKa3aHHOI>'I MacKoit
A0CTYyIIa, YKa3bIBasi, KAKOBbI €TI0 «HAMCPCHH) 110 OTHOIICHUIO K 3TOMY IIPOILCCCY.

OOpatHbIil BBI30B ApaiiBepa repej onepaiuei mojayvyaeT 3T0 3HaYeHHE B 1OJIe
OriginalDesiredAccess. 9To 3HaueHue Takxe konupyercs B DesiredAccess. Kak 00b14H0, si1p0
OTIpE/IETTUT Ha OCHOBE KOHTEKCTa OE30MaCHOCTH KJIMEHTA U IECKPUIITOpa 6€30MacHOCTH
Iporecca, MOXET JIM KJIIMEHT MOJIYYHUTh JKeJIaeMblil TOCTYII.

JpaiiBep MOXKeET, UCXOJsl U3 CBOEH cOOCTBEHHOM JIOTUKH, N3MeHUTH DesiredAccess, HanpuMmep,
yJaJIUB HEKOTOpbIE OOBEKTHI U3 AOCTYIA 110 3alPOCy KIMEHTA:

OB PREOP_ CALLBACK STATUS OnPreOpenProcess(PVOID /* RegistrationContext */,
POB PRE_OPERATION INFORMATION Info) {
if(/* some logic */) {

Info->Parameters->CreateHandleInformation.DesiredAccess &=
~PROCESS VM READ;

}
return 0B _PREOP SUCCESS;

}

ITpuBeneHHslii Boilie GpparmMeHT kofa yaanser Macky goctyna PROCESS VM READ nepen
TeM, KaK pa3peluTh Onepannio. ECim 9To B KOHEYHOM UTOTe yIacTCsl, KIMEHT BEPHET
JNENUCTBUTEIIBLHBIN IECKPUIITOP, HO TOJIBKO C IPYrod MacKoM JOCTYIIA.



Jliis nyOnupyrolmx onepanuii ipaiiBepy npeaocTaBiseTcs cleayronas nHhopMaIus:
typedef struct OB PRE DUPLICATE HANDLE INFORMATION {

_Inout ACCESS MASK

DesiredAccess;

_In_ACCESS_MASK

OriginalDesiredAccess;

_In_ PVOID

SourceProcess;

_In_PVOID

TargetProcess;

} OB _PRE DUPLICATE HANDLE INFORMATION, *POB PRE DUPLICATE HANDLE INFORMATION;

[Tone Desired Access MOXXHO U3MEHUTh, Kak U paHblie. [IpeqoctaBnenHas J0NOTHUTENbHAS
uH(popMaIus SBJISETCS] ICTOYHUKOM Mpoliecca (U3 KOTOPOro Ayoaupyercs JeCKpUITOp) U
[eJIeBOM TIpoIecc (HOBBIH feckpunTop OyaeT mpoayoaupoBaH). ITo MO3BOJISET ApaiiBepy
3arpalnivBaTh pa3IuYHbIE CBOWCTBA ATUX MPOIIECCOB MEpel MPUHATUEM PELICHUS O TOM, KaK
M3MEHUTH KETAEMYI0 MacKy JOCTYIIa.

Kax MbI MOXeM MOTYyYUTh JOTIOTHUTENHHYIO HHGOPMAIIMIO O MPOIIECCe, YUUTHIBAs €ro aapec?
[Tockonsky EPROCESS ctpykTypa HEJOKyMEHTUPOBAHA, U €CTh TOJIBKO HECKOJIBKO
SKCHOPTUPOBAHHBIX U 33I0KyMEHTUPOBAHHBIX (DYHKIIMI KOTOPbIE UMEIOT JI€JI0 C TAKUMHU
yKa3aTelssMU HalpsAMYIO - OIy4eHHUe MOoApoOHON HHGOpMAIIN MOXKET TTOKa3aThCs
npoOeMaTHYHbIM. AJIBTEpHATHBOM sIBIIsICTCS ucnoib3oBanue ZwQuerylnformationProcess st
MONTy4eHUs1 He0OXOAMMOU HH(pOpMAaIiK, HO PyHKIIUU TpeOyeTCs IeCKPUIITOP, KOTOPBIA MOYXKHO
nonyuuTh, Bei3BaB ObOpenObjectByPointer. Mbl 00cymmmM 3Ty TeXHUKY Oosiee moapoOHO B IJ1aBe
11.

Post-Operation Callback

OOpatHbIe BBI30BHI MOCIIE OTIEPAIIMH, BHI3BIBAIOTCS TIOCIIE 3aBEpIIeHHs onepanui. Ha atom
JTare apaiBep HE MOXKET BHOCUTH KaKUe-TH00 JOPabOTKH, MOKHO TOJIEKO MPOBOJIUTH OTICPAIIUU
110 UMEIOIINMCS JaHHBIM.

OOpaTHBII BBI30B MOCIIE ONEPAllMU TOTYYaeT CIAeAYIoIIas CTPYKTypa:
typedef struct OB POST OPERATION INFORMATION {
_In_ OB _OPERATION Operation;
union {
~In ULONG Flags;
struct {

_In_ULONG KernelHandle:1;



~In_ ULONG Reserved:31;

}s

_In_ PVOID

Object;

_In_POBJECT TYPE

ObjectType;

_In_ PVOID

CallContext;

_In_ NTSTATUS

ReturnStatus;

~In_POB_POST OPERATION PARAMETERS Parameters;

} OB _POST OPERATION INFORMATION,*POB POST OPERATION INFORMATION;

JT0 Moxoxe Ha MHPOPMAITHIO OOPATHOTO BHI30BA MEPE]I OTepaIueil, 3a HCKIII0YCHHEM
CJIEYIOIIIETO:

* OKoHYATENIbHBIN CTaTyC ornepaiuu Bo3BpaiiaeTcsa B ReturnStatus. B ciiyuae ycnexa kiueHT
BEpHET JACHCTBUTEIBHBIN TIECKPUITOP (BO3MOXKHO, C IPYTOM MacKO# J0CTyma).

* [IpenocTtaBnsieMoe 00BEAMHEHUE TAPAMETPOB CONEPIKUT TOIHKO OJIHY YaCTh MHPOPMAITHH:
MAacKy JI0CTyIa, IPEAOCTaBICHHYIO KIIMEHTOM (TIpU YCIOBHH, YTO CTATyC YCIIEIIEH).

[ApaiiBep 3alIUTHI MPOLIECCOB

HpaiiBep Process Protector siBisieTcst mpuMepoOM HUCIIONB30BaHUSI OOPATHBIX BBI30BOB OOBEKTA.
Ero uens - 3aiMTUTh OnpeieNIeHHbIE MPOLECCHl OT 3aBEPILICHHUS, IyTEM OTKa3a B MacKe JIOCTyma
PROCESS TERMINATE.

JlpaiiBep 10JKEeH BECTH CIMCOK 3allIMIIEHHBIX IpoleccoB. B aTom npaiiBepe Mbl OyaeM
UCIIOJIb30BaTh MPOCTON OrpaHUYEHHBIN MAacCUB [T XpaHEHUs UAECHTU(PHUKATOPOB MIPOLIECCOB
MOJT 3alIUTOM NpaiiBepa. BoT cTpykTtypa (onpenenennsie B ProcessProtect.h):

#define DRIVER_PREFIX "ProcessProtect: "

#define PROCESS TERMINATE 1

#include "FastMutex.h"

const int MaxPids = 256;

struct Globals {
int PidsCount; // currently protected process count
ULONG Pids[MaxPids]; // protected PIDs
FastMutex Lock;
PVOID RegHandle; // object registration cookie
void Init() {

Lock.Init();

}



B ocnoBHOM ¢aiine (ProcessProtect.cpp) oObsBnsieTcs rmobansHast nepeMmenHas tuna Globals ¢
umeneM g_Data (1 Bei3biBaeT Init B Hauane DriverEntry).

Perucrpaums o6beKTa yBeioMAEHUS

Moanporpamma DriverEntry ans gpaiiBepa 3alumThl NPOLIECca A0/KHA BKAKYaTh PETUCTPALLUIO 415
06paTHbIX BbI3bIBOB 415 NpoleccoB. CHayana roTOBUM KOHCTPYKLIMU K perncTpauuu:

OB_OPERATION_REGISTRATION operations[] = {

{
PsProcessType, // object type
OB_OPERATION_HANDLE_CREATE |
OB_OPERATION_HANDLE DUPLICATE,
OnPreOpenProcess, nullptr // pre, post
}
b

OB_CALLBACK REGISTRATION reg = {
OB_FLT_REGISTRATION_VERSION,
1, // operation count
RTL CONSTANT STRING(L"12345.6171"), // altitude
nullptr, // context
operations

¥

Peructpaums npefHasHayeHa TobKO /11 06BEKTOB NPOoLLecca ¢ BO3MOXHOCTbIO NpeABapUTeIbHOro
0obpaTHOro Bbi30Ba. DTOT 06PaTHbINM BbI30B Ao/mKeH yaannte PROCESS_TERMINATE 13 xenaemoro
JlO0CTyNa, 3anpoLLeHHOro N06bIM KIMEHTOM. Ternepb Mbl FOTOBbI K GaKTUYECKOIN pernctTpaumm:

do {
status = ObRegisterCallbacks(&reg, &g Data.RegHandle);
if (\NT_SUCCESS(status)) {
break;
}

YnpaBssieHue 3alULLLEHHBIMU NPoL,eccaMm

[paiiBep nogaep>kMBaeT MacCUB UAEHTUDMKATOPOB MPOLLECCOB AJ1S MPOLLECCOB, HaXOAAWMXCS No4, ero
3alMTON.

[paiiBep BbICTAaBASIET TPU YNPABASAIOLMX KOJa BBOAA/BbIBOAA, NO3BOAsOWME A06aBAAThL U yaansTh PID,
a TaKXXe o4YULLATh BECb CMIMCOK. YNpaBastolime Koapl onpeaeneHsl B ProcessProtectCommon.h:

#define PROCESS_PROTECT_NAME L"ProcessProtect”
#define IOCTL_PROCESS_PROTECT_BY_PID \

CTL_CODE(0x8000, 0x800, METHOD_BUFFERED, FILE_ANY_ACCESS)
#define IOCTL_PROCESS_UNPROTECT _BY_PID \

CTL_CODE(0x8000, 0x801, METHOD_BUFFERED, FILE_ANY_ACCESS)
#define IOCTL_PROCESS_PROTECT_CLEAR\

CTL_CODE(0x8000, 0x802, METHOD_NEITHER, FILE_ANY_ACCESS)

[ns 3aWmTbl U CHATUSA 3aLLUUTbI NpoLeccoB 0b6paboTumk IRP_MJ_DEVICE_CONTROL npuMHUMaeT Maccus
PID (He 06g3aTe/IbHO TONIbKO OAMH).

Kopg, 06pa6OT'-IVIKa ABNIAETCA CTaHAAPTHBIM NepeKIitoYaTesieM a4 N3BECTHbIE YNPaB/IAKOLWNX KOOO0B:



NTSTATUS ProcessProtectDeviceControl(PDEVICE_OBJECT, PIRP Irp) {
auto stack = loGetCurrentlrpStackLocation(lrp);
auto status = STATUS _SUCCESS;
auto len = 0;
switch (stack->Parameters.DeviceloControl.loControlCode) {
case IOCTL PROCESS PROTECT BY PID:
//...
break;
case |IOCTL_PROCESS UNPROTECT_BY PID:
//...
break;
case IOCTL PROCESS PROTECT CLEAR:
/l...

break;

default:

status = STATUS_ INVALID DEVICE_REQUEST,;
break;

}

/| complete the request

Irp->loStatus.Status = status;
Irp->loStatus.Information = len;
loCompleteRequest(irp, IO_NO _INCREMENT);
return status;

}

Y1o6bl NOMOYbL C A06aB/IEHNEM U YaaneHueM PID, Mbl co3aaauMm ans 3ToM Lenu ABe BCroMorate/ibHble
PYHKUUM:

bool AddProcess(ULONG pid) {
for(inti = 0; i < MaxPids; i++)
if (g_Data.Pids[i] == 0) {
// empty slot
g_Data.Pids[i] = pid;
g_Data.PidsCount++;
return true;
}
return false;
}
bool RemoveProcess(ULONG pid) {
for (inti = 0; i < MaxPids; i++)
if (g_Data.Pids[i] == pid) {
g_Data.Pids[i] = 0;
g_Data.PidsCount--;
return true;
}

return false;

}

O6paTnTe BHUMAHME, YTO B 3TUX QYHKLMSX HE UCMONb3YETCS GbICTPbIA MBIOTEKC, YTO O3HAYAET, YTO
BbI3bIBaOLLMI [O/BKEH MONYYUTb BLICTPLIN MblOTEKC Nepep, BbizoBoM AddProcess i RemoveProcess.

B kauecTBe nocaeaHen GyHKLMU Mbl ByeM MCMO/b30BaTh NOUCK UAEHTUOUKATOPA NpoLiecca B MaccuBe
1 BO3BpaLLaTh true, €c/iv OH HaMJeH:

bool FindProcess(ULONG pid) {
for (inti = 0; i < MaxPids; i++)
if (g_Data.Pids[i] == pid)
return true;
return false;



}

Tenepb Mbl rOTOBbI peasi3oBaTh ynpaBastoLLMe Koabl BBoAa/BbiBoAa. N8 o6aBAeHUs nNpoLecca Ham
HY>KHO HanTu nyctoi «CnoT» B MaccuBe UAEHTUPMKATOPOB NpoLEecca U 3anpoLleHHbI PID; KOHeYHo,
Mbl MOXXeM nosy4nTb 6osiee ogHoro PID.

case IOCTL_PROCESS_PROTECT BY_PID:

{
auto size = stack->Parameters.DeviceloControl.InputBufferLength;
if (size % sizeof(ULONG) != 0) {
status = STATUS_INVALID BUFFER_SIZE;
break;
}
auto data = (ULONG*)Irp->Associatedlrp.SystemBuffer;
AutolLock locker(g_Data.Lock);
for (inti = 0; i < size / sizeof(ULONG); i++) {
auto pid = datalil;
if (pid == 0) {
status = STATUS INVALID PARAMETER;
break;
}
if (FindProcess(pid))
continue;
if (g_Data.PidsCount == MaxPids) {
status = STATUS TOO_MANY_CONTEXT _IDS;
break;
}
if (AddProcess(pid)) {
status = STATUS_UNSUCCESSFUL;
break;
}
len += sizeof(ULONG);
}
break;
}

CHavasia Kof, npoBepsieT pasmep 6ydepa, KOTopbI Jo/HKeH 6bITb KpaTeH YeTbipeM 6aiitam (PID), a He
HYJIIO.

3aTeM U3BEKaeTCs yKasaTe b Ha CUCTEMHBIN 6ydep (ynpaBasowmii Kog Ucnonb3yeT
METHOD_BUFFERED - cM. r1aBy 7, €C/i BaM HY)XXHO YTO-TO HanOMHUTb). Tenepb 6bICTPbI MbIOTEKC
NoJIly4eH, N UMKA HavynHaeTtcs. Llnkn nepebupaet Bce PID, ykasaHHble B 3anpoce, U, eC/IN BCe caeayloulee
BepPHO, fobaenseT PID K MaccuB:

e PID He paBeH Hy/o (Honb Bceraa HegonyctuMblin PID, 3ape3epBUpoBaHHbIN 4151 HE3aHATOrO
npotecca).

¢ PID ewe HeT B MaccuBe (FindProcess onpegenser 310).

e KoninyectBo ynpasasemMsbix PID He npeBbilwaeT MaxPids. YoaneHue PID aHanormyHo. Mbl AONXKHbI
HalTK ero, a 3aTeM «yJanuTb», MOMECTMB HOJIb B 3TOT C/10T (3TO 3TO 3a4a4a A9 RemoveProcess):

case IOCTL_PROCESS_UNPROTECT BY_PID:
{

auto size = stack->Parameters.DeviceloControl.InputBufferLength;
if (size % sizeof(ULONG) !=0) {

status = STATUS_INVALID BUFFER_SIZE;

break;



}
auto data = (ULONG*)Irp->Associatedlrp.SystemBuffer;

Autolock locker(g_Data.Lock);
for (inti = 0; i < size / sizeof(ULONG); i++) {
auto pid = datalil;

if (pid == 0) {
status = STATUS_INVALID_PARAMETER;
break;
}
if ('RemoveProcess(pid))
continue;
len += sizeof(ULONG);
if (g_Data.PidsCount == 0)
break;
}
break;

}

HakoHeL,, 04MCTUTb CIUCOK AOBOJILHO MPOCTO, €C/IN 3TO AENAETCA NPU YAEPKUBAHUN 6}'IOKMDOBKMZ

case |OCTL_PROCESS_PROTECT CLEAR:

{
Autolock locker(g_Data.Lock);
::memset(&g_Data.Pids, 0, sizeof(g_Data.Pids));
g_Data.PidsCount = 0;
break;

}

The Pre-Callback

Camas BaXkHas YacTb AgpanBepa - 310 yaaneHne PROCESS_TERMINATE ans PID, koTopble B HacTosiLee
BpeMs 3alUMLLEHO OT 3aBepLUEHUS:

OB_PREOP_CALLBACK_STATUS
OnPreOpenProcess(PVOID, POB_PRE_OPERATION_INFORMATION Info) {
if(Info->KernelHandle)
return OB_PREOP_SUCCESS;
auto process = (PEPROCESS)Info->0bject;
auto pid = HandleToULong(PsGetProcessld(process));
AutolLock locker(g_Data.Lock);
if (FindProcess(pid)) {
// found in list, remove terminate access
Info->Parameters->CreateHandlelnformation.DesiredAccess &=
~PROCESS _TERMINATE;
}
return OB_PREOP_SUCCESS;

}

Ecnn peckpuntop sBAsSeTcs JecKpUnTopoM aapa, Mbl MO3BOSEM onepaLmm NPOA0/KATLCS HOPMasbHO.
3TO UMEET CMbICJ, NMOCKOJIbKY Mbl XOTUM, YTOBbI KOf, AApa paboTas NpaBUbHO.

Tenepb HaM Hy>KeH UAeHTUOUKATOP NpoLEecca, A1 KOTOPOro OTKPbIBAETCS AecKpunTop. [aHHble,
npenocTaBieHHble B 06paTHOM BbI30BE KaK yKasaTesib 06bekTa. K cuacTbio, nonyunts PID npocTo ¢
nomolubto API PsGetProcessld.

MocnepHAs YacTb, NPOBEPSIOLLASA, AENCTBUTENIBHO 1M Mbl 3aLLMLLLAEM 3TOT KOHKPETHbIN NPOoLECcC Nan
HET, M03TOMY Mbl Bbi3biBaeM FindProcess. B csiyqyae oGHapy>KeHus yaanasem JocTyn
PROCESS_TERMINATE.



KnueHtcKoe npunoxxeHue

KnueHTckoe NpuaoxkeHme AOMKHO MMETb BO3MOXHOCTb J06aBAATb, Y4ANATb M O4MLLATb NPOLECCHI,
BblgaBas npaBuabHble DeviceloContro.

NHTepdeiic KoMaHAHOM CTPOKU AEMOHCTPUPYETCA CAeAYOWUMIN KOMaHaaMu1 (Npu yCAoBUMU, HTO
ucrnonHaeMsblin dain Protect.exe):

Protect.exe add 1200 2820 (protect PIDs 1200 and 2820)
Protect.exe remove 2820 (remove protection from PID 2820)
Protect.exe clear (remove all PIDs from protection)

BoT 0CHOBHast GyHKLMSA:

int wmain(int argc, const wchar_t* argv[]) {
if(argc < 2)
return PrintUsage();
enum class Options {
Unknown,
Add, Remove, Clear

b

Options option;

if (::_wcsicmp(argv[l], L"add") == 0)
option = Options::Add;

else if (::_wcsicmp(argv[1], L"remove") == 0)
option = Options::Remove;

else if (::_wcsicmp(argv[1], L"clear") == 0)
option = Options::Clear;

else {
printf("Unknown option.\n");
return PrintUsage();

}

HANDLE hFile = ::CreateFile(L"\\\\.\\" PROCESS_PROTECT_NAME,
GENERIC_WRITE | GENERIC_READ, 0, nullptr, OPEN_EXISTING, O,
nullptr);
if (hFile == INVALID_HANDLE_VALUE)
return Error("Failed to open device");
std::vector<DWORD> pids;
BOOL success = FALSE;
DWORD bytes;
switch (option) {
case Options::Add:
pids = ParsePids(argv + 2, argc - 2);
success = ::DeviceloControl(hFile, IOCTL_PROCESS PROTECT_BY_PID,
pids.data(), static_cast<DWORD>(pids.size()) *
sizeof(DWORD),
nullptr, 0, &bytes, nullptr);
break;
case Options::Remove:
pids = ParsePids(argv + 2, argc - 2);
success = ::DeviceloControl(hFile, IOCTL_PROCESS _UNPROTECT_BY_PID,
pids.data(), static_ cast<DWORD>(pids.size()) *
sizeof(DWORD),
nullptr, 0, &bytes, nullptr);
break;
case Options::Clear:
success = ::DeviceloControl(hFile, IOCTL_PROCESS_PROTECT_CLEAR,
nullptr, 0, nullptr, 0, &bytes, nullptr);



break;

}
if (!success)

return Error("Failed in DeviceloControl");
printf("Operation succeeded.\n");
::CloseHandle(hFile);
return O;

}

BcnomoratenbHas dyHKUms ParsePids aHannsmpyet naeHTMdMKaTopbl NPOLIECCOB M BO3BPALLAET UX KaK
std :: vector <DWORD>, KOTOpbII1 IETKO MepeaaTth Kak MaccuB, UCMoNb3ysa MeTog, data () B std :: vector
<T>:

std::vector<DWORD> ParsePids(const wchar_t* buffer[], int count) {
std::vector<DWORD> pids;
for (inti =0;i < count; i++)
pids.push_back(::_wtoi(buffer[i]));
return pids;

}

HakoHel,, pyHKUMs Error Ta e, 4To 1 B NpeaplayLmx NpoeKkTax, a PrintUsage npocto oto6paxkaeT
npocTyto nHoopMaums o6 ucnonb3oBaHUK. [lpaiiBep ycTaHaB/AMBAETCS, a MOTOM 3arycKaeTcs:

sc create protect type= kernel binPath= c:\book\processprotect.sys
sc start protect

JaBaiiTe npoBepuM ero, 3arycTmB B Kadectse npumepa npotecc (Notepad.exe), 3awmrms ero, a 3ateM

nonpo6oBaB y6UTb 3TO € AMCNeTYEPOM 3a4a4. Ha pucyHKe NoKasaH 3anyLieHHbI 3K3eMnasap 6/10KHOTA.

i Task Manager O X
File Options View

Processes Performance App history Startup Users Details  Services

-~

Name PID Status User name  Sessi.. CPU Comr®™
k) node.exe 8648 Running zodia 1 00 ‘
i notepad.exe 9016 Running_ zodia 1 00

(85| Registry 112 Running SYSTEM 0 00

(87| RemindersServer.exe 9552 Running zodia 1 00

(85| RuntimeBroker.exe 10432 Running zodia 1 00

(5| RuntimeBroker.exe 5428 Running zodia 1 00

(8] RuntimeBroker.exe 3892 Running zodia 1 00

(8| RuntimeBroker.exe 6644  Running zodia 1 00

(8| RuntimeBroker.exe 3216 Running zodia 1 00 v
py - - : - 2

Fewer details End task




protect add 9016

Mpu HaXkaTuUK 3aBepLLUMTL 33434y B AMCNETYEPE 33434 NOABASETCS cOO6LIEHME 06 OLINBKE:

Unable to terminate process

e The operation could not be completed.

Access is denied.

oK

Mbl MOXEM CHSATb 3aLUMTY 1 Nonpo6oBaThb elle pas. Ha 3ToT pa3 NpoLiecc 3aBepLUEH, KakK U OXUANO0Ch.
protect remove 9016
HNuTepecHo:

B cniyyae ¢ 6/I0KHOTOM, [aXKe C 3alUTON, HaXKaB KHOIMKY 3aKPbITUS OKHa UK BbiGpas daitn/Bbixoa, 13
MeHI0 NpepBeT npoLecc.

3T0 NOTOMY, YTO 3TO AeNaeTcs BHYTPEHHe, Bbi3biBas ExitProcess, KOTOPbINA He BK/IOYAET HUKaKUX
OEeCKpMNTOPOB. ITO 03HaYaeT MexaHU3M 3aLLmTbl, KOTOPbIN Mbl 34eCb pa3paboTanun, No CyLLecTBY XOPOLL
0151 poL,EeccoB 6e3 Nosib30BaTe/IbCKOro MHTepdeiica.

YBegomMneHus peectpa
B 4eM-To NOX0XXMUI1 Ha YBEAOMJIEHWNS1 06 OOBEKTAX.

Oucnetyep KoHOUIypaLnini MOXKET UCMOJIb30BaTLCA A PErncTpaLmnmn yBeJoMaeHuin o Jocryne K
KNtoYaM peecTpa.

CmRegisterCallbackEx ncnonb3syetcs ans perucrpaumm Takmx yBeioMaeHuin. Ero npototun Takoit:

NTSTATUS CnRegisterCallbackEx (

_In_ PEX_CALLBACK _FUNCTION Function,

_In_ PCUNICODE_STRING Altitude,

_In_ PVOID Driver, A4 PORIVER_OBJECT
_In_opt_ PVOID Context,

_Out_ PLARGE_INTEGER Cookie,

_Reserved_ PVOID Reserved

Function - 370 caM obpaTHbii Bbi30B, KOTOPLIA Mbl PACCMOTPUM YyTb MO3XE.

Context - 3To 3HauyeHue, onpepenseMoe OpalMBepoM, NepefaBaeMoe KakK ecTb K
obpaTHOMY BbI3OBY.

HakoHewn, Cookie - 3T0 pe3ynbTaT YCMEWHOW perucrTpauunm.



OyHKuMa obpaTHOro Bbi30Ba [0OBOSIbHO obwas, OHa MOKa3aHa 3Aechb:
NTSTATUS RegistryCallback (
~In PVOID CallbackContext,
_In opt_PVOID Argumentl,
_In opt_PVOID Argument2);
CallbackContext - 3To apryMmMeHT KOHTeKcCTa, nepefaHHbin B CmRegisterCallbackEx.

Argumentl Ha caMoM pene saBnseTca nepeuncneHneM REG NOTIFY CLASS, onucbiBawwmii
onepauui, AONsS KOTOPOA 06paTHbIM BbI3OB Bbi3bIBAETCHA, HE3aBUCUMO OT TOro,
NPOUCXOOUT NN 3TO OO0 MM NOCNEe YyBEeOOMIEeHUA .

Argument2 - yka3saTenb KOHKPETHOW CTPYKTYpbl, OTHOCAWENCHS K 3TOMy Tuny
yBenoMnenus. [lpaviBep 00bIYHO BKJWYAET TUN YBEOOMIIEHUS TaK:

NTSTATUS OnRegistryNotify(PVOID, PVOID Argumentl, PVOID Argument2) {
switch ((REG NOTIFY CLASS)(ULONG PTR)Argumentl) {
//...
}

B Tabnuue nokasaHbl HEKOTOpble 3HavyeHus u3 nepeuncnenns REG NOTIFY CLASS,
paHHaf CTPYKTypa nepepaeTcd Kak Argument2.

Notification Associated structure

RegMtPreDel etekey REG_DELETE_KEY_INFORMATION
RegNtPostDeletekeay REG_POST_OPERATION_INFORMATION
RegNtPreSetValuekey REG_SET_VALUE _KEY_TINFORMATION
RegMtPostSetValuekey REG_POST_OPERATION_INFORMATION
RegMtPreCreatekey REG_PRE_CREATE_KEY_INFORMATION
RegNtPostCreatekey REG_POST_CREATE _KEY_INFORMATION

06paboTka npepBapuTenbHbLIX YBeOOMJIEHUN

06paTHLIM BbI3OB BLI3bIBAETCS [ NpefBapuUTENbHBIX OMEpauuit, npexpe 4em oHu OynoyT
BbinosiHeHsl Configuration Manager.

Y ppanBepa ecTb crefywlje BO3MOXHOCTW:

* Bo3BpauweHne STATUS SUCCESS wu3 obpaTHoro Bei3oBa, Torga 6yget npoponxatbcs
obpaboTka onepauun B 0ObIYHOM pexuMe.

* Bo3BpaT HEKOTOPOro COCTOAHMA OTKa3a M3 obpaTHoro Bbi30oBa. B 3TOM cnyuyae
Configuration Manager Bo3BpaTuUT owubky u onepauus He GygeT BbINOSIHEHA.

* O6bpaboTaTbh 3anpoc kakuMm-nubo obpa3oM, a 3aTeM BEpPHYTb

STATUS CALLBACK BYPASS u3 obpaTHoro Bhi3oBa. Configuration Manager Bo3Bpawaert
Bbi3bIBAWWEMY O0OBLEKTY YyCnewHoe BbLINOSIHEHWME WM HEe Bbi3biBAaeT onepauwuio. [pansep
ponxeH no3aboTMTbCA O TOM, 4YTOOb YCTAHOBUTbL MPaBUSIbHbIE 3HAYEHUSA B

REG xxx_ KEY INFORMATION.



06paboTka nocTonepaumii

BoinonHseTCcs nocne 3aBeplieHus onepauun v Npu yCcroBuM, 4YTO ApaiBep He
NMPensTCTBOBAs BbINOSIHEHMIO MOCT-0OMNEpaLUNn.

Ecnn ato npoucxoaut, 06paTHbIM BbI3OB Bbi3biBAETCA Mocne Toro, kak Configuration
Manager BbINOJIHUIT onepauuio.

BoT npotoTun obpaTHOro BLI30BA:

typedef struct _REG_POST_OPERATION_INFORMATION {

PVODID Object; input

NTSTATUS Status; ing

PVOID Prelnformation; The pre information

NTSTATUS ReturnStatus; callback can change the outcome of the operation
PVODID CallContext;

PVOID ObjectContext,

PVOID Reserved:

} REG_FOST_OPERATIOM_INFORMATION, *PREG_POST_OPERATION _INFORMATION ;

Bbl MoxeTe cpoenaTb clefyloume onepauun:

e llocMOTpMTE Ha pe3ynbTaT onepaunnm U cpenamte 4to-HMOyab (Hanpumep, 3anuuuTe
nor v t.40.).

* A3MeHMTe cTaTyc BO3BpaTa, YCTaHOBMB HOBOE 3HayeHWe cTaTyca B none
ReturnStatus cTpykTypbl noct-onepauuun, a 3ateM Bo3spaTtT STATUS CALLBACK BYPASS.
KoHQUI ypauMOHHbIN MeHeOXep BO3BpallaeT 3TOT HOBbIM CTaTyC Bbi3blBalWeMY abOHeHTY.

* I3MeHnTe BbIXOOHble nNapamMeTpbl B CTpPYKType REG xxx KEY INFORMATION u BepHuTe
STATUS SUCCESS. Configuration Manager BO3BpalaeT 3TV HOBble OaHHbIE Bbi3bIBAKOWEN
CTOpOHe.

Bonpoc npou3BOAUTESNILHOCTH

O0bpaTHbI BbI30B peecTpa Bbi3bIBAETCSA AN KaXAgoW onepauuu peecTtpa, HeT cnocoba
OTOUNBbTPOBATH TOMbLKO OMPEAesieHHble onepauuu.

3TO O3Ha4aeT, 4YTo obpaTHbIM BLI3OB OO/MXEH ObITb Kak MOXHO ObicTpee, MNOCKONbKY
Bbi3bIBAWWMUA OXupaeT o06paboTkM.

KpoMe TOro, B Lenoyke O6paTHbIX BbiI30BOB MOXeT ObiTb 60siee ofgHOro npaﬁBepa.

HekoTopble onepauuMnm C peecTpoM, O0COOEHHO Onepauuu YTEHWUSA, BbLINOSHAKWTCA B
fonbwoM KonuyecTBe, TaK 4YTO Nyywe Ons gpauBepa, 370 usbexatb 06paboTku
onepauuMn 4YTeHUs, eCclvh 3TO BO3MOXHO.

Ecnn oH ponxeH obpabaTtbiBaTb onepauuio YTeHUA, TO OH LOOMXEH KakK MUHUMYM
orpaHuuutb cBow 06paboTKy onpegeneHHbIMM UHTepecywlMMu Kw4damu, Hanpumep, HKLM
\System\CurrentControlSet (npocTto npumep).

Onepauuy 3anucu U CO3[OaHUS UCMONb3YTCA ropa3fgo pexe, MO3TOMY B 3TUX Cly4yasx
OpanBep MoxeT fgenaTb 6onblie, ecnu HeobxomuMmo.



BHegpeHue yBepomsieHMii peecTpa

Mbl pacwvpuM Haw pgpanBep SysMon M3 rnasbl 8, BK/WYMB B HEro yBedoOMNEHUS pOnsd
HEKOTOPLIX OMnepauuin peecTtpa.

Hanpumep, mbl pobaBum yBepomneHus o 3anucu Kypa-Hubyab B HKEY LOCAL MACHINE.
CHavana Mbl onpepenuM CTPYKTYpYy AaHHbIX, KoTopas 6bypeT Bkaw4yaTbh B cebd
coobuwaemMyw uHpopmaumw (B SysMonCom.h):

struct : ItenHeader |
ULONG ProcessId;
ULONG ThreadId;

WCHAR KeyMame[256]; full key name
WCHAR WalueMame[54] ; value name
ULONG DataType; REG xxx
UCHAR Data[128]; data

ULONG DataSize; size of data

b
Ona npocToThl
Mbl BygeM ucnonb3oBaTb MaCCUBbI GUKCMPOBAHHOrO pa3Mepa ansa coobuwaemon
nHpopmMaLum.

B npaviBepe nyduwe caenaTtb 3TO0 OMHAMUYECKUM, 4YTOOblI COKOHOMUTbL MaMATb U
NPefoCcTaBUThb MOSIHYW WHPOPMALMIO TaM, rae 3To Heobxogumo.

MaccuB OaHHbIX - 3TO GAKTUYECKM 3anucaHHble OaHHble. ECTEeCTBEHHO, Mbl [OMKHbI
KaKuM-To 0O6pa3oM OrpaHuWyuTb €ro.

DataType - oOHa u3 KOHCcTaHT Tuna REG xxx, Hanpumep REG SZ, REG DWORD,
REG BINARY u 1. fO., 3HayeHUsa OOMHAKOBbLI B MOJIb30BATE/IbCKOM pEXUME U pexume
agpa.

3aTteM Mbl 0O6aBMM HOBbLIM TWUN COOLITMA [N 3TOr0 YBEOOMIEHUS :
enum class ItemType : short {
None,
ProcessCreate,
ProcessExit,
ThreadCreate,
ThreadExit,
Imageload,
// new value
RegistrySetValue
}s

B DriverEntry Ham HyxHO po6aBuTb peructpaumw obpaTHOro BbLI30Ba peecTpa Kak
yacTb 6noka do/while(false).



Bo3BpalieHHb ¢pann cookie, npencTaBnawWUA peruvcTpaunio, COXpaHseTCcs B Hawew
cTpykType Globals:

UNICODE STRING altitude = RTL CONSTANT STRING(L"7657.124");
status = CmRegisterCallbackEx(OnRegistryNotify, &altitude, DriverObject,
nullptr, &g Globals.RegCookie, nullptr);
if (INT _SUCCESS(status)) {
KdPrint((DRIVER PREFIX "failed to set registry callback (%08X)\n",
status));
break;
}
KOHEYHO, Mbl [OMXHb OTMEHUTb PErucTpauuio B NpoLenype BbIFPYy3KM:
CmUnRegisterCallback(g Globals.RegCookie);
O6paboTka obpaTHOro BbI30Ba peecTpa

Haw obpaTHbii BbiI30B [OONIKEH YUMTbiBaTb TONbKO 3anucu, COENaHHble B
HKEY LOCAL MACHINE. CHavana Mbl BKJIOYAEM HYXHYK Onepaumio:

NTSTATUS OnRegistryNotify(PVOID context, PVOID argl, PVOID arg2) {
UNREFERENCED PARAMETER(context);
switch ((REG_NOTIFY CLASS) (ULONG PTR)argl) {
case RegNtPostSetValueKey:
/] ..
}

return STATUS SUCCESS;

}

B >ToM pgpavBepe Hac He 3ab0oTHAT HMKaKue AOpyrue onepauuu, No3TOMYy nocne
nepeksiydeHns Mbl NPOCTO BO3BpallaeM YCMeWHbh cTaTyc.

0bpaTuTe BHWMaHWe, 4YTO Mbl UCCegyeM MOCT-onepauuio.
auto args = (REG_POST OPERATION INFORMATION*)arg2;
if (!NT_SUCCESS(args->Status))

break;

Ecnu onepauus He ypganacb, Mbl NPOCTO BbIXOAWUM.

9TO MPOCTO MPOM3BOJSIbLHOE pelleHne [Ofs 3TOro gpanWBepa, Ha CaMoM [ene, OpYyrou
opaviBep MoxeT obpabaTbiBaTb 3TWM HeydauHble MOMbITKHU.

3aTeM HaM HYXHO MPOBEPUTb, HAXOOUTCH NM paccMaTpuBaembit Knwd nop HKLM.



Ecnn HeT, Mbl NPOCTO NponyckaeM 3TOT KJIOY.

BHyTpeHHMN nyTu peecTpa, npocMaTpuMBaemble f4pOM, BCerpga HayuHawTca C \
REGISTRY \ B KayecTtBe KopHf. locne storo mpget MACHINE \ - 10 %e camoe, 4TO
HKEY LOCAL MACHINE B Kope nofib30BaTeNlbCKOro pexvMa.

3T0 O3Ha4yaeT, YTO HaM HYXHO MPOBEPUTb, HAYMHAETCSA JIM pacCMATPUBAEMbIN KIlOY
¢ \REGISTRY\MACHINE\.

MyTb Kl4a HE COXPaHAETCHA B MOCTCTPYKTYpe U OAXe He COXpaHAeTCs HanpsMmyi B
npenBapuTeNbHOW CTPYKTYype.

BMecTo 3TOro caM 06bekT kya peecTpa NMPefoCTaBNAETCA KakK YaCTb CTPYKTYpbl
noctuHpopMauumn. Torga HaMm Heob6XoOMMO WM3BNEYb UMS Klo4a C MOMOLWbH
CmCallbackGetKeyObjectIDEX # nocMoTpeTb, HayMHAeTCHs 1M OHO C
\REGISTRY\MACHINE\:

static const WCHAR machine[] = L"\\REGISTRY\\MACHINE\\";
PCUNICODE_STRING name;
if (NT SUCCESS(CmCallbackGetKeyObjectIDEx(&g Globals.RegCookie, args->Object,
nullptr, &name, 0))) {
// filter out none-HKLM writes

if (::wcsncmp(name->Buffer, machine, ARRAYSIZE(machine) - 1) == 0) {

HANDLE OpenHandleToProcess(DWORD pid) {

HANDLE hProcess = OpenProcess(PROCESS QUERY INFORMATION |
PROCESS VM READ,

FALSE, pid);
if('hProcess) {
// failed to open a handle

}

return hProcess;

}

Ecnum ycnosue BbinonHseTcA, HaM Heobxogumo 3apukcumpoBaTb MHPopMauumio o6 onepauum
B HalWeM YyBEeLOMIIEHUN.

3Ta uHbopMaumsa (TWN OaHHbLIX, MMA 3HA4YeHus, PakKTM4eCKoe 3Ha4yeHue u T1.[4.)
CHabxeHa CTPYyKTypoW npenBapuTenbHOW WHPOpMaAUMM, KOTOopas, K CYaCTbW, AOCTYMHa
KaK 4acTb MoCTuHOopMauuu.

auto preInfo = (REG SET VALUE KEY INFORMATION*)args->PreInformation;
NT_ASSERT (prelInfo);

auto size = sizeof(FullItem<RegistrySetValueInfo>);



auto info = (FullItem<RegistrySetValueInfo>*)ExAllocatePoolWithTag(PagedPool,
size, DRIVER TAG);
if (info == nullptr)
break;
// zero out structure to make sure strings are null-terminated when copied
RtlZeroMemory(info, size);
// fill standard data
auto& item = info->Data;
KeQuerySystemTimePrecise(&item.Time);

item.Size = sizeof(item);

item.Type = ItemType::RegistrySetValue;

// get client PID/TID (this is our caller)

item.ProcessId = HandleToULong(PsGetCurrentProcessId());

item.ThreadIld = HandleToULong(PsGetCurrentThreadId());

// get specific key/value data

iiwesncpy s(item.KeyName, name->Buffer, name->Length / sizeof (WCHAR) - 1);

::wesncpy s(item.ValueName, preInfo->ValueName->Buffer,
preInfo->ValueName->Length / sizeof (WCHAR) - 1);

item.DataType = preInfo->Type;

item.DataSize preInfo->DataSize;

::memcpy(item.Data, preInfo->Data, min(item.DataSize, sizeof(item.Data)));
PushItem(&info->Entry);

KoHKpeTHasa CTpykTypa NpeaBapuTenbHON MHGOpMaL MK
(REG_SET VALUE KEY INFORMATION) copepxuT uHOOpMauumio, KOTOPYI0 Mbl WIEM.

Kon cTapaeTtcsi He KONMWPOBaTb CJIMWKOM MHOT0, 4T0Obl HEe MepPenosiHUTbL CTaTUYECKM
BoigeneHHole 6ydepsi. HakoHeu, ecnu CmCallbackGetKeyObjectIDEx 3aBepwaetcs
yCMewHo, noflyYeHHOe WMSA KJoYa LONXHO ObiTb ABHO 0CBOOOXAEHO:



CmCallbackReleaseKeyObjectIDEx(name);
Mopudukauma Kopa KnueHTa

KnneHTckoe npunoxeHune Heob6XOAUMO W3MEHUTb LS NOJOEepXKW 3TOro HOBOro TuMna
cobbiTMa. BoT BO3MOXHas peanusauus:

case ItemType::RegistrySetValue:

{
DisplayTime(header->Time);
auto info = (RegistrySetValueInfo*)buffer;
printf("Registry write PID=%d: %ws\\%ws type: %d size: %d data: ",
info->ProcessId, info->KeyName, info->ValueName,
info->DataType, info->DataSize);
switch (info->DataType) {
case REG DWORD:
printf("0x%08X\n", *(DWORD*)info->Data);
break;
case REG SZ:
case REG_EXPAND SZ:
printf("%sws\n", (WCHAR*)info->Data);
break;
case REG BINARY:
DisplayBinary(info->Data, min(info->DataSize, sizeof(info-
>Data)));
break;
// add other cases... (REG QWORD, REG LINK, etc.)
default:
DisplayBinary(info->Data, min(info->DataSize, sizeof(info-
>Data)));
break;
}
break;
}

DisplayBinary - 3To npocTas BCMNOMoraTenbHas QyHKUMs, KOTOpas MoKa3biBaeT
[BOMYHblE AAHHble B BUOE CEPWUM WECTHAALATEPUYHBIX 3HAYEHWUW:



void DisplayBinary(const UCHAR* buffer, DWORD size) {
for (DWORD i = 0; i < size; i++)
printf("%02X ", buffer[i]);
printf("\n");
}

BoT HekoTopble pe3ynbTaThl AAf 3TOF0 PACWMPEHHOrO KJMEHTa W [ApaiBepa:

19:22:21 .589: Thread 64838 Exited from process 8868

19:22:21 .589: Thread 5348 Created in process 8252

19:22:21 .5160: Thread 5348 Exited from process 8252

19:22:21 .531: Registry write PID=T288: \REGISTRY“\MACHIMNE‘\SOF TWARE‘Microsofti\Windows *
Search‘FileChangeClientConfigs" {SBBA4ETT-3ARZ-4893-E0D0C- BAGF ABBIAEFS] \FileAttributesy,
FilteredOut type: 4 size: 4 data: GxEE0EEEE0

19:22:21 .531 : Registry write PID=T288: “\REGISTRY'\MACHINE\SOF TWARE \Microsoft\Windows
Search“FileChangeClientConfigs\ {BBBA4ETT-3AB2- 4893-BDOC- BAGF ABB3AEFS ] WsnSourceFiltel
redut type: 4 size: 4 data: OxEEEEEEES

19:22:21 .531: Registry write PID=T288: \REGISTRY“\MACHINE\SOF TWARE ‘\Microsoft\Windows
Search‘FileChangeClientConfigs\ {SBEA4LETT-3AB2- 4893-BDOC- BAGF ABB3AEFS ] \WsnReasonFiltey
redut type: 4 size: 4 data: OxEEEEEEE0

19:22:21.531: Registry write PID=T288: \REGISTRY\MACHIME\SOF TWARE“Microsofti\Windows *
Search'FileChangeClientConfigs\ {SBBALETT -3ABZ- 4B93- BDOC- BABF ABR3AEFS]} \ConfigF lags tyh
pe: 4 size: 4 data: Ox0EEEEEEL

19:22:21 .531: Registry write PID=T288: \REGISTRY\MACHIME\SOF TWARE‘\Microsofti\Windows *
Search‘FileChangeClientConfigs\ {SBBALETT -3ABZ- 4B93- BDOC- BABF ABR3AEFS] \ScopeToMoni tory,
type: 1 size: 2708 data: C:‘\Users‘zodia\AppData'Local'\Packages'\Microsoft Windows.Cond
tentD19:22:21.531: Registry write PID=T288: “REGISTRY‘\MACHINE“SOF TWARE‘Microsoft \Win'
dows SearchyFileChangeClientConfigs\{5SB8ALETT-3ARZ-4893-BODC -BAGF ABRIAEFS] "Monitoredy,
FathRegularExpressionExclusion type: 1 size: 2 data:

19:22:21 .531 : Registry write PID=T288: “\REGISTRY'\MACHINE\SOF TWARE \Microsoft\Windows
Search“FileChangeClientConfigs\ {BBEBA4ETT-3AB2- 4893-BDOC- BAGF ABB3AEFS] \WAppl icationNam®,
e type: 1 size: 36 data: RuntimeBroker .exe

19:22:21 .531: Registry write PID=T288: \REGISTRY“\MACHINE\SOF TWARE ‘\Microsoft\Windows
Search'FileChangeClientConfigs\ {SBEA4LETT-3AB2- 4893-BDOC- BAGF ABB3AEFS} \Clientld type:y
4 size: 4 data: GuGEOEEGE1

19:22:21.531: Registry write PID=T288: “\REGISTRY\MACHINE‘\SOF TWARE‘\Microsoft\Windows
Search‘\FileChangeClientConfigs'\{5B8ALETT-3AB2-4093-BDDC- BAGF ABBIAEFS] \WolumeIndex tyh,
pe: 4 size: 4 data: GxEEEGEGE1

19:22:21.67T8: Thread 4680 Exited from process 6840

19:22:21.678: Thread 4760 Exited from process G840



YnpaxkHeHus

1. MoanduumpyiTte gpaiBep, KOTopblid He 6yaeT pa3pellaTb BHeAPEHUE NOTOKOB B Apyrie npoLecchl,
€C/IM LieNIeBOV MPOLLECC OT/IAXKMBAETCS.

2. Peanusyinte gpaiBep, 3alLMLLAIOLLNIA KIOY peecTpa OT USMeHeHUN. KIIMEHT MOXKET BbIC/1aTb
JpalBepy KoUM peectpa A5 3almTbl AN CHATUA 3aLUTbI.

3. Moguduumpyite apamBep, KOTOPbIN NepeHanpaBAseT ornepaummn 3anmcu B peectp, NocTynatowme ot
BbIBPaHHbIX NPOLLECCOB (HACTPaMBAETCA KIMEHTCKMM MPUIOKEHNEM) HA CBOM 3aKPbITbIN K04, €C/IU OHU
obpatuarotcs K HKEY_LOCAL_MACHINE. Ecim npuaoXeHue 3anmcbiBaeT AaHHbIe, OHO NEPEXOAUT B CBOE
YyacTHoe XpaHunuue. Ecam oH cumTbiBaeT AaHHble, CHaYaa NPoOBepPbTE YaCcTHOE XPaHW/IMLLE, U €C/IN TaM
HeT 3Ha4yeHus, NnepengmTe K peanbHOMY KoYy peecTpa. 9TO OAMH M3 acNeKTOB NPUMEHEHMNS
NecoYHMLbl.

Pestome

B 3TOW r1aBe Mbl pacCMOTpENM ABa MeXxaHU3Ma 06paTHOrO BbI30Ba, NOAAEPXKMUBAEMbIE APOM -
noslydyeHue AeCcKpUnTopoB AJis onpeaeneHHbIX 06 bEKTOB M AOCTYN K peecTpy. B cneaytollein rnase mbl
OKYHEMCS B HOBYIO TEPPUTOPMIO PaioBON CUCTEMbI U MUHU-PUIBTPOB.



