I'aBa 11.06cyxaeHne pa3JIM4HbIX BOIMPOCOB N0 pa3padoTke ApaiiBepoB

B st10i1 nocnennel rimaBe KHUTH Mbl PaCCMOTPUM PA3TTUYIHBIC TEMbI, KOTOPBIC HE
COOTBCTCTBOBAJIMU IMPECALIAYIICM I'JIaBaM.

B sr0i1 rnage:

* [Toanuce apaiiBepa.

* CpencTBO MPOBEPKH APaiBEPOB.
* lcnonps3oBanue HatuBHBIX API.
* [IpaiiBeps! pUIBTPOB.

* MoHuUTOp yCTPOUCTBA.

* [Tonknrouenue nparisepa.

» bubimotexu sapa.

IMoanuck apaiiBepa

JlpaiiBepsl siapa - ITO eAMHCTBEHHBIN OQHUIIMATBHBIN MEXaHU3M IS JO0OaBICHHS KOJA B SIAPO
Windows.

JpaiiBepbl MOTYT BbI3BaTh c00ii cuctemsl . Snpo Windows He femaer paznuuuii Mexay «oonee
B2)XHBIMH» M «MCHEE BOKHBIMUY JpaiiBepamMHu.

Microsoft ectecTBEHHO, XOTENOCEH OBL, 4TOOBI Windows Obl1a cTaOMIBLHON, 0e3 cO0EB MITH
HECTAOMILHOCTH CUCTEMEI.

Haunnas ¢ Windows Vista, B 64-6utHbIX cuctemax Microsoft TpeOyer, 4ToObI ApaiiBepsl ObUIH
MIOJIITMCAHBI C UCIIOJb30BAHNEM HAIISKAIIETO CEPTU(HUKATA TIOIYIECHO U3 IIEHTpa cepTU(UKAIIH
(CA). bes noanucu apaifBep HE 3arpy3UTCs.

I"apanTupyer 11 NOANNUCH IpaiiBepa ero kauecTBo ? ['apaHTUpYET JIK 3TO, UTO CUCTEMA HE
BBIAJIET U3 CTPOs?

Her, 310 TONBKO TapaHTUpyeT, 4To (hailyibl JpaiiBepa He U3MEHWINCH C TEX MOpP, KaK OH MOKUHYJ
u3zarels ApaiiBepa v 4TO caM U3/aTellb ayTeHTUYEeH. JTO He MaHales IPOTUB OIINOOK B
JpaiiBepax, HO Ja€T YBEPEHHOCTb B CAaMOM JpaiBepe.

Tak>ke 3TO 3aIMIIAET OT PyTKUTOB HA YPOBHE SIIPA, BEIb MOCJIE BBEICHUS TaKOW MOAMMUCH,
MPAaKTUYECKH UCYE3ITU PYTKUTHI, T. K. aBTOpaM BPEIOHOCHOTO co(pTa HET CMBICIIA TOKYIIaTh
MTOJIITUACH JIPaiiBEPOB. )

Jst anmapatHoro npaiiBepa Microsoft TpeOyeT, utoOb1 oH mpotren Jlaboparopuio kKayecTBa
obopynoBanus Windows.

WHQL TecTsl, copepikaiiiue CTporue TeCThl Ha CTa0MIBHOCTh U (YHKIIMOHAIBHOCTH JpaiBepa.



Ecnu z[paf/'IBep OpOXOAUT TCCThI, TO OH MOJIYYaCT 3HAK Ka4CCTBA MiCI‘OSOft, I(OTOpBII71 n3aatciib

IpaiiBepa MOXKET PEKJIAMHUPOBATh KaK 3HAK KauecTBa M JoBepus. Ele oJJHO mocie/icTBrE
nepenaun WHQL - noctym k npaiiBepy uepes «Llentp ooHOBIeHHST Windows», KOTOPBIN BaKeH

JUIS HEKOTOPBIX M3JIaTeNen.

[TepBBIM mIarom mpu NOANMCAHUM JpaiBepa SBISETCS MOTyUYeHHE HaISKAIEeTro cepTudukara ot
neHrpa ceprudukanun (Hanpumep, Verisign, Globalsign, Digicert, Symantec u apyrue), mo
KpaiiHell Mepe, Ul NOJMUCHU KOJa sijipa.

CA IIPOBEPUT JIMYHOCTDb 3anpam1/IBanmeI71 KOMITaHHHU U, €CJIU BCC B NMOPAIKE, BBLAACT

ceptuduKar. 3arpykeHHbIN cepTU(UKAT MOKHO YCTAHOBUTH B XPAHWIHIIE CEPTUDUKATOB.
[TockomnbKy cepTH(UKAT JOHKEH XPAaHUTHCS B CEKPETE U HE JIOMYCKaTh YTEUKH, OOBIYHO OH
YCTaHaBJIMBAETCS Ha BBIJEIEHHOM COOPOUYHOM KOMITBIOTEPE U B paiiBepe MpoIlecC MOANUCAHUS

BBIITOJIHACTCS KaK 4aCTh IIpo1ecca C60pKI/I.

dakTrueckas oreparys MoANUCH BBITIOTHIETCS ¢ TOMOIbI0 nHCTpyMeHTa SignTool.exe,

sxomsamero B cocras Windows SDK. Ber moxere ucnonb3oBare Visual Studio mig moamucu

npaiiBepa, eciiu cepTU(UKAT YCTAHOBJIEH B XpaHWINIIE CEPTUPUKATOB Ha JIOKAIBHON MallluHe.

Ha pucynke nokasansl cBoiicTBa noamnucu B Visual Studio.

FileBackup Property Pages

Configuration: | Active(Debug)

~ | Platform: |All Platforms

Y2

Configuration Manager...

4 Configuration Properties
General
Debugging
VC++ Directories
I C/C++
b Linker
> Driver Settings
I Driver Install
I Resources
& Build Events
I Stamplnf
b Inf2Cat
4 Driver Signing
General
Command Line
> Wpp Tracing
I Message Compiler
» Counters Manifest Preprocesg
b Code Analysis

Sign Mode

Test Certificate

Cross-Signing Certificate

Production Certificate
TimeStampServer

Disable Warnings

Enable Diagnostic Verbosity

Minimal Build For Production Signing
File Digest Algorithm

Test Sign

Verisign

<different options>

Sign Mode
Specifies the mode used for signing

Cancel Apply

Visual Studio mpegocTaBiseT aBa TUIA MOAMKCH: TECTOBAs TIOAMUCH U pabodas moanuch. C

TECTOBBIM MOJITUCAaHIEM, OOBIYHO HCTIONB3YETCs CepTU(UKAT KOTOPBIN CO3/IaHaH JIOKAIbHO U
KOTOPOMY HE JIOBEPSIIOT IN100aTbHO.



OTO HNO3BOJISICT TCCTUPOBAHHUC npaﬁBepa B CUCTEMAX, HACTPOCHHBIX C BKJIIOUEHHOM TE€CTOBOM
NOANMHCHIO, KaAK MbI OTO ACJIaJIM B KHUI'C.

IToanuck Npou3BOJACTBEHHON Cpe/ibl 3aKJIF0OYAETCs B UCIIOJIB30BAHNY PEAIbHOTO CepTU(HKaTa
JUTsI TIOATIACH ApariBepa JUisl IPOU3BOJCTBEHHOIO UCTIOIb30BaHMS.

CeprudukaTsl TECTUPOBAHUS MOTYT OBITH CO3/IaHBI T10 JKeJIaHUIO ¢ moMoIbio Visual Studio mpu
BBIOOpE cepTU]UKaTa, KaK MOKA3aHO Ha CIEAYIONIEM Ha PUCYHKE.

v | Platform: x64 v Configuration Manager...

Sign Mode Test Sign
[]
Cross-Signing Certificate <Select From Store...>

Production Certificate <Create Test Certificate...>

TimeStampServer <Select From File...>

Disable Warnings <Edit...>

Enable Diagnostic Verbosity No

Minimal Build For Production Signing  No

File Digest Algorithm

Ha crienyromeM prcyHKe MMOKa3aH MpUMEpP TOITHCAHSI IIPOU3BOJICTBEHHON COOPKH ApaiiBepa B
Visual Studio.

Anroput™m gomkeH 061Th SHA256, a He 6onee crapblii 1 MeHee Ge3onacHbIil SHAL.

KDevMon Property Pages

Configuration: |Release ~ | Platform: |x64 v Configuration Manager...
4 Configuration Properties Production Sign w

General Test Certificate
Debugging Cross-Signing Certificate
VC++ Directories Production Certificate CN=Pavel Yosifovich, O=Pavel Yosifovich, L=Kfar Saba, C=IL | 6

b GG TimeStampSenver Verisign

b Linker Disable Warmnings MNe

I Driver Settings Enable Diagnostic Verbosity Mo

b Dri-ver =tall Minirnal Build For Production Signing Mo

b LILL Srare File Digest Algorithm sha256

I Inf2Cat

4 Driver Signing

General
Command Line

- Wpp Tracing
I: Message Compiler
I Counters Manifest Preproc
I Code Analysis
Sign Mode
Specifies the mode used for signing
£ >

Cancel Apply




PaGoTa ¢ pa3nmuuHbIMU TPOLICYyPAMU PETHCTPAIIAHN | MTOIMCAHUS IPAiBEPOB BBIXOAUT 32 PAMKHU
9TOW KHUTH. B nociieiHue roipl CUTyanus yCIO0KHUIACH U3-32 HOBBIX IPABUII U IIPOLIEYP
Microsoft.

Bbonee monpo6HO mpo noanrcanue JpaiiBepoB MOKHO TTOYUTATH
3aeck:https://docs.microsoft.com/en-us/windows-hardware/drivers/install/kernel-mode-code-

signing-policy--windows-vista-and-later-

CpencrBo npoBepku ApaiiBepoB

Driver Verifier - 3To BCTpoeHHBIH HHCTPYMEHT, KOTOPHIH cymecTtByeT B Windows, HaulHast ¢
Windows 2000.

Ero OEJIb — IIOMOYb BBIABJIIATH OIIINOKHU z[paﬁBepOB N HCTIPAaBUJIbHBIC METOAbI KOAWUPOBAHUAA.

Hampumep, npeanonosxum, 4To Bai apaiiBep Bbi3biBaeT BSOD kakuM-To 00pa3omM, HO KO
npaiiBepa He HaXOIUTCS HU B OJTHOM CTEKE BHI30BOB B (paiiyie aBapuitHOTO Jamma.

OOBIYHO ITO O3HAYAET YTO Balll ApaliBep clienall 4YTo-To, YTO He ObLIO (aTaJbHBIM B TO BpeMS,
HarpuMep, 3amnuca 4To-To 3a npeaeaaMHu OJHOTO U3 CBOMX BbIJEJICHHBIX Oy(epoB, e 3Ta
NaMsTh, K COXKAJICHUIO, ObLIa BBIJENICHA JPYyTroMy ApaiBepy WIH AApPY.

B sToT MOMeHT c60st HeT. OTHaKO KOoT/Ia-HUOY b TIO3KE ITOT JIpaiiBep WK AIpo OyaeT
MCTIONB30BaTh ATH JaHHBIE U, CKOPEE BCET0, BBI30BET cO0ii cucteMbl. Het mpocToro croco6a
cBs3aTh cOOM C ApaiiBepom-HapymuTeneM. CpeacTBO MPOBEPKH IpaiBEPOB Mpejiaract
BO3MOKHOCTb BBIJICJIUTH AMSTh [ IpaiiBepa B CBOIl COOCTBEHHBIN «CIIEUANbHBIIN ITYJI, B
KOTOPOM CTpaHHIIbI C 00Jiee BBICOKUMHU U HU3KUMU aipeCaMU HEAOCTYIIHBI, U TO3TOMY OyIyT
BbI3bIBaTh HEMEJICHHBIN COON MPU MEPETOIHEHNN WIN OMycToleH!H Oydepa, 4To yIpoiaeT
BBISIBJICHHE MTPOOJIEMHBIX MECT.

CpencTBo mpoBepKH paiiBepoB uMeeT rpaduueckuil nHTepderic 1 naTepdeiic KoMaHIHOMI
CTPOKHU U MOXeT paboTaTh C JIt0ObIM JIpaiiBepoM.

Camplii pocToif criocod HavaTh paboTaTh ¢ BEpU(PUKATOPOM - OTKPBITH ero, HaOpas verifier B
JIMAJIOTOBOM OKHE «BBITTOTHHUTE.

B mr060M citydae, BepuQuKaTop mpecTaBiIsieT CBO HaYalbHBIH MMOJIb30BaTeNbCKUM HHTEpdeiic,
MOKa3aHHBIM HA CIEAYIOIIEM PUCYHKE.


https://docs.microsoft.com/en-us/windows-hardware/drivers/install/kernel-mode-code-signing-policy--windows-vista-and-later-
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/kernel-mode-code-signing-policy--windows-vista-and-later-

=y Driver Verifier Manager

Select atask

(®) Create standard =ettings

() Create custom settings for code developers)

() Delete existing settings

() Display existing settings

() Display information about the cumently verfied drivers

Click Mext to create standard settings.

You will then be asked to select the drivers to verfy.

< Back Mext = Cancel

Heo6xonumo BeIOpaTh /1BE BEILM: TUII IPOBEPOK, BHIMOJIHAEMBIX BEpHU(PHUKATOPOM, U ApaiiBephl
KOTOpBIE cllielyeT npoBepuTh. IlepBas crpanuiia MacTepa NOCBALICHa CAMUM IIPOBEPKaM.

BapuaHThl npoBepok:

* Co3/1aTh CTaHAAPTHBIC HACTPOWKH - BBIOMpACT 3apaHee ONpe/Ie/ICHHbIH HaOOp MPOBEPOK,
KOTOpPBIC HeO6XOI[I/IMO BBIITOJIHUTE. MBI YBUIUM IOJHEIA CITUCOK JOCTYIIHBIX ITPOBECPOK Ha
BTOpPOIi cTpanumiie, kKaxmaas ¢ ¢pinaxkom Standard umm Additional.

Bce ormeuennsie kak Standard BEIOHpAIOTCs 3TOMH OIMIUEH aBTOMATHYECKH.

 Co3iaHue nojab30BaTeIbCKUX HACTPOEK, MTO3BOJISET I€TaIbHO BEIOMPATh MPOBEPKH,
MEPEYMCIIsis Bce JOCTYTHBIC IPOBEPKHU.

* YIanuTh CyIIECTBYIONINE HACTPOUKH, YAAISIET BCE CYIIECTBYIOIINE HACTPOHKN BepupUKaTOpa.

* [Tokasate CyliecTBYIOLME HACTPOUKH, TOKA3bIBAET TEKYIIIME HACTPOECHHBIE IPOBEPKU U
JpaiiBepsl, AJI1 KOTOPBIX 3TO IPUMEHSAETCS.

* [Toxa3zate MH(OpPMAIMIO O TPOBEPEHHBIX B HACTOSAIIEE BPeMs JpaiiBepax, MOKa3bIBaeT
coOpaHHYI0 HH(POPMAIUIO IS IpaiiBepoB, paboTaoUMX N0 BEpU(PHUKATOPOM B MIPEbIAYIIEM
ceaHce.



=y Driver Verifier Manager

Select individual settings from this full list

Enabled?  Test Type Flag Type 2
W]  [Specialpodl . |Sandad

] Force IRGL checking Standard

] Randomized low resources simulation Additional

] Poal tracking Standard

] 140 werfication Standard

] Deadlock detection Standard

] DMA checking Standard

] Security checks Standard

] Force pending 1/0 requests (%) Additional

] IRF logging () Additional

] Mizcellaneous checks Standard

] Imvariant MOL checking for stack (%) Additional

] Imvariant MOL checking for driver (%) Additional

] Power framework delay fuzzing Additional

] Paort /miniport inteface checking Additional

] DDl compliance checking Standard e

Click Mext after you have selected the settings you want to create.
You will then be asked to select the drivers to verfy.
Flags marked with a (*) require /0 Verfication (bit 4) also be enabled.

| <Back | Net> | Cancel

[Tpu BBIOOpe Co31aTh MOIB30BaTEIBCKIE HACTPOMKH OTOOpaXKaCTCs JOCTYITHBINA CITHCOK
HACTPOEK BepU(HKATOPa, CIMCOK, KOTOPBI YBEIUYMIICS 3HAYUTEIILHO, C IEPBBIX AHEH Driver
Verifier.

@nar Standard yka3pIBaeT, 4T0 3Ta HACTPOIKA YaCTh CTAHIAPTHBIX HACTPOEK, KOTOPYIO MOYKHO
BBIOpATh HA TIEPBOM CTpaHUIIE MacTepa.

[Tocne Toro, kak HacTpOIKM ObUTH BEIOpaHbI, Verifier moka3pIBaeT CISIyIOIUI mar A1 BBIOopa
JpaiiBepoB, KOTOPBIE HYXHO ITPOBEPHUTH, 3TO MIOKA3aHO HA CIEAYIOIIEM PHCYHKE.



=y Driver Verifier Manager

Select what drivers to verify

(®) Automatically select unsigned drivers

() Automatically select drivers built for older versions of Windows

() Automatically select all drivers installed on this computer

() Select driver names from a list

Click Mext to verfy all unsigned drivers installed on this computer. A list of these drivers will be displayed.

Click Back to review or change the settings you want to create.

< Back Mext = Cancel

BoTt BO3MOXHEBIE BApUAHTBI:

* ABTOMaTHYECKHI BRIOOP HETIOAMMCAHHBIX IpaliBEpPOB, HanOOIee aKTyasneH Ui 32-OuTHBIX
CHCTEM, KaK U 1711 64-OUTHBIX CHCTEM.

[Tpu HaxxaTnu KHOMKH «/Jlanee» OymyT mepeurcieHbl TaKhe JpaiBepsl.

* ABTOMaTH4eCKHU BBIOOp JIpaiiBepOB, CO3aHHBIX /I Oojiee cTaphix Bepcuit Windows,
SBIJISIETCS ycTapeBlien HacTpoiikon st NT 4.

* ABTOMaTH4ECKUIl BBIOOp BCEX IpaliBEepOB, YCTAHOBIECHHBIX Ha KOMITBIOTEPE, - 3TO
YHUBEpCAJIbHBIN BapHaHT, KOTOPBIM BRIOUPAET BCe ApaiiBephl. TEOPETHUECKU ITO MOKET OBITH
TMOJIE3HO, €CIIN Y Bac €CTh CHUCTeMa, KoTopasi 1aeT cOOM, HO HUKTO HE 3HAET, KTO BhI3BAI COOM.
OpHako 3TOT mapaMeTp HE PEKOMEHAYETCsl, TaK KaK OH 3aMeJyIieT padoTy MalIuHbI (y
BepH(pUKaTOpa €CTh CBOM 3aTpaThl), MOTOMY YTO BepuU(UKATOP MEePEXBATHIBACT PA3IUUHBIC
orepalyy (Ha OCHOBE MPEIbIIYIINX HACTPOEK) U OOBIYHO MPUBOIUT K HCIIOIH30BAHUIO
OosbIIero oobeMa mamsTH.

Tax stydie B TaKoW CUTyallH, YTOObI BEIOpaTh nepsble (ckaxkeM) 15 npaiiBepoB, HOCMOTPETH,
OOHaAPY>KUT JIM MIPOBEPSIOLIUI TIIOXOM JpaiiBep, U ecli HeT, BIOepuTe creayronue 15
JpaliBepOB U TakK Jajiee.



* Boibepure nMeHa JipaiiBepoB U3 CIHCKA * - Ty4IINH BapuaHT JJIs UCIIONb30BaHus, riae Verifier
IIPEJICTABIISIET CIIUCOK JIpaiiBEpOB.

Ecnu paccmarpuBaemblil ipaiiBep B JaHHBIM MOMEHT HE 3arpyeH, IeJKHuTe 1o JJo0aBuTh B
CIMCOK HE 3arpy>KeHHbIE JJPaiBEPHI ... MO3BOJSIET EPEHTH K COOTBETCTBYIOUINM (hailiry(am)
SYS.

=y Driver Verifier Manager

Select all Deselect all Invert selection
Select drivers to verfy
Verfy? Drivers Provider Version 2
] acpi.sys Microsaoft Corporation 10.0.18362 .1 (WinBui...
] acpiex sys Microsaft Corporation 10.0.18362 .1 (WinBui...
] afd sys Microsaft Corporation 10.0.18362 .1 (WinBui...
] afunix sys Microsaft Corporation 10.0.18362 .1 (WinBui...
] agilevpn sys Microsaft Corporation 10.0.18362 .1 (WinBui...
] ahcache sys Microsaft Corporation 10.0.18362 1 (WinBui...
] asmthub3 sys ASMedia Technology Inc 1.16.56.1
] asmtxhci sys ASMedia Technology Inc 1.16.56.1
] bam sys Microsaft Corporation 10.0.18362 1 (WinBui...
] basicdisplay sys Microsaft Corporation 10.0.18362 1 (WinBui...
] basicrender sys Microsaft Corporation 10.0.18362 1 (WinBui...
] battc sys Microsaft Corporation 10.0.18362 1 (WinBui...
] beep sys Microsaft Corporation 10.0.18362 1 (WinBui...
] birdfit sys Microsaft Corporation 10.0.18362 1 (WinBui...
[ bootvid.dll Microsoft Comaration 10.0.18362.1 (WinBui... ¥
Add cumrently not loaded driver(s) to the list...
Click Finigh after selecting the drivers to verfy. The cument settings will be saved and this program will exit.
Click Back to review or change the settings you want to create orto select another set of drivers to verfy.
= Carce

Hakoner, Ha)kaTHe KHOTKH «3aBEpPIIUTh U3MEHEHUSD JIeTIaeT HACTPOUKH MOCTOSHHBIMH JIO0 TEX
op, MOKa OHU He Oy IyT OTO3BaHbI, U CUCTEMY OOBIYHO HEOOXOIUMO MEPE3aTyCTUTh, YTOOBI
BepUPUKATOP MOT HHUITUAITH3UPOBATH Ce0s M MEPEXBATUTh JIPABEPhI, 0OCOOCHHO €CITH OHU B
HACTOSIIIIEe BPEMsI BBITIOJTHSIOTCSI.



IIpumepsI ceaHCOB NMPOBEPKH ApaiiBepoB

Haunem ¢ mpoctoro npumepa ¢ ucnoib3oBanueMm nactpymenTa NotMyFault ot Sysinternals. Kax
00CYK1aJI0Ch B IJ1aBe 6 3TOT HHCTPYMEHT MOYKHO HCIIOJIb30BATh IS COOSl CUCTEMBI Pa3TMIHBIMU
cnocodamu.

Ha pucynke nokazan NotMyFault.

Mot My Fault >

Crash Hang Leak

Copyright © 2002-2016 Mark Russinovich
Confributions by Daniel Pearson

Options

Clicking the Crash button will cause the system to crash.
There is a risk that corrupted memory will be written to disk
aor that work may be lost, Clase any open applications.

(®) High IRQL fault (Kernel-mode)
() Buffer overflow

() Code overwrite

i Stack trash

i High IRQL fault {User-mode)
i) stack overflow

() Hardcoded breakpaint

() Double free

Colors... Crash

Cancel

JlaBaiiTe mompoOyem 3To (Ha BUPTYaIbHOM MammHe). MokeT moTpeOoBaThCsi HECKOIBKO
IIETYKOB MBIIIBI0 10 Crash, 4TOOBI IEHCTBUTEIHHO BBIBECTH CUCTEMY M3 CTPOSI.

Ha pucynke mokasan pe3yabpTaT Ha BUPTyalibHOU MamuHe Windows 7 ociie HECKOIbKUX
Ha)kaTuil Ha cOOIl U HECKONBKHUX CEKYH]I OKUTaHUM.

O6parute BHuManue Ha ko1 BSOD (BAD POOL HEADER). Xopouiee npeanonoxeHue -
nepenoyiHeHue Oydepa.



E,-; Win7x6dVM on localhost - Virtual Machine Connection

File  Action Media Clipboard View Help

B @O b o &

4 problem has been detected and windows has been shut down fo prevent dama

TO »wour computer.

e

BaD_POOL_HEADER
If 1:h"|5 is the first time W is Stop error :

ur - computer. If this en appears again, follow

software is

hardware or s

'|'|1'1' ':Lr"". IZZI
I need to U

Technical dnformation:

019 (o

dump
[ al memaors:
I:Iump'lru'q physical memary to disk:

Status: Running @

3arpy3uM MoJTy9eHHBIN (aiis 1aMiia ¥ IpOCMOTPUM CTEK BBI30OBOB:

1: kd: k
# Child-3P RetAddr Call Site
BB {880 E54baB28 fIfIfA06°E20e4263 nt!KeBugCheckEx
@1 ffiff880" 054bed30 fIfffE0E°E2bA96OT nt!ExFreePoolWithTag+Ex1623
B2 fffff880 E54ba026 fIfff306°E2bEGEOD nt!CbpAllocatelbject+Ex12f
@3 fIfff380° E54ba09f fIfIf00 E2c2f@2 nt!lbCreatelbject+Bxdb
B4 fIfff886 E50dbealld {7306 E2b1aThZ nt!PspAllocateThread+Exib2
85 {380 E54becii® [IfIf06°E2b20A95 nt!PspCreateThread+Bxidd
BE {888 Eodbeesald {If{f800° B28a3ad3 nt!NtCreateThreadEx+Bx254
@7 fIfff386 E504bfsfe fIf{f300 2820208 nt!KiSystemServiceCopyEnd+Ex13



B8 fffff8860 E54bITI8 fIfffBRE" BEZbZ9a60 nt!KiServicelinkage

@3 f{ff{886 @54biaee fIf{ffBEE" @286acla nt!Rtlplreatelser ThreadEx+Gx138

Ba fIfff880° E54bIO020 fIfffBRE"B285cicd nt!ExpWorkerFactoryCreateThread+Bx02

Bb f{ff{88E @54bi0el fIfff8BG" B235TddG nt!ExpWorkerFactoryCheckCreate+8xl186

Be fIfffE880° E54bfatl fIffffBPO"B28aaad3 nt!NtReleaseWorkerFactoryWorker+Bx1ad
Bd f{ff{886 854biach BEEEEEEE" Toelacda nt!KiSystemServicelopyEnd+Ex13

ScHo, uro MyFault.sys Hurne He HallTH.

Temepp naBaiiTe mpoBeneM TOT ke dKcnepuMeHT ¢ Driver Verifier. Beibepute cTangapTHbie
HacTpoiiku u nepeiaute k System32\Drivers, utoOsl Haiitit MyFault.sys (eciu oH B JaHHBIH
MOMEHT He 3amny1ieH). [lepesarpysure cuctemy, 3amycture NotMyFault cHoBa, BeiOepuTe Buffer
overflow u Haxxmute Crash.

Br1 3ameTHTe, 4TO cuctema BbuleTaeT HeMemaieHHo ¢ BSOD, aHamoruyHbeiM Noka3aHHOMY Ha
PUCYHKE BBIIIIE.

E,-; Win7x64VM on localhost - Virtual Machine Connection

File Action Media Clipboard View Help
o @O b o &

myfault. sys

The driwver s attempting to access memory beyond the end of the allocation.

or software is
aur hardware ar

ble
tartup op

001, OXFFFFFE8004 5F1C07, 0

FFFFFES004 5F0000, Datestamp

Beginning
Dumping ph

Status: Running @




Cam BSOD cpa3y rosoputr o MyFault.sys. ®aiin qammna moaTrBep:kaaeT 3TO CIASIYONINM CTEKOM
BBI30BOB:

B: kdr k
# Child-SF Retaddr Call Site
Be fffffaoe @651c378 fifffEBE° B29bad62 nt!KeBugCheckEx
@1 fEfff380° E651c380 fIfffiPE" 228echbit nt!MmAccessFault+Bx2322
B2 fffffaoe @651cdde fEFffE8A° B45f1cBT nt!KiPageFault+Bx356
B3 fEfff886° 0651cecl fffff886G° 04511188 myfault+BuicET
B4 fffffEE@ @651cThe fffffEBE° B2d63d56 myfault+Bx1f88
B5 fIfffE80° E651cTiR fIfffoP@ 22b43cTa nt! lovCalllr iver+Bx566
B fIff380° E651c850 fIfIfEE6 B2d05ebl nt! lopSynchronousServiceTail+BxTa
@7 fLfff380° E651cBecld fIfffoRE" 22b98296 nt! lopXxxControlFile+Bxebl

YV Hac HET CUMBOJIOB JIJIsI MyFault.sys, HO OYCBHUAHO, YTO OH BMHOBAT.

B kauecTBe npyroro npumepa Mbl IPUMEHUM CTaHIAPTHBIE HACTPOMKH BepU(HKaTopa K
npaiiepy DelProtect3 u3 rassr 10.

[Tocnie yctaHOBKH ApaiiBepa MblI IbITaEMCS JO0ABHUTh MAIKY JUIS 3AIUTHI OT YAAICHHUS BOT TaK:
delprotectconfig3 add c:\temp

[Tomy4yaem c6o0it cucTeMbl, HHUIIMUPOBAaHHBIN BepudukaropoM, ¢ kogom BAD POOL CALLER
(0xc2).

OTkpeITHE NONTy4uBLIMIiCA (aiina 1amna BEI30BOM analysis -v IPUBOIUT K aHAIN3Y, YaCThIO
KOTOPOT'O SIBJISIETCS CEAyIOLIee:

BAD_POOL_CALLER (c2)

The current thread is making a bad pool request. Typically this is at a bad IRQL leb
vel or double freeing the same allocation, eteo.

Arguments:

Argd: CEEEEEEEEEEEEE0L, Attempt to allocate pool with a tag of zeroc. This would mak?,
e the pool untrackable and worse, corrupt the existing tag tables.

Argld: CEEEEEEEEEGEEEE1, Pool type

Argd: BEEOEEREEEEREEG:, Size of allocation in bytes

Argd: ffff8@12dcd1297, Caller's address.

FAULTING SOURCE_CCODE:

113: return pUnicodeString;

114: }

115:

116: wehar_t#* kstring::Allocate({size_t chars, const wchar_t#* sre) |
o447 auto str = static_cast<wchar_t#» (ExAl locateFoolWithTag(m_Fool,

sizeof(WCHAR) #* (chars + 1), m_Tag));
118: if (!str) {

119: KdPrint(("Failed to allocate kstring of length %d chars\n", chars));
126: return nullptr;
121:  }

122: if (sre) {


file:///c:/temp

JleiicTBuTeNnbHO, 00bEeKT kstring, HCHoabp3yeMblil B KOJIe, HE YKa3bIBaJl HEHYJIEBOM TET IS €ro
BbIJICJICHUS.

Kon ommmOkwu siBisieTcst acthio pynkmmuu ConvertDosNameToNtName:
kstring symLink(L"\??7\\");

HenpaButh 10CTaTOYHO MPOCTO:

kstring symLink(L"\??\\", PagedPool, DRIVER TAG);

Bo3moxkHo, kimacc kstring ciienyer nu3MeHUTh Tak, YTOOBI OH TpeOoBas Tera 0e3 3HaYeHUS 10
YMOITYaHUIO IS HYJISI.

Hcnoab3zoBanue HATUBHBIX API

Kak mb1 Bugenu B raBax 1 u 10, Windows Native API nocTtyrieH B oib30BaTeIbCKOM PEeKUME
gyepe3 NtDIL.DII,

JpaiiBepsl si7jpa MOTYT IOJIb30BAaThCS OAHUM U TeM ke API, uto yxe O6bu10
MIPOIEMOHCTPUPOBAHO PA3TUUYHBIMU ZW-(DYHKIHSIMHU.

OnHako OYEeHBb MaJIo ATHX (YHKIHH 33 JOKyMEHTUPOBAHO, HEKOTOPBIE M3 HAX MPAKTHYCCKU HE
3al0KyMeHTHpoBaHbI - HanpuMmep NtQuerySystemInformation, NtQueryInformationProcess,
NtQueryInformationThread u monoOHbIe QyHKIINH.

Mp1 yxe Berpeuanuch NtQueryInformationProcess :
NTSTATUS ZwQueryInformationProcess(

In_
HANDLE

ProcessHandle,

In

PROCESSINFOCLASS ProcessInformationClass,
_Out_

PVOID

ProcessInformation,

In_

ULONG

ProcessInformationLength,

_Out _opt_ PULONG

ReturnLength);



[Tepeuncnenne PROCESSINFOCLASS o6mmupHo u coaepxut okomno 70 3nauenuit B WDK s
coopku 18362.

Ecnu BBl BHUMATEIBHO U3YYHTE CITUCOK, BB OOHAPYKUTE, YTO HEKOTOPHIE 3HAUCHUS
OTCYTCTBYIOT.

B odunmanbHON 1OKyMEHTAITUHN 33 JOKyMEHTHPOBAHO TOJIBKO 6 3HAYCHHI (HA MOMEHT
HAMMCaHMs ), YTO OYEHb JOCATHO.

Bbomee TOro, (baKTI/I‘IeCKI/If/'I CIIUCOK MOAACPIKUBACMBIX HAMHOTI'O JJIMHHEC, YEM O(I)I/IIII/IEUIBHO
npenoctasinsgerca Microsoft.

K cuacTbro, MPOEKT ¢ OTKPBITHIM UCXOAHBIM KoZioM Ha Github nox nazBanuem Process Hacker
MPeOCTaBIAET OOJBIIYIO YaCTh OTCYTCTBYIONIEH HH(pOpMALIUH.

Process Hacker nmeer Bce onpenenenus HatuBHoro API B oTnensHOM mpoekTe, y1o0HOM JIst
WCIIOJIb30BAHUS B IPYTUX MMPOEKTAX.

URL-anpec: https://github.com/processhacker/phnt

PROCESSINFOCLASS B 3TOM peno3uTopuu B HacTosIIee BpeMs uMmeet 99 3anuceit, 6e3
KaKUX-JIH00 MMPOMyIICHHBIX.

EnuHCcTBEHHOE NPEeAOCTEPEKEHUE IPU UCTIOIb30BAHUU ITUX ONPEAEICHUH 3aKI04aeTCs B TOM,
4TO TeopeTuyecku Microsoft MOXkeT U3MEHHUTh MPAaKTUUECKU 1000 U3 HUX 6e3
IIpeyNpexIeHUs, TOCKOJIBbKY OOJBIINHCTBO U3 HUX HEJOKYMEHTHUPOBAHO.

OnHako 3T0 MaJOBEPOSITHO, OCKOIIBKY MOYKET CJIOMaTh JOBOJILHO MHOTO NPUJIOKEHUH,
HEKOTOpbIE U3 KOTOPBIX 0T Microsoft.

Hampumep, Process Explorer nucmonb3yeT HEKOTOPBIE U3 ITHX «HETOKYMEHTHPOBAHHBIX)
(GYHKITHH.

TeMm He MeHee, JTydllle BCEro TECTUPOBATh MIPUIIOKEHUS U JpaliBephbl KOTOPBIE UCIIONIBb3YIOT 3TH
¢byskuu 11t Beex Bepcuid Windows, e OyLyT 3TH NPUIOKEHUS WIH JpaiiBepbl paboTaTh.


https://github.com/processhacker/phnt

JpaiiBepbl (pUILTPOB
Mopens npaiiBepa Windows opueHTHpOBaHa Ha YCTPOMCTBA, KaK MbI YK€ BUJIENIU B IJ1aBe 7.
YerpoiicTBa MOTYT OBITH CIIOSIMU APYT - JIpyra.

Dra )Ke MOJIeNIb HCITONIL3YETC S IS IpaiBepoB (haiIOBOI CHCTEMBI, KOTOPHIC MBI HCITOJIB30BAN B
rimase 10

Onnako Mozenb GUIABTPALINY SIBISETCS YHUBEPCAIBHOW U MOXKET UCIOIB30BATHCS ISl APYTHX
THIIOB YCTPOUCTB.

B sTOM pasnene Mbl nofipoOHEe paccMOTPUM OOLIYIO MOJEb (PUIBTPALIUU YCTPOICTB, KOTOPYIO
MBI CMOXEM IPUMEHUTH K IIUPOKOMY CHEKTPY YCTPOMCTB.

API sanpa npenocTaBisieT HECKOIBKO QYHKIIUN, KOTOPHIE TTO3BOJISIFOT pa3MeIIaTh OHO
YCTPOMCTBO MOBEPX APYTroro.

CamBbIM TIPOCTHIM, BEPOSTHO, siBIsieTcst loAttachDevice, KoTopslii mpuHUMAaeT 0ObEKT
YCTPOUCTBA JIJISl MPUCOCTUHEHUS U [IEJICBOM MMEHOBAHHBIN OOBEKT yCTPOMCTBA JIS
MOJIKITIOYEHUS.

Bor ero npororur:

NTSTATUS IoAttachDevice (
PDEVICE OBJECT SourceDevice,
_In_PUNICODE STRING TargetDevice,

_Out_ PDEVICE OBJECT *AttachedDevice);

PesynbraroM ¢yHKIHU (TOMUMO CTaTyca) sIBISETCS IPYyroi 00bEKT YCTPOICTBA, K KOTOPOMY
SourceDevice OblT pakTUYECKU PUKPEILIEH.

9TO0 MMOKa3aHo Ha CJICAYIOIEM PUCYHKE!



MyfFilter

I

ToAttachDevice F
i ilter 2
(MyFilter, ..) I

for

i Filter 1
SomeDevice et

I

SomeDevice

Result: Filter2

K coxanenuro, nmpukpernieHrne K 00beKTy ycTpoiicTBa TpeOyeT JONOTHUTENbHOM paboTsl. Kak
00Cy>KIaJloCh B TJ1aBe 7, yCTPONUCTBO MOKET MOMPOCUTH AKCIIETYEpa BBO/IAa-BhIBOIA TIOMOYD C
JOCTYIIOM K MOJIb30BaTeIbCKOMy Oydepy ¢ moMolbio Oyhepr30BaHHOTO BBO/IA-BBIBOJIA UITH
npsimoro BBoja-BeiBoja (A1 3arpocoB IRP. MJ READ u IRP.MJ WRITE) nytem yctaHoBKH
cootBercTBytomux (aaros B DEVICE OBJECT.

EcTs ere HECKOMBKO HACTPOEK, KOTOPhIE HEOOXOUMO CKOITUPOBATH C IMOAKIIOYCHHOTO
YCTpOICTBA, YTOOBI yOEAUTHCS, YTO HOBBIM (PUIBTP BBHITJIAIUT TaK K€ JJIsi CUCTEMbI BBOJIA-
BBIBOJIA.

Mp&1 yBUIMM 3TH HACTPOMKHU TTO3XKE, KOTJIAa CO3/IaIUM TTOJTHBINA TTpUMEDP PUIIbTpa.
Kakoe ums yctpoiictBa TpeOyetcs s loAttachDevice ?

DT0 UMEHOBAHHBIN OOBEKT YCTPOICTBA B IPOCTPAHCTBE UMEH JUCTIETYEPa OOBEKTOB, JOCTYITHOE
VIS IPOCMOTpA € TIOMOIIBI0 HHCTPYMEHTOB WinObj, KOTOpBIE MBI HCIIOJIB30BATN paHEe.

BonbmHCTBO HAa3BaHHBIX OOBEKTOB YCTPOICTBA paciookeHbl B karanore \Device\, HO
HEKOTOPBIE HAXOISITCS B IPYTOM MECTE.

Hanpumep, eciiu 661 Mbl JOTKHBI ObLTH IPUKPENUTH OOBEKT yCTPOIcTBa puibTpa K 00BEKTY
yctpotictBa Process Explorer, mms 66u10 061 \Device\ProcExp152 (ums 6e3 yueTa peructpa).

Jpyrue GyHKIMU A7 IPUCOSANHEHHS K JPYyroMy 00BEKTY yCTPOUCTBA BKIIIOYAIOT
IoAttachDeviceToDeviceStack u IoAttachDeviceToDeviceStackSafe, 06a mpunumMarot 1pyroii
00BEKT YCTpOICTBA IS MPUCOEANHEHHS. DTH (PYHKIIMA B OCHOBHOM IIOJIE3HBI IIPH CO3/IaHUH
(GUIBTPOB, 3apETUCTPUPOBAHHBIX JJIS allIApaTHBIX APAiiBEpOB YCTPOUCTB, I7ie OOBEKT LIEIEBOTO
YCTPOMCTBA MPEJOCTABISAETCS KaK 4acTh y3Jla yCTPOMCTBA (Tak)Ke YACTUYHO OTHCAHO B IJ1aBe 7).



O0a Bo3BpamanT HaKTHUECKUNH 0OBEKT MHOTOYPOBHEBOTO YCTPONCTBA, KaK 3TO JIEJIaeT
ToAttachDevice.

Oynkuus Safe Bo3Bpamaet npaBuinbHbld NTSTATUS, a nepsast Bozpariaer NULL B ciyyae
omuOKu. B ocTanbHOM 3TH QYHKIUY UACHTUYHBIL.

Kak mpaBuiio, kKo sijipa MOXKET TIOTY9IHTh YKa3aTe)lb HA UMEHOBAHHBIN 00BEKT YCTPOMCTBA C
nomonibio loGetDeviceObjectPointer, koTopblil Bo3BpamaeT 00bEKT YCTPOWCTBA U OOBEKT
(haiina, OTKPBITBIN JJIS1 3TOTO YCTPOMCTBA HA OCHOBE MIMEHHU YCTPOMCTBA.

Bor npororun:

NTSTATUS IoGetDeviceObjectPointer (
_In_PUNICODE STRING ObjectName,
~In ACCESS MASK DesiredAccess,
_Out_ PFILE OBJECT *FileObject,

~Out_ PDEVICE OBJECT *DeviceObject);

Kemaemsiii noctyn 06b19HO - FILE READ DATA wnu 11000# Ipyroid, JOmyCTUMBIN IS
(haiioBBIX 0OBEKTOB.

Ccbhuika Ha BOo3BpalllaeMblil (paiioBblil OOBEKT YBEIUUUBAETCS, I0ATOMY IpaiiBep JA0JKEH ObITh
OCTOPOYXEH, T. K. HY’KHO IIOTOM YMEHBIIUTH 3Ty cchUIKY (ObDereferenceObject), 4ToOb1 He ObLTO
YTEUKH PECypCoB.

BosBpaiiieHHOE YCTpOHCTBO 00BEKTa MOYKHO MCIIONIL30BATh B KAUECTBE apryMeHTa IS
IoAttachDeviceToDeviceStack (Safe).

Peanm3zanus apaiisepa ¢puiabrpa

JpaiiBep GUIbTpa JOIHKEH MPUKPETUTH OOBEKT YCTPOHCTBA K LIEIEBOMY YCTPOMCTBY, IS
KOTOpOTO Tpebyercs (puabTparus.

Mpg1 00cyiM Mo3Ke, KOTAa JOJKHO MPOU30MTH IPUKPETUICHHE.

[TockonbKy HOBBIM OOBEKT YCTPOWCTBA TEMEPh CTAHET CAMBIM BEPXHUM YCTPOHCTBOM B CTEKE
YCTPOKCTB, JF000I 3ampoc, KOTOPHIN IpaiiBep HE MOAIEPKUBAET, OyaeT BO3BPAICH KIUCHTY C
OITMOKON «HEMOIIepKIUBaeMasi ONIEPALIHS.

310 03HavaeT, uyto DriverEntry ¢punsrpa qomkeH perucTpupoBaTh BCe OCHOBHBIE KOZbI
GbyHKIUH, ecIM OH X0ueT yOenuThCsl, YT0 6a30BbIil 0OBEKT yCTPOUCTBA MPOAOIIKHUT
(YHKIMOHUPOBATb.

Bot oauH 13 croco00B HACTPOUTH ITO:



for (int i = 0; i < ARRAYSIZE(DriverObject->MajorFunction); i++)
DriverObject->MajorFunction[i] = HandleFilterFunction;

[IpuBeneHHsIi BbIlIe (pparMeHT KoJa yCTaHABIMBAET BCE OCHOBHBIE KOJIbI (DYHKITHIA,
yKa3bIBAIOIINE HA OJHY U TY k€ (DYHKIIHIO.

HandleFilterFunction noipKHA, KAK MUHUMYM, BBI3bIBATh APABEP HUKHETO YPOBHS C
MTOMOIIBIO 00BEKTA YCTPONCTBA, TOJTYICHHON OTHOM U3 (DYHKITHIA.

Koneuno, 6yayun GpuiibTpoM, ApaiiBep 3aX04eT BBITOIHATH JOMOJHUTENbHYIO paboTy UIIH
ApYyTyro paboTy JUis 3alPOCOB, KOTOPBIE €r0 HHTEPECYIOT, HO BCE 3aIpOChl, KOTOPHIE OH
BBITIOJIHACT AOJIKHBI 6BITL MEpCHAIPaBJICHO Ha YCTpOﬁCTBO HUKHETO YPOBHA, MHAYC 3TO
YCTPOMCTBO HE OyzeT paboTaTh TOJKHBIM 00pa3oMm.

Ota onepanus «Brepea U 3a0bITh» O4eHb pacnpocTpaHeHa B ¢puibTpax. IlocMoTpuM, Kak 3T0
pean3oBarh.

dakTrueckuil BbI30B, KoTophii niepenaet IRP Ha apyroe ycrpoiictso - ato loCallDriver. Tem He
MEHee, MepeJl €ro BBI30BOM TEKYIIMM IpaliBep JAOKEH MOATOTOBUTH CIEAYIOIIEE PAaCION0KEHNE
CTeKa BBOJIa/BbIBOJIA JIJIsl HIXKHETO JIpaiiBepa.

HOMHI/ITG, YTO U3HAYAJIbHO JUCIICTYCP BBOJA-BhIBOJa HHUITHAINU3SUPYET TOJIBKO IIEPBOC
MCECTOITIOJIOKEHHUE CTCKA BBOJAa-BbIBOJA.

Hpaiiep moxet Boi3BaTh loGetNextlrpStacklocation, 4ToObI OMTYyYHTH yKa3aTellb Ha
I0_STACK LOCATION u uHHuIIMaIu3upOBaTh €To.

Onnako B OOJBIIMHCTBE CIIy4aeB ApaiiBep MPOCTO XOUET MPEICTABUTh HA HUKHUN YPOBEHB Ty
e MHPOPMAIIUIO, KOTOPYIO OH MOIYYHII CaM.

Onna QyHKIMs, KoTopast MoxeT B 3ToM nomoub 310 loCopyCurrentIrpStackLocationToNext, uto
He TpeOyeT MOsICHEHUI.

Ota QyHKIMS, OJHAKO HE TIPOCTO CJICTIO KOMMUPYET PACIIOIOKECHNE CTeKa BBOIa-BBIBOIA:
auto current = [oGetCurrentIrpStackLocation(Irp);
auto next = loCopyCurrentlrpStackLocationToNext(Irp);

*next = *current;



ITouemy? [IpnunHa cBsizaHa ¢ MpoLEeLypoil 3aBepiIeHUs. BcrnoMHuTE U3 m1aBkl 7, 4TO ApaiiBep
MOYKET HACTPOUTH MPOLEAYPY 3aBEPIICHU, YTOObI MMOTyyaTs yBegomieHue, korna IRP
3aBepaetcs 6onee HU3KkUM apaiiBepom (loSetCompletionRoutine / Ex).

VYka3zaTenb 3aBeplieHus (1 onpeaensieMblil IpaiiBepoM KOHTEKCT) XPaHATCS B CIEIYIOIEM MECTe
CTEKa BBOJIa-BbIBOJIA, IOTOMY cllenasi Konus OyaeT AyOiaupoBaTh MPOLELypy 3aBEPLICHHS
BBICILIETO YPOBHS (€CIIU TAKOBAask UMEETCS), YETO MBI HE XOTHM.

Ot1o umeHHoO 10, uTo loCopyCurrentlrpStackLocationToNext uzberaer.

Ho na camom nene ecth stydiinii cnoco0, eciu paiiBepy He Hy>KHa Ipolielypa 3aBepIIeHUs U
OH IIPOCTO XOYET UCIOJIb30BaTh «BIEPE] U 3a0bITh», HE IJIATA 32 KOMUPOBAHUE JaHHBIX O
MECTONOJI0KEHHH CTEKa BBOJA/BBIBOAA.

3TO AOCTUraeTcs MyTeM MPOITyCKa MECTOIOJIOKEHHUS CTeKa BBOJJa-BbIBOA TAKUM 00pa3oM,
YTOOBI CIIEAYIOIUHI ApaliBEp HUKHETO YPOBHS BUJIEN TO YK€ PACIOJIOKEHHUE CTEKA BBO/IAa-BbIBOAA,
YTO U 3TOT:

IoSkipCurrentlrpStackLocation(Irp);
status = [oCallDriver(LowerDeviceObject, Irp);

IoSkipCurrentIrpStackLocation mpocTo yMeHBIIIAET pacloNIOKEHHE CTEKa BBOAA-BHIBOA
BHyTpeHHero IRP, a [oCallDriver yBenuuuBaet ero, 1o CyIiecTBy, 3aCTaBlIssl HIDKHUAN ApaiBep
BUJIETH TOT K€ BBOJI-BBIBOJI, 0€3 KAKOT0-JINOO KOMUPOBAHMUS; 3TO MPENNOYTHUTENbHBIN CIIOCO0,
€CJIM JIpaliBep He KeJlaeT BHOCUTh U3MEHEHUS B 3alPOC U HE TPeOyeT MPOIeayphl 3aBEPIICHHUS.

Ipucoenunenue GpuJIbTPOB

Korna apaiiep BbI3bIBacT ofHy U3 GyHKIMIA prcoeanHenus ? MaeansHoe BpeMs, Korna
0a30BoO€ yCTPOMCTBO (1I€Th MPUKPEIUICHHUS) CO3/Ia€TCsl, TO €CTh KOTIa CO3/AaeTCs y3el
YCTPOMCTBA.

D710 00BIYHOE €TI0 B (PUIBTpax I anmapaTHbIX ApaiiBepOB YCTPOMCTB, rae GUIBTPHI MOTYT
OBITH 3apETUCTPUPOBAHBI B UMEeHOBaHHBIX 3HaueHusx UpperFilters u LowerFilters, ¢ koropeimu
MBI BCTPEYAJINCh B INIaBe 7.

DriverObject->DriverExtension->AddDevice = FilterAddDevice;

Orot oOpartHsIii BeI30B AddDevice BBI3BIBacTCS, KOTIa HOBOE anmapaTHOE yCTPOMCTBO,
NpUHAAIeKaIIee ApaiiBepy, uneHTuduuuposansl cuctemoit Plug & Play.

Ota npoueaypa UMeeT CIAEAYOUI IPOTOTHII:
NTSTATUS AddDeviceRoutine (
_In_PDRIVER OBJECT DriverObject,

_In_ PDEVICE OBJECT PhysicalDeviceObject);



CucteMa BBOJIa-BbIBO/Ia TIPEOCTABIISCT IpaliBepy OOBEKT YCTPOMCTBA B HUKHEH YaCTH CTEKa
yctpoiictB (PhysicalDeviceObject miu PDO) nmst ucmonb30BaHus P BHI30BE
IoAttachDeviceToDeviceStack (Safe).

PDO - oana u3 npuuuH, o kotopoit DriverEntry He siBIsieTCS OIXOASIIMM MECTOM JIS
BBITIOJIHEHUSI IPUCOEAMHEHHOTO BbI30Ba - HA JaHHBIM MOMeHT PDO ele He mpenocTaBiieH.

Kpome Toro, BTopoe yCTpOHUCTBO TOTO YK€ TUIIA MOKET OBITh I00ABJICHO B CUCTEMY (HarpumMep,
Bropas USB-kamepa), u B 3ToM cirydae DriverEntry BooO1ie He OyeT BBI3BIBAThCSI.

Bot mpumep peanuzanuu moanporpammbsl AddDevice mist apaiiBepa punbTpa (06paboTka
OIKOOK OMYIIIEHA):

struct DeviceExtension {
PDEVICE OBJECT LowerDeviceObject;

I

NTSTATUS FilterAddDevice (PDRIVER OBJECT DriverObject, PDEVICE OBJECT PDO) {
PDEVICE OBJECT DeviceObject;

auto status = IoCreateDevice(DriverObject, sizeof(DeviceExtension),
nullptr,

FILE DEVICE UNKNOWN, O, FALSE, &DeviceObject);
auto ext = (DeviceExtension*)DeviceObject->DeviceExtension;
status = IoAttachDeviceToDeviceStackSafe(

// device to attach

DeviceObject,

PDO,

// target device

&ext->LowerDeviceObject);

// actual device object

// copy some info from the attached device

DeviceObject->DeviceType = ext->LowerDeviceObject->DeviceType;

DeviceObject->Flags |= ext->LowerDeviceObject->Flags &
(DO_BUFFERED IO | DO DIRECT I0);

// important for hardware-based devices

DeviceObject->Flags &= ~DO DEVICE INITIALIZING;

DeviceObject->Flags |= DO _POWER PAGABLE;

return status;



}

Heckonpko BayKHBEIX MOMEHTOB IJId TIPpUBECACHHOI'O BBIIIC KOJA:

* O0BeKT ycTpoiicTBa coznaercs 6e3 umeHu. Mimst He TpebyeTcsi, MOToMy UTO IIeJIeBOe
YCTPONCTBO HA3BAHO M SIBIIICTCS PeasibHOM 1enbio aist IRP, mosToMy HeT HeoOXoauMocTH
yKa3bIBaTh cOOCTBEHHOE MMs. DUibTp coOupaercst ObITh BBI3BAHHBIM HE3aBUCHMO.

* B Bo13oBe loCreateDevice MbI yka3piBaeM HEHYJIEBOI pa3mep /sl BTOPOTO apryMeHTa,
3aIpaiinBas BBOJI-BBIBOL.

J1o cux mop MbI UCIIONIL30BAIH INI00ATbHBIE IEPEMEHHBIE [T YIPABICHUS COCTOSTHUEM
YCTpPOMCTBA.

Onnaxko apaiiBep GUIBTPa MOXKET CO3AaBaTh HECKOIBKO OOBEKTOB YCTPOMCTB M TIOJKITIOYATHCS K
HECKOJIBKAM CTE€KaM YCTPOUCTB.

MexaHu3M pacIiIupeHust yCTPOKUCTBA MTO3BOJISET JIETKO MEPEUTH K COCTOSHUIO, 3aBUCAILEMY OT
YCTPOKCTBA, C yUETOM CaMOT0 0OBEKTa YCTPOUCTBA.

B nipuBeiecHHOM BbIIIIE KOJIE MbI (PUKCUPYEM HIDKHUI OOBEKT YCTPOUCTBA KaK CBOE COCTOSIHHUE,
HO 3Ty CTPYKTYPY MOYKHO PAaCHIMPHUTh, BKIIOUHB JOMOTHUTEIbHYIO HHPOPMAIIHIO TI0 MEPE
HeOoOXOAUMOCTH.

* MBI KOonupyeM HEKOTOPYIO HH(DOPMAITHIO U3 HIDKHETO 00BEKTa YCTPOIMCTBA, UTOOBI HAII
GWIBETp 0TOOpaXkKaCs sl BBO/IA/BBIBO/IA KaK IEJIEBOC YCTPOUCTBO. B 4aCTHOCTH, MBI KOITUpYEM
THUI YCTPOMCTBA ¥ MeTO/ Oyepu3anuu..

» Hakoner, mb1 yaansem ¢aar DO DEVICE INITIALIZING (u3Ha4anbHO yCTaHOBIICHHBIH
CUCTEMOM BBOJIa-BbIBOAA), UTOOKI yKa3ath aucrerdepy Plug & Play, uto ycTpoiicTBO ToTOBO K
pabore.

Y4uThIBasi NPUBEACHHBIN BBIIIE KOJ, BOT pean3alus «BIepe 1 3a0bIThY», B KOTOPO HIKHEE
YCTPOMCTBO HCIIONB3YETCS KaK OIIMCAHO B IPEABLAYILIEM pa3zelie:

NTSTATUS FilterGenericDispatch(PDEVICE OBJECT DeviceObject, PIRP Irp) {
auto ext = (DeviceExtension*)DeviceObject->DeviceExtension;
TIoSkipCurrentIrpStackLocation(Irp);

return IoCallDriver(ext->LowerDeviceObject, Irp);



IIpucoenunenne puUILTPOB B NPOU3BOIBLHOE BpeMs

B npenpiaymiem pazzaene ObUI0 pacCMOTPEHO MOJAKII0YeHNE (DUIBTPYIONIETO YCTPOUCTBA K
¢dbynakuu odparHoro BeizoBa AddDevice.

Jlyist npaliBepoB, HE OCHOBAHHBIX Ha 00OPYIOBaHUH, 3TOT 0OpaTHbIi BbI30B AddDevice Hukorma
HE BBI3BIBACTCS.

Jliig aTix 60s1ee o0LuX ciayyaeB ApaiiBep PUIbTpa MOXKET TEOPETUUECKHU MOKII0YATh
¢GuIIBTpyIOIME YCTPOWCTBA B TH000€ BpeMsi, co3nanue oowvekTa ycrpoiicta (loCreateDevice) ¢
MTOCJIEAYIONIUM UCTIONH30BAaHUEM OTHOM M3 (PYHKIMH «ITPUKPETIIICHUSD.

DTO 03HAYAET IIEJICBOE YCTPOMCTBO YKE CYIIECTBYET, OHO YXKe paboTaeT U B KAKOH-TO MOMEHT
MoJTy4aeT GUIIbTp.

HpaiiBepy HEOOX0UMO YOEIUTHCS, UTO 3TO HEOOIBIIIOE IIPEPHIBAHUE» HE OKA3BIBAET
OTPHULIATEIHLHOTO BO3/ICUCTBHS Ha 1I€JIEBOE YCTPOUCTBO.

BonsmuHcTBO onepaunﬁ, IMOKAa3aHHBIX B MPEABIAYIIHX pa3aciiax, TAKKE aKTyaJIbHbI U 3/1CCh,
HarpuMep, KOMMMPOBaHUE HEKOTOPHIX ()IarOB ¢ HUXKHETO ycTpoicTBa. OHAKO ClIeayeT
MIPOSIBJIATH OCOOYIO0 OCTOPOKHOCTD, YTOOBI YOSIUTHCS, UTO paboTa yCTPOMCTBA HE HAPYIIICHA.

Ucnons3ys loAttachDevice, criemyronuit Koa co31aeT 00beKT YCTPOUCTBA U MMPUKPETIISET €ro
MOBEPX JIPYTOoro MIMECHOBAaHHOTO 00OBEKTa YCTPOUCTBA (00pabOTKa OMMOOK OMYIIEHA):

// use hard-coded name for illustration purposes
UNICODE STRING targetName = RTL CONSTANT STRING(L"\\Device\\SomeDeviceName");
PDEVICE OBJECT DeviceObject;
auto status = IoCreateDevice(DriverObject, 0, nullptr,
FILE DEVICE UNKNOWN, O, FALSE, &DeviceObject);
PDEVICE OBJECT LowerDeviceObject;
status = IoAttachDevice(DeviceObject, &targetName, &LowerDeviceObject);
// copy information

DeviceObject->Flags |= LowerDeviceObject->Flags & (DO BUFFERED IO |
DO DIRECT I0);

DeviceObject->Flags &= ~DO DEVICE INITIALIZING;
DeviceObject->Flags |= DO POWER PAGABLE;

DeviceObject->DeviceType = LowerDeviceObject->DeviceType;



Oumncrka puasTpa

[Tocne Toro, kak (GUIABTP MPUKPEIUICH, €r0 HEOOXOAUMO B KAKOH-TO MOMEHT OTCOCINHUTD.
Brzos loDetachDevice ¢ yka3aTenem 00beKTa yCTPONCTBA BHITIONHSET ATy ONEPAITHIO.

OOpaTthTe BHUMaHHUE, YTO aPTyMEHTOM SIBJISICTCSI HYDKHUK OOBEKT YCTPOHCTBA, a HEe
coOcTBeHHBIN 00BeKT (prtbTpa. Hakowner, ciemyet Bei3Bath loDeleteDevice mis oobexTa
buIbTpa, TaK XKe, Kak Mbl IOCTYIAIHM CO BCEMH HAITUMH JIpalBepaMu J0 CHX IOP.

Bompoc B ToM, Korjia ciieayeT BbI3bIBaTh 3TOT KOJ 0UMCTKU ? Ecnu apaiiBep BBITPYKEH SIBHO, TO
3TH ONEPALUU OYUCTKH JIOJKHBI BHITIOTHATHCS MPU OOBIYHOM MPOLIEAYPE BHITPY3KH.

OnHako HEKOTOpHIE CIIOKHOCTH BO3HUKAET B (PUIBTpAx JUIsl allapaTHBIX IpaiiBEpOB.
OTH IpaiiBepbl, BO3MOXKHO, TOTpedyeTcst BHITpY3uTh u3-3a Plug & Play.

Curyauuu, HanpuMep, Korja nojib30Barelb BbIAEPrUBaeT YCTPOMCTBO U3 cucteMsl. JpaiiBepbl Ha
oCHOBe o0opynoBanus nosry4aroT 3ampoc IRP. MJ PNP ¢ Bropoctenennsim IRP

IRP_ MN REMOVE DEVICE, yka3bIBatomiuii, 4To caMmo 000pyI0BaHNE BBIKIIOUEHO, TO3TOMY
BECh y3€J1 YCTPONCTBA HE HYKEH, U OH OyIeT CHST.

3TO OTBETCTBEHHOCTS JpaiiBepa JUlsl MpaBUIBLHON 00paboTKH 3Toro PnP-3anpoca, Hy»HO
OTCOEIMHUTHCS OT y3JIa YCTPONCTBO U YAAIUTh YCTPOUCTBO.

3TO 03HAYAET, YTO JJIS AlNapaTHBIX (UIBTPOB MPOCTON METOJI «BIIEPE] U 3a0bITH IS
IRP_MJ PNP He Oynet xBatats.

s IRP. MN_REMOVE DEVICE tpebyercs ocobast o0padoTka. Bot mpumep kona:
NTSTATUS FilterDispatchPnp(PDEVICE OBJECT fido, PIRP Irp) {
auto ext = (DeviceExtension*)fido->DeviceExtension;
auto stack = IoGetCurrentIrpStackLocation(Irp);
UCHAR minor = stack->MinorFunction;
IoSkipCurrentIrpStackLocation(Irp);
auto status = IoCallDriver(ext->LowerDeviceObject, Irp);
if (minor == IRP_MN REMOVE DEVICE) {
IoDetachDevice(LowerDeviceObject);
IoDeleteDevice(fido);
}

return status;



ITonpoOHee 00 anmapaTHbIX ApaliBepax GUIBTPOB
OUIBTPBI 715 aNNapaTHOro JpaBepa UMEKT HEKOTOPHIE TOIIOIHUTEIbHBIE CII0KHOCTH.

B FilterDispatchPnp, nokasansblii B npeablAyLIeM pasfelie ecTh yciaoBue rouku. [Ipobnema B
TOM, YTO oKa oOpabareiBaeTcs HekoTtopas IRP, MoxkeT mocTynuTh 3anpoc Ha ynajieHue
yCTpoicTBa (Harpumep, 00paboTaHHBIN Ha IPYTrOM MPOIIECCOPE).

Oto BbI30BeT loDeleteDevice, KOTOPBIN SBISIOTCS YaCThIO y371a YCTPONCTBA, OKA QUIBTP
TOTOBUTCSI K OTHPABKE JPYroBa 3alpoca BHU3 110 CTEKy ycTpoiicTBa. bonee moapobHoe
00BSICHEHHE ATOTO COCTOSTHUSI TOHKH BBIXOIHT 32 paMKH 00beMa dTOW KHUTH, HO, TEM HE MEHEE,
HaM HY>XHO IIPaBUJIBHOE PELICHUE.

Pemenue - 3170 00bEKT, IPEJOCTABIIAEMBIN CHCTEMON BBOA-BBIBOJIA, KOTOPHII HAa3bIBAETCS
CHsITHEM OJOKUPOBKH, npencTaBieHHbId cTpykrypoit [0 REMOVE LOCK.

IIo CYTH, OTa CTPYKTYpa YIPABIACT CUCTYNKOM CCBHIJIOK KOJIMYCCTBA HECBLIIIOJTHCHHBIX IRP ,
KOTOPBIC B HACTOAIICC BPCM O6pa6aTBIBaI-OTC$I, u CO6BITI/IG, 0 KOTOPOM CUTHAJIU3UPYECT, KOI'la
CYCTYUK BBOJA-BbIBOJA PABCH HYJIIO U BBIIIOJIHACTCA ONICpalusa YAaJICHU.

UcnonpzoBanne [0 REMOVE LOCK M0XHO perflaMeHTHPOBAaTh CIASAYIOIIMM 00pa3oMm:

1. dpaiiBep BIIETSET CTPYKTYPY KaK 9acTh PACIIUPEHHS YCTPONCTBA I TIIOOATIBHON
NepeMEHHON 1 MHUIHATH3UpYeT 3T0 oauH pa3 ¢ lolnitializeRemoveLock.

2. ns xaxgoro IRP npaiiBep nomydaer GJIOKUPOBKY yIAJIEHUSI C TIOMOIIIBIO
IoAcquireRemoveLock nepen nepenaueii 3To 10 HIXKHETO yCTPOHCTBA, €CJIN BBI30B 3aBEPIIHIICS
neymauHo (STATUS DELETE PENDING), aTo o3Ha4aet ynajneHue, ornepaius BbITIOJIHICTCS, |
JpaiBep TO0JKEH HEMEUICHHO BEPHYThCS.

3. Ilocne Toro, kak apaiiBep 6osee HU3KOro ypoBHs 3aBepintcs ¢ IRP, cHumuTe G10KHMpOBKY
ynanenus (IoReleaseRemoveLock).

4. ITpu o6padotke IRP. MN REMOVE DEVICE Be130BuTe IoReleaseRemoveLock AndWait
nepes OTCOeTMHEHNEM U yJaJeHUeM yCTpoicTBa. BpI30B OyaeT ycrnenHsiM, Korna Bce
octanbHble IRP nepecranyt oOpabaTbiBaThCs.

Nwmes B BHUAY OTH IIAru, O6HII/IC 3arpoChl Ha nepeaavdy JUCICTYCpU3alun JOJKHBI OBITH
M3MEHEHBI CIISYIONUM 00pa3oM (TIpH YCIOBHH, YTO CHITHE OJOKUPOBKH yiKe
WHUIAATTN3UPOBAHO):

struct DeviceExtension {
I0 REMOVE LOCK RemovelLock;
PDEVICE OBJECT LowerDeviceObject;
I
NTSTATUS FilterGenericDispatch(PDEVICE OBJECT DeviceObject, PIRP Irp) {

auto ext = (DeviceExtension*)DeviceObject->DeviceExtension;



// second argument is unused in release builds

auto status = IoAcquireRemovelLock(&ext->RemovelLock, Irp);

if (INT_SUCCESS(status)) {
// STATUS DELETE PENDING
Irp->IoStatus.Status = status;
IoCompleteRequest(Irp, I0 NO INCREMENT);
return status;

¥

ToSkipCurrentIrpStackLocation(Irp);

status = IoCallDriver(ext->LowerDeviceObject, Irp);

IoReleaseRemovelock (&ext->RemovelLock, Irp);

return status;

}

qTO6LI MpaBHUJILHO UCITIOJIB30BATh CHATHUEC 6J'IOKI/Ip0BKI/I, HCO6XOI[I/IMO N3MCHUTH 06pa60T1H/IK
IRP_MJ PNP:

NTSTATUS FilterDispatchPnp(PDEVICE OBJECT fido, PIRP Irp) {
auto ext = (DeviceExtension*)fido->DeviceExtension;
auto status = IoAcquireRemovelLock(&ext->RemovelLock, Irp);
if (INT_SUCCESS(status)) {
// STATUS DELETE PENDING
Irp->IoStatus.Status = status;
ToCompleteRequest(Irp, IO NO INCREMENT);
return status;
}
auto stack = IoGetCurrentIrpStackLocation(Irp);
UCHAR minor = stack->MinorFunction;
IoSkipCurrentIrpStackLocation(Irp);
auto status = IoCallDriver(ext->LowerDeviceObject, Irp);
if (minor == IRP_MN_REMOVE DEVICE) {
// wait if needed

IoReleaseRemoveLockAndWait (&ext->RemovelLock, Irp);



IoDetachDevice(ext->LowerDeviceObject);

IoDeleteDevice(fido);
}
else {

IoReleaseRemovelock (&ext->RemovelLock, Irp);
}

return status;
}

MoHnurop ycrpoiicTs

C nmomouibo mpecTaBIeHHON HH(YOpMAIIMKA MOXKHO CO31aTh YHUBEPCAIBHBIN ApaiiBep, KOTOPHIHA
MOYKET HOAKIIIOYAaThCSI K 00BEKTaM yCTPONCTBA B KaueCTBE (PUIBTPOB IS IPYTUX YCTPOUCTB.
DT0 MO3BOJIET NEPEXBATHIBATD 3aMIPOCHI K (MIOYTH) JIFOOOMY YCTPOUCTBY.

KnmneHT conmyTCTBYIOLIETO NOIb30BATEIBCKOTO PEKUMa MO3BOIUT J0OABIATh U YAAIATh
yCTpoicTBa I (PUITBTPALIUH.

MpbI co3naayumM HOBBIN TIPoekT apaiiBepa Empty WDM nox Hazsannem KDevMon, kak Mbl 3TO
JieNiajTy MHOTO pa3.

I[paﬁBep JOJIDKEH UMETh BO3MOKHOCTH IMTOAKIOYATHCA K HECCKOJIBKUM yCTpOI\/JICTBaM ", KpoMeC
TOTO, MPe0CTaBIATh CBOM codcTBeHHBIN Control Device Object (CDO) nist 06paboTku
3alpoCOB KOH(DUTYPALIMHU KIMEHTA MOJIb30BATEIILCKOTO PEXKAMA.

CDO 0Oynet co3nan B DriverEntry, kak 00bIYHO, HO BIIOXKEHUS OyIyT yIPABISATHCS OTIECIBHO,
YIPaBIIEMbIMU 3aIIPOCAMH OT KJIMEHTA TOJIb30BaTEIbCKOTO PEXKIMA.

YroOsl ynpaBisaTh BceMU (QHIBTPYEMBIMU YCTPOHCTBAMU, MBI CO3/1aIMM BCIIOMOTATEIbHBIH
kinacc DevMonManager. Ero ocHOBHas 11e1b - 100aBISATh U YAAISATh yCTPOHCTBA IS
¢bubTpanyy.

Kaxxmomy ycTpolicTBy OyaeT nmpeacTaBieHa Cleytonias CTpyKTypa:
struct MonitoredDevice {

UNICODE STRING DeviceName;

PDEVICE OBJECT DeviceObject;

PDEVICE OBJECT LowerDeviceObject;
}

JU1st KaKJ0r0 YCTpOCTBa HAM HYXKHO COXPAaHUTh OOBEKT YCTpOHcTBa (PUIIbTpa (CO3IaHHBbIIHI
3TUM JApaiiBepoM), HUKHUN 0OBEKT YCTPOICTBA, K KOTOPOMY OH NPHKPEIUICH, U UMS YCTPOICTBa.

Kiracc DevMonManager coaepkut (PUKCUpOBaHHBIN MaccuB CTpYKTyp MonitoredDevice,



6BICTpLII71 MBIOTCKC UL 3allIUTBI MACCUBA U HCKOTOPBIC BCIIOMOT'aATCIIBHBIC q)yHKLII/II/I

Bor onpenenenue knacca DevMonManager:

const int MaxMonitoredDevices = 32;

class DevMonManager {

public:
void Init(PDRIVER OBJECT DriverObject);
NTSTATUS AddDevice(PCWSTR name);
int FindDevice(PCWSTR name);
bool RemoveDevice(PCWSTR name);
void RemoveAllDevices();
MonitoredDevice& GetDevice(int index);
PDEVICE OBJECT CDO;

private:
bool RemoveDevice(int index);

private:
MonitoredDevice Devices[MaxMonitoredDevices];
int MonitoredDeviceCount;
FastMutex Lock;
PDRIVER OBJECT DriverObject;

}s

[lobaBienue ycTpoiicTBa B (pUJILTP

Camas untepecnas ¢yakiusa - DevMonManager :: AddDevice, koTopast BBITIOTHSIET
npuKpervieHue. J(apaiire cienaem 3TO 1iar 3a MaroM.

NTSTATUS DevMonManager::AddDevice(PCWSTR name) {

Bo-nepBbIX, MBI TOJDKHBI TOMYYUTh MBIOTEKC Ha CITy4aid, €CIIH BHIIOIHIETCS Oosee OXHOM
orepauuu 100aBIeHUs/yIaIeHUsA/TTIOUCKA. 3aTeM MBI MOXeM OBICTPO MPOBEPUTH, BCE JIU CIOTHI
HAIlIEro MacCHBa 3aHATHI U YTO PaCCMAaTPUBAEMOE YCTPONCTBO ellle He (PUIbTPYeTCs:



AutoLock locker(Lock);

if (MonitoredDeviceCount == MaxMonitoredDevices)
return STATUS TOO MANY_ NAMES;

if (FindDevice(name) >= 0)
return STATUS SUCCESS;

Teneps nopa nouckars cBOOOHBIN HHJIEKC MACCHBA, B KOTOPOM MBI MOXKEM XPaHUTh
nH(pOpMaIUIO 0 HOBOM (puibTpe:

for (int 1 = 0; 1 < MaxMonitoredDevices; i++) {
if (Devices[i].DeviceObject == nullptr) {

CB0OOHBIHN cOT 0003HaYaeTCsl yKa3zaTeaeM 00beKTa ycTpoicTBa, KoTopblil paseH NULL
BHYTpHU CTpYyKTypsl MonitoredDevice.

Jlanee, MbI TIOIIBITaEMCS TTOJTyYUTh YKa3aTelb HA OOBEKT YCTPOMCTBA, KOTOPBHIA MBI XOTHM
otdmisTpoBath, ¢ momoiisio loGetDeviceObjectPointer.

UNICODE STRING targetName;

RtlInitUnicodeString(&targetName, name);

PFILE OBJECT FileObject;

PDEVICE OBJECT LowerDeviceObject = nullptr;

auto status = IoGetDeviceObjectPointer (&targetName, FILE READ DATA,
&FileObject, &LowerDeviceObject);

if (!NT SUCCESS(status)) {

KdPrint(("Failed to get device object pointer (%ws) (0x%8X)\n", name,
status));

return status;

}

Pesynsrarom loGetDeviceObjectPointer Ha caMmoM fene ABsieTCs caMblii BEpXHUN 0OBEKT
YCTPOWCTBA, KOTOPBIH HE 0053aTEIbHO OOBEKT YCTPOUCTBA, HA KOTOPBIA Mbl HAIIETHBAIUCH.

DTO HOPMaJIBHO, TaK Kak Jit00as oneparys IpUCOeIMHEHUS B JIFOOOM cirydae OyaeT
MPUKPETUIATHCS K BEPIINHE CTEKA YCTPOMCTB.

Crnenyromum 1arom sBJIsSI€TCSl CO3/1aHUE HOBOTO 00bEKTa (PUIIBTPYIOLIEr0 YCTPONUCTBA U €TO
MHHULUATN3aINs, YACTUYHO Ha OCHOBE OOBEKTa yCTPOICTRA.

B T0 ke BpeMsi HaM HY>KHO 3allOJHUTH CTPYKTYpYy MonitoredDevice. /Iy KaXX10r0 CO3JaHHOTO
YCTPOWCTBA MBI XOTHM UMETh PACIIMPEHHUE YCTPOIMCTBA, B KOTOPOM XPAHHUTCS HIKHEE
YCTPOMCTBO.



JIJ1s1 3TOTO MBI OIIPEICIIAEM CTPYKTYPY PACIIUPEHHUS YCTPONCTBA, KOTOpasi Ha3bIBACTCS
DeviceExtension, B ¢aitnie DevMonManager.h:

struct DeviceExtension {

PDEVICE OBIJECT LowerDeviceObject;
53

Bepuemcs k DevMonManager :: AddDevice - naBaiite co3naanuM 00beKT GUIBTPYIOMIETO
yCTPOMCTBA:

PDEVICE OBJECT DeviceObject = nullptr;
WCHAR* buffer = nullptr;
do {
status = IoCreateDevice(DriverObject, sizeof(DeviceExtension), nullptr,
FILE DEVICE UNKNOWN, 0, FALSE, &DeviceObject);
if (!NT SUCCESS(status))

break;

IoCreateDevice BbI3bIBaeTCS C pa3MepOM CTPYKTYPBI pacIIupeHHs yCTPOHCTBA, KOTOpoe OyaeT
BBIJICJICHO.

Cama ctpykrypa DEVICE OBIJECT xpanuTtcs B mosie DeviceExtension mosTomy oHa Bceraa
JOCTYITHA TPH HEOOXOAUMOCTH.

Ha cnenyromem pucynke nokaszat 3¢ ¢ext BoizoBa loCreateDevice.

Driver Object "= - o o o oo oo e e — - o

Device Object Device Object

,—D Size Type Size Type
DeviceObject
NextDevice NextDevice —
Currentlrp

DeviceExtension

Device Extension NULL
Specifics

DRIVER_OBIJECT

Temnepb MbI MOXEM TPOJIOIDKUTH HHUITHATU3AIUIO YCTPOCTBa U CTPYKTYpbl MonitoredDevice:



// allocate buffer to copy device name

buffer = (WCHAR*)ExAllocatePoolWithTag(PagedPool, targetName.Length,
DRIVER TAG);

if ('buffer) {
status = STATUS INSUFFICIENT RESOURCES;
break;
}
auto ext = (DeviceExtension*)DeviceObject->DeviceExtension;

DeviceObject->Flags |= LowerDeviceObject->Flags & (DO BUFFERED IO |
DO DIRECT IO);

DeviceObject->DeviceType = LowerDeviceObject->DeviceType;
Devices[i].DeviceName.Buffer = buffer;
Devices[i].DeviceName.MaximumLength = targetName.Length;
RtlCopyUnicodeString(&Devices[i].DeviceName, &targetName);

Devices[i].DeviceObject = DeviceObject;

Ha sTom aTane HOBbIIl 00BEKT yCTPOMCTBA TOTOB, OCTAJIOCH TOJIBKO MPUKPENUTH €T0 U 10/1€1aTh
elle MHULUAIU3ALUIO:

status = IoAttachDeviceToDeviceStackSafe(
DeviceObject,
// filter device object
LowerDeviceObject,
// target device object
&ext->LowerDeviceObject);
// result
if (!NT SUCCESS(status))
break;
Devices[i].LowerDeviceObject = ext->LowerDeviceObject;
// hardware based devices require this
DeviceObject->Flags &= ~DO DEVICE INITIALIZING;
DeviceObject->Flags |= DO POWER PAGABLE;
MonitoredDeviceCount++;

} while (false);



YerpoicTBO OyIeT MOAKIIOUEHO, U MOTYUYSHHbIH yKa3aTeib Oy/leT HEeMeUIEHHO COXpaHEeH B
pacIIMpeHuH yCTPOHCTBA. DTO BaKHO, TIOCKOJIBKY CaM MPOLIECC TPUCOEANHEHNS TEHEPUPYET KaK
muHuMyM 1Ba IRP - IRP. MJ CREATE u IRP._MJ CLEANUP, nosTomy npaiiBep 10KeH ObITh

MO/ITOTOBJICH K UX 00paboTKe

Kak MbI ckopo yBuanuM, 3Ta 00paboTka TpeOyeT, 4TOOBI HUKHHI 00BEKT YCTPOUCTBA ObLI
JOCTYIICH B paCIIUPEHUH YCTPOUCTBA.

Tenepp 0cTaIOCh TOJBLKO HABECTH MOPSAIOK:
if (!NT SUCCESS(status)) {
if (buffer)
ExFreePool (buffer);
if (DeviceObject)
IoDeleteDevice(DeviceObject);
Devices[i].DeviceObject = nullptr;
¥
if (LowerDeviceObject) {
// dereference - not needed anymore
ObDereferenceObject(FileObject);
}
return status;
}
}

// should never get here
NT_ASSERT(false);
return STATUS UNSUCCESSFUL;

}

Ynanenne GuabTpyIOUero ycTrpoicTaa

Yranute yCTpONCTBO U3 (PUIBTPAIIUH TOBOJILHO MPOCTO - B 0OPaTHOM IMOPSIJIKE, UTO CIIEIIal
AddDevice:



bool DevMonManager: :RemoveDevice(PCWSTR name) {
AutoLock locker(Lock);
int index = FindDevice(name);
if (index < 0)
return false;
return RemoveDevice(index);
}
bool DevMonManager: :RemoveDevice(int index) {
auto& device = Devices[index];
if (device.DeviceObject == nullptr)
return false;
ExFreePool(device.DeviceName.Buffer);
IoDetachDevice(device.LowerDeviceObject);
IoDeleteDevice(device.DeviceObject);
device.DeviceObject = nullptr;
MonitoredDeviceCount--;
return true;

}

BaxHpIMU 4acTsIMU SIBIISIIOTCS] OTCOEAMHEHUE YCTPOIMCTBA U €T0 YAalleHHUE.

FindDevice - mpocToi MOMOITHUK JAJIsi TOUCKA YCTPOMCTBO IO UMEHU B MaccuBe. OH
BO3BpaIllaeT WHAECKC YCTPOICTBA B MaCCHUBE WIIH -1, €CITHM YCTPOUCTBO HE HAMIEHO:

int DevMonManager: :FindDevice(PCWSTR name) {
UNICODE_STRING uname;
RtlInitUnicodeString(&uname, name);
for (int 1 = 0; 1 < MaxMonitoredDevices; i++) {
auto& device = Devices[i];

if (device.DeviceObject &&

RtlEqualUnicodeString(&device.DeviceName, &uname,

TRUE)) {

return i;



return -1;
}

EnuHcTBeHHAs yIOBKa 3/1€Ch - YOSAUTHCA, YTO OBICTPBIN MBIOTEKC MOIYUYECH MEPE BBI3OBOM TOM
GbyHKITIH.

HNuannuanu3anus u BBII'PY3Ka

[Tponienypa DriverEntry noBonbpHO crangapTHa, oHa cozgaeT CDO, KOTOpHIii TO3BOJISET
N00aBIATh U yAAIATh GuiIbTpbl. OIHAKO €CTh HEKOTOPHIE OTIANYMs. B yacTHOCTH, paiiBep
JIOJDKEH TOJIEP’KUBATh BCE OCHOBHBIE (DYHKIIMH yCTPOHCTBA.

[TockomnbKy apaiiBep Temeph CIYKUT ABOWHOI IENU: C OAHOI CTOPOHBI, OH 00ecIeynBaeT
KOH(UTypanuto ajs 100aBIeHUs U yaajJeHus ycTpoicTB npH BeizoBe CDO, a ¢ Apyroit cTopoHsl,
OCHOBHBIE KOJIbl (DYHKIIMI Oy/IyT BbI3bIBATbCSA CAMUMHU KJIHMEHTAaMH (PUIBTPYEMbIX YCTPOMCTB.

Msi 3anyckaem DriverEntry, coznas CDO u BbICTaBIIsAs €10 Yepe3 CUMBOIUYECKYIO CCBUIKY, KaK
MBI BUJIESTH MHOTO Pa3:

DevMonManager g Data;
extern "C" NTSTATUS
DriverEntry(PDRIVER OBJECT DriverObject, PUNICODE STRING) {
UNICODE STRING devName = RTL CONSTANT STRING(L"\\Device\\KDevMon");
PDEVICE OBJECT DeviceObject;
auto status = IoCreateDevice(DriverObject, 0, &devName,
FILE DEVICE UNKNOWN, O, TRUE, &DeviceObject);
if (!NT SUCCESS(status))
return status;
UNICODE STRING linkName = RTL CONSTANT STRING(L"\\??\\KDevMon");
status = IoCreateSymbolicLink(&linkName, &devName);
if (!NT SUCCESS(status)) {
IoDeleteDevice(DeviceObject);
return status;

}

DriverObject->DriverUnload = DevMonUnload;

B sToM (pparmenTe koma HET HUUETO HOBOTO. 3aTe€M MBI JIOJDKHBI HHUIHATIHN3UPOBATH BCE
IpoIeypbl OTIPABKH, YTOOBI BCE OCHOBHBIE (DYHKIIMU MOIEPIKUBAIIUCH:



for (auto& func : DriverObject->MajorFunction)

func = HandleFilterFunction;

/*

equivalent to:

for (int 1 = 0; i < ARRAYSIZE(DriverObject->MajorFunction); i++)
DriverObject->MajorFunction[i] = HandleFilterFunction;

*/

Panee B 3T0I1 r1aBe MBI BUJIENIH TOXOKUN KOJI. B mpuBeeHHOM BhIle Kojie ucnomab3yercsa C ++
JUTsl K3MEHEHHUS BCeX OCHOBHBIE (yHKITMH, yKa3biBatomue Ha HandleFilterFunction, ¢ koropeimMu
MBI CKOpO Mo3HakoMuMcs. HakoHell, HaM Hy>KHOCOXPAaHUTh BO3BPAIlEHHbIN 00BEKT yCTpPOiCcTBa
JUTsl yioOCTBa B T100anbHOM 00bekTe g Data (DevMonManager) u HHUITUATU3UPYEM €TO0:

g Data.CDO = DeviceObject;
g Data.Init(DriverObject);

return status;

}

Merton Init mpocTo MHULIMATH3UPYET OBICTPHII MBIOTEKC U COXpaHsET yKa3aTeslb 00beKTa
npaiiBepa ais nanbHeiero ucnoiab3oBanus ¢ loCreateDevice (KOTOPBIH MBI pacCMOTpENU B
IIPEIBIAYIIEM pa3Aeie).

[Tpexe ueM Mbl YIITyOUMcs B 3Ty OOBIYHYIO IPOIIEyPY OTHPABKH, 1aBaiiTe moJpoOHee
paccMOTPHUM IPOLEypY BBITPY3KH.

Korna apaiiBep BbIrpyskeH, HAM HY>KHO YIQJIUTh CUMBOINYECKYIO ccbulKy 1 CDO kak 06bI4HO,
HO MBI TaK)Xe JJOJDKHBI OTCOEIMHUTH OT BCEX aKTUBHBIX B JaHHBII MOMEHT QMIBTPOB. BoT kox:

void DevMonUnload (PDRIVER OBJECT DriverObject) {
UNREFERENCED PARAMETER(DriverObject);
UNICODE STRING linkName = RTL CONSTANT STRING(L"\\??\\KDevMon");
IoDeleteSymbolicLink(&linkName);
NT_ ASSERT(g Data.CDO);
IoDeleteDevice(g Data.CDO);

g Data.RemoveAllDevices();



KitoueBbIM MOMEHTOM 371€Ch sABIsieTcs BbI3oB DevMonManager :: RemoveAllDevices. Ota
(byHKIMS TOBOJIBHO MPOCTa, onupasich Ha DevMonManager :: RemoveDevice aist cBoeit
paboTHI:

void DevMonManager: :RemoveAllDevices() {
AutoLock locker(Lock);
for (int i = 0; i < MaxMonitoredDevices; i++)
RemoveDevice(1i);

}

O0paboTka 3anpocoB
[Tponienypa ornpasku HandleFilterFunction - camast BaxkHast yactsb apaiiBepa.

Omna OyzieT BBI3BIBAETCS ISl BCEX OCHOBHBIX (DYHKIUMH, peHa3HAYEHHBIX IS OJJHOTO U3
¢mpTpyromux ycrpoicts uiau CDO.

HyxHo 3T0 paznnuaTth, U UMEHHO [T0O3TOMY MBI paHee coxpanuiu ykazareiab CDO. Ham CDO
noanepxkuBaeT: Coznanue, 3akpeitue U DeviceloControl.

BoT ucxonHblit KoJ:
NTSTATUS HandleFilterFunction(PDEVICE OBJECT DeviceObject, PIRP Irp) {
if (DeviceObject == g Data.CDO) {
switch (IoGetCurrentIrpStackLocation(Irp)->MajorFunction) {
case IRP MJ CREATE:
case IRP _MJ CLOSE:
return CompleteRequest(Irp);
case IRP MJ DEVICE CONTROL:
return DevMonDeviceControl(DeviceObject, Irp);
}

return CompleteRequest(Irp, STATUS INVALID DEVICE REQUEST);

}

Ecnu neneBsiM ycTpoiicTBoM siBisiercst Hat CDO, MbI BKITIOYAaEM caMy OCHOBHYIO (DYHKIIHIO.
JIist co31aHus M 3aKPBITHSL MBI ITPOCTO yCHEMIHO 3aBepiiaeM [RP, BbI3BaB BCIOMOTaTeIbHy0
(bYHKIHMIO, C KOTOPOH MBI TO3HAKOMHIIUCH B IJIaBe 7:



NTSTATUS CompleteRequest(PIRP Irp,
NTSTATUS status = STATUS SUCCESS,
ULONG PTR information = 0);
NTSTATUS CompleteRequest(PIRP Irp, NTSTATUS status, ULONG PTR information) {
Irp->IoStatus.Status = status;
Irp->IoStatus.Information = information;
IoCompleteRequest(Irp, IO NO INCREMENT);
return status;
}

Has IRP. MJ DEVICE CONTROL wms1 Be3biBaeM DevMonDeviceControl, KoTopslii goimkeH
pean30BbIBaTh HAILIM YIIPABIISAIOIINE KOABI Ul 100aBICHUA U yialeHus: GuiabTpoB. [l Bcex
JPYTUX OCHOBHBIX (DyHKIMIA MBI TIpocTo 3anonHseM IRP ¢ omubkoii "HenoaepxuBaemas
onepanus'".

Ecnu o6BexT yerpoiicTBa He siBisiercs CDO, To 3To 10JKeH OBITh OJIMH W3 HAIUX (QUIBTPOB.
31ech apaiBep MOXKET JIeNIaTh C 3alPOCOM YTO YTOJHO: PETUCTPUPOBATH €T0, U3y4aTh, U3MEHITh
- BC€, YTO YTOHO.

Jlyis Hamero qpaiiBepa Mbl IPOCTO OTIIPABLTE OTIATYUKY BBIBOJ HEKOTOPOU MH(OPMAITUHU O
3amnpoce, a 3aTeM OTIPABHM €T0 BHU3 K YCTPOUCTBY MO (DHIIBTPOM.

CHauaJia MBI U3BJIEYEM PACHIMPEHUE JJIS HALIeTO YCTPONCTBA, YTOOB! MOTYUYUTh TOCTYI K
HIDKHEMY YCTPOMCTBY:

auto ext = (DeviceExtension*)DeviceObject—DeviceExtension;

3areM MBI [TOJyYUM MOTOK, OTHPAaBUBIINHN 3ampoc, yriryousiucs B IRP, a 3aTem nosyunm norok
1 UIECHTU(UKATOPHI BBI3BIBAIOIIIETO:

auto thread = Irp->Tail.Overlay.Thread;
HANDLE tid = nullptr, pid = nullptr;
if (thread) {

tid

PsGetThreadId(thread);

pid PsGetThreadProcessId(thread);

}

B GonbpmimHCTBE Ciy9aeB TEKYIIHH MOTOK COBMAAAET C ITOTOKOM, OTITPABUBIIAM
NepBOHAYaIbHBIN 3arpoc. Terneps MpUIuio BpeMst BHIBECTH UACHTU(DUKATOPHI TOTOKA U
Ipolecca, a TaKk)Ke TUI 3alpOIIEHHOM onepauu:



auto stack = IoGetCurrentIrpStackLocation(Irp);

DbgPrint("Intercepted driver: %wZ: PID: %d, TID: %d, MJ=%d (%s)\n",
&ext->LowerDeviceObject->DriverObject->DriverName,
HandleToUlong(pid), HandleToUlong(tid),

stack->MajorFunction, MajorFunctionToString(stack-
>MajorFunction));

Bcenomorarensnas ¢pynkuus MajorFunctionToString mpocTo Bo3BpalaeT cTpoKoBoe
npencrasienue . Hanpumep, ans IRP. MJ READ on BosBpamaer «IRP_MJ READ».

Ha sTom 3Tane npaiiBep MOXeT NpOJODKUTE U3ydeHue 3anpoca. Eciau 6b110 nomydeHo
IRP_MJ DEVICE CONTROL, on MOxeT nmpocMaTpuBaTh yIPaBISIOLIUI KO U BXOIHOM

Oyep.
Ecnu ato IRP. MJ WRITE, oH MOXeT MOCMOTPETh Ha MOJIb30BaTeNIbCKUi Oyep u Tak naiee.

HakoHel, mOCKONbKYy Mbl HE XOTUM HapyllaTh padoTy LIE€JIEBOr0 yCTPOMCTBA, MBI IIEPEIAAUM
3anpoc 0e3 U3MEHECHHI:

IoSkipCurrentIrpStackLocation(Irp);

return IoCallDriver(ext->LowerDeviceObject, Irp);

}

YromsiayTas panee ¢pyukmnust DevMonDeviceControl siBnsieTcss o0paboTunkoM apaiiBepa st
IRP_MJ DEVICE CONTROL. D10 ucrnonb3yercs Jisi AUHAMHUYECKOTO 100aBICHUS WU
yIajneHust yCTPOUCTB U3 (pUIbTpaLuu.

Konp! ynpaBnenus cienyromue (B KdevMonCommon.h):
#define IOCTL DEVMON ADD DEVICE \

CTL CODE(0x8000, 0x800, METHOD BUFFERED, FILE ANY ACCESS)
#define IOCTL DEVMON REMOVE DEVICE \

CTL_CODE (0x8000, 0x801, METHOD BUFFERED, FILE ANY ACCESS)
#define IOCTL DEVMON REMOVE ALL \

CTL_CODE(0x8000, 0x802, METHOD NEITHER, FILE ANY_ ACCESS)



K HACTOAIIEMY BPEMCHH KO/ O6pa60TKI/I MOKHO JOBOJIbHO JICTKO ITOHATH:

NTSTATUS DevMonDeviceControl (PDEVICE_OBJECT, PIRFP Irp) {
auto stack IoGetCurrentIrpStackLocation(Irp);
auto status = STATUS_INVALID DEVICE_REQUEST,
auto code stack-rParameters DeviceloControl . JoControlCode;

switch (code) {

case IOCTL_DEVMON_ADD_DEWICE:

ease I0CTL_DEVMON_REMOVE_DEVICE:
{
auto buffer (WCHAR* )Irp-»AssociatedIrp. SystemBuf fer
auto len = stack-:Parameters. DeviceloControl . InputBufferlength;
if {(buffer nullptr || len <« 2 || len » 512) {
status = STATUS_INVALID _BUFFER_SIZE;

break ;

buffer[len / sizeof(WCHAR) - 1] = L'\@";
if (code IOCTL_DEVMON_ADD_DEVICE)
status = g_Data . AddDevice(buffer);

else {
auto removed g_Data.RemoveDevice(buffer);
status removed 7 STATUS_SUCCESS : STATUS_NOT_FOUND:;
}
break ;
}
case I0CTL_DEWVMON_REMOVE
{
g_Data.RemoveAllDevices();
status STATUS_SUCCESS ;
break ;
}

return CompleteRequest(Irp, status);

TectupoBanue apaiiBepa

KoHconbHOE mpuiioKeHHe M0JIb30BaTEIbCKOIO PEXXMMa CHOBA JOBOJILHO CTaHAAPTHO U
MPUHUMAET HECKOJIBKO KOMaH/I JUTsl TOOABICHUSI U yIaJIeHUE YCTPOUCTB. BOT HECKOIIBKO
MIPUMEPOB BBINIOJIHEHUS KOMaH/I:



devmon add \device\procexp152
devmon remove \device\procexp152
devmon clear

BoT ocHOBHAast GyHKIHS KJIMEHTA TIOJIH30BATEIHCKOrO pexknMa (0ueHb HeOOobIas 00paboTka
OImuO0K):

int wmain(int argc, const wchar t* argv[]) {
if (argc < 2)
return Usage();
auto& cmd = argv[1l];

HANDLE hDevice = ::CreateFile(L"\\\\.\\kdevmon", GENERIC READ |
GENERIC WRITE,

FILE SHARE READ, nullptr, OPEN EXISTING, O, nullptr);
if (hDevice == INVALID HANDLE VALUE)
return Error("Failed to open device");
DWORD bytes;
if (:: wcsicmp(cmd, L"add") == 0) {

if (!'::DeviceloControl(hDevice, IOCTL DEVMON ADD DEVICE,
(PVOID)argv([2],

static_cast<DWORD>(::wcslen(argv[2]) + 1) *
sizeof (WCHAR), nullptr, O,

&bytes, nullptr))
return Error("Failed in add device");
printf("Add device %ws successful.\n", argv[2]);
return 0;
}
else if (:: wcsicmp(cmd, L"remove") == 0) {

if (!::DeviceloControl(hDevice, IOCTL DEVMON REMOVE DEVICE,
(PVOID)argv[2],

static_cast<DWORD>(::wcslen(argv[2]) + 1) *
sizeof (WCHAR), nullptr, 0O,

&bytes, nullptr))
return Error("Failed in remove device");

printf("Remove device %ws successful.\n", argv[2]);



return 0;

}
else if (:: wcsicmp(cmd, L"clear") == 0) {
if (!::DeviceloControl(hDevice, IOCTL DEVMON REMOVE ALL,
nullptr, 0, nullptr, 0, &bytes, nullptr))
return Error("Failed in remove all devices");
printf("Removed all devices successful.\n");
¥
else {
printf("Unknown command.\n");
return Usage();
}
return 0;

}

MBI y’e MHOTO pa3 BUACTH MMOJOOHBIN KOJI.

JpaiiBep MOXKHO yCTaHOBUTH TaK:

sc create devmon type= kernel binpath= c:\book\kdevmon.sys
WU crapranyTs:

sc start devmon

B kauecTBe nepBoro npumepa Mol 3armyctuM Process Explorer (oH nomken pabotath ¢
MOBBIIIEHHBIMU IIPaBaMH, YTOOBI €ro ApaiiBep MOI' yCTaHABIMBAETCS PH HEOOXOAUMOCTH) U
GWIBTPpOBaTh MOCTYMAOLINE K HEMY 3alPOCHI:

devmon add \device\procexp152

[TomuuTe, uro WinObj moka3siBaeT ycTpoiicTBo ¢ uMeHneM ProcExp152 B karanore Device
o0obekTa. Mbl MoxkeM 3amyctuTh DbgView u3 SysInternals ¢ mOBbIICHHBIME ITpaBaMu U
HACTPOUTH €TO JJISl BEICHHS JIOTOB.

Bot npumep BbiBOzA:!



1 2.0eepRee@ driver: “\Driver‘\PROCEXP15Z: PID: 5432, TID: 8828, MJ=14 (IRP_MJ_DEWVICE_ ),
CONTROL }
2 2.22@216692 driver: “\Driver\PROCEXP15Z: PID: 5432, TID: 8828, MJ=14 (IRP_MJ_DEWVICE_ ),
CONTROL )
3 B.00841668 driver: “\Driver“\PROCEXP15Z: PID: 5432, TID: 88268, MJ=14 (IRP_MJ_DEVICE_ )
CONTROL )
4 B.@EE58E26 driver: \Driver‘\PROCEXF15Z: PID: 5432, TID: 8828, MJ=14 (IRP_MJ_DEWVICE_ )
CONTROL }
5 2.22@71722 driver: “\Driver\PROCEXP15Z: PID: 5432, TID: 8828, MJ=14 (IRP_MJ_DEWVICE_ ),
CONTROL )

HeymuBurensHo, yto uaeHTudukarop mpouecca Process Explorer Ha 3ToM KoMIbloTepe paBeH
5432 (u y nero ectb notok ¢ ID 8820). OueBunHo, uto Process Explorer cBoeBpemMeHHO
OTIIpaBJIIET CBOMM JpaiiBepam 3amnpocsl, u 310 Bcerga IRP. MJ DEVICE CONTROL.

YerpoiicTBa, KOTOpbIE MbI MOKEM (PUIBTPOBATh, MOXKHO IMTPOCMOTPETH ¢ nomoltibio WinObj, B
OCHOBHOM B KaTrajiore yCTpOiCTB, IOKa3aHHOM Ha PUCYHKE:

&0 WinObj - Sysinternals: www.sysinternals.com

File View Help
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Hagaiite otpmibtpyem keyboardclassO, KOTopbIM yripaBisieT ApaiiBep Kiiacca KIaBUaTyphI:



devmon add \device\keyboardclassO

TCHCpB HaKMHUTE HECKOJIbKO KiIaBuIIL. BEI YBHOUTEC, UTO AJIA KaXI0M HaXKaToM KJIaBHIIIM BEI
MMoJIy49acTe CTPOKY BbIBOJA. Bor kak 310 BBITTIA AT

1 11:31:48 driver: ‘Driver‘kbdclass: PID: 612, TID: 748, MJ=3 (IRP_MJ_READ)
2 11:31:48 driver: ‘Driver‘kbdclass: PID: 612, TID: 748, MJ=3 (IRP_MJ_READ)
3 11:31:19 driver: ‘Driver‘kbdclass: PID: 612, TID: 748, MJ=3 (IRP_MJ_READ)
4 11:31:19 driver: ‘Driver‘kbdclass: PID: 612, TID: 748, MJ=3 (IRP_MJ_READ)
5 11:31:28 driver: ‘Driver‘kbdclass: PID: 612, TID: 748, MJ=3 (IRP_MJ_READ)
6 11:31:28 driver: ‘Driver‘kbdclass: PID: 612, TID: 748, MJ=3 (IRP_MJ_READ)

Uro 310 3a nporecc 6127 I1o sx3emiuisap CSrss.exe, 3anyIICHHbIN B MOJIb30BATEILCKOM CEaHCe.

B ero o0s3anH0oCTH BXOIUT IIOJTYYCHUE JAHHBIX C YCTPOﬁCTB BBOJA. O6paTI/ITe BHUMAHUEC, YTO
9TO oIiepalusd YTCHUA, YTO 03HAYACT, YTO OKUAACTCA HeKOTOpBIﬁ 6}7(1)619 OoT z[paﬁBepa Kj1acca
KJIaBUATYyPBhI. Ho kak ero HOJ'Iy‘II/ITB? Mu1 BEPHEMCA K OTOMY B CIICAYIOIIECM pa3aciic.

Bb1 MokeTe orpo6oBaTh Apyrue ycrpoiictBa. HekoTopbie MOTYT HE MOIKITIOUUTHCS (OOBIYHO TE,
KOTOPBIE OTKPBITHI JUTSI SKCKITIO3UBHOTO JOCTYIIA), @ HEKOTOPBIE M3 HUX HE MOAXOIAT JUIS TaKOU
bunpTpanmm, 0COOCHHO ApaiBepbl (HalIOBOM CHCTEMBI.

Bot npumep ¢ ycrpoiictBom ¢ HeckonbkuMHu noctasirkamu UNC (MUP):
devmon add \device\mup

HepefmI/ITe B KaKYIO-HI/I6y,I[B CCTCBYIO IIAIIKYy, U Bbl YBUJUTEC MHOT'O aKTUBHOCTH, KaK ITOKa3aHO
3A€Ch:

®21 11:46:19 driver: “\FileSystem\FltMgr: PID: 4, TID: 6235, MJ=2 (IRP_MJ_CLOSE)

BE2 11:46:25 driver: “\FileSystem\FltMgr: PID: 7212, TID: 5888, MJ=@ (IRF_MJ_CREATE)
P23 11:45:25 driver: “\FileSystem\FltMgr: PID: 7212, TID: 582, MJ=13 (IRP_MJ_FILE_SY"
STEM_CONTROL )

B@4 11:46:25 driver: “\FileSystem\FltMgr: PID: 7212, TID: 568, MJ=18 (IRP_MJ_CLEANUPY,
)

P@5 11:45:25 driver: ‘\FileSystem\FltMgr: PID: 7212, TID: 58@@, MJ=2 (IRP_MJ_CLOSE)
BE6 11:47:80 driver: “\FileSystem\FltMgr: PID: 7212, TID: 4464, MJ=@ (IRF_MJ_CREATE)
PaT 11:47:8@ driver: “\FileSystem\FltMgr: PID: 7212, TID: 4464, MJ=13 (IRP_MJ_FILE_SY"
STEM_CONTROL )

854 11:47:25 driver: “\FileSystem‘\FltMgr: PID: T212, TID: 8272, MJ=13 (IRP_MJ_FILE_SY®
STEM_COMTROL )

855 11:47:25 driver: “FileSystem‘\FltMgr: PID: 7212, TID: 8272, MJ=18 (IRP_MJ_CLEANUP",

)

OOpatuTe BHUMaHKE, YTO HACJIOCHUE PACIIONIOKEHO MOBepX MeHekepa (pUIbTpOB, ¢ KOTOPHIM
MBI TO3HaKOMIWIKCH B Tn1aBe 10. Takke oOpaTuTe BHUMaHKE, YTO 33J]eHCTBOBAHO HECKOJIBKO
mporeccoB (06a sx3emmisipa Explorer.exe). YerpoiictBo MUP - 3710 TOM 11181 ynaneHHOH
(aitnoBoit cucTeMbl. DTOT THIT yCTPOUCTB JIyYIlle BCETO (DMUIBTPOBAThH C TOMOIIBI0 MUHH-
¢uibTpa QaiIoBoil CUCTEMBI.



PesyabTaThl 3an1pocoB

OO0uwmii 00paboTUMK JUCTIeTYEpU3ALMU, KOTOPBIM y HAc ecTh A ApaiiBepa DevMon, BuauT
TOJIBKO BXOZSIIME 3aIPOCHI.

OcTtaeTcst ~HTEpEeCHBIN BOMPOC - KaK MBI MOXKEM IOJIyUUTh PE3YJIbTaThl 3anpoca?

Kakoii-to nmpaiiBep B cTeke ycTpoiicTB BeizoBeT loCompleteRequest. Ecniu apaiisep
3aMHTEPECOBAH B PE3yJIbTaTe OH JI0JDKEH HaCTPOUTH MPOLEAYpPY 3aBEpILEHHUS BBOIa-BbIBOAA.

Kak o0cyxnanocs B riaBe 7, MpoLeayphl 3aBepILEHNs BHI3BIBAIOTCS B 0OpPAaTHOM MOPSAKE
peructpanuu, korga BeizsiBaetcst loCompleteRequest.

Kaxxaplii ypoBeHb B cTE€Ke YCTPOUCTB (KpOME CaMOro HUYKHETO) MOYKET HACTPauBaTh Mpolenypa
3aBepIICHHSI, KOTOpasi OyJIeT BBI3BIBATHCS KaK YaCTh 3aBEPILICHUs 3ampoca. B 3o Bpems npaiiBep
MOKET mocMoTpeTh cTatyc IRP, mpoBepuTth BhixonHbIie Oydeps! U T. 1.

Hactpoiika mpouemypsl 3aBepiieHus BbIToHAETCS ¢ moMolibio loSetCompletionRoutine nam
(nmyumre) IoSetCompletionRoutineEx. Bot nporotun nocneauero:

NTSTATUS IoSetCompletionRoutineEx (
~In_ PDEVICE OBJECT DeviceObject,
_In_ PIRP Irp,
_In_PIO COMPLETION ROUTINE CompletionRoutine,
_In opt PVOID Context,
~In_BOOLEAN InvokeOnSuccess,
_In_ BOOLEAN InvokeOnError,

_In_ BOOLEAN InvokeOnCancel);

BonbmmHCTBO MapamMeTpoB roBopsT camu 3a ce0s. [locnennue Tpu napaMerpa yKas3blBaroT, s
kakoro IRP craryc 3aBepuieHus:

* Ecniu InvokeOnSuccess umeet 3nauenne TRUE, npouienypa 3aBepiiieHns BRI3BIBACTCS, €CITH
ctaryc IRP sBnsercas NT _SUCCESS.

* Ecniu InvokeOnError umeer 3nauenne TRUE, npouienypa 3aBepiiieHus BI3bIBACTCS, €CIU
cratyc IRP ne coorBerctByer NT SUCCESS..

* Ecu InvokeOnCancel umeer 3nauenne TRUE, npouenypa 3aBepieHus: BbI3bIBAETCS, €CIIH
craryc IRP - STATUS CANCELED, uTo 03Ha4aeT, 4yTo 3apoc OblJI OTMEHEH.

Cama nporierypa 3aBepiieHHsl T0KHA UMETh CIETYIOMNUN TPOTOTHII:



NTSTATUS CompletionRoutine (
_In_PDEVICE OBJECT DeviceObject,
~In_ PIRP Irp,

_In opt_ PVOID Context);

[Iponienypa 3aBepIieHUs BI3BIBAETCS IPOU3BOJIBHBIM ITOTOKOM (TE€M, KOTOPBIN BhI3BAI
IoCompleteRequest) B IRQL <= DISPATCH_LEVEL (2). 910 03Ha4aet, 4T0 HE0OX0AUMO
cobmoaath Bce npaBuiia u3 6 rassl 11 [IRQL 2.

Driver Hooking

Hcnonb3oBanue ApailBepoB (PrIITPOB, OMMMCAHHBIX B 3TOM IJ1aBe U B T71aBe 10, oOecrieunBaeT
O0JIBIIYIO0 THOKOCTH JUIsl IPaiiBEPOB.

Pa3paboTunk MOXET nepexBaTbIBaTh 3alpOChl IPAKTUYECKU K JIIOOOMY YCTpONCTBY. B aTOM
paszese s Xxorels Obl YIOMSHYTh M JPYTYI0 TEXHUKY, XOTS OHA U HE «O(ULIMaIbHASN), HO MOXKET
OBITh BEChMa MOJIE3HON B ONPEEIEHHBIX CITydasx.

DTOT METOJ NepexBaTa JipaiiBepoB OCHOBAH Ha MJIe€ 3aMEHbI yKa3aTeslel oAIporpaMmbl
JHCTIETYEPHU3AIIAHN 3AIYIICHHBIX IpaliBepOB. DTO aBTOMAaTUYECKH 00ECIICUNBACT «(PHITBTPAIIHION»
JUISI BCEX YCTPOMCTB, YIIPABISAEMBIX 3TUM JPANBEPOM.

XyK paiiBepa COXpaHUT CTapble yKa3aTelu Ha (PyHKIMH, a 3aT€M 3aMEHUT OCHOBHOM MaccHB
¢byHKuuMi B 1paliBepe cBOUMHU QYyHKIMsIMH. Teneps 1000 3anpoc, MOCTYMAIONINA Ha
YCTPOUCTBO IO/ YIIPABJICHUEM ITOAKIIOYEHHOTO ApABEPa BBI3OBET IPOLEAYPBI
JMCIIETYEPU3ALINHU TTOAKIIIOYAIOLIErocs ApaiiBepa.

BAXKHO:

B coBpemennoit Windows HET BOBMOYKHOCTH CIIENIaTh ATO, T. K. CYIIECTBYET 3alUTa sapa
PatchGuard (also known as Kernel Patch Protection), nannast MaHUITYJISITUST TPUBEACT K Kpaxy
CHCTEMBI.

VY npaiiBepoB €CThb UIMEHA, ¥ IOITOMY OHM SIBJISIIOTCS YaCTBIO IPOCTPAHCTBA UMEH JUCIIETYEpa
00BEKTOB.

310 MOXXKHO mocMOoTpeTh B WinObj Ha clieayioniemM pucyHke:



'@,_ WinQbj - Sysinternals: www.sysinternals.com
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YroOsI cenaTh XyK Ha JIpaiiBep, HaM HY>KHO HalTH yKa3arellb 00beKTa JpaiiBepa

(DRIVER OBIJECT), u 115t TOro Mbl MOXET UCTIOIh30BaTh HETOKYMEHTHPOBAHHYIO, HO
HKCTIIOPTUPOBAHHYIO (PYHKIHIO, KOTOpasi MOKET HAHUTH JTF000# 0OBEKT MO €ro UMEHH:

NTSTATUS ObReferenceObjectByName (

“In_ PUNICODE STRING ObjectPath,

_In_ ULONG Attributes,

_In opt_ PACCESS _STATE PassedAccessState,

_In opt_ ACCESS MASK DesiredAccess,
_In_POBJECT TYPE ObjectType,
_In_ KPROCESSOR MODE AccessMode,

_Inout opt PVOID ParseContext,

_Out_ PVOID *Object);

Bot npumep Bbe1zoBa ObReferenceObjectByName amns noucka apaiiepa kbdclass:



UNICODE_STRING name;
RtlInitUnicodeString(&name, L"\\driver\\kbdclass");
PDRIVER OBJECT driver;
auto status = ObReferenceObjectByName(&name, OBJ CASE INSENSITIVE,
nullptr, 0, *IoDriverObjectType, KernelMode,
nullptr, (PVOID*)&driver);
if (NT_SUCCESS(status)) {
// manipulate driver
ObDereferencelObject(driver);
// eventually

}

XyK Ha JipaiiBep Terepb MOXKET 3aMEHSTh YKa3aTelIu OCHOBHBIX (QYHKLHUMN, IPOIEypy BBITPY3KH,
no0aBlieHUs YCTPOUCTBA U T.1.

Jlro6as Takast 3aMeHa BCeT/ia I0JDKHA COXPAHATh yKa3aTesd Ha Mpeablayye GyHKIUHN JUIs
OTCOEJMHEHUS TPH JKEJIAHUH U JJIS IEPECHUIKH 3aIipoca peaibHoMy jpaiiBepy. [lockonbky 3Ta
3aMeHa JI0JDKHA OBITh IPOM3BEEHA aTOMAPHO, JIyUIlle BCETO UCHOIb30BaTh
InterlockedExchangePointer anst aromapHoro oomMeHa.

Crenyroumii pparMeHT Kofa AEMOHCTPUPYET ITY TEXHUKY:
for (int j = 0; j <= IRP_MJ MAXIMUM FUNCTION; j++) {

InterlockedExchangePointer((PVOID*)&driver->MajorFunction[j],
MyHookDispatch) ;

}

InterlockedExchangePointer((PVOID*)&driver->DriverUnload, MyHookUnload);

JIOBOJIBHO MOJHBIN MpUMEp 3TOM TEXHUKH IepexBaTa MOKHO HaiTu B mpoekte DriverMon Ha
Github mo agpecy:https://github.com/zodiacon/DriverMon


https://github.com/zodiacon/DriverMon

bubauorexu sigpa

B mponecce HalmcaHus HpaﬁBepOB MBI pa3pa60Tam/I HCCKOJIBKO KJIACCOB M BCIIOMOT'aTCJIIbHBIX
(bYHKI_[I/Iﬁ, KOTOPBIC MOXXHO HUCIIOJIb30BATh B CBOUX L[paﬁBepax.

OI[HaKO HUMECT CMBICJI YIIaKOBaTh UX B CAUHYIO 6I/I6J'II/IOTeKy, YTOOBI MBI MOTJIM IIOAKJIIOYNUTD Cé,

BMCECTO KOIMMPOBAHUA UCXOOHBIX q)aflJ'IOB U3 MPOCKTA B ITPOCKT.

[[Ta6nonb! poekToB, noctapisieMbie ¢ WDK, siBHO HE mpeoCcTaBIsIIOT BOBMOKHOCTh CO3/1aTh

CTaTUYECKOW OMOIMOTEKH ISl APAaiBEPOB, HO CENIATh €T0 JJOBOJIBHO MPOCTO. JlJist 3TOr0 HY)KHO
co3/1aTh OOBIYHBIN POEKT ApaiiBepa (Ha ocHoBe WDM Empty Driver, nHanpumep), a 3atem

MIPOCTO U3MEHHUTE TUII MPOEKTA HAa CTATUYECKYIO0 OMONMMOTEKY, KaK TTOKa3aHO HA PUCYHKE:

GenericLibrary Property Pages

Configuration: | All Configurations ~ | Platform: | All Platforms ~ Configuration Manager...
4 Configuration Properties v General

General Target Platform Windows 10

Debugging Windows SDK Version $(LatestTargetPlatformVersion)

WC++ Directories Output Directory <different options>
bCfCes Intermediate Directory <different options>
b Driver Settings Target Mame S(TargetMName.Replace(’ "))
aUestal Target Extension dib
b Librarian Extensions to Delete on Clean *.cdfi*.cache™ obj™.obj.enc.ilk;".ipdb;™.iobj; " resources;™ th; ™ tli;
b XML Document Generator Build Log File §(IntDir)S{MSBuildProjectMame).log
b Browse Information Platform Toolset WindowsKernelModeDriver10.0
> Build Events -
b Cusctom Build Step Enable Managed Incremental Build Mo
b Inf2Cat Project Defaults
b Driver Signing Configuration Type Static library (.lib) —
b Wpp Tracing Use of MFC Use Standard Windows Libraries
b Message Compiler Character Set
b Counters Manifest Preprog Commen Language Runtime Support Mo Cemmon Language Runtime Support
b Code Analysis MET Target Framework Version v4.5

Whele Program Optimization Mo Whele Program Optimization
Windows Store App Support Mo
Target Platform
The current target platform of the project.
< >

Cancel Apply

[IpoekT npaiiBepa, KOTOPBIN HYKHO CBSI3aTh C 3TOW OMOIMOTEKON, MPOCTO AOKEH 100aBUThH

cceuiky B Visual Studio, menkHyB mpaBoil KHOTIKOW MBITITH y3esl « CChIIIKU» B 0003peBarese

petieHui, BeIOpaB «Jl00aBUTh CCBUIKY ...» U BBIOpaB OMOTUOTEUHBIHN MPOEKT.

Ha pucyHnke HMXe NOKa3aH y3ell CCBUIOK JIpaiiBepa mociie 100aBiIeHnsT ONOIMOTEKH:

4 |5 DemoDriver
4 n-B References

u-B GenericLibrary

N5 External Dependencies

M Driver Files



Pe3rome

B 3710ii KHKUre Mol He paccmorpean OUEHD MHOro BOpocoB, TaAK KAK MUD APailBepoB

AIpA 0Y€HDb BEJIUK.

CuuraiiTe 3Ty KHUTY BBEICHUEM B MUD JIPaiBEPOB YCTPOUCTB sAJIpa.
HexoTopbix TeM y Hac He ObLIO.

B 3T0i1 KHUTIe He pacCMATPUBAJIOChH:

* AnimaparHele JpailBepbl yCTPOUCTB.

* CeTeBble ApaiiBepbl U QUIBTPHI.

* [Tnarpopma ¢punsrpanun Windows (WFP).

* JlonoJaHUTENbHBIE TEMbI O MUHU-(UIBTpaxX (HaillioBoi cCUCTEMBI

* JIpyrue oOiue MeTo/bl pa3pabOTKH: BCIIOMOTATEIbHBIE CIIUCKH, PACTPOBBIC N300paKEHUS,
nepeBbsi AVL.

» KoHKpeTHBIE THITBI IpaiiBEpOB, CBSI3aHHBIC C TEXHOJIOTHUEH: YCTPOUCTBO HHTEpdeiica
nosie3oBarens (HID), nucnineit, aymmo, nzo6paxkenust, bluetooth, xpanumuie, ...

'HCKOTOpre N3 3THUX TEM ABJEIIOTCA XOPOIIHUMU KaHAUAATaMU JJIS1 6yz[ymel71 ((HpOI[BHHyTOﬁ»
KHHUT'U.

Microsoft 3a10KkyMeHTHpOBaJIa BCE BHIMICYIIOMSHYTHIC THITBI IPaliBEPOB, a OPHUIIHATbHbIC
oOpa3siel ecth Ha Github: https://github.com/Microsoft/Windows-driver-samples , koTopbie
peryasipHO OOHOBIISIFOTCS. JTO JOJDKHO OBITH Ballle TIEPBOE MECTO JIJIS IOMCKA JIOTTOTHUTETBHOM
uHpOpMaLIUH.

MpbI OAOUIIN K KOHITY 3TOM KHUTH. JKenar BaM yIaqyHOro MporpaMMHUpPOBaHUs IpaiBepOB
sapa !


https://github.com/Microsoft/Windows-driver-samples

