Windows Kernel Programming.Yactsb 1: BHyTpeHHHE KOMIIOHEHTBI
Windows. O630p

DTo0 nepBas yacTh nepenojia/nepeckasa/oo3opa (Heznaro kak 3Ty paboTy Ha3BaTh)
kauru « Windows Kernel Programming Pavel Yosifovichy», untato/nepeBoxy st
ce0s1, 11 Havasa Oymy BBIKJIIAJbIBATh IepeBeieHHbIE TIaBbl Ha (hopyme (https://ru-
sfera.org/forums/windows-kernel-programming.161/), 3arem Bc€ 00beIuHIO B

utoroBbiid pdf oopMITIO KaK KHUTY.)
B03MOXHO JaHHBII Marepuail NOKaKeTCsl KOMY-TO MOJIE3HbBIM.

Taxkxe X04y OTMETHTh, UTO JJaHHAS KHUTa HEe OCCIUIaTHas, €CJIM BaM ITOHPABHIICS
MIEPEBO/I, TO MOXKETE TOJIICPIKATh aBTOPa, KYIHB KHUTY TYT:
(leanpub.com/windowskernelprogramming).

Takke MOKHO MOAIEPKATh U MeHA (Xe-Xe), epeBoj PACTIPOCTPAHSAETCS
0ecIIaTHO, TAK-YTO CTABbTE JIAIKU M NMOANUChIBaliTeCh HA KaHAJI.

Texymmii MmaTepual, ONMCHIBAET HE TOINBKO BHyTpeHHee ycTpoiictBa OC, HO U
COBpEMEHHBIE MOIXO/IBI K MPOCKTHPOBAHHIO M PEATH3AINH IPABEPOB, B IIETIOM
Takol UH(BI HE HANUTHU B pyHETE, MpaBAa U HHTEPECYIOIIUXCS HEMHOTO.)))

HNrak HaUYMHAIO0 NIEepPEeBO/l...

Taske 3T0 He COBCeM IepeBo/i, YTO-TO OYIY 00bACHATDH KAK Sl IOHUMAK0, MOKHO
PACCMATPUBATH 3TOT MATEPHAJLI, KAK MepecKa3 YTo ObLI0 HAMMCAHHO B
KHUre...

B sToii r1aBe onucaHbl HarnbOoJIee BaKHbBIC TIOHATHS BO BHYTPEHHEH padoTe
Windows.

HexoTtopelie TeMbl OyayT onurcaHbl 00Jee MOAPOOHO MO3KE B KHUTE.

yﬁegI/ITeCL, YTO Bbl IOHUMACTEC KOHIECMIINHN, N30 KECHHBIC B 3TOM rjaBe, TaK
KaK OHH 3aKJIA/ILIBAKOT OCHOBY JIJIsI pa3pa60TKn QpﬂﬁBGpOB.

B 3T0ii II1aBe paccMaTpUBAKOTCS:

* [Ipoueccsi;

* BupryanbHasi maMsiTh;

* [IoToku;

* CUCTEMHBIE CEPBHCHI;

* ApXHUTEKTypa CHCTEMBI;
* Handles u Objects.

Ntak HauHeMm:


https://ru-sfera.org/forums/windows-kernel-programming.161/
https://ru-sfera.org/forums/windows-kernel-programming.161/
http://leanpub.com/windowskernelprogramming

1DIIpoueccohl

IIpouecc - 3T0 0OBEKT UCTIONHEHUS U YIPABIICHUS, TTPEICTABIISIONIHIA
paboTaOIINIA SK3EMIUISP MPOTPAMMBI.

Tepmun «mporiecc 3amyckaercs», KOTOpblid UCIOJIb3YETCSl JOBOJIBHO YacTo,
ABIIIETCS] HETOUYHBIM.

[Tporecchl He 3amyCKalTCsl — MPOIIECCH YIIPABIISIOT.
IToTOKHM - ATO TO-YTO BBITIOTHSAET KO U TEXHUICCKHU BBITTOTHSICTCS.

VY npouecca MOXKET-ObITh HECKOJIBKO IMMOTOKOB, T.€. MIOTOK 3TO MO CYyTH
«MOAMpPOTrpaMMay, Kakoi-To rnodanbHoi nporpammsl ([Ipoiecca).

[ToTOK MOKET BBIMOJHATCS NICEBIONAPAIIICIIBHO. ..
C TOYKH 3peHHs BBICOKOI0 YPOBHS, NPOLECC MMeeT CAeAYIoNHe YACTH:

* Mcnonasiemast mporpamma, KOTopast COIEP KUT UCXOAHBIN KOJT U TaHHBIE,
MCIIONIb3yEeMBbIE JIJIsl BBITTOJIHEHUS KOJIa B Ipoliecce.

* [IpuBmernpoBaHHOE BUPTYaITbHOE aAPECHOE MPOCTPAHCTBO, UCIIOIB3yeMOe AJIs
BBIICIICHUS TTAMSITH JIJIS JTFOOBIX 3a7a9 KOJIa.

* OCHOBHOM TOKEH, KOTOPBIH SBJISICTCS OOBEKTOM, XpPaHUT KOHTEKCT 0€301MaCHOCTH
npoIiecca Mo yMOTYaHUIO, UCIIOIB3YETCsl TOTOKAMH, BBITIOTHSIONIMMHE KOl BHYTPH
nporiecca.

* [IpuBarHas Tabimia JECKPUNITOPOB ISl HCTIOTHSAEMBIX 0OBEKTOB, TAKMX KaK
coObITHs1, cemadopbl U hanJIbL.

° OI[I/IH NI HCCKOJBKO ITIOTOKOB UCIIOJTHCHHA.

[Tponecc noap30BaTEIBLCKOrO PEXKUMa CO34AETCSI C OTHUM ITOTOKOM
(BpIMOTHEHME Ki1accuueckor pyHkuuu main/WinMain).

[Ipouecc moap30BaTEIBCKOrO peskuMa 0e3 MOTOKOB B OCHOBHOM
Oecrose3Hbl U MpU HOPMAJIbHBIX 00CTOSTEIBCTBAX OYAyT YHUUYTOKEHBI SIIIPOM.

OnucaHHbIe 3JIeMEHTHI Ipouecca n3o00pakeHsl Ha pucynke 1-1.
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Pucynok 1-1. OnemeHnTsl npouecca

[Ipouiecc 0jHO3HAUHO UAECHTUPHUITMPYETCS IO €0 WASHTU(UKATOPY Mpolecca,
KOTOPBII OCTAETCsSl YHUKAIbHBIM, ITOKA MPOLECC BBIMOJIHSAETCS.

Ilocne TOr'o, Kak OH YHUYTOKCH, 3TOT 7KC I/II[GHTI/I(i)I/IKaTOP MOKET OBITh ITOBTOPHO
HCIIOJIB30BAH JJIsI HOBBIX ITPOICCCOB.

BaxxHo moHMMaTk, 4TO caM UCMIOMHSAEMBIN (Daiia HE SABISETCS YHUKAIBHBIM
UJIEHTU(PUKATOPOM IpoIiecca.

Hampumep, MokeT OBITH IATH 9K3eMITISIPOB «notepad.exe» padoTaronux
OJTHOBPEMEHHO.

Kaxxp1it mporiecc umeeT cBoe aipecCHOe MPOCTPAHCTBO, CBOU
CcOOCTBEHHbIE TOTOKU, COOCTBEHHYIO TaOJIMILY JECKPUIITOPOB, COOCTBEHHBIN
YHUKaJIbHBIM UIEHTU(UKATOP MpoIlecca U T. II.

Bce 3T nsiTh nporieccoB UCIOIB3YIOT TOT ke (aitn (notepad.exe).
Pucynok 1-2 moka3sIBaeT CHUMOK dKpaHa C IUCIeTyepa 3a1ad.

Ha Bxianke «CBeneHus» AucneTdepa 3ajad Moka3aHbl MATh SK3EMIUISIPOB
Notepad.exe, Kaxaplii CO CBOUMH aTpUOyTamHu.
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Processes Performance App history Startup  Users Details  Services
Name PID Status User name CPU Memory (p.. Han.. Thr.. Description *
jg MSiExec. exe 12804  Running SYSTEM 00 20K 204 1 Windows® ir
|é| MSOSYMNC.EXE 4068 Running Pavel 00 21,932 K 810 26 Microsoft Off
| notepad.exe 1520 Running Bavel 00 10,308 K 654 20 Motepad |
| nctepad.exe 18938  Running Pavel 00 9,700 K 642 18  Motepad
| notepad.exe 19700  Running Pavel 00 2208K 260 5 Motepad
| notepad.exe 12480  Running Pavel o0 222K 269 5 Motepad |
| notepad.exe 19336  Running Pavel 00 22BK 269 5  Motepad i
(| novapdfs.exe 4764 Running SYSTEM 00 900 K 263 5 novaPDF Sery
M nssm exe 4344 Running SYSTEM 00 276 K 121 1 The non-suck
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Pucynok 1-2. CHUMOK 3KpaHa ¢ IucreTrdepa 3aaad
2)BupryanbHasi namMATh

Kaxxmp1ii mporiecc umeeT cBoe COOCTBEHHOE BUPTYaIbHOE, PUBATHOE, TMHEHHOE
aJpECHOE MPOCTPAHCTBO.

3T0 agpecHoe NPOCTPAHCTBO MyCTOE (MM OJIM3KO K IIyCTOMY, TOCKOJIBKY
ucnoasgembid 06pa3 u NtDIL.DIl oroOpakatotcst mepBbIMU, a 3aTEM
IpU HEOOXOAUMOCTH noArpy-katorcst DLL).

Kaxk Tonbko HauMHAETCS BHIMOJHEHUE OCHOBHOTO (TMIEPBOT0) IMOTOKA, TIPU
HEO0OXOIUMOCTH 3arpyxatorcs 6ombine DLL u T. 1.

DTO0 aapecHOe MPOCTPAHCTBO SBJISICTCS IPUBATHBIM, YTO O3HAYAET JAPYTUe
MPOLIECCHl HE MOTYT MOJIYUYUTh K HEMY JOCTYII HAIIPSIMYIO.

Kopoue, ecniu ne nonsammno (unenuut He Mou Kamex), MONCHO npouje 00bsACHUMD,
9MaA NAMAMsb 8blOEISLEMCs 8 npoyecce pabomol NPOSPAMMbL, UBHAYATLHO €€ KAK-
Obl U Hem.)))

Jlnana3oH aJipecHOro MPOCTPAHCTBA HAYMHACTCS C HYJA (XOTA TEXHUYECKU NIEPBHIE
64 Kb He MOXeT OBITh BBIICTICHO MJIM UCIIOJIB30BAaHO KAKUM-TTHO0 00pa3om), U
UJIET JO0 MaKCUMYyMa, KOTOPBIM 3aBUCUT OT «OUTHOCTWY Tiporiecca (32 wiu 64 6ur)
U «OUTHOCTW» ONEPAMOHHOM CHUCTEMBI CJIETYIOLUIUM 00pa3oM:

e JIns1 32-pa3psiaHbix mporeccoB B 32-pa3psaHbix cucteMax Windows pazmep
aJpecHOTO MPOCTpaHCTBa npouecca cocrapiusier 2 I'b.

* Jlnst 32-pa3psiaHbIx mporeccoB B 32-pa3psaHbix cucteMax Windows, B KOTOPBIX
UCIIOJIb3YETCA MapaMeTp YBEJIIMUCHHUS apECHOTO MPOCTPAHCTBA MOIb30BATEIIS.
(dmar LARGEADDRESSAWARE B 3aronoBke Portable Executable), pazmep



aJpeCHOTO MPOCTPAHCTBA ATOTO MpoIlecca
MoxeT nocturath 3 I'b (B 3aBUCHMOCTH OT TOUHOM HACTPOMKM).

YToOBI MOIYYUTh PACITUPEHHOE aIPECHOE MPOCTPAHCTBO, UCTIOIHAEMBIN (aiin, u3
KOTOPOTO OBLJIT CO3/IaH MPOIIECC, TOJDKEH OBITh TOMEUeH (hj1aroM KOMIOHOBIIIUKA
LARGEADDRESSAWARE B ero 3aroiioBke.

Ecnu 310 He Tak, oH Bce paBHO OyneT orpanuueH 2 I'b.

* Jlns1 64-pa3psiAHbIX MPOLECCOB (€CTECTBEHHO, B 64-pa3psHON cucTeEME
Windows) pasmep agpecHoro npoctpanctsa cocrasiset § Th.

(Windows 8 u 6omee panaue Bepcun) uin 128 Th (Windows 8.1 u Gornee mo3aaue
BEpPCHUN).

* Jlnst 32-pa3psiaHbIX mporieccoB B 64-paspsiaHoil cucteme Windows pasmep
aapecHoro mpocTtpaHcTBa coctanisieT 4 I'b, ecnu ucnonnsiembrit aiin

ob11 coopan ¢ pirarom LARGEADDRESSAWARE. B npoTuBHOM citydae pa3mep
ocTaercs Ha ypoBHe 2 I'b.

IlpuMmeyanue:

Tpebosanue praca LARGEADDRESSAWARE cesazano ¢ mem, umo aopec 006vemom
2 I'b mpebyem monvko 31 6uma, ocmaesnsia cmapwiui 3Hadawuil oum (MSB)

C80000HBIM OJI51 UCNONB308AHUSL NPULOHCEHUEM.

Vxazanue smoeo ¢hnaza ykasvieaem na mo, umo npocpamma He UCnoib3yem oum
31 Hu 01 yeeo, u NOIMOM)Y YCMAHOBKA 35M0o20 buma 6 1 (umo npouzouiio Ovl s
aopecos pazmepom bonee 2 I'b) ne ssnsnemcs npobremoil.

Kaxxaplii mporiecc umeeT cBoe COOCTBEHHOE aJPECHOE MTPOCTPAHCTBO, YTO AEJIaeT
mo00# agpec Mmporecca OTHOCUTENIbHBIM, a HE a0COTIOTHBIM.

Hamnpumep, mpu nmoneiTke onpenennTs, uyTo JIexkKuT B aapece 0x20000, camoro
aapeca HegocTaTtouHo. [Ipoiiecc, kK KOTOPOMY OTHOCUTCS ATOT aJIPeC, MOXKET-ObITh
cnenupuyeH.

Cama naMsTh Ha3bIBAETCSl BUPTYAJIbHOM, YTO O3HAYAET HAJIMYUE KOCBEHHOU CBSI3U
MEXTy aJpEeCHBIM JTUANIA30HOM U TOUHBIM MECTOMOJIOKEHUEM, T€ OH HAXOIUTCH B
¢dusnueckoit namsatu (RAM).

Bydep BHYTpH Tiporiecca MOXKET OBITh COMTOCTAaBJICH ¢ (PU3MUECKON MaMSATHIO UITH
BPEMEHHO HaXOJIUThCS B (haiisie (Hampumep, B (aisie MoJKauKh).

TepMUH BUPTyaabHbI OTHOCUTCS K TOMY (DAKTy, YTO C TOUKU 3PEHUS UCIIOTHEHUS,
HET HeOOXOINMMOCTH 3HAaTh, HAXOOUTCS-IH IMaMITh B O3V min HeT.



Ecau nmamsars neiictBurenbHo oToOpaxkaercs B O3V, mporeccop
MOJIYYHT JTOCTYTI K JIAHHBIM HAIPSIMYTO.

Ecnu ner, LII BbI130BET HCKIIIOUEHHE OIIUOKH CTPAHULIBI, KOTOPOE BBI30BET
00padOTUUK OMNOOK CTPAaHUIIBI AUCTIETYEPa TAMSITH JIJIsl U3BJICUCHUSI TaHHBIX U3
COOTBETCTBYIONIETO (haiiya U KOMMPOBAHUS UX B ONEPATUBHYIO MaMSITh.

Ha pucynke 1-3 moka3aHo 3TO CONOCTaBIECHNUE BUPTYyATbHOU U (hHU3UUYECKOM
NaMATH JUIsl IByX MPOIIECCOB.

Virtual Memory Virtual Memory
Physical Memory

Process A Process B

Pucynok 1-3.ConocraBieHue BUPTyaIbHON U (PU3UUECKON MAMATH IS IBYX
IIPOLIECCOB.



EI[I/IHI/IHa YIIPABJICHUS ITAaMATHIO HA3bIBACTCA CTpaHHHGﬁ.

Kaxxnplii aTpuOyT, CBSI3aHHBIN C aMATBIO, BCETAa HAXOAUTCS Ha
JETaJn3aluy CTPAHULIBI, HAIIPUMED €€ 3aINTA.

Pasmep cTpaHubl onpenenseTrcs TUIIOM IIPOLEeccopa U Ha HEKOTOPBIX
poIEeccopax, MOTYT ObITh KOHPUTYPUPYEMBIMHU.

OObIyHBIM (MHOTIAa HA3bIBAEMBIN MaJIeHbKUM) pa3mep cTpaHullbl coctasiset 4 Kb
Ha BcexX nojyiep>kuBaeMbix Windows apXuTeKTypax.

[ToMuMo HOpMaTBLHOTO (HEOOJBIIOT0) pa3mMepa cTpaHullbl, Windows Takxe
NOJIZICP)KUBACT OOJIBIITUE CTPAHMIIBI.

Bbonbmioit pazmep crpanuiibl coctaisieT 2 Mb (x86 / x64 / ARM64) u 4 Mb
(ARM).

DT0 OCHOBAaHO Ha MCIOJIB30BAHUU 3aMKCH Katanora crpanull Page Directory Entry
(PDE) nnst orobpaxeHust 00IbIION CTpaHUIIBI 0€3 UCTIOIh30BaHUS TAOIUIIBI
CTpaHHULI.

DTO IPUBOAUT K OoJiee OBICTPON TPAHCIALIMH, HO JIy4Ille UCTIONb30BaTh Translation
Lookaside Buffer (TLB) - ke HegaBHO TPaHCIMPOBAHHBIX CTPAHUIL
HOJ/IEP>)KUBAEMBIX ITPOLIECCOPOM.

B ciiyuae 6omnbiolt ctpanuiibl ogHa 3anuck TLB MoxkeT oToOpa)aTh 3HAUUTEITBLHO
OoJiblIIe TaMSITH, YeM MaJieHbKasi CTpaHUIIA.

HenocraTkom OosbIIMX CTpaHMUII SBISETCS HEOOXOAUMOCTh UMETh HEIIPEPHIBHYIO
namsaTh B O3V, uTo MOXKET-OBITh MJI0X0, €CIIU MaMsITh OrpaHUYEHA WIH CUIIHHO
bparmeHTHpOBaHA.

KpOMe TOIO, OoubIIINE CTpaHHUObI HC BCCT A ABJIAKOTCA CTPAHULIAMU U
JOJIZKHBI OBITh 3aIMUIICHBI TOJIBKO JOCTYIIOM JJIs1 YTCHUA /3aITMCH.

Orpomusie ctpanubl pazmepom 1 I'b nognepxxuBaroTcs Ha
Windows 10 u Server 2016 u 6onee TO3AHUX BEPCUSX.

OHM UCTIONB3YIOTCS ABTOMAaTUYECKH , €CIIH
BbIJIeJICHUE TTaMATH 3aHuMaeT He MeHee 1 I'b, u ata cTpanuiia Moxxet ObITh
pacnoJjiokeHa kak HenpepbiBHas B O3Y.



3)CocTrosiHne CTPAHUI BUPTYAJIbHON NAMATH

Kaxnas crpanuna B BUPTyaabHOM NAMSITH MOXKET HAXOAUTHCA B OTHOM U3 TPEX
COCTOSTHUIA:

* Free — B a10ii cTpannie audero HeT. JIFoOas mompITKa JOCTyIa K 3TOU
CTPaHMIbI BBI30BET UCKIIIOUECHHUE HAPYIIEHUS IIPaB IOCTYIA. bOIbIIMHCTBO
CTpaHUIl BO BHOBb CO3/JAaHHOM ITPOLIECCE SBIISIIOTCSI CBOOOTHBIMU.

* Committed - Beigenennas crpanuna, K KOTOpOi MOXKHO YCTICIIIHO TOTYYUTh
JOCTYII B COOTBETCTBUM aTpuOyTaMu 3aIllUThI (HapUMeEp, 3aIUCh Ha CTPAHUILY
TOJIBKO JIJIS1 YTE€HUS BBI3BIBAET HAPYILICHHUE MPAB JOCTYIIA).

Brienennsie cTpaHuilbl 00bI9HO oToOpakarotes B O3Y win B daiine (Hampumep,
(haiis cTpaHuUIIbl).

* Reserved - cTpanuiia He BbIJIENEHA, HO AUANA30H aJIPECOB 3apE3EPBUPOBAH IS
BO3MO>KHOTO BblJieieHUs B OyyiieM. C TOUKH 3peHuUsl Mpolieccopa, 3TO TO Ke
caMoe, 4TO M CBOOOJIHAsA CTpaHULA - JIt00as MONBITKA T0CTYyIa BbI30BET
WCKJIFOYCHHUE HapYILICHUS T0CTYTIA.

TeM HE MeHee, HOBBIC IOIBITKH BEIACICHHUS ¢ UCHONb30oBaHueM VirtualAlloc
(wm NtAllocateVirtualMemory), koTopasi He yKa3bIBaeT

KOHKPETHBIN aapec, He OyeT BBIACIATHCS B 3apE3EPBUPOBAHHOM PETHOHE.
Knaccrnueckuit mpuMep UCIIOIB30BaHUS 3apE€3€PBUPOBAHHON NTAMSITH

OImncCaHa JaJicC B 9TOMH IJ1aBE B pas3aciic «CTeKH TOTOKOBY.

4)CucreMHasi namMsTh

HwoxHsist 9acTh apecHOTo MPOCTPAHCTBA MPEeIHAZHAYCHA JJISl HCTIOJIb30BAHHUS
IPOIIECCaMH.

IToka BBITIOTHAETCS ONPEICIICHHBIN MTOTOK, €r0 aAPECHOE MPOCTPAHCTBO
CBA3aHHOTIO MPOLECCA BUAHO OT HYJIEBOTO aJIpeca 10 BEPXHETO Mpeena, Kak
OMMCAHO B MPEABIIYLIEM pa3ee.

OmnepalmoHHasi CHCTEMa, OTHAKO, TAK)KE JIOJDKHA HAXOAUTHCS TJIE-TO - U 3TO TJIe-TO
9TO BEPXHUH JHAIa30H aJIPeCcOB, KOTOPBIH IMOIIEPIKUBACTCS B CUCTEME
CJIETYIOIITUM 00pa3oM:

* B 32-pa3psanbix cucremax, paboTaromux 0e3 HaCTPOWKH YBETUYCHUS
BHUPTYaJIBHOTO aJIPECHOTO MPOCTPAHCTBA MOJIL30BATENS, ONIEpAIMOHHAS

cucreMa HaxoauTcs B BepxHux 2 I'b BupTyanbHOro apecHOro NpocTpaHcTBa, OT
anpeca 0x8000000 no OxFFFFFFFF.



* B 32-pa3psiaiHbIxX cucTeMax, HAaCTPOEHHBIX C HACTPOMKOM YBEIMUECHHS
BUPTYaJIbHOT'O aPECHOTO MPOCTPAHCTBA MOJIB30BATENS, ONIEPALIMOHHAS

CUCTEMA HAXOIUTCA B JICBOM aJIpCCHOM IIPOCTPAHCTBC.

Hanpumep, eciin cucrema Hactpoena ¢ 3 I'b, agpecHoe mpoCcTpaHCTBO
noJib30Batess Ha mpoiiece (MakcumainbHoe), OC 3anumaet Bepxauii 1 I'b (ot
aapeca, T. €. ot 0xC0000000 no OxFFFFFFFF).

CymHOoCTh, KOTOpasi B OCHOBHOM CTPAJAET OT ATOT0 COKPAIIEHUS aIPpECHOTO
MIPOCTPAHCTBA, ATO Kell (haisIoBON CUCTEMBI.

* B 64-pazpsanbix cucremax B Windows 8, Server 2012 u 60s1ee paHHUX BEPCHIX
OC Tpebdyercs 6osee 8§ Th BUpTyaaIpHOTO apecHOIO MPOCTPAHCTBA.

* B 64-pazpsanbix cucremax noa ynpasienueMm Windows 8.1, Server 2012 R2 u
oonee mo3auux Bepcuit OC 3anumaet Bepxuue 128 Th nox

BUPTYaJIbHOE aJIpeCHOE TPOCTPAHCTBO.

CucTteMHOE MPOCTPAHCTBO HE OTHOCUTCS K IIPOLIECCY - B KOHLE KOHIIOB, 3TO Ta ke
«CHUCTEMay, TO XKe ApO, TAKXKE U ApaiBepbl, KOTOPbIE 00CTYKUBAIOT KayK bl
MIPOLIECC B CUCTEME (32 UCKIIOYEHHEM HEKOTOPOIl CUCTEMHOM MaMsITH, KOTOpast
BKJIFOUEHA JUIsl KAKIOWU CECCUU, HO ATO HE BAYKHO JUIsSI 3TOrO OOCYKICHMUS).

OTcroza ciieyer, uTo Jr00i aapec B CUCTEME SBIISIETCS aOCOIOTHBIM, a HE
OTHOCHTEIILHBIM, TTIOCKOJIBKY OH «BBITJISITUT) OJIMHAKOBO B JIIOOOM KOHTEKCTE
npoiiecca.

Koneuno, gaktudyeckuii 1OCTYI U3 MOJIH30BATEIHCKOIO PEKUMA B CHCTEMHOE
IIPOCTPAHCTBO MPUBOJUT K MCKJIFOUECHHUIO HAPYLLIECHUS [IPaB JOCTYIA.

B cucteMHOM pOCTpaHCTBE HAXOAATCS CaMO SJIPO, YPOBEHb a0CTParupoOBaHUs
o0opynoBanusi (HAL) u npaiiBepsl siapa.

Takum 06pazom, apaiiBepsl s1pa aBTOMAaTHUYECKH 3aIIUIIEHBI OT MIPSIMOTO JOCTYTIA
B [IOJIB30BATEIILCKOM PEXKUME.

DTO TaKkxke O3Ha4YacT, YTO OHH OKAa3bIBAIOT O6HICCI/ICT€MHO€ BJINSAHHUC.

Hampumep, ecnu apaiiBep sapa BbI3bIBAET YTEUKY MMaMATH, TO 3Ta MaMATh HE OyAeT
0CcBOOOXKJIEHA JJaXKe MOCTIe BhITPY3KHU JpaiiBepa.

VY mporieccoB MoIb30BaTENIbCKOTO PeKUMAa, TaMATh Oy/IeT BCeT/Iia OUUIIeHa, MoCie
€ro 3aBEPIICHUSI.

Snpo oTBeyaeT 3a 3aKphITUE U OCBOOOXKIEHNE BCETO MPUBATHOTO JIJIsI MEPTBOTO
npoiiecca (Bce IeCKPUNTOPHI 3aKPBITHI U BCS MTPUBATHAS MAMSITh OCBOOOXKICHA).



5)IloToku

PaKTUYECKHUE CYLIHOCTH, KOTOPBIE BBINIOJIHAIOT KO, ABISAIOTCSA OTOKaMHU. I1oTok
COZIEPKUTCA B IIPOLIECCE, UCTIONB3YS PECYPCHI, IPEAOCTABIAEMBIE ITPOLECCOM IS
BBITNIOJTHEHUS paboTHl (HapuMep, BUPTyalbHas TaMsTh U JECKPUITOPHI OOBEKTOB

a1pa).
Camas BaxkHasi uHpopManmsi, KOTOPOH BJIaJeeT MOTOK, CJIeTYIOasi:

* Texymui pexxum A0CTy1a, MOIb30BaTENb WU AIPO.

* Konrtekcr BBIIIOJIHCHM A, BKJIFOYasA PCTUCTPLI ITPOLCCCoOpa U COCTOAHHC
BBIITOJIHCHUS.

° OI[I/IH HJIK IBAa CTCKA, UCITIOJIb3YCMBIC JIA pACIIPCACIICHUA JIOKAJIbHBIX
IICPCMCHHBIX U YIIPABJIICHHA BBI3OBAMU.

* MaccuB nokanbHoro xpanuiuiia notokoB (TLS), koropslii o6ecrieunBaeT cnocod
XPaHCHUSI TIMIHBIX JTAHHBIX TIOTOKOB C CEMAaHTUKON YHHU(PHUITUPOBAHHOTO JOCTYIIA.

* ba30BbIil NPUOPUTET U TEKYLIUH (IMHAMHYECKUI ) IPUOPUTET.

* [IpuBsi3ka Kk nmpoueccopy, yka3plBaromias, Ha Kakux Impoleccopax pa3penieHo
3aIyCKaTh MOTOK.

Hawnbonee pacipoCTpaHCHHBIC COCTOAHMSA, B KOTOPBIX MOXKCET HAXOAUTHCS ITOTOK:

* BoInosHseTCs - B HACTOSIIEE BPEMS BBITIOJIHSIETCS KO Ha (JIOTHYECKOM)
mpoIieccope.
* ['OTOB - OHMTaHKE 3aIUIAHUPOBAHHOTO BBIITOJHEHHMS, IIOTOMY YTO BCE

COOTBCTCTBYIOINUC ITPOLCCCOPHI 3aHATHI HJIIKM HCAOCTYIICH.

* O)kuaHue - OKUJJaHUE KaKoro-1u0o coObITUS Tepel poaosbkeHreM. Kak
TOJIBKO COOBITHE TIPOUCXOUT, TOTOK MEPEXOIUT B COCTOSIHUE TOTOBHOCTH.

PucyHok 1-4 nokassiBaeT nuarpaMmy COCTOSIHHM.

[{udpsl B ckOOKaX yKa3bIBAIOT COCTOSHHE, 3TO MOYKHO YBUAETH C TIOMOIIBIO TAKMX
MHCTPYMEHTOB, Kak Performance Monitor.

OO6parute BHUMaHHUE, YTO COCTOSTHUE TOTOBHOCTH UMEET OJTHOYPOBHEBOE
coctosiHue, Ha3piBaemoe Deferred Ready, koropoe anaornyno u He0OX0AMMO,
9TOOBI MUHUMHU3UPOBATh HEKOTOPHIE BHYTPEHHHUE OJIOKHPOBKH.



Preemption
quantum end

Voluntary
switch

Pucynok 1-4. Jluarpamma COCTOSIHUM ITIOTOKOB

6)CTexu MOTOKOB

Kaxp1if MOTOK UMEET CTEK, KOTOPBII OH KCIOJIb3YET MIPU BBHIMOIHEHUH, CTEK
UCIIOJIb3YETCS JUIsl JIOKAJbHBIX MEPEMEHHBIX, TIepeiaun mapaMeTpoB B GyHKIUH (B
HEKOTOPBIX CIIy4asix), B CTEKE TAK)KE XPaHITCS aJipeca BO3Bpara /10 BhI30Ba

GbyHKIUH.

[ToTok nMmeeTr o KkpanHEe Mepe OAUH CTEK, HAXOISIIUKUCSA B CHCTEMHOM
MPOCTPAHCTBE (s/1pe), U OH JT0BOJILHO Mai (1o ymordanuio 12 Kb mst

32-paszpsanbie cucteMbl v 24 Kb B 64-pa3psaIHbIX cUCTEMaXx).
I10TOK IONB30BATEIBCKOIO PEKUMA UMEET BTOPOM CTEK B CBOEM ITPOLIECCE.

Jlnana3oH aspecoB NPOCTPAHCTBA MOIb30BATENS 3HAUUTENIBHO OoJbLIE (110
YMOJTYaHUIO MOXKET yBenuuuBarbes 10 1 MB).

[Ipumep Tpu MOTOKA MOJIB30BATENBCKOTO PEXKUMA U UX CTEKH MOKa3aHbl Ha
pucynke 1-5.

Ha pucynke notoku 1 u 2 Haxonsatcs B mporecce A U OTOK 3 HaXoIsATCs B
npouecce B.

Crex siipa Bcerja HaXOJUTCs B ONEPATUBHOM MaMATH, TTOKA MOTOK HAXOJUTCS B
COCTOSIHNU «BrIMoIHEHO)» NN «] 0TOBY.

Crek pexuMa NoJIb30BaTENs], MOXKET ObITh BBITPYXKEH, KaK U 000
MTOJIb30BAaTENbCKUI PEKUM NAMATH.



Crek pexuMa ToJIb30BaTesi 00pabaThIBacTCsl MHAYE, YEM CTEK PEKUMA sIpa, C
TOYKH 3PEHHUSI €T0 pa3Mepa.

OH HaumHaeTcs ¢ HeOOIBIIIOT0 00beMa BhIJICIICHHON aMsATH (MOKET OBITh Kak
OJTHA CTPAHMIIA), OCTATHHOE aIPECHOE IPOCTPAHCTBO CTEKA, SIBISETCS
3ape3epBUPOBAHHON NMAMSTHIO, YTO 03HAYAET, YTO OHO HUKOUM 00pa3oM He
BBIJICIICHO.

I/I}ICH COCTOHUT B TOM YTOOBI HMETHh BO3MOKHOCTD YBCIIMYMBATL CTCK B CIy4dac,
CCJIM KO ITOTOKA UCITIOJIBb3YCT 0oJIbIIIE MECTa B CTEKE.

UTtoOkI cenath 310, clieyolas cTpaHuiia (MHora 6osee oJIHOM) cpa3y mocie
BBIJICJICHHOU YacTu noMmeuaercs cnenuanbHoi 3amuToilt PAGE GUARD - sta
CTpaHMIIA 3allUIICHA.

Ecnu notoky TpeOyercst 60blie MecTa B CTeKe OH Oy/eT ImucaTh Ha CTPAHUILY
3alUTHI, KOTOpasi BBIAACT UCKIIIOYEHHE, KOTOpOE 00padaThIBacTCsl MEHEHKEPOM
naMsATH. 3aTeM JUCIeTYep MaMATH CHUMAET 3allUTHYIO METKY, (PUKCHPYET
CTPAHMILYy U OTMEYAET CJIECAYIOUIYIO CTPAHUILY B KAYECTBE 3alIMIIEHHON CTPAaHULIBI.
Takum 00pa3zoM, CTEK YBEIIMYMBAETCS 110 MEPE HEOOXOUMOCTH.

Pucynok 1-6 mokaspIBaeT, Kak BBINIIUT CTEK TOTOKOB MOJIb30BATEIBCKOIO
pexuma.

Thread 3 stack
Thread 1 stack

Kernel
space

Thread 2 stack

Thread 2 stack
User
space
Thread 1 stack Thread 3 stack
Process A Process B

Pucynok 1-5.Crexkn moTokoB



O

High addresses

Committed \
Stack "
Srows Guar User mode
stack
down Reserved

Low addresses f

PucyHok 1-6.Bpiaenenue naMsTi B CTEKE IOTOKOB

* ¥ ucnonHsieMoro o0pa3a ecTh BBIJICICHHBIN CTEK U 3ape3ePBUPOBAHHBIC
3naueHus B ero Portable Executable (PE) 3aronoBke. Oy nmpuHUMaOTCS Kak
3HAYEHUS TI0 YMOIIYaHUIO, €CIIM TIOTOK HE YKA3bIBAET aIbTePHATUBHBIC 3HAUCHUS.

* Korna nmotok coznmaercs ¢ momonipto CreateThread (n anamornuHbpIx GyHKIIHI),
BBI3BIBAOIIAsl CTOPOHA MOYKET yKa3aTh €ro TpeOyeMblil pa3Mep cTeka, 1100
npenonpeeIeHHbIN (PUKCUPOBAHHBIN pa3Mep, TUO0 3ape3epBUPOBAHHBIN pa3Mep
(1O HE 00a).

IIpumeuanmue:

JIrobonvimno, ymo gyuxyuu CreateThread u CreateRemoteThread (Ex)
NO0360JIA10M YKA3a8 0OHO 3HAYeHue O] pazmepa cmeka u moicem Ovims
3aghuKcupoBanHbIM UU 3ape3ePEUPOBAHHBIM PA3MEPOM,HO He 00a.

Hamusnasa (nedoxymenmupoeannas) ¢yukyus NtCreateThreadEx nozsonsem

yKasvleamos 0ba 3navenus.



7) Cucremuble cepBuchl (CucTeMHbIE BHI30BbI)

HpI/IJ'IO)KeHI/Iﬂ AOJIDKHBI BBITIOJIHATD PA3/IMYHBIC OIICPAIIMU, KOTOPBIC HC SABJIAIOTCA
YUCTO BBITYUCIINTCIIbHBIMU, TAKHUC KAK BBIJICJIICHUC ITaMsATH, OTKPBITHUC (13&1171)1013,
CO31aHHUC ITIOTOKOB U T. 1.

Ot orncpanruv MOTr'yT BBIIIOJHACTCS KOAOM, pa60TaIOH_II/IM TOJIBKO B PCIKUMC sAApa.

Nrak, Kak KoJI m0JIb30BaTEILCKOTO PEXKMMa CMOXKET BBIMIOJHUTD TAKHE
onepanum?

JlaBanTe pacCMOTPUM KJIIACCUYECKUM ITPUMEP: MOJIb30BATENb, 3aITy CKAIOIIUI
npouecc «brokHOT», ucnonb3yeT MeHto «dDailin» A1 3anpoca Ha OTKpbITUE (aiina.

Kon brnoknoTta oTBevaer, Boi3biBast tokymeHTHpoBaHHbI APl Windows CreateFile.

CreateFile 3agoxymMeHTHpOBaH Kak peanu3oBaHHbIi B Onbanoreke kernel32.Dll,
oxHoit u3 Windows DLL noacucremsl.

Ota (QpyHKUIHMS MO-TIPEeKHEMY PabOTaEeT B MOJb30BATENBCKOM PEXKHUME, IOATOMY HET
BO3MO>KHOCTH HAINPSMYIO OTKPBITH (paii.

[Tocne nekoTopoit mpoBepku ommOoK oH BbI3biBaeT NtCreateFile, pynkuuro,
peanuzoBanHyto B NTDLL.dIl, ato ocHoBononaratomias DLL, kotopas peaiusyer
API, uzBectHbIil kak «Native API», u gpakTuuecku SBIsIETCS CaMbIM HU3KUM CIIOEM
KOZIa, KOTOPBII BCE 1€ HAXOJIUTCS B PEKUME MOJIb30BATES.

10 opuuMaIbLHO HefoKyMeHTUPOoBaHHbI API - 310 API, xoTOpBIii
OCYILIECTBIISIET MIEPEXO B PEIKUM SIAPA.

[lepen pakTuyeckuM MepexonoM CTaBUTCS YUCIIO, HA3bIBAEMOE CUCTEMHBIM
CEpPBUCHBIM HOMEpOM, B peructp mpoieccopa (EAX na apxutextypax Intel /
AMD).

3areM BbIIAETCS ClieUMaIbHas MHCTPYKIUS mpoueccopy (syscall na x64 nnu
sysenter Ha x86), KOTOpasi OCyIIECTBIIACT (PAaKTUUECCKUM MEPEXO0]] B PEXKUM sIpa.
[lepexon k mpeaBapUTEILHO OMPEAEIEHHON MOANPOrpaMMe, BbI3bIBACTCS
JUCTIETYEPOM CUCTEMHBIX CITYXKO.

JlucrneTdyep CUCTEMHBIX CITY>KO, B CBOIO OYEpE/b, UCTIONB3YET 3HAUEHUE B PETUCTPE
EAX B kauectBe unaekca B Service Dispatch Table (SSDT).

Hcnonb3yst 3Ty TaOIUILY, KO MEPEXOINT Ha HYKHBIA CUCTEMHBIN CEPBHC
(CUCTEMHBIN BBI3OB).

B namem mpumepe ¢ briokaoToMm, 3ammuck SSDT Oyner ykaspiBaTh Ha QyHKITHIO
NtCreateFile meHnemxepa BBO/1a-BbIBOJIA.



OOparute BHUMaHUe, 9YTO QYHKIMA UMeeT TO ke uMs, 4yto u B NTDLL.dIl, u
(haKTHUECKU UMEET TE€ K€ CaMbI€ apTyMEHTHI.

Kak Tonmpko cucTeMHas ciry:k0a 3aBepIiieHa, MOTOK BO3BpAIlaeTCs B
MI0JTb30BATEIBLCKUN PEIKUM JIJISI BBITIOJTHCHUST HHCTPYKITUHU CIISAYIOMIEH 3a
sysenter /syscall. 9Ta mociaenoBaTeIbHOCTh COOBITHIT H300pakeHa Ha PUCYHKE 1-7.

call CreateFile

call NtCreateFile Kernel32.0LL

sysenter [ syscall

ML DLL
User mode

Kernel mode )
System Service WtOskrnl EXE
Dispatcher

NtCreateFile NtOskrnl . EXE

driver.sys

PucyHok 1-7. MNpouecc BbINOJIHEHNS CUCTEMHOIO BbI30BA B CUCTEME

8)O0mas cucreMHasi apXUMTEKTYpPa CHCTEMbI
PucyHok 1-8 nmokaspiBaeT o011yt0 apxuTektypy Windows, COCTOSIITYIO U3
KOMITOHEHTOB TI0JIb30BATEIBCKOTO PEXXUMA U pexuMa Spa.

Service
Processes

| Subsystem DLLs |

|

NTDLL.DLL |

User Maode

) Kernel Mode
Executive

Kernel Mode

{hypervisor context)

Hyper-V Hypervisor

PucyHok 1-8. O6uias apxutektypa Windows



Bot kpaTkoe u3Ji0keHUEe HA3BAaHHBIX 0JI0KOB, MOKA3aHHBIX HA pucyHke 1-8:
* [Tosb30BaTe/IbCKHE MPOLECCHI:

3T0 0OBIYHBIE MPOIIECCH], OCHOBAaHHBIE HA OTOOPaKEHHBIX (aiinax,
BBITIOJTHSIOIIMXCS B CUCTEME, HarpuMep, dKk3eMIuisipel: Notepad.exe, cmd.exe,
explorer.exe u Tak jganee.

* [loacucrema DLL:

DLL noxacucrema - 3to 6ubanoTeku tuHamudeckux ccbuiok (DLL), kotopsie
peanm3ytot API noacucremel.

Texnuuecku, HaunHas ¢ Windows 8.1 cymiecTByeT TOJIBKO OJJHa MOJCUCTEMA -
roacucrema Windows.

DLL noxacucremsr Windows BKIIFOHAIOT B ce0s1 U3BECTHBIC (paiiyibl, Takue Kak
kernel32.dll, user32.dll, gdi32.dll, advapi32.dll, combase.dll u MHOTO APYTHX.

K HUM oTHOCHUTCSI B OCHOBHOM O(UIMaibHO JokyMeHTupoBaHHbid AP Windows.

Mooicro npowse, 6 smux obubruomexax naxooames API Windows, komopwie moicro
UCNONIb306aMb 8 CBOUX NPOEKMAX.)

* NTDLL.DLL:

Oo6mecuctemuas DLL, peanusytomas cooctBernsii API Windows. DTo cambrit
HU3KUH ypOBEHB KO/Ia KOTOPBIN BCE €Il HaXOMUTCS B PEKUME Tob30Batess. Ero
camasi BayKHasl poJib - ClIeIaTh MEPEX0/1 B PEXKUM SApa.

NTDLL takxe peanusyeT AUCHETYEP KyUH, 3arPy3urK N300paKeHUN U HEKOTOPYIO
9acTh MyJja MMOTOKOB IOJIb30BATEIHCKOTO PEKIMA.

* CepBHCHBIEC IPOLECCHI:

CepBucHBIE TTPOLIECCHI - 3TO 00BIUHBIE TIpoliecchl Windows, KOTOpbie
B3anMoIeHcTBYIOT ¢ Service Control Manager (SCM, peanu3oBaH B services.exe) u
MO3BOJISIET KOHTPOJIUPOBATH BPEMSI KU3HU CEPBUCOB.

SCM MoOeT 3aIycKarh, OCTaHABINBAaTh, IPUOCTAHABINBAThH, BO30OHOBISATH U
OTIIPABJIATH APYTHUE COOOIIEHUS CITYKOAM.

CepBuUCHI OOBIYHO BBITIOJHAIOTCS MO/ OJTHOW U3 CIIEIUATBHBIX YUETHBIX 3alucei
Windows - T0KanbHOW CUCTEMBI, CETEBOU CITY>KObI MJTN JIOKAJIbHOM CITYKOBI.

* Ucnoanenue (Executive):
Ucnonuenue - ato Bepxuuil ypoBeHb NtOskrnl.exe («siapo»). OH coaepkuT
OOJIBIITYIO YACTh KOJIa, KOTOPBIM B peXKUME sapa.

B 0CHOBHOM 3TO pazIU4HbIE «MEHEIKEPb»: TUCHIETUEp 0OBEKTOB, TUCTIETUEP
namsTH, JUcTeTdep BBoAa-BriBoAa, Plug & Play Manager, Power Manager,
Configuration Manager u T. 1.

* Siapo:

VYpoBeHs spa peanusyeTr Haubosiee PyH1aMeHTaIbHbIE U YYBCTBUTEIIbHBIE KO



BpemeHH yactu OC B pexxume siapa.

Snpo BxITrOUaeT B cebs MIaHUPOBAHKE MTOTOKOB, 00pabOTKY pephIBaHUN U
WCKITIOUEHUH, a TAKXKE PeaTu3aIfio Pa3IMIHbIX IPUMUTHBOB SIpa, TAKUX KaK
MbIOTEKC U cemadop.

Yacth KOfIa sA/Ipa HamKcaHa Ha MAIIMHHOM SI3bIKE, CIIEIU(UIHOM JIJIs TIpolieccopa,
1t 5QPEKTUBHOCTHU U JJIS TTOTYUYSHUS TIPSIMOTO TOCTYTIA K PETUCTPaM,
crienupuyHOMY JJIsl TIpoIieccopa.

e JIpaiiBepbl yCTPOUCTB:

JIpariBepbl YCTPOUCTB - 3TO 3arpykaeMble MOAYIH siapa. VX Kox BBIIOIIHAETCS B
pexxuMe sipa. ITa KHUTA MOCBAIICHA HAITMCAHUIO OTIPEICTICHHBIX TUIIOB
JPaiBEpOB AIpa.

* Win32k.sys:

«KommnoneHt pexuma sigpa noacucrembl Windowsy. [1o cytu aTo Moayis siapa
(mpatiBep), KOTOPBI 00pabaThIBAET YaCTh MOJIB30BATEIHCKOIO HHTEPdEiica
Windows u knaccuueckue API-untepdeiice rpadudeckoro ycrpoiictsa (GDI).
D10 03HaYaeT, uTo Bce okoHHbIe oneparuu (CreateWindowEx, GetMessage,
PostMessage u 1.1 .) 00pabaTbIiBatOTCst 3TUM KOMIIOHEHTOM.

* YpoBenb annapatHoit adbcrpakuuu (HAL):

HAL - 310 ypoBeHb abcTpakiuu HaJl 000pyA0BaHUEM, OJIMKANIIIMM K TPOLIECCOPY.
OT0 MO3BOJISET ApaiiBepaM yCTPOUCTB UCTob30BaTh API, koTopsie HEe TpeOytoT
NOJIPOOHBIX U KOHKPETHBIX 3HAHWN TaKUX BElIEH, KaKk KOHTPOJUIEp MpephIBaHUI
wiu koHTposuiep DMA. EcTecTBEHHO, 3TOT CJIO B OCHOBHOM TIOJIE3€H IS
JpaiiBEpOB YCTPONCTB, HAMTMCAHHBIX 11 00pabOTKU anmapaTHbIX YCTPOUCTB.

* CucreMHbIE NPOLECCHI:

CucreMHbIe TIPOLIECCHI - 3TO OOIINI TEPMUH, UCTIONB3YEMBIH JIJIST OTIMCAHUS
MPOIECCOB, KOTOPBIE OOBIYHO CIIPOCTO CYLIECTBYIOT.

JlaHHBIE IPOLIECCHI HYKHBI JIJIs1 COBEPIIEHUS] HEKOTOPBIX CUCTEMHBIX JEUCTBUM,
HampuMep BXoJ ob3oBatens B cucremy (Winlogon.exe) .

Tem He MeHee, 3TO KPUTUYHBIE IIPOLIECCHI, 3aBEPLIEHNE HEKOTOPBIX U3 HUX MOXKET
PUBECTU K COOI0 CUCTEMBI, U HEMPABWIBHOU €€ paboThl.

HexoTropblie cucTeMHbIe MPOIIECCH SBISIIOTCS] HATUBHBIMU MPOIECCaMU, 3TO
03HAYaeT, YTO OHU UCIIONIB3YIOT TOJIbKO coOCcTBeHHbIH API (API, peann3oBanHbIf
NTDLL).

[Tpumep cuctembix mporeccoB: Smss.exe, Lsass.exe, Winlogon.exe, Services.exe u
ApyTHe.

* [loacucrema Ilpouecc:

[Tponecc moacuctembr Windows, BeinoaHsOMIMI 00pa3 Csrss.exe, MOXeT



paccMaTpUBaThCs KaK MIOMOITHUK SApa IS YIIPaBJICHUS MTPOIIECCaMHU,
paboratomumu B cucteme Windows.

OTO KPUTHUECKUH MPOIIECC, 3TO O3HAYAET, UTO €CJIM OH OYJIET OCTAHOBJIEH,
CUCTEMA MOTEPIUT Kpax.)

OO6b1yHO ecTh OAUH 3K3eMIULsIp Csrss.exe s ceaHca, MO3TOMY B CTaHAAPTHOM
CHCTEME CYILECTBYET ABa dK3EMILUIApaA - OIUH 71 ceaHca sapa (0) u oaus 1uis
ceaHca I0JIb30BaTeJs, BOIIEIIIEro B cucteMy (0ObI4HO 1).

* Hyper-V Hypervisor

['uniepBuzop Hyper-V cymectByer B Windows 10 u cepsepe 2016 (1 6omnee
MO3IHUX BEPCUSIX).
[Tomnepsxka BupTyanu3anuu Ha ocHoBe Oe3omacuoctu (VBS).

VBS obecnieunBaet AOMOTHUTENbHBIN CiI0N ypoBHA 0, pakTHYECKH MallliHa
SBJISICTCS BUPTYaJIbHOW MAalIMHOMW, yrpasisiemon Hyper-V.

JUis mosy4yeHust AOMOJIHUTENbHON MH(POPMAaLIUK, 03HAKOMBTECH C KHUTOI
«Windows Internals».

Ilpumeuanue:

B Windows 10 eepcuu 1607 6vi1a npeocmasnena noocucmema Windows ons Linux
(WSL).

Xoms 3mo modicem 8vienisioems KaK ewe 00HA NoOcucmema, Hanpumep,
nooodeporcusaemvie cmapwvie noocucmemst POSIX u OS / 2 Windows, no smo
coecem He Max.

Cmapuwle noocucmemol moenu svinoansamo POSIX u npunoscenus OS / 2, ecau
npocpammbl ObLIU CKOMRUIUPOBAHbI HA Komnusimope Windows.

WSL, ¢ opyeoui cmopoHbl, He umeem maxozo mpebosanus. Cywecmayoujue
ucnoansemvle Gpailivl uz Linux (xpausawuecs 6 popmame ELF) mocym 6vims
3anyuienvl KaxK ecmov Ha 8uHoe, 6e3 nepeKoMnuIAYUL.

Ymobwvl 5mo coenams, 6bl1 CO30aH HOB8bIN Mun npoyecca - npoyecc Pico emecme
¢ nposaiioepom Pico.

Brpamuye, npoyecc Pico - smo nycmoe aopectoe npocmpancmeo (MUHUMATbHbIL
npoyecc), Komopwiii UCnoab3yemcs 0 npoyeccog WSL, 20e kaxcowviil cucmemHulil
861308 (cucmemHulll 861308 Linux) 0ondicern Oblmb nepexsauen u nepeseoeH 6
IKBUBATIEHM CUCMEMHBIX 8130608 Windows, ucnonv3ys 015 a3moeo nposatioep Pico
(Opaiisep ycmpoticmea).



Ha xomnvromepe ¢ Windows ycmanoenen nacmoswuti Linux (vacmo
NOb308AMENLCKO20 PEHCUMA).

9) Handles and Objects

Snpo Windows npenoctaBisieT pa3auyHbIe TUITBI OOBEKTOB JIJIs1 UCIIOIb30BAHUS
MpoIIeccaMu T0JIb30BaTEIBCKOTO PEXKIMa, SIIPOM U IpaiBEpaMu peKruMa sapa.

DK3eMIUISIpaMU ATUX TUIOB SIBJISIOTCSA CTPYKTYPbI JAHHBIX B CHCTEMHOM
MIPOCTPAHCTBE, CO3/IaHHBIC TUCTIETYEPOM OOBEKTOB (4aCTh UCTIOJHEHHUS) 11O
3anpocy MoJIb30BaTENs WM KoJia peKuMa siapa.

OOBEKTHI CUMTAIOTCS CCBIJIKAMM - TOJIBKO KOI/Ia IOCJICAHSS CChIJIKA Ha OOBEKT
OyzeT 0cBOOOXK IeHA, 3TOT OOBEKT MOXKET-OBITh YHUUTOKEHHBIM U
OCBOOOKICHHBIM B TIAMSITH.

HOCKOJIBKy 9TH 3K3CMILIAPBI 00BEKTOB HaXoOgATCA B CHCTCMHOM IIPOCTPAHCTBE,
OHH HC MOT'yT OBITH AOCTYIIHBI HAIIPSAMYIO B PCIKUME I1OJIb30BATCIIA.
ITonp30BaTenbCcKuit PEKNM NJOJDKCH UCIIOJIb30BATh MCXdHN3M KOCBCHHOI'O I0OCTYyIIA,
W3BECTHBIN KaK ACCKPUIITOPHI.

Jleckpuntop ABISETCS yKa3aTelieM Ha 3aluch B TaOIUIIE, MO IepKUBaeMast
IPOLIECCOM IO KaXKJIOMY IPOIIECCY, KOTOpast TIOTUYECKH YKa3bIBaeT Ha OOBEKT siipa
IPOKMUBAOLIUI B CHCTEMHOM ITPOCTPAHCTBE.

CymectBytot paznuunbie Gpynkuuu Create * u Open * nist co3gaHus/OTKpbITUS
00BEKTOB M BOCCTaHABIMBAIOLIME OOpaTHBIE MAPKEPHI IS 3TUX OOBEKTOB.

Hampumep, pyskmms moiap3oBatenbekoro peskuma CreateMutex mo3BosieT 1eaTh
CO3/IaHME WJIN OTKPBITHE MBIOTEKCA (B 3aBUCHMOCTHU OT TOTO, CYIIECTBYET-JIH
00BEKT).

B ciydae ycnexa QyHKIMsS BO3BpaIlaeT JeCKPUIITOpP OOBEKTa.

BosBparaemoe 3HaueHre HOJIb O3HAYaeT HEJOMYCTUMBIN JeCKpUnTOp (1 cOOi
BbI30Ba (hyHKIMHN). OyHKIMs OpenMutex, ¢ APYroi CTOPOHBI, MBITAETCS OTKPHITH
JECKPUIITOP TSI IMEHOBAHHOTO MbIOTeKca. ECiii MBIOTEKC ¢ TAaKUM UMEHEM HE
CYIIIECTBYET, PYHKIIHS 3aBepIIaeTcsi omnOKkoi u Bo3Bpamaer Holib (0).

Kon sinpa (u apaiiBepa) MOKET UCIOIB30BATh JIMOO AECKPUIITOP, JIMOO MPIMON
yKazareiab Ha OObEKT.

B HEekoTOpBIX ciaydasix 1eCKPUIITOP, MOTYUYECHHBIN MOIb30BATEILCKUM PEKUMOM
JUTs ipaiiBepa A0HKEeH ObITh MPEBPAIICH B YKa3aTelb ¢ MOMOIIbI0 PYHKIIUU
ObReferenceObjectByHandle.

Mps1 00CyauM 3TH TOAPOOHOCTH B CIEIYIOLIEH TJIaBe.



Ipumeuanue:

Bonvuuncmeo gynxyuii 6036pawsaiom Hoab (HOb) npu cOoe, HO HeKOmopbie Hem.
B uacmuocmu, CreateFile 6ozspawaem INVALID HANDLE VALUE (-1), eciu
NPpOU30ULIA OUUOKA.

3HauYeHHMS AECKPUNTOPA KPATHBI 4, I/l MEePBbIA IeHCTBUTEIBHBIN AECKPUIITOP
paBeH 4.

Honp HHUKOrJa HC ABJIACTCA AOITYCTUMBIM 3HAYCHUCM JICCKPHUIITOPA.

Kon pexxuma ssipa MOKET UCTIOIB30BaTh AECKPUIITOPHI MPU CO3IAHUH /OTKPBITUU
00BEKTOB, HO OHHM TAKE MOTYT UCIIOIb30BaTh MPAMON yKa3aTeiab Ha OOBEKTHI
aapa.

OOBIYHO 3TO JenaeTcs, Koraa 3Toro Tpedyer onpenenenusiii APIL. Kox sapa Mmoxer
MOJYYUTh YKa3aTelb Ha 00BEKT C 3aJIaHHBIM JIOIYCTHUMBIM JCCKPHUITTOPOM,
ucnonbiys ¢pyakiuto ObReferenceObjectByHandle.

B ciiyyae ycnexa cueTyuk CChbUIOK Ha OOBEKT yBEIUUUBACTCS.

Ecnu nonb3oBatenbckas mporpamma (KJIMEHT) peliuia 3aKpbiTh IECKPUIITOP, TO
BbI3bIBaeTCs (pyHkiuss ObDerefenceObject, koTopasi yMEHBIIAET CYETUUK CCHUIOK.

Ecnu xox sipa nponycTUT 3TOT BBI30B, TO MPOU30HAET yTEUKa peCypcoB, KOTOpas
OyJIIeT pelieHa TOJIbKO MPH CIEIYIONIeH nepe3arpy3Ki CUCTEMBI.

Kak To1pK0 00BEKT 0OJIBIIE HE HYXKEH, €r0 KIIMCHT JIOJDKEH 3aKPBITh JICCKPUIITOD
(ecau gecKpunTOp OBLT UCIIOIB30BAH JIJIs TOCTYMA K OOBEKTY) UIIH
pa3bIMEHOBaHUS 00BEKTA (€CIH KIMEHT SApa UCTIONh3yeT yKa3aTelh).

[Tocne 3TOrO, KON AOKEH CUUTATh CBOM IECKPUIITOP/yKa3aTelb
HeAeHCTBUTENbHBIM. MeHekep 00BbEKTOB YHUUTOKUT OOBEKT, ECIU €TI0 CYETUHK
CCBUIOK TOCTUTaeT HYJIS.

Kaxxp1it 00bEKT yKa3bIBaeT HA TUIT 00BEKTA, KOTOPBIA CONECPIKUT HHPOPMAITHIO O
CaMOM THIIE

Onu Takxe OT06pa)KaI-OTC$I KaK 3KCIIOPTUPOBAHHBIC rI00aJIbHEIC IMMCPCMCHHBIC
sapa, HCKOTOPHBIC U3 KOTOPBIX OIIPCACIICHBI B 3ar0JIOBKAaxX sAJpa U Ha CaMOM JCJIC
ITOJIC3HLBI B OIIPCACIICHHBIX CJIYHadX, KaK Mbl YBUJIMM B ITOCJIICAYIOIMIUX IJIaBax.

11)MMeHna 00beKTOB

Hekotopsie TUTIBI 00BEKTOB MOTYT UMETh UMEHA. DTH UMEHA MOTYT OBIThH
MCIIOIb30BAHBI JIJIs1 OTKPBITHSI OOBEKTOB 10 UMEHH C MOIXOAMIeH hyHKINEH
Open.



OOparuTe BHUMaHUe, YTO HE BCE 0OBEKTHI UIMEIOT UMEHA; HaIIPUMED, MPOIIECCHI U
MMOTOKH Y HUX HET UMEH - Y HUX €CTh UACHTU(HUKATOPHI.

Bort nouemy ¢ynkiuu OpenProcess u OpenThread TpeGytot
uACHTH()HUKATOP TPOoIecca/mOTOKa (YMCII0), a HE CTPOKOBOE MMHI.

Eme onyH uHTEpECHBIN cityyail - 00BEKT, KOTOPBIA HE UMEET UMEHU, SBJISICTCS
(aitiom.

Nwms daitnia He siBIsSETCA UMEHEM 00BEKTa — 3TO Pa3HbIE MOHSTHSL.

N3 xoia monb30BaTenbCKOro pexxumMa Bbi3oB pyHkinu Create ¢ IMEHEM CO3/1aeT
O0OBEKT C ITUM UMEHEM, €CJIH OOBEKT C TAKUM UMEHEM HE CYIIECTBYET, HO €CJIU OH
CYIIIECTBYET, OH IIPOCTO OTKPHIBAET CYIECTBYIONTUN OOBEKT.

B stom ciyuae Bbi30B GetLastError Bo3Bpamaer ERROR ALREADY EXISTS,
YKa3bIBasi, YTO ITO HE HOBBII OOBEKT M BO3BPAIICHHBIN JECKPHUIITOP SBIISETCS CIIe
OJTHUM JECKPHUIITOPOM CYIIECTBYIOIIETO OOBEKTA.

Nwms, npenocrasinennoe ¢pynkuuu Create, Ha cCaMOM JieJie He SIBISIeTCS
OKOHYATeJIbHbIM UMEHEM 00BEKTA.

DTO0 MpeaBapUTEIbHO J00aBIeHHAS CTPOKA!
with \ Sessions | x | BaseNamedQObjects | rne:

X - HACHTU(UKATOP CeaHca BhI3bIBAIOIICTO a00HeHTa. EClii ceaHC paBeH HYIIIO,
K IMeHU nobasnsercs | BaseNamedObjects \.

Ecnu Be3bIBatomias cropona padoraer B AppContainer (0ObIYHO 3TO TIpOLIECC
yHuBepcaiabHoU matdopmbl Windows), Torna nmpeaBapuTeabHO 100aBIeHHAS
CTpOKa SBJIIeTCs 00siee CIOKHOM M cocTouT u3 yHuKainsHoro SID AppContainer:

\ Sessions \ x \ AppContainerNamedObjects \ {AppContainerSID}.

Bce BuIen3n0okeHHOE 03HAYACT, YTO UMEHA OOBEKTOB SBJISIOTCS
OTHOCHUTEJIbHBIMU K CEaHCY.

Ecnu 00beKT 1oiKeH ObITh pa3/ielieH MKy ceaHcaMu, OH MOXKET OBITh CO3/IaH B
ceance 0, no6aBienre nmenu oonrekTa Kk Global \.

Hampumep, coznanue mprotekca ¢ nomoibio ¢pynkiuu CreateMutex ¢ umenem
Global\MyMutex co3nact ee B \ BaseNamedObjects.

OOparute BHUMaHue, uto 3HayeHus: AppContainersHandle kpartuel 4, rae nepBbiid
JNEUCTBUTENBHBIN IECKPUINITOP PaBEH 4.



Honb HUKOr'Ia HC ABJICTCA AOIYCTUMBIM 3HAYCHUCM JICCKPHUIITOPA.

O6parute BHUMaHME, uTo AppContainers He MOTYT HCIIOJIB30BaTh IMTPOCTPAHCTBO
nMeH o0bekTa ceanca 0.

DTy nepapxuro MOKHO MPOCMOTPETH C TIOMOIIBI0 MHCTpYMEHTa Sysinternals

WinObj (3amyck ¢ mpaBamMu aIMUHUCTPATOPA), KaK MOKa3aHO Ha pUCYHKe 1-9.

@‘_ WinObj - Sysinternals: www.sysinternals.com
File View Help
vl Mame Type SymLink ~ »
Archame . a |BrowserEmulation!SharedMemory!Mutex Mutant
EZT;':iL”EdObJECtS % IECompat!Mutex Mutant
>- 1 Device ﬂ .NET CLR Data_Perf_Library_Lock_PID_13c4 Mutant
_____ Driver % NET CLR Data_Perf_Library_Lock_PID_3ff4 Mutant
_____ DriverStores % NET CLR Data_Perf_Library_Lock_PID_fced Mutant
5. | FileSystem % .NET CLR Metworking 4.0.0.0_Perf_Library_Lock_PID_13c4 Mutant
..... GLOBAL?? % .NET CLR Metworking 4.0.0.0_Perf_Library_Lock_PID_3ff4 Mutant
_____ KernelObjects % MET CLR Metworking 4.0.0.0_Perf_Library_Lock_PID_6ce8 Mutant
..... KnownDlls % MET CLR Metworking_Perf_Library_Lock_PID_13c4 Mutant
..... KnownDlls32 % MET CLR Metworking_Perf_Library_Lock_PID_3ff4 Mutant
----- MLS % MET CLR Metworking_Perf_Library_Lock_PID_fced Mutant
----- ObjectTypes % .MET Data Provider for Oracle_Perf_Library_Lock_PID_13c4 Mutant
----- RPC Control % .NET Data Provider for Oracle_Perf_Library_Lock_PID_3ff4 Mutant
""" Security % .NET Data Provider for Oracle_Perf_Library_Lock_PID_6cel Mutant
v -8 Sessions % .NET Data Provider for Sql5erver_Perf_Library_Lock_PID_13c4 Mutant
% .MET Data Provider for 5ql5erver_Perf_Library_Lock_PID_3ff4 Mutant
ﬂ .NET Data Provider for 5ql5erver_Perf_Library_Lock_PID_6ce8 Mutant
AppContainerNamedObjects 5 NET Memory Cache 4.0_Perf_Library_Lock_PID_13c4 Mutant
BassNamecObiect ) NET Memery Cache 4.0_Perf Library_Lock_PID_3ff4 Mutant
DosDevices L4 NET Memory Cache 4.0_Perf_Library_Lock_PID_6ce8 Mutant
- o c\;tl|rr1\|dr(osws 5, NETFramework_Perf_Library_Lock_PID_13c4 Mutant
_____ UMDECommunicationPorts % METFramework_Perf_Library_Lock_PID_3ff4 Mutant
5. | Windows % METFramework_Perf_Library_Lock_PID_Gcel Mutant
ﬁ 02639d71-0935-35e8-9d1b-9dd1a2a34627-Settings Mutant
A1 02F078CE1dcb46948b2e40e3823f c51ef2ebT4F901DACTAD001 184 Event
2F078C68b953463352548ad95dd0d94c5b7ed8f01D4CTA0001184 Event
A0 10ACB_GETTING_DATA10_S-1-3-5-0-1138735 Event
BB 10FM_ACB_S-1-5-5-0-1138755 Section
BE 10FM_ACBBD_5-1-5-5-0-1138755 Section
% 10MU_ACE10_5-1-5-5-0-1138755 Mutant v
£ >
\Sessions\ 1'BaseNamedObjects

Pucynok 1-9.1epapxust uMeH 00bEKTOB



ITokazanHOe Ha pucyHke 1-9, sgBiseTcs NpoCTpaHCTBOM UMEH MEHEKEpa
00BEKTOB, COCTOSIIIMM M3 UEPAPXUU UMEHOBAHHBIX OOBEKTOB.

Bes aTa cTpykTypa XpaHUTCS B TAMSTH U YIPABISETCS AUCIIETYEPOM OOBEKTOB IO
Mepe HeooxomumocTu. OOpaTuTe BHUMaHWE, YTO HEHA3BaHHBIC OOBEKTHI HE
ABIIIFOTCS] YACThIO 3TOM CTPYKTYPBI, TO €CTh 00BEKTHI, BUAUMbIE B WinObyj,
BKJIIOYAIOT HE BCE CYILECTBYIOIINE OOBEKTHI, a BCE OOBEKTHI, KOTOPbIE ObLIH

CO31aHS C UMCHCM.

Kaxaprit mporiecc nMeeT cOOCTBEHHYIO TaOIHIly IECKPUTITOPOB OOBEKTOB SApa
(MIMEHOBaHHBIX WJIM HET), KOTOPBIE MOXKHO MTPOCMATPETH C TTIOMOIIBIO
uHctpyMeHToB Process Explorer u/unu Handles Sysinternals.

CHuMOK 3kpana nporecca «IIpoBogHHK, TOKa3bIBAOIINI MapKephbl, MOKa3aH Ha
pucynke 1-10.

Cron011BI 10 YMOTYaHUIO, TOKA3kIBAIOT «handlesy, «THIT 00BEKTa» U «UMSD».

Tem He MeHee, ecTh U IPYTHe NOCTYIIHbIE CTOJIONBI, KaK TOKa3aHO Ha PUCYHKE 1-
10.

Process Explorer - Sysintemals: www.sysinternals.com [VOYAGER)\Pavel]

File Options View Process Find Handle Users Help
B @ =08 F* ad ([ 1 11 O W A W1 1 i
Process PID CPU  Prvate Bytes Wiorking Sef| User Name Session  Protection Priorty Handles Start Time Threads A
[ dwm exe 22992 036 248332K 185,300 K Window Manager. 2 13 1684 07:09:32 26-Mar-19 15
= B EpicGamesLauncher.exe 02 275.084K 25.748 K VOYAGER\Pavel 2 ] 196,016 23.09:41 28-Mar-19 92
1616 K 3,312 K NT AUTHORITY\. 0 13 109 18:12:11 25-Mar-19 3
Eiorrcxe 15524 0.2 285.112K 132,584 K VOYAGER\Pavel 2 8 9501 07.51:56 27-Mar-13 144
[ FleCoAuth.exe 34468 10.228K 17,732 K VOYAGER \Pavel 2 3 383 09:25:24 30-Mar-19 4
=) @ firefoxexe 39212 026 441644K 442,792 K VOYAGER\Pavel 2 ] 3092 19:22:04 28-Mar-19 [}
@ ficfonexe 44540 016 227704K 252,988 K VOYAGER\Pavel 2 ] 844 19.22.05 28-Mer-19 0,
=
Handle  Type Name Object Address Access  Decoded Access ~
034 Directory \KnownDlls OcFFFFDO0ABBDCAESD 000000003  QUERY | TRAVERSE
0cdD  File C:\Windows OFFFFBBO0284B1270 000100020 SYNCHRONIZE | EXECUTE
070 Key HKLM\SYSTEM\ControlSet001\Cortrol\Session Manager OFFFFDO0ABBAE1320 000000001 QUERY_VALUE
084 File C:\Windows\System32\en-US \winmm dil mui OcFFFFBBO0205DES20 000120089 READ_CONTROL | SYNCHRONIZE | FILE_GENERIC_READ
088 Key HKLM OxFFFFDO0ABBAE 1560 000020019 READ_CONTROL | KEY_READ
D38 Key HKLM\SYSTEM\ControlSet001\Control\Nis'Sorting\Versions O«FFFFDO0ABBAE2880 000020013 READ_CONTROL | KEY_READ
BAd File \Device'\CNG OFFFFBBODICSIFEED 000100001 SYNCHRONIZE | READ_DATA
BA3 Key HKLM\SOFTWARE\Microsoft'Ole DFFFFO0DABBAE1C20 000020013 READ_CONTROL | KEY_READ
(B Key HKCU\Software\ClasseshLocal Seftings\Software \Microsoft DFFFFDODABBAE17AD 000020019 READ_CONTROL | KEY_READ
BB Key HKCU\SoftwareClassesLocal Settings OFFFFO0DABBAE19ED 000020019 READ_CONTROL | KEY_READ
<E4  Direcory \Sessions'2\BaseNamedObjects O«FFFFDO0AE348CB4D 00DD000DF  QUERY | TRAVERSE | CREATE_OBJECT | CREATE_SUBDIRECTORY
0110 Key HKLM\SOFTWARE\Microsoft\Windows NT\CurentVersion\Image Fle .. OFFFFDODABBAE1BOD 000000003 QUERY_VALUE | ENUMERATE_SUB_KEYS
D11C WindowStation \Sessions'2\Windows \Window Stations \Win5tad OFFFFBBOO17C496C0 D0DDFO37F  READ_CONTROL | DELETE | WRITE_DAC | WRITE_OWNER | WINSTA_ALL_ACCESS
00120 Desklop \Default OcFFFFBBODIAD3BCAD O0DDFOTFF  READ_CONTROL | DELETE | WRITE_DAC | WRITE_OWNER | ENUMERATE | READOBJ
0124 Window Station \Sessions\2\Windows\Window Stations \WinSta0 OFFFFBBO017C496C0 D0DDFO37F  READ_CONTROL | DELETE | WRITE_DAC | WRITE_OWNER | WINSTA_ALL_ACCESS
0128 File C:\Windaws'en-US'explorer.exe.mui O«FFFFBBO014658520 000120089 READ_CONTROL | SYNCHRONIZE | FILE_GENERIC_READ
O1B0 File \Device'\Device Api O«FFFFBBO00STC34CO 000120089 READ_CONTROL | SYNCHRONIZE | FILE_GENERIC_READ
OIES File \Device\KsecDD O«FFFFBBO0IS4ACIFD 000100003 SYNCHRONIZE | WRITE_DATA| READ_DATA
GIEC Mutart \Sessions\2\BaseNamedObjects\SMU:15524:304: WiStaging_02 «FFFFBBOFFB628B70 0001FO00T  READ_CONTROL | DELETE | SYNCHRONIZE | WRITE_DAC | WRITE_OWNER | MUTAN
0cIFD Semaphore \Sessions\2\BaseNamedObjects\SM0:15524:304: WilStaging_02_p0 OFFFFBBO040257FB0 00D1FO003  READ_CONTROL | DELETE | SYNCHRONIZE | WRITE_DAC | WRITE_OWNER | SEMAPI
0cIF4 Semaphore \Sessions\2\BassNamedObjects\SM0:15524:304: WiStaging_02_pth O«FFFFBBO040256F30 0001FO003 READ_CONTROL | DELETE | SYNCHRONIZE | WRITE_DAC | WRITE_OWNER | SEMAPI
0L Key HKCU OFFFFDODABBAE21CD 00DDFOD3F  READ_CONTROL | DELETE | WRITE_DAC | WRITE_OWNER | KEY_ALL_ACCESS
2CC Key HKCU\Software\Microsoft\Windows \Current Versior\Explorer OFFFFDODABBAE22ED 00DDFOD3F  READ_CONTROL | DELETE | WRITE_DAC | WRITE_OWNER | KEY_ALL_ACCESS
0200 Key HKLM\SYSTEM\ControlSet001\Control\Nis\Sotting\Ids O«FFFFDO0ABBAE2520 000020019 READ_CONTROL | KEY_READ
0320 Mutart \Sessions\2\BaseNamedObjects\SessionmmersiveColorlutex OcFFFFBBODIAB243ED DD1F000T  READ_CONTROL | DELETE | SYNCHRONIZE | WRITE_DAC | WRITE_OWNER | MUTAN
0324 Section \Sessions\2\BaseNamedCbjects I lorPreference OFFFFDO0AF13C6610 DDDFODTF  READ_CONTROL | DELETE | WRITE_DAC | WRITE_OWNER | SECTION_ALL_ACCESS
0328 File €:\Windows\WinSxS'\amd64_microsoft windows common-cortrols_6595. OFFFF 45380 SYNCHRONIZE | EXECUTE
0330 Key HKCU\Software'Classes O«FFFFDO0ABBAE2640 DDDDFOD3F  READ_CONTROL | DELETE | WRITE_DAC | WRITE_OWNER | KEY_ALL_ACCESS
033 Section \BaseNamedObijects'_ComCatalogCache_ OFFFFDO0ABBAFA0FD 000000004 MAP_READ v
< >
CPU Usage: 20.57% Commit Charge: 8131% Processes: 314 Physical Usage: 76.57%

Pucynox 1-10.Caumok 3xpana nporiecca «IIpoBogHuk»



[To ymomuanuto Process Explorer mokaspiBaeT TOJBKO IECKPUITOPHI ISl OOBEKTOB,
KOTOpBbIE UMEIOT UMEHA .

YTo0ObI MPOCMOTPETH BCE MAPKEPHI B Ipoliecce, Bbidepute «Show

Unnamed Handles and Mappings from Process» u3 mento «View» B Process
Explorer.

12){ocTyn K CylecTBYIOUIUM 00beKTaM

Cronben «Access» B MpeJcTaBlIeHUH AeckpuntopoB Process Explorer mokassiBaeT
MacKy JIOCTyTa, KOTOpasi UCIIOJIb30BaIach JIJIsi OTKPBITHS WU CO3JaHUs OOBEKTA.
DTa Macka J0CTyna SIBJIAETCS KIIOUOM K TOMY, KaKU€ OTepaliiy pa3perieHo
BBITIOJIHSTH C OMPEICTIEHHBIM 0OBEKTOM.

HaHpHMep, €CJIU KIUEHTCKHUHU KO/ XO4CT 3aBCPpUIUTH ITPOUCCC, OH NOJIKCH BbI3BATb

cHadana ¢pynkiuo OpenProcess, 4TO0BI MOIYYUTH TECKPUITOP TPEOyeMOTo
nporiecca ¢ mackoit nocryna (Munumym) PROCESS TERMINATE, unaue He
OyZIeT BO3MOKHOCTH 3aBEPIITUTH TIPOIIECC C ITUM JCCKPUTITOPOM.

Ecnu BbI30B ycrienieH, To BbI30B TerminateProcess 00s3arenbHO OyIeT yCIEHIHBIM.
Bot npumep kona 3aBepieHus nporecca ¢ yka3aHHbIM HJIEHTU(PUKATOPOM
npolecca:

bool KillProcess(DWORD pid) {

// open a powerful-enough handle to the process

HANDLE hProcess = OpenProcess(PROCESS TERMINATE, FALSE, pid);
if (!hProcess)

return false;

// now kill it with some arbitrary exit code

BOOL success = TerminateProcess(hProcess, 1);

// close the handle

CloseHandle(hProcess),;

return success !|= FALSE;

/



Cronben; «Decoded Access» B Process Explorer, conepkuT TEKCTOBOE OMMCaHUE
MacKH J0CTyMa (A1 HEKOTOPBIX THIIOB 0OBEKTOB), YIIPOIas pacrio3HaBaHHE
TOYHOTO JIOCTYIIA, Pa3pelICHHOTO JIJIsl ONPEACICHHOTO JIECKPUIITOPA.

JIBOMHOM IIENYOK 10 3alIMCH JECKPUNITOPA MMOKA3bIBAET HEKOTOPHIE CBOKCTBA
oObekTa. PucyHok 1-11 noka3piBaeT cBOCTBa OOBEKTA.

\Sessions\2\BaseNamedObjects\ShellDesktopSwitchEvent P...

Details Security

Basic Information

Name: |\Sessions\2\BaseNamedObjects\ShellDesktopSwitchEvent

Type: Evenl
Description: A synchronization object.
Address:  OxFFFFAO8F948ACOB0

References CQuota Charges
References: 98302 Paged: 0O
Handles: 2 Mon-Paged: 112
Event Info

Type: Motification
Signaled: TRUE

OK

Pucynok 1-11.CBoiicTBa 00bekTa



CaoticTBa Ha pucyHke 1-11 BkirogaroT umsi o0beKTa (€CIM €CTh), €ro THII,
OMMCAHUE, €T0 AJIPEC B MAMATH SIIPA, YUCIO OTKPBITHIX IECKPUIITOPOB U
HEKOTOpast AeTaibHas uHpopmaius 06 00beKTe, TaKkas KakK

COCTOSIHME U THUIl 0TOOpakaeMoro o0beKTa COObITHS.

OOparuTe BHUMaHUE, YTO TTOKA3aHHBIE CCHUTKHM HE YKa3bIBAIOT Ha (PAKTUIECKOE
KOJIMYECTBO CCHIJIOK Ha OOBEKT.

[TpaBubHBIN cTOCOO YBHAETH (DAKTUUECKUN CUCTUNK CCHIJIOK JIIS

0o0BeKTa, JODKEH UCTIONbh30BaTh KoMaHay ! trueref oTiaaunka syipa, Kak moka3aHo
3]1ECh:

lkd> lobject OXFFFFAOSF9484ACO0OB0

Object: fiffa08f948ac0b0 Type: (ffffa08f684df140) Event

ObjectHeader: f{{fa08f948ac080 (new version)

HandleCount: 2 PointerCount: 65535

Directory Object: ffff90839b63a700 Name: ShellDesktopSwitchEvent

lkd> !trueref ffffa081948ac0b0

[i1fa08f948ac0b0: HandleCount: 2 PointerCount: 65535 RealPointerCount: 3

Mpg1 paccmoTpuM OoJiee ToApOOHO aTpruOyThl 0OBEKTOB M OTJIQUUK Spa B
CJIETYIOIINX TTIaBaXx.

Tenepp gaBaiiTe HAaUHEM MUCATh OYEHB IPOCTOM JApaiiBep, 4TOOBI TOKA3ATh U
MCII0JIb30BaTh MHOTME MHCTPYMEHTBI, KOTOPbIE HAM MIOHAI00STCS MO3KE B 3TOU
KHUTE.

BAYKHO: B 37101 r11aBe BKpaTue ObLIa ONMCAHA APXUTEKTYpPAa siapa, 0e3
NMOHUMAHMS BCEro M3J10KEHHOI0 B 3TOil CTaTbe, HeT CMbICJIA NePeXOIUTh K
CJIeAYIOIINM IJIaBaM.

Ecau BbI YTO-TO HENMOHSIJIN B 3TOM CTaThe, MOKHO CIIPOCUTH Y aBTOpPa
nepesBoja, T. €. MeHsi Ha popyme https://ru-sfera.org/forums/windows-kernel-

programming.161/ (Xe-xe).

Tak:ke MOKHO YMTATH OPUTUHAJ KHUTH.)))
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