I'naBa 6: Mexanusmsl siipa

B at0ii riaBe 06CY)K,[[&IOTCSI Pa3JIMIHBbIC MCXAHU3MBI, IPCAOCTABIISICMBIC AAPOM Windows.
HGKOTOpHe M3 HUX ITOJIC3HbI 1)1 HaIlTMCAHU A ﬂpaﬁBGPOB. prl"l/le - 9TO MCXAaHU3MbI, KOTOPBIC
pa3pa60Tq1/H< J:LpaﬁBepa AOJIKCH [TOHUMATh, TaK — KaK 3TO IMIOMOTacT ACIATh OTIIAAKY U IacT
O6H_[I/Ie IIOHUMAaHHueC YCTpOP’ICTBa CHUCTCMBI.

B 3710101 r1aBe:

* YpoBeHb 3anpoca pepbIBaHHUs.

* OTJ10XKE€HHBIE BBI30BBI POLIETYD.

* ACHHXPOHHBIE BBI30BHI IIPOLIEAYP.

» CTpyKTypHpOBaHHass 00padOTKa UCKITIOUCHHI.
» CucteMHbIi OOl U OTIa/IKa.

* CUHXpOHHU3A1IHS TOTOKOB.

* Bricokas IRQL-cunxponuzanus.

* Paboune npeamersl.

YpoBeHns 3anpoca npepbiBaHust

B rmaBe 1 MbI 00CYy»X 111 TOTOKH U TIPUOPUTETHI TOTOKOB. DTH MPUOPHUTETHI IPUHSATHI BO
BHUMaHHE KOrJa TpeOyeTcs BBIOIHUTH OOJIbIIE TOTOKOB, YeM UMEETCSI TOCTYITHBIX
IIPOLECCOPOB.

B To0 ke Bpems, anmnapaTHoe obecreueHue yCTpOUCTBa TOJDKHBI YBEIOMIIATh CUCTEMY O TOM, YTO
4T0-TO TpeOyeT BHUMaHus. [IpocToii mpumep Oneparysi BBOAA/BbIBOA, BHITOTHIEMAs
JCKOBOJIOM.

[Tocne 3aBepIiieHUs ONEpauy JUCKOBOJ] YBEIOMIISIET O 3aBEPILICHHUH, 3alpalliiBas IPEphIBAHUE.
D70 npephIBaHUE MOIKIIOYECHO K KOHTPOJUIEPY MPEePhIBaHUi - armapatHoe 00ecreyeHue,
KOTOpOE 3aTeM OTIIPABIISIET 3aMPOC MPOIIeCCOPy Al 00pabOTKH.

Crnenytronuii Bonmpoc, Kakoi MOTOK JOJKEH BBINOJIHUTE CBA3aHHYIO IPOLEAYpY 00paboTKH

npepobiBanus (ISR) ?

Kaxioe anmapaTtHoe pepbIBaHUE CBA3aHO C IPUOPUTETOM, Ha3bIBAEMbIM YPOBHEM 3aIlpoca
npepsiBanust (IRQL) (He myTaTh ¢ pusndeckoil muHUEH npepbiBaHus, H3BeCTHOM Kak IRQ),

onpeaenenHot HAL.

V¥ konTtekcta cBoit IRQL, kak u y moboro perucrpa.

IRQL moryT OBITh WK He OBITH pean30BaHbl alapaTHBIM 00ecIeueHHEeM IpoIieccopa, HO 3TO
MPUHIUITHAIHHO HEBAXKHO.

IRQL momxen paccMaTpuBaThesl Kak 000 JPYToi MPOLIeCCOPHBIN PEerucTp.

OCHOBHOC HpaBI/IHO 3aKJII049acTCAa B TOM, 4YTO Hpoueccop BBIITOJIHSCT KO C CAMBIM BBICOKHUM
IRQL.



Hanpumep, eciin IRQL nporieccopa B Kakoii-TO MOMEHT PaBEH HYJIIO, U MOSABIISIETCS IPEPHIBAHUE
¢ cootBercTBytommM [IRQL 5, mporieccop coxpaHsieT cBoe COCTOsSIHUE (KOHTEKCT) B CTEKE sijipa
TeKy1iero noroka, nogaumaeT IRQL 1o 5 u 3atem BoinonHseT ISR, cBsi3aHHBIN C IpEpHIBAHUEM.

ITocne 3aBepmienust ISR IRQL omycTutcst 10 cBoero npeasayIiero ypoBeHs, BO300HOBIISSA
NpeabIAYIINN BBITOJHEHHBIH KO, KaK €CJId Obl IpephIBaHUE HE CYIIECTBOBAJIO.

Ecnu ¢ npyroii croponsl, IRQL HOBOro npepeiBaHus BbILIE 5, TPOLIECCOP CHOBA COXPAHUT CBOE
coctosinue, noBbicUT IRQL Ha HOBBIN YpOBEHB, BHINMOIHUTH BTOPOH ISR, CBA3aHHBIN CO BTOPBIM
MpephIBaHUEM, U, KOTJ[a OH 3aBepiieH, BepHeTcs K IRQL 5, BoccTaHOBUT €ro COCTOSIHHE U
MPOAOHKUTE BbINOTHEHUE ucxoaHoro ISR.

ITo cytu, noBeimenne IRQL BpeMeHHO OJIOKHMPYET KOJI C paBHBIM WJIM MEHBIIIUM 3HAUYCHUEM
IRQL.

Ha cnenyromeMm pucyHke nokasaHo padora qucrneTyepusaliy npepbIBaHUM.

Kernel or
User mode

Save CPU State
code

W
Mask equal or lower
Interrupt IRQL interrupts

i

Call appropriate ISR

l

Restore CPU state

Figure 6-1: Basic interrupt dispatching

Ha cnenyromem pucyHke moka3zaHo Kak BBITJISIIUT BJIOKEHHOCTh IPEPhIBAHUM.
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Figure &-2: Nested interrupls

Windows He uMeeT crenuaibHOTO MOTOKA I 00paOOTKH MPEephIBaHUN, OHU 00padaThIBAIOTCS
TEM TTOTOKOM, KOTOPBIH OBLT 3aITyIIIeH.

Kak MbI ckopo oOHapyXuM, EPEKIIIOUEHHE KOHTEKCTa HeBO3MOXKHO, korna IRQL nmponeccopa
MMEET 3HaUeHHUE 2 WIN BbIIIE, IO3TOMY JIPYrOil IOTOK HE CMOKET MPOHUKHYThH BO BpeMs
BhITIOJTHEHMS 3THX [SR.

Korna Beimonzsiercs kox nojib3oBareiabckoro pexuma, IRQL Bcerna paBen Hymo. 1o o1Ha U3
pu4nH, noueMmy tepmuH IRQL He ynomMuHaeTcss HU B OHOM JTOKyMEHTAILIUU M0JIb30BATEIBCKOIO
peKuMa - OH BCET/ia paBeH HYJIO U HE MOXKET OBITh U3MEHEH.

YacTo kox pexuma sifpa Taxke padotaer ¢ HyneBsiM IRQL. B pexxume siipa BO3MOXKHO MOAHATH
IRQL.

Baxknbie IRQL onucanbl HUKe:

* PASSIVE LEVEL B WDK (0) - aT0 «HopManbhbiit» IRQL nns nponeccopa. Kon pexxuma
MOJIH30BAaTENs BCeT/ia paboTaeT Ha 3TOM ypoBHe. [ImanupoBanne MOTOKOB paboTaeT HOPMAIILHO,
KaK OMMCAaHoO B Iiase 1.

* APC_LEVEL (1) - ucnionp3yercs mist cnenuaibHbix APC sigpa (OymyT 00CyKaaThCsi B 9TOU
IJIaBe, B pa3zielsie aCHHXPOHHBIEC BHI30BBI IIPOLIEIYD).

[1nanupoBaHue MOTOKOB pabOTaeT HOPMAJIBLHO.

* DISPATCH_LEVEL (2) - 35ech Bce paaukaibHO MeHseTcs. [[1aHupoBIIMK HE MOXKET
MPOCHYTHCS. JIOCTYyM K BBITpY’KaeMOi aMsATH HE pa3pelleH - TaKOH JOCTYI BbI3bIBAET COOM
cucteMbl. [10CKONBKY MIIAHUPOBIIUK HE MOXKET BMEIINBATLCSA, OKUIaHNE HAa OObEKTax sijipa He
JIOITyCKaeTCsl.

* IRQL ycTpoiicTBa - Auana3oH YpoBHEH, UCIIOIB3YEMBIX IS alapaTHBIX MpepbIBaHuid (0T 3 10
11 na x64/ARM/ARMG64, ot 3 10 26 Ha x86). Bece nmpaBuia u3 IRQL 2 npuMmeHstoTes u 31€Ch.



* Campiii Beicokuii ypoBeHb (HIGH LEVEL) - 310 cambiit Beicokuii IRQL, mackupyrommii Bce
npepeiBanus. Micnonbs3yercst HekotopbiMu AP, 3aHMMaronecss MaHUITyJIMPOBaHUEM
CBSI3aHHBIMH CO criuckamu. PakTudeckue 3HaueHus 15 (x64 ARM ARM64) u 31 (x86).

Korma IRQL mporieccopa moBsIaeTcst 10 2 WK BhIie (1Mo J1r000i npuduHe), Ha
UCTIONHSAEMBIN KOJl HAKJIABIBAIOTCS CIEAYIOIINE OTPaHUYCHUS:

* loctyn k mamsTH BHEe (PU3NUECKON MaMsITH BIsSETCS (aTalbHBIM U BBI3bIBAET COOM CUCTEMBI.
DT0 03HAYaEeT JOCTYII K JaHHBIM U3 HEBBITPYKAEMOTO MyJa Bceraa 0e3onaceH, Toraa Kak JoCTyI
K JaHHBIM U3 BBITPYKAeMOI0 IMyJjia WK OT MPEJIO0CTaBICHHBIX M0JIb30BaTeNieM OypepoB He
SBIISIETCSL OE30MACHBIM U €r0 CleAyeT U30erars.

* Oxxuaanue Jr000ro 00bEeKTa AIpa JucneTuepa (HampuMep, MbIOTEKCa WM COOBITHS) BHI3BIBACT
cOOl CUCTEMBI, €CII TOJIBKO TaliM-ayT OXKUJAAHUS PaBEH HYIIIO, YTO BCE €IIE pa3pelieHo. (Mbl
o0cymM OOBEKT IUCIIeTYepa B 3TOM riaBe B pasnene « CHHXpOHHU3AIH. )

OTH OTpaHUYEHUS CBSI3aHBI C TEM, YTO IJIAHUPOBIIHK «padotaeT» Ha IRQL 2; Tak uto ecnu
IRQL npouieccopa ysxe 2 WiH BbllIe, IITAHUPOBIIUK HE MOXKET MPOCHYTHCS HAa 3TOM IpoLieccope,
MO3TOMY NEPEKIIIOYCHHE KOHTEKCTa HE MOXKET BOZHUKHYTh.

TonbKo mpepbiBaHus 00Jiee BHICOKOTO YPOBHSI MOTYT BPEMEHHO TIEPEHAIIPABHUTH KO/ B CBSI3aHHBII
ISR, HO 3TO BCe TOT k€ MOTOK - O€3 MEePEKITIOYCHHUST KOHTEKCTA.

Konrekcer noroka coxpansietcs, BbinoaHseTcst ISR u cocTosiHue notoka BO30OHOBIISIETCSL.
2)[IoBbimenune u noum:kenne IRQL

Kax YK€ T'OBOPUIIOCH PAHEEC, B IMMOJIb30BATCIILCKOM PECKUMCE ITOHATUC IRQL HC YIIOMUHACTCA, U
HET HUKAKOIro croco0a U3MEHUTh 3TO.

B pexxume sapa IRQL moxxHO noBeicuTh ¢ moMotbio pyHkunu KeRaiselrql u monusuth
BepHyThCs ¢ KeLowerlrql.

Bot ¢parment koma, koroperit mogaumaet IRQL 1o DISPATCH LEVEL (2), u
3aTeM OITyCKaeT ero 00paTHO Mocie BBHIOIHEHUS! HEKOTOPBIX MHCTPYKIMA Ha 3ToM IRQL.

// assuming current IRQL <= DISPATCH_LEVEL

KIRQL oldIrql; // typedefed as UCHAR
KeRaiselrql(DISPATCH_LEVEL, &oldlrql);

NT ASSERT(KeGetCurrentlrql() == DISPATCH_LEVEL);
/I do work at IRQL DISPATCH_LEVEL
KeLowerlrgl(oldIrql);

Ecmu BeI moganmaete IRQL, yoeaurech, 4To BBI OIyCKaeTe €ro B TOH ke GyHKIuu. CIummkoM
OIacHo Bo3Bpauiarses u3 pynkuuu ¢ 6onee BoicokuM IRQL.



Taxoke yoequrecs, uto KeRaiselrql pakruuecku nossimaer IRQL, a KeLowerlrql paktnyecku
MOHMKAET €T0, B IPOTUBHOM cllydae OyzieT cOOi CHCTEMBI.

IIpuopurteTnl NOTOKOB MO cpaBHeHnI0 ¢ IRQL

IRQL - 3t0 arpubyt npoueccopa. [IpuoputeT sBisercs arpuOyrom notoka. [IpuopurteTs
MTOTOKOB MMEIOT TOJIbKO 3HaueHue npu IRQL <2.

Kaxk Tonpko ucnonastomunii moTok moBsicki IRQL 1o 2 unu BeIIIe, ero mpuopuTeT OOJbIIEe
HUYEro HE 3HAYUT - TEOPETUUECKU OH UMEET OECKOHEUHBIN KBaHT - OH Oy/eT IMpoI0IKaTh
BbInoHeHue noka IRQLue Oynet Huxe 2.

EctectBeHHO, TpaTuTh MHOTO BpeMeHu Ha IRQL> = 2 He oueHb xopoias Belb. ITO TOIBKO
OJlHa U3 MPUYHH, 10 KOTOPOH CYIIECTBYIOT CTPOTHE OTPAHUUYEHUS HA TO, YTO MOXKET J€JIaTh
WCTIOJHSAEMBIN KOJI HA ’TOM YPOBHE.

JlucneTuep 3ajau MOKa3bIBaET KOJIMYECTBO MPOLIECCOPHOTO BpEMEHH, poBesieHHOro B IRQL 2
WIM BBIIIE, UCIIOJIb3YsI ICEBOIIPOLIECC, KOTOPBIM HA3bIBAETCS CUCTEMHBIM IIPEPHIBAHUEM, B
Process Explorer Ha3pIBaeT 3T0 mpepbIBaHUSIMHU.

Crenyrouuii pucyHOK IOKa3bIBa€T CHUMOK 3KpaHa ¢ JlucneTuep 3ajay U pUCyHOK 6-4
MIOKa3bIBAIOT Ty ke nHpopmanuto B Process Explorer.

Processes Performance App history Startup Users Details  Services

MName PID Status Username  Ses.. CPU Memory (a.. Commitsize Basepriority H.. Th.. Description
= System interrupts - Running SYSTEM 0 o 0K 0K N/A - - Deferred procedure calls and interrupt service routines
=7 System Idle Process 0 Running SYSTEM 0 86 BK 60K N/A - 12 Percentage of time the processor is idle
(5=l System 4 Running SYSTEM 0 00 20K 204K M/A 8. 382 NTKernel & System
n nn an 171 ¥ 101 mn - L

T Caraira Curbamn an Riunmina SVETERA BT Karnal R Surban

Figure 6-3: IRQL 2+ CPU time in Task Manager

Process PID CPU  Private Bytes = Working Set Description User Name

Interrupts n/a 1.06 0K 0 K Hardware Intemupts and DPCs
System Idle Process 83.28 60K 8K NT AUTHORITY\SYSTEM

0.88 204K 3932K
Suspended 184 K 80.372K

Figure 6-4: IRQL 2+ CPU time in Process Explorer

OT1J10:%eHHBII BBI30B NPOLEAYP

PI/ICYHOK 6-5 TTOKa3BIBacT TUITNYHYIO IMOCJICAOBATCIIbBHOCTD CO6HTI/II71, Korjga KJIIMCHT BBI3bIBACT
HEKOTOPYIO OII€pAallMIO BBOAA-BBIBOJA.

B 3TOM pHCYHKE MOTOK ITOJIb30BaTEIILCKOTO PEKUMAa OTKPBIBACT JECKPUNITOP (aiiyia U BHITOJIHSICT
oTiepalnio 9TeHus ¢ ucnoias3oBanueM ReadFile.

[TockoabKy MOTOK MOKET ClIeNaTh aCUHXPOHHBIN BBI30B, OH MTOYTH Cpa3y e MOoIydaeT
yIpaBJICHUE U MOXET JIeJaTh APYryto padboTy. [paiiBep, MOMydaronyii 3TOT 3a1poc, BEI3bIBAET
npaiiBep ¢aitnoBoii cuctemsl (Hanpumep, NTFS), KOTOpbIit MOXET BbI3bIBaTh Apyrue ApanBepbl
101 HUM, TTOKa 3aIpOC HE JIOCTUTHET JApaiiBepa JUCKa, KOTOPbIH MHUIIMUPYET Ollepalyy Ha
peassHOM 000pY/IOBAaHUH JIHCKA.



Ha stom aTane He HYXHO BBIINIOJIHATBH KO/I, TaK KaK aIlllapaTHOC obecrieucHue ((I[eHaCT CBOC
JCIIO».

Koma o60py)1013aHI/Ie 3aBCPUIACT ONEPAIUIO YTEHUA, OHO BBIAACT MPEPHLIBAHUE. OTO BBI3BIBACT
noamnporpamMmmy CJ'Iy>K6BI, CBSI3aHHOM C MMPEPbIBAHUCM.

Thread calls ReadFile
User mode <\

Kernel mode

|/O Manager builds IRP

Y

|/O Manager calls NTFS driver

Disk driver initiates operation

on hardware Requesting
Thread context

Arbitrary
Thread context

Interrupt Service Routine
Interrupt (DIRQL)

Figure 6-5: Typical O request processing (part 1)

Kak Mbl Buzienu B 171aBe 4, BBIIIOJHEHHUE 3alIpOCa BBIIOJIHAETCS ITyTEM BbI30Ba
IoCompleteRequest. [Ipobiaema B TOM, 4TO B JOKYMEHTAL[MM TOBOPUTCS, UTO ATy (PYHKIIHIO
MO>HO BbI3bIBaTh TONbKO Ipu IRQL <= DISPATCH_LEVEL(2). 310 03Ha4aer, uto ISR He
MmoxeT BbI3BaTh loCompleteRequest, nmu 310 npuBeaeT K cO00 CUCTEMBI.

Tax uto ke ISR nenars?

BrIl MoXkeTe 3a71aThCsi BOITPOCOM, TTOYEMY CYIIIECTBYET Takoe orpaHudeHue. OHa U3 IpuIuH
cBs3aHa ¢ paboroit [oCompleteRequest.

Mp1 06cyaumM 3T0 OoJiee MoApOOHO B CIAEAYIOIIEH IMIaBe, HO CYTh B TOM, YTO 3Ta (PyHKIIUS
OTHOCHTEIIBHO J0pOTasi.

Oto OyneT 03Ha4ath, uTo BhimodHeHHe ISR 3aiimer 3HaunTENHEHO OOJIBIIE BpEMEHH, U, TOCKOJIBKY
OH BheITIONHSETCS B BhICOKUI [RQL, oH OyaeT MacKupoBaTh IpyTrHe MpephIBaHMs B T€UCHHUE Oojiee
JUTUTENIBHOTO NIEPUOJIa BPEMEHHU.



MexanusM, kotopsiit mo3BomsieT ISR Be3biBaTh loCompleteRequest (1 apyrue ¢pyHkmu ¢

aQHAJIOTMYHBIMU OTPaHUUYEHUS) KaK MOYKHO CKOpEE UCIIONIb3YET OTJIOKEHHBIN BBI30B MPOLIETYPHhI
(DPO).

DPC sBasiercss 00beKTOM MHKAICYISAUS (PYHKIMH, KOTOpast JOKHA BbI3bIBaThCs B IRQL
DISPATCH LEVEL.

Br1 mokere cipocuts, moueMy ISR nipocto He monmxkaet Tekymuii IRQL 1o
DISPATCH_LEVEL, 3atem ne Bo3biBaeT loCompleteRequest n 3arem Bo3Bpamaet IRQL k ero
MepBOHAYATILHOMY 3HAUCHHIO ?

DTO MOXKET MPUBECTHU B TYNMHUK. MBI 00CYIMM MPUYHMHY 3TOTO I03KE B 3TOU IJIaBE B pazJelie
«CnHH-0JI0KUPOBKI.

Hpaiiep, kotopslii 3apeructpuposai ISR, rorosut DPC 3apanee, Bbinenss ctpykrypy KDPC u3
HEBBITPY)KAEMOTO ITyJIa ¥ HHALIMAIN3ALUH €T0 C MMOMOINBI0 ()YHKIIMU OOPaTHOTO BHI30BA C
ucnons3zoBanueM KelnitializeDpe.

3arem, korna BbI3biBaeTcs ISR, HemocpencTBenHo nepes BoixoaoM u3 pynkmun ISR
3anpamrsaeT DPC 11 BEIIOTHEHMS KaK MOXKHO CKOPEE, IOCTAaBUB €r0 B 0YEPEIb, UCIIOIb3YS
KelnsertQueueDpc.

Korna ¢ynkius DPC BemmomnnsieTcs, oHa Bei3biBacT loCompleteRequest. Takum o6pazom, DPC
CIIy>KUT KOMITpOoMHUCCOM - oH pabotaeT Ha IRQL DISPATCH LEVEL.

910 03HA4acT, 4TO INIAHUPOBAHUEC HE MOKCT BBIIIOJHATHCA, HET AOCTYIIA K IIaMATH U T. A., HO OHO
HEIOCTATOYHO BBICOKO, YTOOBI PEAOTBPATHTH aIllapaTHBIC MPEPhIBAHUS, KOTOPBIC TIOCTYIAIOT U
00CITY)KUBAIOTCS Ha OJIHOM TIPOIIECccope.

Korna ISR Bo3Bpamaercs, nmpexae yem IRQL mokeT ynacTs 10 HyJIsl BBITOTHSIETCS TPOBEPKa,
9TOOBI YBHUJIETH, cymiecTByIOT Jiu L{I1 B ouepeu mporeccopa.

Ecnu ecth, TO iponieccop copaceiBaercs 1o IRQL DISPATCH LEVEL (2), a 3atem
obpabartsiBaeT DPC B ouepean B nepByro ouepep.

B nopsnke nepsoro Beixoaa (FIFO), BbI3bIBasi COOTBETCTBYIONIME (DYHKIIUH, IOKA OYepeb HE
cranet nmyctoi. Tonmbko Torma IRQL mporeccopa ymageT 10 HyJst 1 BO30OHOBUT BBIMOJTHEHUE
MCXOTHOTO KOJIa, KOTOPBIi ObLIT HAPYIIIEH BO BpEeMsl UCTIOTHEHHSI PEPHIBAHUSI.



Thread calls ReadFile
User mode {\

Kernel mode

|/O Manager builds IRP

L J

I/O Manager calls NTFS driver

Disk driver initiates operation

on hardware Requesting

Thread context

Arbitrary
Thread context

Interrupt Service Routine
Interrupt (DIRQL)

DPC Routine
Software Interrupt
(IRQL 2)

Figure 6-6: Typical 'O request processing (part 2)
HUcnoanzoBanune DPC ¢ Taiimepom

DPC 6butn u3HayalIbHO CO3/1aHbI AJs Uctoiab3oBanus ISR. OxHako B spe ecTh U apyrue
MEXaHU3MbI KOTOpbIe ucnoib3ytoT DPC.

OnHYM U3 TaKuX TPUMEHEHUH sABIISIETCA Taimep siapa. Taiimep siapa, npenacTaBiIeHHbIN
crpykrypoi KTIMER, no3Bosuser ycTaHOBUTB TaiiMepa AJis 0’KUJaHUS HEKOTOPOTO BPEMEHU B
Oymy1eM, Ha OCHOBE OTHOCHTEIbHOIO HHTEpPBaAJIa WK a0COIOTHOTO BPEMEHHU.

DT1O0T Tailimep sABISETCS OOBEKTOM JIUCIIETUEPA, IO3ITOMY €r0 MOXKHO OKHATh C IIOMOIIBIO
KeWaitForSingleObject (bynet o6cyxaeHo nanee B 3Tol r1aBe B pasaene « CHHXPOHU3AIU).

XoTs 0XHJIaHNuEe BO3MOXKHO, HO 3TO HEYI00HO Ut TaiiMepa. bojee mpocToit moaxoa COCTOUT B
TOM, YTOOBI BBI3BaTh HEKOTOPBIN OOPATHBIN BBI30B, KOT/Ia TaiiMep HCTEKaeT.

3TO UIMEHHO TO, UTO Taiimep siipa obecneunBaet ucnosbzoBanue DPC B kauecTBe 00paTHOTO
BBI30BA.

B clIeayronemM (pparMeHTe KOIa IMMOKa3aHO, KaK HACTPOUTH TaﬁMep u cBsa3ath ero ¢ DPC.



Korna taitmep ucrekaet, DPC BcraBnsercs B ouepens DPC CPU u, Takum o0pasom,
BBITIOJTHSIETCS] KaK MOYKHO CKOpee.

MeTO,Z[ C IIOMOIIBIO TaﬁMepa,HBHﬂeTCﬂ oonee MOIITHBIM, YEM HyneBoﬁ O6paTHBIﬁ BbBI30OB Ha
OCHOBC IRQL, IMMOCKOJIBKY OH I'apaHTUPOBAHHO BBIIMIOJIHACTCA OO 711000r0 KOIa pCKumMa
IIOJIB30BaTCIA (I/I OOJIBIITMHCTBO KOIOB PCiKHUMa ;mpa).

KTIMER Timer;
KDPC TimerDpc;
void InitializeAndStartTimer (ULONG msec) {
KeInitializeTimer (&Timer);
KeInitializeDpc(&TimerDpc,
OnTimerExpired,
// callback function
nullptr);
// passed to callback as "context"
// relative interval is in 100nsec units (and must be negative)
// convert to msec by multiplying by 10000
LARGE INTEGER interval;
interval.QuadPart = -10000LL * msec;
KeSetTimer(&Timer, interval, &TimerDpc);
}
void OnTimerExpired(KDPC* Dpc, PVOID context, PVOID, PVOID) {
UNREFERENCED PARAMETER(Dpc);
UNREFERENCED PARAMETER(context);

NT ASSERT(KeGetCurrentIrql() == DISPATCH LEVEL);

// handle timer expiration
}

ACHHXPOHHbIE BbHI30BbI NIPOLIEAYP

B npenpinymem paznene mul Buaenu, 4to DPC - 3T0 00beKThI, HHKAMICYIMPYIOIIHE (PYHKITHIO,
BbI3biBaeMyto B IRQL DISPATCH LEVEL.

Br3biBaromnuii IoTOK HE UMEET 3HAUCHUSsI, TOCKONBKY peub uaet o DPC.

AcuHxpoHHbIe BbI30BbI Ipoueayp (APC) Takxke SABISIOTCS CTPYKTYPaMU JIaHHBIX, KOTOPbIE
uHKancyapytot yHkiuio. Ho B otmnumne or DPC, APC opueHTHpOBaH Ha OIpeiesIeHHBII
MOTOK, TO3TOMY TOJIBKO 3TOT MOTOK MOXKET BBIIOJIHUTE (PYHKIHIO.



OTO 03HAYAET, UTO € KaXIbIM IIOTOKOM cBs3aHa ouepenb APC.
Cymectsyer Tpu tuna APC:

* APC nonp30BaTenbCKOro pekuma - OHU BBITIOJHSIOTCS B TIOJIb30BaTeIbCKOM pexume Ha IRQL
PASSIVE LEVEL, TosbKO KOrjia IOTOK NEPEXOAUT B COCTOSTHUE TOTOBHOCTH.

OO6b1uHO 3TO NocTuraercs mytem BoizoBa API, Takoro kak SleepEx, WaitForSingleObjectEx,
WaitForMultipleObjectsEx u ananoruunsie API.

[Tocnennuii apryMeHT Juist 3TUX GYHKLIUH MOKET ObITh ycTaHoBiIeHO 3HaueHHe TRUE, 4ToOsbI
[IEPEBECTH ITIOTOK B COCTOSIHUE YBeOMJIEHUsI. B 3TOM cocTosiHMM OH cMOTpUT Ha ouepeab APC,
n APC Tenepb BBIIOJIHSIOTCS A0 TEX MOP, IOKA OYEPEb HE CTAHET ITyCTOM.

* O6b1uHbIe APC pexxuma sifipa - OHM BBINIOJHSAIOTCS B peskume aapa Ha IRQL
PASSIVE LEVEL.

» Cnenmansubie APC siipa - onu BeimostHsIOTCS B peskume sapa Ha IRQL APC LEVEL (1).

Otu APC ucnonbs3yroTcsl CHCTEMOM BBOJIa/BBIBOIA, 3aBEPIIAIOT ONIEPaIlii BBO/IA/BBIBOIA.
OO6mmit cieHapuii 3Toro OyIeT 0OCYKAAThCsl B CIIEIYIONIEH TTIaBe.

API APC HetoKkyMEHTHPOBaH B PEKUME ]Ipa, TIOATOMY JipaiiBepbl 00bIYHO HE Uconb3yloT APC
HaIpsAMYIO.

[Tonp30BaTenbCkuil peskuM MOKET Hcoib3oBaTh APC, Bbi3biBas onpeaeneHubie API.
Hanpumep, Bo13BaB ReadFileEx mnn WriteFileEx 3amyckaroT acuHXpOHHYIO omepalnuo BBOja-
BBIBOJIA.

Ilo 3aBCPIICHUN APC nonp30BaTeIbCKOro pExKuMa MPUCOCAUHACTCA K BBI3BIBAOIIIEMY IIOTOKY.

Ototr APC 6yI[€T BBIITOJIHATHCSA, KOIJa IIOTOK IMEPCXOAUT B COCTOAHUC OITOBCUICHU S, KaAK OITMCAHO
paHee.

Emie onna none3nast GyHKIHS B MOJIb30BATEILCKOM PEXKHUME MTO3BOJISIONIAS IBHO T€HEPUPOBAThH
APC sBnsercs QueueUserAPC.

KpurHyeckue permoHbl M 3aliMIleHHbIE PerHOHbI

Kpurnueckast 06:1acTh NpensTCTBYET BHIIIOIHEHUIO MOJIb30BATEIBCKOTO PEKUMA U OOBIYHBIX
APC snpa (cnienuanbubie APC sipa Bce erie MOXKHO BBIITOJIHUTH).

[Torok BxomuT B kpuTHUeckyro oomacts ¢ KeEnterCriticalRegion u mokumaer ero ¢
KeLeaveCriticalRegion.

Hexotopsie pyHkimu B siape TpeOyroT ObITh BHYTPH KPUTHUECKON 001acTH, 0COOCHHO MPHU
paboTe ¢ UCHIOIHUTENBHBIMU pecypcamu (CM. paszen «crnomHuTeIbHbIE pecypehbl» ajee B ATOM
rjiaBa).

Oxpansiemast 007aCTh IPEMATCTBYET BhIToHEeHUIO BceX APC. BrizoBuTe
KeEnterGuardedRegion, uroOsl BBecTH oxpansemslii pervoH u Kel.eaveGuardedRegion 4To-0b1
HOKHHYTH €r0.



PexypcuBnbie Bbi30Bbl KeEnterGuardedRegion 10mKHO COBIaaTh ¢ OJJMHAKOBBIM KOJTUMYECTBOM
Bb130BOB KelLeaveGuardedRegion.

CTpykTypa 00padoTYHKA MCKIIOYEHHUI

HckmroyeHneM sBIsETCS CO6I)ITI/IC, KOTOPO€ IMPOUCXOAUT U3-3a OHpeHCHeHHOﬁ HHCTPYKIHWH,
KOTOpasd caciiajia 4To-TO, YTO BbI3BAJIO OHII/I6Ky mponeccopa. HckmrodeHns B 4eM-TO ITOXOKH Ha
OpCphIBaHusA, ITTABHOC OTIIMYHC 3TO TO-YTO UCKIIOYCHUA ABJIICTCA CHHXPOHHBIM U TCXHUYCCKU
BOCIPOU3BOJMMBIMH IIPU OJHUX M TEX-KC YCIOBUAX, TOrJa KaK IMPEPLIBAHNEC AaCUHXPOHHBI U
MOJKET MOSIBUTLCS B JII000€E BpewMsl.

[TpuMepbl HCKITIOUYEHHH BKITIOYAIOT JIEJICHUE Ha HOJIb, TOYKA OCTAHOBA, OIIMOKA CTPAHMIIBL,
IIEPETIOJIHEHUE CTEKA U HEBEPHAsI HHCTPYKIIHS.

Ecnu Bo3HukaeT HUCKIIIOUCHUC, AAPO JIOBUT 3TO U MMO3BOJIACT KOLAY 06pa6aTI>IBaTI> HUCKIIIOYCHUC,
€CJIN 3TO BO3MOXHO.

OTOT MEXaHU3M Ha3bIBAeTCS CTPYKTYpHUPOBaHHOM 00paboTkoii nckimouennit (SEH) u noctynen
JUI KOJIa peXKuMa I0JIb30BATES.

O06paboOTINKN UCKITIOUSHUH SApa BHI3BIBAIOTCSI HA OCHOBE TOM e TaOIHIBI 00pabOTKH
npepsiBanwuii (IDT).

Hcnoms3ys oTiaauuk siapa, koManaa !id mokaspiBaeT BCe 3TH COMOCTABICHUS. BEKTOPHI
MIpEepHIBaHUM ¢ HU3KUM HOMEPOM (paKTHUECKH ABISAIOTCA 00pabOTUMKAMU UCKITIOUEHUH.

Bor npumep BbIBOAA U3 3TOM KOMAHJIBIL:

lkd> !idt
Cumping IDT: fffffael1idodiooe

fEEFFandd ddéeli @@ nt IKiDivideErrorFaul tShadow

fEfffandd ddéed1 88 nt K iDebugTraplr Faul t3hadow Stack = ExFFFFFaE1 10945000
fEEFFandd ddée20d nt lKiNmilnter ruptShadow Stack = ExFFFFFaEd 10945706
fEFFfBe11ddec28e nt!KiBreakpointTrapShadow

fEEEFaedl ddGel3ed nt K ilver £l owTrapShadow

frfffandd ddéed3ad nt K iBoundF aultShadow

fEEEFandd ddéedtd® nt!KilnvalidOpeedeFaultShadow

fEEFfandd ddée48d nt K iNpxNotAvall ableFaultShadow

fEEffandd ddées08 nt K iDoubleFaultAbor tShadow Stack = ExFFFFFaE1 100945306
fEFfragdd ddécs588 nt K iNpxSegmentOverr undAbort Shadow

fEEEFAR11 ddGeted ntlKilnvalidTesFaultShadow

fEFFFB811 dd6et8l nt K iSegmentNotPresentFaultShadow

frfffaedl ddéeTed nt!KiStackFaultShadow

fEFfraedi1ddee7a8e nt K iGeneralProtectionF aultShadow

fEEffandd ddée8ed nt K iPageFaul tShadow

fEffragd1ddecB8l nt|KiF leatingErrerFaultShadow

fEEEFandd ddée0ed nt IKiAlignmentFaul tShadow

FEFERETEEIZIRIRISNS

(truncated)

OOpaTHTe BHUMaHue Ha Ha3BaHUs QYHKUUMN - OOJBIIMHCTBO U3 HUX OUEHb HATJISTHBI.



Hexkotopsie pacpocTpaHeHHbIE IPUMEPHI HCKITFOUSHH BKIIIOUAIOT B ceOs:
* Jlenenue Ha HOJBb (0)

* Touka octanoBa (3) - AIpO BBIMOIHSIET 3TO MPO3PAYHO, TIEpEIaBast yIpaBIcHUE
MOJIKIIIOYEHHOMY OTJIa YUKy (€CJIU eCTh).

» HeBepHubiii ko onepamnuu (6) - 3Ta ommoOKa BBI3BIBAETCS MPOIIECCOPOM, €CJIH OH BCTPEYALT
HCU3BCCTHYIO MHCTPYKIHIO.

* Ommbka ctpanuusl (14) - ata ommbka Bei3biBaeTcs LI, ecnu cTpaHulia He HAXOIUTCA B
(bu3nvecKoi mamsITH.

Hapyumienne uCKJIOYeHUsI.
Kak Tonbko BO3HHKAET UCKITIOUYEHHUE, SIAPO UIIET (PYHKIHUIO, A1 00pabOTKU UCKITIOUEHUS.

Ecnu 06paboTunk UCKIIIOYEHUS HE HaizieH, aapo OyleT UCKaTh CTEK BHI30BOB, MIOKA TAKOM
00paboTunk He OyneT Hal/IeH.

Ecau ctek BBI30BOB HucyepIiad, CUCTEMaA PYXHCT.

Kak apaiiBep MoxeT 00pabaThIBaTh 3TH THUITBI HCKITFOUeHM? Microsoft mo0aBuia 4eTpipe
KITFOUEBBIX CJIOBA K s136IKY CH 4TOOBI TTO3BOJIMTH pa3paboTUYUKaM JIETKO 00padaThiBaTh TaKUe
UCKJTFOUCHHSI.

JloOGaBNeHHBIE KITIOUYEBBIE CIIOBA M KPATKOE ONMCAHHE:
__try - 3amyckaet 0JIOK Kojia, TJIe MOTYT BO3HUKATh UCKIIFOUEHUSI.

_except - YKEBBIBaCT, O6pa6aTBIBaCTC$I JIX UCKIIFOYCHUEC, U ITPCAOCTABIIACT KOO O6pa6OTKI/I, CClIn
9TO Tak.

__finally - He cBsi3aHO ¢ uckitoueHusiMu Hanpsmyto. [IpegocraBiseT ko, KOTOpbIN
rapaHTUPOBAHHO BBINOJIHIETCS HE3aBUCHMO OT BO3HUKIIO-JIM UCKITIOYEHHE.

__leave - [IpenoctaBisier ONTUMHU3UPOBAHHBIN MEXaHU3M I Tiepexofa K omoky _ finally
BHYTpU __try GIioka.

HUcnoan3oBanne _ try/ _ except

B rnase 4 MbI peanu3oBanu gpaiBep, KOTOPbIi oOpamaercs k Oydepy noiab30BaTeIbCKOTO
pekuMa JUIs MOJIy4YeHHUs JaHHBIX, HEOOXOAUMBIX JUIs Ollepaluii B ApaiiBepe.

MBI ucnonb30Bau NpsAMON yKa3artesb Ha Oydep Moinb30BaTesl.
Opnnako 310 He 6e3omacHo. Hanmpumep, kox pekuMa nosiab3oBartess (CKaXkeM, U3 Ipyroro noToka)
MOeT 0cBOOOANTH Oy(ep HeMmoCpeICTBEHHO Nepe TeM, Kak JpaiiBep MOIy4YUT K HEMY JTOCTYII.

B takom cityuae apaiiBep BbI30BET COOI CUCTEMBI, B OCHOBHOM U3-3a OIITHOKH MOJIb30BATEIs
(wm 35oro ympicia). [IoCKoNMbKy MOIhb30BaTENBCKUM JJAHHBIM HUKOT/IA HEJIb3sI IOBEPSITh, TAKOU
JOCTYT JTOJDKCH OBITh OOCPHYT B OJIOK __ try/ except, 9To0bl yOSTUTHCS, YTO TUIOXOU Oydep He
MIPUBOJUT K cOOI0 JpaiiBepa.



Bot Baxknas yacth nepecmoTtpenHoro oopadorurka IRP. MJ DEVICE CONTROL,
UCTIOJIB3YIOIIEro 00pabOTUNK UCKITIOUEHHUSL:

case TOCTL PRIORITY BOOSTER SET PRIORITY:

{

if (stack->Parameters.DeviceIoControl.InputBufferLength <
sizeof (ThreadData)) {

status = STATUS BUFFER TOO SMALL;

break;

S

auto data = (ThreadData*)stack-
>Parameters.DeviceloControl.Type3InputBuffer;

if (data == nullptr) {

status = STATUS INVALID PARAMETER;

break;

try {

if (data->Priority <1 || data->Priority > 31) {

status = STATUS INVALID PARAMETER;

break:

Y

PETHREAD Thread:

status = PslLookupThreadByThreadId(ULongToHandle(data->Threadld),

&Thread) ;
if (!NT_SUCCESS(status))

break:;

KeSetPriorityThread((PKTHREAD)Thread, data->Priority);

ObDereferenceObject(Thread);

KdPrint(("Thread Priority change for %d to %d succeeded!\n",

data->ThreadId, data->Priority)):

-1
__except (EXCEPTION EXECUTE HANDLER) {

// something wrong with the buffer

status = STATUS ACCESS VIOLATION;




1}

break;

i

Pasmemenune EXCEPTION EXECUTE HANDLER B except TOBOPHUT O TOM, YTO Jit000€
UCKITIOYECHUE JOKHO ObITh 00paboTaHo. Mbl MOKET ObITh OoJiee H30UpaTENbHBIM, BBI3bIBAs
GetExceptionCode 1 mpocMaTpuBas (hakTHUECKOE UCKITIOYCHHE. ECITi MBI HE 0XKH1aeM ITOTO,
MBI MOXKEM CKa3aTh SAPY MPOJOKUTE TOUCK 00paOOTYHKOB B CTEKE BHI30BOB:

__except (GetExceptionCode() == STATUS ACCESS VIOLATION

? EXCEPTION EXECUTE HANDLER : EXCEPTION CONTINUE SEARCH) {

// handle exception

1

Hanpumep, HapylieHue 10CTyna MOXET ObITh 00HAPY>KEHO TOJIBKO B TOM CIIy4ae, €Cli
HapyLICHHbIN aJ{pec MPUHAAJIEKUT [10JIb30BATEICKOMY IIPOCTPAHCTBY.. ECiin OH HaxonuTcs B
MPOCTPAHCTBE SApa, OH HE Oy/IeT MepeXBaueH U BCE PAaBHO BBI30OBET COO CHCTEMBI.

Mexann3m SEH Takke MOKET UCIIONBh30BaThCs ApaliBepaMu (M KOIOM ITOJIh30BATEIBCKOTO
pexuMa) ISl CO37aHus TTOJIb30BATEILCKUX NCKITFOUEHUH.

SAnpo npenocrarisier 0600meHHy0 GyHknuio ExRaiseStatus yist BeI30Ba JIFOOBIX UCKITIOYCHUN U
HEKOTOPBIX KOHKPETHBIX (QyHKIMH, Takue kak ExRaiseAccessViolation.

Hcnonnv3osanue __try/ finally

Hcnonb3oBanue 6siokoB  try u _ finally He mmMeeT mpsiMOTo OTHOIIEHUS K UCKITIOYCHHUSAM. ITO
MOXOKE Ha KOHIICTIIIMIO KITFoueBoro ciosa finally, Ha KakoM-TO BBICOKO YPOBHEBOM SI3BIKE
(manpumep, Java, C #). Bot mpocTtoii mpumep, 4ToObI MOKa3aTh IpooIeMy:

void foo() {
void* p = ExAllocatePool(PagedPool, 1024);
// do work with p
ExFreePool(p);

}

HpI/IBeI[eHHHﬁ BBIIIC KOJ KaXXETCA AOCTATOYHO 663Bpe,Z[HBIM. OI[HaKO, €CTh HCCKOJIBKO np06neM
C OTUM:

* Ecniu Mex 1y BbIZIETICHHEM TIaMsTH U 00pabO0TKOM OyJeT UCKITFoYeHne, 00paboTInK B
BBI3BIBAIONICH CTOPOHE HE OCBOOOIUT MaMSITh.

* ©CITU OIIepaTop return UCIOJB3yeTCsl B HEKOTOPOM YCIIOBHOM BBIPXKEHUH MEXKTY BBIZCIICHUEM
1 0CBOOOXIeHUEM, Oydep He OymeT 0CBOOOXKICH.



Hcnonb3ys komObunanuio __try/__finally, Mbl MoxeM yOenuThbces, uto Oydep OyneT ocBOOOXKIeH
BCeT/Ia:

void foo() {
void* p = ExAllocatePool(PagedPool, 1024);

_try {
// do work with p

}

__finally {
ExFreePool(p);

}

}

C yKa3aHHBIM BBIIIE KOJIOM, JIaXKE €CJIU B TeJe _ try NOSBISIIOTCS ONEPaTOpbl BO3BpaTa, KOA
OyzeT BbI3BaH nepe] pakTHUECKUM BO3BPATOM U3 (DyHKIUH.

Ecnu Bo3HMKaeT Kakoe-To UCKiIoueHue, 0ok finally 3amyckaercs mepBbIM 10 TOTO, KaK SapO
BBITIOJIHUT ITOUCK B CTEKE BHI30BOB 00PaOOTUMKOB.

__try/ finally mone3en He TONBKO [T BBIIEIECHUS TAMSATH, HO U JJIS IPYTUX PECYPCOB.

OpnuH 001t MpUMep - IPU CHHXPOHHU3AIIMH, TTOTOKHA 00PaIaloTCsi K HEKOTOPHIM 00IIINM
JTaHHBIM. BOT ipuMep nosTy4eHust 1 0CBOOOXKIEHUS OBICTPOTrO MbIOTEKCA (MBIOTEKC U IPYTHE
MPUMUTHBBI CHHXPOHH3AIINU OITMCAHBI Jlajiee B 3TOM TJ1aBe):

FAST MUTEX MyMutex;
void foo() {
ExAcquireFastMutex (&MyMutex) ;

_try {

// do work while the fast mutex is held

}
__finally {

ExReleaseFastMutex (&MyMutex) ;
}

HUcnoanzoBanue C ++ RAII Bmecto _ try/ __ finally

Xots npenpiaymue npumepsl ¢ try/  finally paGoratoT, oHM HE OUeHb YIOOHBI.



Hcnonb3ys C ++, Mbl MOXkeM co3ziaBath 0007104k RAII, koTOpbIe N1enaoT npaBuiibHbIE BEIU
6e3 HeoOXoaMMOCTH UcTioNb30BaTh _ try/  finally.

B C ++ ner kmroueBoro ciosa finally, Takoro kak C # wiu Java, HO 0HO He TpeOyeTcs -
€CTh-XKE JECTPYKTOPBI.

BoT ouenb mpocToit mpuMep, KOTOPBIN YIIpaBIsieT pacipenesieHueM Oydepa ¢ MOMOIIbIO Kiacca
RAII:

template<typename T = void>

struct kunique ptr {

kunique ptr(T* p = nullptr) : p(p) {}

~kunique ptr() {

if (_p)

ExFreePool(_p);

S

T* operator->() const {

return p;

S

T& operator*() const {

return * p;

N

private:

™ p;

B

Knacc ucnonb3yeT mabioHsl, MO3BOMISIONIME JIETKO paboTaTh ¢ JII0OBIM TUIIOM JaHHBIX. [Ipumep
UCTIONb30BAHUS CIIEAYIOLIHH:

struct MyData {
ULONG Datal;
HANDLE Data2;
3
void foo() {
// take charge of the allocation

kunique ptr<MyData> data((MyData*)ExAllocatePool (PagedPool,
sizeof (MyData))):




// use the pointer
data->Datal = 10;
// when the object goes out of scope, the destructor frees the buffer

}

Eciu BbI 00b14HO He ucnonb3yere C ++ B KayecTBE OCHOBHOIO S13bIKA IIPOTPaMMHUPOBAHUS, BbI
MOYKETE TI0yMaTh, YTO MPUBEICHHBIN BHIIIE KO 3allyTaHHBII. BBl MOXKeTe IPOIOIDKUATE paboTy
c __try/ finally, HO s pekOMEH/Ty O TO3HAKOMHUTLCS C 3TUM THIIOM Kojia. B mro0om cirydae, naxe
€CJIM BbI OOpeTech ¢ peanuzalieit kunique ptr BbIlie, BB BCE €I1I€ MOKETE UCIIONIh30BaTh €0 0e3
HEOOXOIMMOCTH TIOHUMATh KOKIYIO MEJIOYb.

[IpencraBnennslii THI kunique_ptr - 3T0 MUHUMYM. BBl Taxoke TOKHBI yIAIUTh KOHCTPYKTOP
KOIIMPOBAHHUA U T.J.

Bot Oonee nmonnas pcanunsanus:

template<typename T = void>

struct kunique ptr {

kunique ptr(T* p = nullptr) : p(p) {}

// remove copy ctor and copy = (single owner)

kunique ptr(const kunique ptr&) = delete;

kunique ptr& operator=(const kunique ptr&) = delete;

// allow ownership transfer

kunique ptr(kunique ptr&& other) : p(other. p) {

other. p = nullptr;

S

kunique ptr& operator=(kunique ptr&& other) {

if (&other !'= this) {

Release();

_p = other. p;

other. p = nullptr;

1

return *this;

S

~kunique ptr() {

Release();




1}

operator bool() const {

return _p !'= nullptr;

1}

T* operator->() const {

return p;

S

T& operator*() const {

return * p;

S

void Release() {

if (_p)

ExFreePool(_p);

1}

private:

T* p;
i
Msl cozpanum apyrue 060104k RAIL 11 npuMUTHBOB CHHXPOHM3ALIMU TTI03KE B ATOM IJIaBe.
CucreMHBIH c00¥ U OTJIAAKA

Kaxk MbI y’xe 3HaeM, €Ciii B peXXHuMe si/Ipa BOSHUKAeT He0OpabOTaHHOE HCKIIIOUYEHUE, CHCTEMA
naet c0oif, 00bIYHO C «CMHUM 3KpaHoM cMepT» (BSOD).

B sToMm pasnene Mbl 00CYyIMM, UTO MIPOUCXOIUT MPHU cOOE CUCTEMBI M KaK C 3TUM OOPOThCSI.

Ecnu kon simpa, KOTopomy TpernonaraeTcs J0BepsTh, Clieiall YTO-TO IJI0X0e, OCTAHOBUTH BCE,
9TO BCPOATHO, caMbIf 6630H&CHLII>1 nmoaxona, MOoCKOJIbKY, BO3MOXXHO, €CJIN MO3BOJIUTH KOY
MIPOJOIDKATh MEPEMEIIATHCS, 3TO MOKET MPUBECTU K MOBPEKIACHUIO HEKOTOPHIX BKHBIX (haillioB
WJIM KJIKOYEH peecTpa.

B nocneonux eepcusix Windows 10 ecmb HeCKOIbKO albmepHAmueHblx yeemos npu cooe
cucmembvl. 3efienslil UCnoIb3yemcs 0Jis UHCAUOePCKUX cOOPOK, U 51 MAaKdice 6Cmpeya
Opam#HCesblil.

CucreMy MOXKHO HACTPOUTD Ha BBINOJIHEHUE HEKOTOPBIX OIEpaliii B cirydae c00si CUCTEMBL. JTO
MOJKHO CJIEJIaTh C IIOMOIIBIO MOJIb30BaTENBCKOro HHTEp(delica CBOMCTB cUCTEMBI Ha BKIIAKE
«JlonmomaurensHoy. llenknyB HacTpoiiku ...



OTKpoOeTCsI IMaI0roBoe OKHO «3alyCK M BOCCTAHOBIICHHE, B KOTOPOM B pazzeie « CHCTEeMHBIN
c6oit» oToOpaxaroTcs JOCTYITHBIE TApaMETPHI.

Ha PUCYHKE HHUIKE 3TU ABa JHAJIOTOBBIX OKHA.

Startup and Recovery

Swstem startup

Def su bt opersting system:

System Praperties

Windicrars 10 b

Compidar Name Harcwarm  A2uareed Syslon Fratecion Hamel [ Tirmme o cispiliy list of operating systerns: W[ seconds

You must be logged on s an Administebar bo mane mos of thass changss. LI Time to dizplay recovery options when reeded: DY seconds

Pefomarce

‘Wizl efacts, processor scheculing, memory usage, and wiiual memarny

Fetrim Systamm falung
'firite 2n event to the ystem |
Laer Frofies = * =
Desinp satirgs slsied v yor sgran [ Bartomatically restart

Wt dabugqireg slarmmation

Sutormatic memony durmp w
Srartuz and Pegowery

Syatirs, slartip, syabem faiure, and dobigging inlmalien Dump file:
| Whysberni ol O MEMORY THAP

|| ek aubamstic deletian of memory dumps when disk space is lovs

Envionment Vansbles...

oK B = =

B citydae cOost cucTeMbl 3a1uch O COOBITHH MOXKET OBITh 3aMucaHa B xKypHai coObiTuid. [To
YMOJIYaHUIO OH YCTaHOBJIEH, U HET BECKUX MPUYMH MEHSATH 3TO.

Cuctema HacTpoeHa Ha aBTOMAaTHYECKUH Mepe3anyck; 3To OblI0 o ymMonuanuto ¢ Windows
2000.

Camas BaxHas HaCTpoOMKa - coznanue ¢aina gammna. daiin gammna GUKCUPYET COCTOSTHUE
CHCTEMBI BO BpeMsi cO0s1, TOATOMY €r0 MOYKHO MO3:K€e MTPOaHAIU3UPOBaTh, 3arpy3uB (paiin namma
B OTJIa/IYHK.

Tun ¢aiina nammna BakeH, Tak Kak OH onpeaessier, kakas nHdopMaius OyeT nprucyTCTBOBATH B

JaMIIC.

BaxxHO moA4YepKHYTh, 4TO JaMIl HE 3alMChIBAaeTCs B Lies1eBOM (aiin Bo Bpems c00s, a BMECTO
3TOTO 3aMUChIBAaeTCs B (hailyl mepBoi cTpaHulbl daiina noakadku. Tonbko mpu nepesarpyske
CHCTEMBI PO 3aMEeYaeT, YTO €CTh AaMIl M HH(popManus B dailyie mojKaukyu KOIMUPYET JaHHbIE B
neneBoit ¢aitn. [lpuunna csi3aHa, 4To BO BpeMsi c00s CUCTEMBI MOXKET ObITh CIIMIIIKOM OIAaCHO
3aIUChIBaTh YTO-T1M00 B HOBBIH (paiiin; cucTteMa MOXeT ObITh HEIOCTAaTOYHO cTabuibHa. Jlyure
BCETO 3aMucarhb JaHHbIC B (ailll MOAKAYKH, KOTOPBIHA YK€ OTKPBIT.

OOpatHO¥ CTOPOHOM SABJIAETCS TO, UTO (haiiil MOJKAYKH JTOJDKEH OBITh IOCTATOYHO OOJIBIIINM,
4TOOBI COZIEPKATh 1aMIl, WHaue (haiiir qamiia 3anichIBaThCsl HE OY/IeT.



Bor BAapHUAaHTHI TUIIA aBapHﬁHOFO JdaMIia:

* HeGomnp110#t 1aMi1 maMsITH - OU€Hb MUHUMAJILHBIN JJaMII, COJICPKAIil OCHOBHYIO CUCTEMHYIO
nHpopmaruio u nHGOpMaIUsA 0 BETKE, BbI3BaBIIeH ¢00ii. OOBIYHO ATOTO CIUIITKOM MaJlo, YTOOBI
OTIPEETUTh, YTO CIIYYaJIOCh BO BCEX CIydasx, KpOME CaMbIX TPUBHAIBHEIX. [foC B TOM, 4TO
(aiin oueHb MaJeHbKHIA.

* Jlamn mamsiTu sapa - 3T0 3HaUeHHe 1Mo yMondanuio B Windows 7 u OoJiee paHHUX Bepcusix. J1a
HACTpOMKa 3aXBaThIBACT BCIO MAMSITh AIpa, HO HE MaMSTh MOJIb30BATENLCKOTr0 pexuma. OObIYHO
3TOTO JI0CTATOYHO, MMOCKOIBKY cO0il CCTEMbI MOXKET OBITh BBI3BaH TOJILKO HEKOPPEKTHBIM
noBesieHueM Koza aapa. KpaiiHe ManoBeposiTHO, UTO MOJIb30BAaTENIbCKUM PEKUM UMEN K 3TOMY
KaKoe-TO OTHOILICHHUE.

* [TonHbIiA 1aMIT TaMSTH - 00€CTICUMBAET JAaMIT BCEH MaMsITH, IOJIh30BATEIILCKOTO PEXKUMA U
pexuma sapa.

Ot0 Hanbosee noaHas AocTynHas nHpopmanus. OOpaTHON CTOPOHOI SBISETCS pa3Mep Jamia,
KOTOPBIM MOXKET ObITh TUTAHTCKUM B 3aBUCUMOCTU OT O3Y CUCTEMBI U HCIOJIb3YEMOM B
HACTOsIIee BpeMs aMSITH.

» Apromarndeckuii namm namsata (Windows 8+) - 310 3Hauenue mo ymomdanuio B Windows 8 u
HOBee. DTO TO e, YTO U JAAMII TAMATH s1JIpa, HO SAPO U3MEHSET pa3Mep (aiiia MoaKauKu npu
3arpysKe J10 pa3mepa, KOTOPBIH ¢ BBICOKOH BEpOATHOCTHIO TAPaHTUPYET, UTO pa3mep Qaiina
MOJKAYKH Oy/IeT JOCTATOUYHO OOIBLINM, YTOOBI COAEPHKATh IaMII Apa. ITO BOSMOKHO TOJIBKO B
TOM CITydae, ecid pa3mep (aiia MmoKauKy yKazaH Kak « YTPaBIsieMbIi CHCTEMO».

» AxtuBHbIN gami namsatd (Windows 10+) - aHanmoru4eH noiHoMy AaMIly maMsTH, 3a
HCKIIFOUEHUEM TOT'0, YTO €CJIM B aBapUUHON CUCTEME Pa3MELIalOTCs TOCTEBbIE BUPTYyaJIbHbBIC
MAIIWHbI, TAMATh, KOTOPYIO OHU HCIIOJIB30BaNU HE (PUKCHPYETCs. ITO MOMOTaeT YMEHBIIUTh
pasmep (aiina mamiia B CEpBEPHBIX CHCTEMAX.

HNudopmarus o aBapuitHoM gamrie

[TomyuuB aBapuiiHBIN 1aMIl, BBl MOXKeTe OTKPHITh ero B WinDbg, BeiOpaB Daiin / OTKpsITh (aiin
Jamria.



OTnaauvK BBIAACT HEKOTOPYIO 06a30BYI0 HHPOPMAIIHIO, TOJTOOHYIO CIETYOIISH:

wokkkokkokkk bk ik Path validation summary #k s sk bk

Response Time (ms) Location
Deferred SRV*o: WSymbels*htbp: //med]l . microsoft. b
comn/downl cad/symbols

Symbol search path is: SRV*c:‘\Symbols*http://medl . microesoft. com/download /symbol s
Executable search path is:

Windows 18 Kernel Version 18362 MP (4 proes) Free xf64

Product: WinNt, suite: TerminalSerwver SinglelserT3

Built by: 18362.1. amdédfre.1%hi_release . 198318-12682

Machine Name:

Kernel base = @ufffffaB3" Thabcled PsLcadedModulelist = Bxfffffae3"Toef 248
Debug session time: Wed Apr 24 15:36:55.613 2019 (UTC + 3:88)

System Uptime: & days ©:85:38. 923

Loading Kernel Symbols

e e e e e e enene ... .Page 2801b5Sefc too large to be in the dump file.
Page 22821ebfb too large to be in the dump file.

Loading User Symbols

PEE is paged cut (Peb.Ldr = B@EEEG54"34256618). Type ".hh dbgerr@@i" for details
Leading unloaded medule list

For analysis of this file, run lanalyze -w

nt 'K eBugCheckEx:

fEFEFAGA™ THTEA1 0 4880402408 M gword ptr [rsp+8],rox ss: fffFFO088 53bBI60GY,
Eals el sl elealee k]

The debugger sugpests running !analyze -v and it's the most common thing to do at the start
of dump analysis. Notice the call stack is at KeBugCheckEx, which is the function generating the
bugcheck, and is fully documented in the WDK, since drivers may also want to use it if necessary.

The default logic behind !analyze -v performs basic analysis on the thread that caused the crash
and shows a few pieces of information related to the crash dump code:

2: kdr lanalyze -v
b ook ok bk ool o ook ok b kol ol o ookt ol sk ok ok ok R ko o ok R o Rk ok ol ok ok ook ok

* *
* Bugcheck Analysis *
* *

S0 R o ok ok R SRR DR R Rk OR o o bk ok R R R R R o R R 0K KR R ok ok ok R DROR R R Rk Rk

DRIVER_IRQL_NOT_LESS_OR_EQUAL (di)

An attempt was made to access a pageable (or completely invalid) address at an
interrupt request level (IRQL) that is too high. This is usually

caused by drivers using improper addresses.

If kernel debugger is available get stack backtrace.

Arguments

Argl: FIFFA90TEEdcTEEE, memcry referenced

Arg2: EEEROPOREGREREEZ, TROL

Argd: PEOROEOEEEREEEERE, walue B = read cperaticn, 1 = write ocperatien

Argd: FIEFFAATS261538, address which referenced memory

Debugging Details:

(truncated)

DUMP_TYPE: 1



BUGCHECK_P1: fIf fd9@Th@deTe6e

BUGCHECK _P2: 2

BUGCHECK_P3: &

BUGCHECK _P4: fffffAB3T75261530

READ _ADDRESS: Unable te get offset of nt! _MI_VISIBLE_STATE SpecialPecl
Unable to get wvalue of nt!_MI_WISIBLE _STATE. SessionSpecial Pool
fEf fd0BTEedeTEER Paged pool

CURRENT_IRQL: 2

FAULTIMG_IP:
my Faul t+1 536
fEFfFARA™ 75261530 8bed [y eax, dword ptr [rbx]

(truncated)

ANALYSIS_VERSION: 18 .9.18317. 1081 amdSdfre

TRAP_FRAME: fffffo8asab@fife -- ( trap BxffffiO8853LBITIR)
NOTE: The trap frame does not contaln all registers.
Some register wvalues may be zerced or incorrect.
rax=00RC0REROREARERE rhx=PRREORRRORECRRRE rox={fffd00TIT 400340
rdx=E0ER0RERRREREAEE rei-PERERERRARERRREE rdi=E0ERRR0ERERERE BE
rip=frEffapaTse6153e rsp=If 9885300 988 rbp=E0E0000RERERRRE2E
ra=fffide@7%cicecild ri=R0EEEREREREERERE r1E=1f fid98TIT4082c0
ri1=ffifd%Thide1656 ri2=PEREGRERGREERGRE ri I=0EREREEREGEREGRERE
ri4=00EC0RARHREARARE 11 5=PRRARRRRGRGEERGREG

iopl=06 nv up el ng nz na po ne

my faul b+Bxl 536:

fEFfIBE3” 75261538 8bed M eax,dword ptr [rbx] ds:COREEEGER" BECEOREE=?Y
FPIPINY

Resetting default scope
LAST _CONTROL_TRANSFER: frem fifffepdT0e8a460 to 1 FERITETAE1G
STACK_TEXT:

fEFEI9E8° 53 foad EIIFE83° Toctadod @ DROOEOEE DOROE0Ba fIfd90T" bBdeTo00 BEOE0EER™E"
EOEEREZ DEDEEREE " DEEREERE : nt!KeBugCheckEx



FEEFf9E8" 53befobe [FffFAe3"
POEERET DEODEEEE " DEeREEED
FEEFfO9E8" bR TR fFfffaed”
AbEfSed DEODEEEE T BLOBEOER
FEEFfoE8” 53befoan frffraed”
cTef520 DEO0EEEE " DoeResean :
FEEFf9A8" 53befobhe fIfIFaed”
poEeBe1 fIfffrae 21eadbaa
FEFFF9A8" 53bafbal fFffFae3"

J368E1 8 DROR0EEE " BREEREEL

FEEFfo9Es” Sabbfbal fEFFFA03°
popeped fIffATE8 ecdbooSd
FEEffoas” 53befbad a3
popepes fIfIress " 5abefecd
FEEFf9E8" 53befe2@ CFfIFAE3"
EOEER0E DEODEE0E " DLOBEEED
FEEFFO9E8" Sabbfdee fEfFFae3”
44 fehdd fIfI988 509630
fEEF 988" 53bb fdde eeeeT fIa”
E0EEREE DEODEEEE PROREEED
POEERE54" 344febdd DOBEOEOE"
B00ER0E DEODEE0E " DoeBeEED :

(truncated)

FOLLOWUP_IP :
my Faul t+1 530
fEFfa83d" 75261538 8bed
FAULT_INSTR_CODE :
SYMBOL _STACK_INDEX: 3
SYMBOL _MAME @ my faul t+1 538
FOLL CWLP_MAME :
MODULE _MAME : myfault
IMAGE_MAME :

myfault sys

(truncated)

2d48E380

TecBETaS © fIffATAE " edGR4080 fIffffde” chEcTELR
nt K iBugCheck Dispatoh+Bxa0

TE5261530 : ffffffde cBETORE POROREOE" RORAGROE
nt K iPageFaul t+2x465

To261e2d . fIFIFORE CEEEREEEEG POREREGE" BEREGEGE
my faul t+2x1 5368

To261 88 « fIffffdc cBEcTE1E PEREREGE" PEREBRTE
my faul t+Gxl e2d

TBaeddad @ fIfIATES ebdledBd CEROREOE" BHBEGEE1

¢y faul t+Bxl £fa8

TiBdldds : 088 53k fecd ffIFfETA8" ebdBed00

nt!IefCal 1Dri ver +8x59

TiBdi72a . [IFIBTEE CEEEREEEG COREREGE" 8336018
nt! IopSynchronousSer viceTall +8xl a5

TiBdi146 : PEEEEE54 3447 eb28 POREREGE" PEREOEOE
nt! IopxxControl Fi le+dxSca

TBcE0e05 « fEfFATHS "ed604080 ff 088" 53bBfech
nt!NtDevicelolontrol Fil e+Bx56

badtcd14T . PEGEOOEE PEGERERE PORGREOE" ROREGEOE
nt!KiSystemServi ceCopyEnd+En 25

BOGEEEEE © PEREE0EEDEEEEEEE POREREEE" BEREGEEE
EBeR0TIfa badte14T

eax, dword ptr [rbe]

Mach ineCwner

EOER0E00 @,

FEFEFOa8™5

ffrfavag et

E0EE0E00"@ "

EEEREEOE™8 ",

EeeRoRaR R

EEEREEOE A",

E0EE0E00"@ "

EEER0E547 3

EREROROR™E,

EOERCEO0™A "



Kaxplii koj1 aBapUiHOTO JIaMIia MOKET UMETh 10 4 ITU(P, KOTOPbIC MPEIOCTABIISIOT
JIOTIOJTHUTENIBHYI0 HH(POPMAITHIO 0 cOoe.

B stom ciiyuae mb1 BuauMm ko DRIVER IRQL NOT LESS OR EQUAL (0xdl), a
CIIEYIOIME YEThIpe yKciia ¢ UMeHaMu oT Argl 1o Arg4 o3HauaroT (I10 MOPSIIKY): YKa3aHHAs
namsTh, IRQL Ha MOMEHT BbI30B, ONIEPALIMIO YTEHUS U 3alIUCH U aJIpec JOCTYyIa.

Komanna siBHO pacnio3HaeT myfault.sys kak HeHCIIpaBHbIM MOIYIb (JipaiiBep). TO MOTOMY, UTO
3TO MPOCTOM COOM - BHHOBHUK HaXOJUTCS B CTEKE BBI30BOB, KAK MOXHO YBUJETh B pazjeiie
STACK TEXT Bbl1ie (BbI TaK)k€ MOXKHO ITPOCTO UCIIOJIb30BaTh KOMaHIy K, 4ToOBI yBHIETh 3TO
CHOBA).

Bornee cnoxHbIe aBapuiiHbIC JaMITBl MOTYT OTOOpaXKaTh BBI30OBHI OT sPa TOJIBKO B CTEKE BHI30BOB
HapyIIMBIIETo OTOK. [Ipek e 4ueM caennath BBIBO O TOM, YTO BbI OOHAPYKWIH OIIHUOKY B SIIpE
Windows, npuMuTe BO BHUMaHHUE CIIEIyIONIEe:

Ckopee Bcero, paiiBep cesai 4To-To, YTO CaMo 10 ceOe He SBiseTcs (aTanibHbIM, HAIPUMED,
MIPOM3OIILIO TepernoHeHue Oydepa - 3anmucan JaHHBIC 3a MPeeIaMu BeIieTIeHHOTo Oydepa, Ho,
K COXaJICHHIO, CIIeyIomIast 3a ’TUM Oydepom mamsTh Obliia BBIAETICHA T0J] KAKOW-TO IPYTOi
ApaiiBep WM AP0 ¥ HUYETO CTPAIITHOTO TOT/a HE MPOU30IILIO.

Hexkoropoe Bpems crycTs s1po IMOXY4YUII0 JOCTYII K 3TOM IaMsATH, IIOJIy4YHIO HEBEPHBIE JaHHBIE
1 BbI3BaJIO cOOli cuctembl. Ho BUHOBHOTO ApaliBepa HUTZIE HET HU B OJJHOM CTEKE BBI30BOB; 3TO
HaMHOT'O CJIOKHEE IUArHOCTUPOBATh.

Ananu3 ¢aiiga 1amna

®daiin namma - 3To CHUMOK CHCTEMBI. B ocTaabHOM 3TO TOXKE caMoe, U4TO U JIFOObIE CeaHChl
OTJIAJIKH S7pA.

Byl HpOCTO HEC MOXCECTC YCTaHaBJH/IBaTI) TOYKHU OCTaHOBA U, KOHCYHO K€, HC MOXKETC HUCII0JI30BAaTh
KaKyr-J1n00 KoMaHTy go. Bce ocTaipHbIe KOMaHIBI TOCTYITHBI Kak OObIYHO. Takue KOMaH/IbI,
kak! Process,! Thread, Im, k, MO3kHO HCIIOIBE30BaTh KaK OOBIYHO.

3,Z[GCI> 6YZIyT MPUBCACHBI HCKOTOPBIC APYTHEC KOMAaH/Abl U COBCTHI:

* B nmozackaske ykaspiBaeTcs TeKymui npoieccop. [lepexitouenne nporeccopoB MOXKET ObITh
BBITIOJTHEHO C moMotsio command ~ ns, re n - uaaekc LI (moxoxke Ha mepekoueHne
MIOTOKOB B IMOJIb30BaTENICKOM PEKHUME).

» Komanga! Running MoxeT UCHOIb30BaThCA [JI BHIBOJIA CIIMCKA TOTOKOB, KOTOPBIE
BBITIOJTHSUIUCH HA BCEX MPOLIECCOpax B MOMEHT kpaxa. JloGaBieHue -t B KauecTBe ONLIUN
MOKA3bIBACT CTEK BBHI30BOB VIS KAXKIOTO MOTOKA.

Bot npumep ¢ npuBeaECHHBIM BBIIIE aBAPUUHBIM JAMIIOM:



2:

kd: lrunning -t

System Processors:

tl

&

Idle Processors:

Prebs

fEfffARAEefaf188 fIFfATE8aMofBER ([ 8)

Child- &P

(EEROEEREEEERERAT )
(BEROEOREERERERE2 )

Current

RetAddr

(pri} Mext (pri}) Idle

FEEFFOEATL 848405

Call Site

B0 DEEEEEG9L " edtecdal BEBEE00E" EOE0DOEE EMEE0ET A bT404b5T

EFEESEHRREERBRERE » °

=

tl

5.5
5
B

3

fIffbeRec1944188 fIIfRTAR4604088 (12)

Child- 5P

FEf o8 " 53b0 fGald
FEfFE988 " 53b0 fobe
Fff 988 5300 710
Fffff988 " 53b6 980
FEfFE9E8 5300 fObe
FEfFf988 5306 fhed
fff 988 5308 fhad
fff 988" 53be fhad
FEf 988 " 53b0 fo2f
FEf 988 " 53b0 fd6e
Fff 988" 53b6 fdde
BEEBE054 " 344 febdd

fEffhERee1caR188 fIFFRTAReM Telel ( 5)

Child- &P

FEf 988 " 5683ecdd
FfFf9a8 " 5683ecdd
Fff o988 " 5683ecad

omnpl eted+ExiSe

EIFHEB

FEf 988 " 5e83edee
fff 988 " 5683edod
988 " 5683edak
FEfffoa8 " 5683ealB
Fff 988 5683 cald
Fff 988 5683 each

RetAddr

fEEfIEE3" Toc8adsd
fEEfIREA" TEc86Tas
fEEfIREd" 75261538
fEEfIREA" T5261e2d
fEFFIREA" TS261 a8
fEFFIREA" Toae3dad
fEEffAE3” T1ed1dds
fEffRed” TiediT2a
fEEEIEE3" Tied1146
fEEFIREA" TEcd%e9s
BORATE 3" bad%c14¥
E000008E" B0000EE

RetAddr

fEEFIAEE" TEaedda
fEEfIREd" Te2bbSde
fEEFIREA" TE2b9I16

fEFFIREA" Toae3dad
fEEF @A™ T1Be fedd
fEFEFREE" T1ededTE
fEEfIEE3" ToacaSdd
fEEEFREA" T233H 5
fEEEIREA" T221 80a¥

FIf fhBedel 955145,

Call Site

nt |KeBugCheckEx
ntKiBugCheckDispatch+Em G
ntKiPageFau lt+Ed65

mry fau Lt +2x1 538

my Fau lt+2xield

ity Faii Lt +2x1 f88

nt ! IofCal 10y iver+Euw5%

nt ! IepSynchronousServiceTail+fwias
nt! IoplxxControlF ile+BxSca

nt !NtDevicelcControlF i le+@x56
nt!KiSystenServiceCopyEnd+Ex2s
EreBERRT fI8 balSel 47

FIffhee0el cB1 14’

Call Site

Wt fs! Nt fsFsdClose

nt ! IofCal 10r iver+Ew 5%

FLTMGR! F1tpl egacyProcess ingAfterPreCal lbacksCh,

FLTMGR! F1 tpDispateh+Bxbs

nt ! IofCal 10y iver+Euw5%

nt ! IopDel eteFi let@ui2d

nt ! ChpRemovelb jectRoutine+Bxse

nt ! Ob fDereferencelt ject+Bxad

Nt fs! Nt fsDeletelnternal AttributeStream+2xl 11



Bo FIfFfoga " 5683elfte FEIFIABA" 7221 fTcf NLfs!NLfsDecrementl leanuplounts+xl 47
Ba [IfFfO8R°5683elfd4l FEIFIABA"T22felTd NLfs!NLfsCommonCl eanup+Hdxads

Be FEFFFOAA°5683FI00 ffIffAR3" TBaeddad NLfs!NtfsFsdCl eanup+@xiad

Be fEfFfOAR 5683 f6ed ffffABA"T02bbSde nt!lofCal 10r iver+Ewe50

Bd fEFFFOBAT5EE3TIR fEFFfIARA" TR2LOF 6 FLTMGR!FltpleqgacyProcess ingh fterPreCal lbacksCh,
onpleted+ExiSe

fEFFI988"5683Tal fffffapd” TRaedda9 FLTMGR!FLtpDispatch+@xbs
fIFFO8A"5683faRe fIFFaed” Tleocecedd nt!lofCal 10y iver+En59
fEFFORA"5683 840 fEFFAE3™ T18d4bf8 nt!lopClosef ile+Bxl 88
fEFFFORA"5683 840 ffffFAR3™ T18d9f3e nt!ObCloseHand leTab leEnt ry+@x278
fEFFFOAR"5683fall ff fffAR3" TBcB0e05 ntINLC]l csetBude

fEf 0885683 faBl BORETE A" bald0e24T nt!KiSystemServiceCopyEnd+Bxe25
BEGEAELS aacfdd fA ROCEEORE™ CEGOEEGE ExPEOET FFE " halle2 47

Be
af
1@
11
12
13
14

The command gives a pretty pood idea of what was poing at the time of the crash.

20 kd:

» The ! stacks command lists all thread stacks for all threads by default. A more useful variant
is a search string that lists only threads where a module or function containing this string
appears. This allows locating driver’s code throughout the system (because it may not have
been running at the time of the crash, but it's on some thread’s call stack). Here's an example
for the above dump:

Proc

o B o T R )

e

. DEeeEe
.DEeeRea
.DeeeRe
.DEeeRe

.oeee1s
.oegeic
W5 syl

(truncated)

20 kd:

Preoc  Thread

(truncated)

Istacks
.Thread

.Thread Ticks ThreadState Bleocker

[fEfFFAEATIE45000 Idle]
fEFFFE0ATIe48400 BEEEEE3 RUNNING nt!kildlelooptBxlSe
fEffheeiel Thil 46 2EEEedd RUNNING hal!HalProcessor Idle+ex
fIffhPeRel 9551 46 PEEEbEe RUNNING nt!KildlelooptExliSe
fIffhEeRe] 0011 46 BERE12L RUNNING nt!KildlelooptBxliSe

[ffffaTa8d6as] 300 Systom]
ffffa788d6b8a080 2EE5483 Blocked nt | PopF E mergencyWork er +833e
fIf fATAAdEbe 51 40 EERECAZ Blocked nt | Exphior kQueueManager Thr ead +8x1 27
fEffATaRd60e 0 40 BORGESa Blocked nt |KeRemcvePriQueue+Bx25e

Istacks B myfault

Thread Ticks ThreadState Blecker
[fEf FEAEATIB450c0 [dle]
[ffffaT88d6a81 360 System]

[fff fATE8=00078CE notmy faultsd e

afd gedgbe  [IfETOEed004080 0OEQBEG RUNNING nt !KeBugCheckEx

(truncated)

Anpec paaoM ¢ kaxaoi crpokoit - 3To agpec ETHREAD noToka, KOTopbIii MOXKeT OBITh TIepeiaH

B IOTOK!



3aBucCaHNe CHCTEMBI

COoii cucTemsl - 3T0 HauboJee pacCIPOCTPAHEHHBIN TUIT JaMIIa, KOTOPBIM 0OBIYHO UCCIIEeoyeTCs.
OpHako ecTh elle OUH THUI JIaMIla, ¢ KOTOPBIM BaM MOXKET MOHAJ00UTHCS paboTaTh: 3aBUCIIIAS
cucTema.

Kaxk-xe moixyuuTs gamn Takoi cucTemsl ?

Ecnu cuctema Bce elie B KakOK-TO CTETIEHU pearupyeTt, HHCTpyMeHT Sysinternals NotMyFault
MOKET BBI3BaTh COOM CUCTEMBI M, TAKUM 00pa3oM, MPUHYAUTEIHHO cO3/1aTh (aiiy Jamra..

Ha pucynke Hrxke nokasan cHUMOK 3kpaHa NotMyFault. Beibop nepBoro (1o ymonyanuo)
BapuaHTa 1 mendok mo Crash HeMeayIeHHO BBI3bIBaeT cOOi cUCTEMBI U co3laeT (hailn gamra.

Mot My Fault x

Crash Hang Leak
Copyright £ 2002-2016 Mark Russinovich
Contributions by Daniel Pearson

Options

Clicking the Crash button will cause the system to aash,
There is a risk that corrupted memory will be written to dsk
or that work may be lost, Oose any open applications.

{®) High TROL fault (Kernel-mode)
() Buffer overflow

ﬂ Code overwrite

(_) Stadk trash

(D High IRQL fault (User-mods)
() Stack overflow

() Hardcoded breakpoint

(O Double free

Calors... Crash

Cancel

Ecnu cuctema mogHOCThIO HE OTBEYACT, U BbI MOXKETE MOAKIIOUNTD OTJIaYHK SIpa, TO MOKHO
3aTeM BBITIOJIHUTE OTJIIKy B OOBIYHOM PEXKHMME WK CO3/IaliTe (aii 1amma ¢ TOMOIIbO
KoMaH bl .dump.

Ecnu cucrema ne O0TBCYACT, HO HC YAACTCA MMOAKIOYUTL OTIIAAYUK dApa, MOKHO CTCHCPUPOBATH
cooit BPYYHYIO, €CJIM OH HACTPOCH B PECECTPC 3apaHCC, TAKUM 06pa30M:

[Ipu oO6Hapy>keHNH OnpeeIeHHON KOMOWHAIIMY KIIaBHII ApaiiBep KIaBHATyphl, MOKHO
BBI3bIBaTh COOM.

[Tonpo6Hee 3meck:https://docs.microsoft.com/en-us/windows-
hardware/drivers/debugger/forcing-a-system-crash-from-the-keyboard



https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/forcing-a-system-crash-from-the-keyboard
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/forcing-a-system-crash-from-the-keyboard

CuHXpoHHM3a1 M NIOTOKOB

IToToxam mHOrAA HYXXHO COIJIaCOBBIBATH pa60Ty. Kanonmueckuii [MpuMep - npaﬁBep,
HCHOJ’IL?»YIOH.IHﬁ CBSI3aHHBIN CITMCOK JJIA 060pa 3JICMCHTOB JaHHBIX.

ILpaﬁBep MOJKET OBITh BBI3BaH HECKOIbKUMHU KIIMCHTAMU, IIOCTYIIArOIMUMH U3 MHOTUX ITIOTOKOB B
OJIMH WJIN HCCKOJIBKO ITPOLECCCOB.

910 0O3HA4YacT, YTO MAHUITYJIALUA CO CBA3AHHBIM CITMCKOM HOJIZKHBI BBITIOJIHATHCS aTOMAPHO.
Eciu HeCKOIbKO NOTOKOB OOJHOBPEMCHHO 06pau1a}0T051 K OI[HOﬁ 1 TOM XKe naMsATH, IaAc XOTA OBl
OJMH SABJIACTCA NMUCATCICEM (COBI[aHI/Ie, I/ISMCHCHI/IG), 9TO HA3LIBACTCS TOHKOMN JaHHBbIX.

OOBIYHO B z[paﬁBepe H3-3a 3TOI'0O paHO WJIU ITO3AHO IMPOUCXOIUT cOOM cHUCTEMEI U IMOBPEKICHUC
AAaHHBIX MPAKTUYCCKU I'apaHTUPOBAHO.

B TtaxoMm CICHapHuH Ba)XKHO, '—ITO6I)I, IMOKa OJJUH ITOTOK YIIPAaBJIAJI CBA3aHHBIM CIIMCKOM, BCC
OCTaJIbHBIC ITOTOKH OXKKUJaJIu, ITIOKa HepBBIfI IIOTOK 3aKOHYMUT CBOIO pa60Ty.

DTO NpuUMep CUHXPOHU3AIUHU TTOTOKOB.

HﬂpO npeaoCTaBIIACT HCCKOJIBKO MPUMHUTHUBOB, KOTOPBIC ITIOMOTI'alOT BBINIOJIHUTH IMIPAaBHUJILHYTO
CHUHXPOHU3AIUIO JJIA 3al0UThl JdHHBIX BO BPEMA OAHOBPEMCHHOI'O AOCTYIIA.

Huxe O6CY)KI[8.IOTC$[ Ppa3INYHbIC TPUMUTUBBI 1 METOABI IJIA MMOTOKOBOM CHUHXPOHU3AllNH.
CBsi3aHHbDBIE onepanuu

Ha6op ¢ynkuuii Interlocked obecnieunBaet ynoOHbIE OnepaIiuy, KOTOPbIE BHITTOTHIIOTCS
aToMapHO, OHU MCIIOJIBb3YIOT 000PYIOBaHUE, YTO O3HAYAET OTCYTCTBUE 33/ICHCTBOBAHHBIX
IIPOrPaMMHBIX OOBEKTOB.

[IpocToii mpumep - yBeTHMUEHHUE 1IEJIOT0 YUCia Ha enuHuIly. Kak nmpaBuio, 3T0 He aTOMapHbIe
OTepalnH.

Ecnu nBa (nnm Oosee) MOTOKa MBITalOTCS BBHIIOJHUTH 3TO OJTHOBPEMEHHO B OIHOM U TOM K€
MecCTe TaMsITH, 3TO BO3MOKHO (M BEPOSTHO), TO HEKOTOpbIe MpupaiieHus OyayT notepsHbl. Ha
PHUCYHKE HIKE MTOKa3aH MPOCTON CIIeHapui, B KOTOPOM yBelIMUeHHE 3HaYeHUs Ha 1,
BBINIOJITHEHHOE U3 JBYX II0TOKOB, IIPUBOJMT K pe3yabTary 1 BmecTo 2.
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Should be: X=2

Cnncok ocHoBHbIX Interlocke ¢pynknmii:

Function Description
Interleockedlnerement [ Atomically increment a 32/16/64 bit
Interleckedlncrement16 / integer by one
Interlockedlncrement 64

Interl cckedDecr ement. /16 /64 Atomically decrement a 32/16/64 bit

integer by one.
Interlockedfdd / Inter lockedAddsd  Atomically add one 32/64 bit integer to a

variable.
InterlockedExchange / 8/ 16/ 64 Atomically exchange two 32/8/16/64 bit
values,
InterlcckedCompareExchange /64 / Atomically compare a variable with a
128 value. If equal exchange with the

provided value and return TRUE;
otherwise, place the current value in the
variable and return FALSE.

O0bexThI qUCIETYEpPa

Snpo npenocrasisieT HAOOP MPUMUTUBOB, U3BECTHBIX KaK OOBEKTHI AUCTIETYEPA, TAKKE
Ha3bIBAEMBIE OXKHJIAEMBIMH OOBEKTAMH.

DT 00BEKTHI UMEIOT COCTOsIHHUEC, HA3bIBAEMOC CUT'HAJIbHBIM U HECCHUT'HAJIbHBIM, I'IC 3HAYCHUC
CUTHAJIMBUPYECTCA U OTCYTCTBUC CUTHAJIA 3aBUCUT OT THIIA 00BEKTA.

OHH Ha3BIBAIOTCS KOKUAACMBIMU», IIOTOMY YTO IMOTOK MOKET KIAaTh HAa TAKUX 06’BCKTaX, ITOKa
OHHU HC CTAHYT CUTHAJIbHBIMH.

Bo BpCMA OKUJAHHA ITIOTOK HE HOTpe6J'I$IeT [UKJIBI ITpOOEeCCOpPa MOCKOJIBbKY OH HAXOAUTCA B
COCTOAHHUHU OXXHUIOAaHHAA.

OcHoBHbIE PyHKIINU, UcTIOIBb3yeMble it oxxuaanus: KeWaitForSingleObject u
KeWaitForMultipleObject.



Wx npototurisl (¢ ynpoueHHbIMUA aHHOTAUAMU SAL 11t SCHOCTH) MMOKa3aHbI HIKE:
NTSTATUS KeWaitForSingleObject (

_In_PVOID Object,

_In_ KWAIT_REASON WaitReason,
_In_KPROCESSOR_MODE WaitMode,

_In_ BOOLEAN Alertable,

_In_opt_ PLARGE_INTEGER Timeout);

NTSTATUS KeWaitForMultipleObjects (

_In_ ULONG Count,

_In_reads_(Count) PVOID Object(],

_In_ WAIT_TYPE WaitType,

_In_ KWAIT_REASON WaitReason,

_In_ KPROCESSOR_MODE WaitMode,

_In_ BOOLEAN Alertable,

_In_opt_ PLARGE_INTEGER Timeout,

_Out_opt_ PKWAIT_BLOCK WaitBlockArray);

Bot kparkoe omnrcaHne apryMeHTOB ITHX (DYHKITHIA:

* Object - yka3pIBaeT OXugaeMblii 00bekT. OOpaTuTe BHUMaHKE, YTO 3T (QYHKIUHU paboTaIoT C
o0beKTaMH, a He ¢ AecKkpunropamu. Eciu y Bac ecTh 1eCKpUNITOp (MOXKET OBITH MPEIOCTABIICH
10JIb30BaTENLCKUM peXUMOM), Bbi3oBUTE ObReferenceObjectByHandle, uro6s1 noxyuuts
yKa3aTeJb Ha OOBEKT.

» WaitReason - ykaspiBaeT npuunHy oxuanus. ClucoK NPUYUH OXKUTAHUS JOBOJIBHO JJITHHHBIM,
HO JpaiiBepam ciiefyeT 0ObIYHO YCTaHaBIMBAIOT AJis Hero 3HaueHue "Executive", eciiu oH He
OKUJIaeT U3-3a 3a1poca MoJib3oBarelis, nHaue ykaxute UserRequest.

» WaitMode - moxxet 661Th UserMode ninu KernelMode. bonbmuHCTBO ApaliBepOB JOKHBI
ykasbiBaTh KernelMode.

* Alertable - yka3pIBaeT, TOJDKEH JIM TIOTOK HAXOAUTHCSI B COCTOSIHUU TIPEAYIIPEKICHHS BO BPEMsI
oxwunanust. COCTOSHHE TPeAyIPEKICHHSI TO3BOJISET JOCTABUTh ACHHXPOHHBIC BBI3OBBI
nporenyp (APC) nons3oBarensckoro pexuma. B monb3oBarensckom pexume APC moryT
JOCTAaBIISIETCS, €CIIU PeKUM oxkuaanus - UserMode. BonbmuHCTBO qpaiiBepoB TOIAKHBI
yka3biBath FALSE.

* Timeout - yka3siBaeT Bpemst oxxuganusi. Eciu ykazano NULL, oxunanne HeOrpaHUYeHHO - J10
TEX IOp, TTOKa TpedyeTcs, YTOOBI OOBEKT CTaT CUTHATBHBIM.



 Count - KOJTHYECTBO OOBEKTOB OXKHIAHUS.
* Object [] - maccuB ykazaTteneil Ha OObEKTHI JJIsI OKUTAHUSI.

» WaitType - yka3bIBaerT, ciaemyeT Ju *KAaTh, IoKa Bce 00BEKThI OYlyT CUTHAIU3UPOBAHBI
onHoBpemeHHo (WaitAll) wim Bcero ogu 00bekT (WaitAny).

* WaitBlockArray - MaccuB CTpyKTyp, HCIIOJIb3yEeMBIX BHYTPH JJIs1 YIPABJICHUS ONEparuei
OKUaHus. JTo HeobsA3aTeNnbHO, eciii koanuecTBo 00bekToB <= THREAD WAIT OBJECTS (B
HacTosuiee Bpems 3) - sipo OyJIeT UCIOJIb3YITE BCTPOCHHBIN MacCUB, IPUCYTCTBYIOLIUI B
KaxxaoM notoke. Eciin konruecTBo 00bEKTOB O0IblIIe, IpaiiBep JOKEH BbIIEIUTh MPaBUIIbHBIN
pasmep CTPYKTYp M3 HEBBITPYKaeMOT0 ITyJia © OCBOOOAUTH MX TIOCIIE OXKUIAHHSL.

OcHoBHbIe Bo3Bpamaembie 3HadeHus KeWaitForSingleObject:

* STATUS SUCCESS - oxxunanue yaoBIETBOPEHO, TOCKOJIBKY COCTOSIHHE 00BEKTa CTaJI0
CUTHAJIbHBIM.

* STATUS TIMEOUT - oxunanue yJIoBI€TBOPEHO, OCKOIBKY UCTEKIIO BPEMsI OXKUIaHUSI.

Bosspamaemsie 3Hauenus KeWaitForMultipleObjects mognepxusaror STATUS TIMEOUT Tak
xe, kak KeWaitForSingleObject. STATUS SUCCESS Bo3Bpariaercs, eciu yKa3aH TUIT
oxxunanus WaitAll u Bce 00BEKTHI cTanu curHaNMU3upoBa. B ciydae oxumanns WaitAny, ecnu
OJIMH U3 OOBEKTOB CTAJl CHTHATU3UPOBAHHBIM, BO3BpAI[acMOe 3HAYCHHUE - 3TO €r0 HHJICKC B
MaccuBe 0ObEKTOB.

B Ta6nnue HUIKC MICPCUNCIICHBI HCKOTOPLIC 06H_II/I€ O0OBEKTEI AUCTICTYCPA, 4 TAKIKC CUTHAJIBHBIC U
HECHUTHAJIbHBIC 3HAYCHUA JJIS OTUX 0OBEKTOB.

Object Type Signaled meaning Non-Signaled meaning

Process process has terminated (for whatever reason)  process has not terminated

Thread thread has terminated (for whatever reason) thread has not terminated

Mutex mutex is free (unowned) mutex is held

Event event is set event is reset

Semaphore semaphore count is greater than zero semaphore count is zero

Timer timer has expired timer has not yet expired

File asynchronous [/0 operation completed asynchronous [0 operation is in progress

B crnenyromux pasaenax OymayT 0OCYKIaThCsl HEKOTOPBIE U3 OOIIHUX TUIIOB OOBEKTOB, TIOJE3HBIX
JUISl CHAHXPOHU3AIMK B JIpariBepax.

Taxoke OyyT 00CYKAAThCsI HEKOTOPBIC APYTHUe OOBEKTHI, KOTOPHIE HE SBIITIOTCS 00BEKTaMHU
JUCIIETYEPA, HO MOIEPKUBAIOT OKUAAHUE ISl CHHXPOHU3AIMU [TOTOKOB.



Mbui1oTekc

MpBIOTEKC - KJIIACCUYECKUI OOBEKT ISl PEIICHUsI KAHOHHYECKOM MPOOIeMbI TOCTYIIA TOTOKOB K
o01eMy pecypcy B Jt000e Bpems.

MprroTekc CUTHAJIN3UPYCTCA, KOI'/Ia OH CBO6OI[€H. Kak TOJIbKO ITOTOK BBI3BIBACT (bYHKHI/II-O
OXUOaHUA U OKUTAHUC YAOBJIICTBOPACTCSA, MBIOTCKC CTAHOBUTCA HECUTHAJIIBHBIM, U ITOTOK
CTAaHOBUTCA BJIaACIIBIIEM MBIOTCKCA.

CoOCTBEHHOCTE OYE€Hb Ba)KHA 11 MBIOTEKCA.
DTO0 03HAyaeT Cleayolee:

Ecnu noTok sBnsercs BJIaACJIbLEM MBIOTEKCA, TO OH eﬂHHCTBeHHBIﬁ, KTO MOXET OCBO6OI[I/ITI)
MBIOTCKC.

Hcnonp3oBanue MproTekca Tpedyet BbaeneHus ctpyktypsl KMUTEX u3 HeBbIrpyxkaemoro
ImyJa.

API MpIOoTEKCA COICPKUT CIeAyIoNIre PyHKINU:
* KelnitializeMutex He0OX0AMMO BBI3BATh OJIMH pa3 JJIsl HHUIIUAIN3AIUN MBIOTEKCA.
» OniHa U3 oxuAaroNMX (PyHKIMH, mepearomnias aapec BeieaeHHon ctpyktypsl KMUTEX.

» KeReleaseMutex BBI3BIBAETCS, KOTAa OTOK, SBJISIONIUAMCS BlIaAeIblIeEM MBIOTEKCA, XOUET
0CBOOOJIUTE €T0.

VYuuThiBas BhIIEyKa3aHHbIE (PYHKIMH, BOT IPUMEP HCIIOIB30BAHUS MBIOTEKCA JIJIS TOCTYTIA K
HEKOTOPBIM OOLIMM JaHHBIM, TaK YTO TOJIBKO OJIMH MTOTOK JIEJIAeT 3TO 32 pas:

KMUTEX MyMutex;
LIST ENTRY DataHead;
void Init() {
KeInitializeMutex(&MyMutex, 0);
}
void DoWork() {
// wait for the mutex to be available
KeWaitForSingleObject (&MyMutex, Executive, KernelMode, FALSE, nullptr);
// access DataHead freely
// once done, release the mutex

KeReleaseMutex (&MyMutex, FALSE);



BaxxHo 0cBOOOIUTH MBIOTEKC HECMOTPSI HU Ha YTO, TO3TOMY JIy4Ille UCIIOIb30BaTh _ try /
__finally, 9T0OBI OBITH YBEpEH, UTO ITO JI€TAETCS MPH JIFOOBIX 00CTOATENBCTBAX:

void DoWork() {
// wait for the mutex to be available

KeWaitForSingleObject (&MyMutex, Executive, KernelMode, FALSE, nullptr);

_try {

// access DataHead freely

}
_ _finally {
// once done, release the mutex
KeReleaseMutex (&MyMutex, FALSE);
}

}

[Tockonpky ucnosnp3oBanue  try /  finally HemHOTO HEYnOOHO, MBI MOXKEM HCIOB30BaTh C ++
Ut co3ganus obonmouxku RAILL

DTO TaKXKe MOXKET OBITh HCIOJIH30BAHO AJId ApyTrux NpuMUTUBOB CUHXPOHH3AIINH.

CHavasa MBI CO3/1aJIiM 000JI0YKY MBIOTEKCA, KOTOpas MpeaocTapisaeT pyHkuuu ¢ mmenamu Lock
u Unlock:

struct Mutex {
void Init() {

KeInitializeMutex (& mutex, 0);

}
void Lock() {

KeWaitForSingleObject (& mutex, Executive, KernelMode, FALSE,
nullptr);

}
void Unlock() {

KeReleaseMutex (& mutex, FALSE);

}

private:
KMUTEX _mutex;




template<typename TLock>

struct AutolLock {

Autolock(TLock& lock) : Tlock(lock) {

lock.Lock();

1}

~Autolock() {

_lock.Unlock();

S

private:
TLock& lock;

i

3aremM Mbl MOKEM c03/1aTh 0011yt 0007104Ky RAII 1i1st oxuaanus ir000ro THIa, KOTOPhId HMEeT
OJIOKMPOBKY M Pa30JIOKUPOBKY:

template<typename TlLock>

struct Autolock {

Autolock(TLock& lock) : lock(lock) {

_lock.Lock();

S

~Autolock() {

_lock.Unlock();

1}

private:

TLock& lock;



Nmest 311 onpeniesieHusi, Mbl MOXEM 3aMEHUTD KOJI, MCIIOJIb3YIOIIMI MBIOTEKC, CIIEIYIOIIUM:
void Init() {

MyMutex.Init();

}
void DoWork() {

AutolLock<Mutex> locker(MyMutex):

// access DataHead freely
}

Mpg1 6yaemM UcToib30BaTh TOT ke T AutoLock u ¢ ApyruMu IpUMHUTHBAMU CUHXPOHHU3AIINH.
Fast Mutex

BBICTpEIl MBIOTEKC - 3TO AJIbTEPHATHBA KJIIACCHYECKOMY MBIOTEKCY, 00€CIICUHBAIOIIAS JTYUIIYIO
MIPOU3BOAUTEILHOCTh. DTO HE AUCTIETUEP OOBEKTA U, CICIOBATEIIbHO, MMeeT COOCTBeHHBIN API
JUTSI TIOJTYY€HUS U OCBOOOXKICHUSI MBIOTEKCA.

OH nMeeT CleyroIIne XapaKTEPUCTUKH TT0 CPABHEHUIO C OOBIYHBIM MBIOTEKCOM:

* BricTpbIil MBIOTEKC HE MOXKET OBITh IMOJIY4YEeH PEKYPCUBHO.

* [Ipu momyuenuu 6picTporo mprotekca IRQL IIT moBeimmaercst no APC_LEVEL (1).

* BrICTpBINf MBIOTEKC MOXKHO OXKHIATh TOJIBKO OECKOHEYHO - HET Criocoda ykas3arh TaiiM-ayT.

W3-3a epBBIX IBYX IyHKTOB BBILIE, OBICTPBIA MBIOTEKC HEMHOTO OBICTpee, YeM OObIUHBIN
MbloTekc. 1o ¢pakTy, 60IBIIMHCTBO IpaiiBepOB, TPEOYIOIUX MBIOTEKCA, UCIIONb3YIOT OBICTPBIN
MBIOTEKC, €CJIM HET BECKUX MTPUYMH UCTI0Ib30BaTh OOBIYHBIN MBIOTEKC.

BrICTpBIif MBIOTEKC MHULIMATU3HPYETCA MyTeM BbiaeneHus ctpykrypsl FAST MUTEX u3
HEBBITpYyX)aemoro myna u Bei3oBoM ExlInitializeFastMutex.

[Tommyuenue mMbroTekca BelnosHsAeTcs ¢ nomompio ExAcquireFastMutex wiun
ExAcquireFastMutexUnsafe (ecnu texymmii IRQL yxe pasen APC_LEVEL).

OcBoboxaeHre ObICTPOro MbIOTEKCA BHITIONHsIETCS ¢ ToMoInbio ExReleaseFastMutex wmu
ExReleaseFastMutexUnsafe.

BobICTpBIii MBIOTEKC He JOCTYIIEH B M0J1b30BaTebCKOM peskume. Ko mosab3oBaresibeckoro
PeKMMA MOKeT MCI0JIb30BATh TOJBKO 00bIYHBIH MBIOTEKC.



C ToukHM 3peHHs OOIIEro HCIIOIB30BaHUS OBICTPBIA MBIOTEKC SKBUBAJIEHTEH OOBIYHOMY
MbloTekCy. [IpocTo HEMHOTO OBICTpEE.

Mpg1 MmoxkeM co3aath 00010uKy C ++ Ha OBICTPBIM MBIOTEKCOM, TaK YTO €T0 MOJyYEHUE U
O0CBOOOXKICHHE MOXKET aBTOMAaTHUECKH JIOCTHIaeTCs ¢ MoMoIbIo kiaacca AutoLock RAII,
OTIPEICTICHHOTO B TIPEBIAYIIEM pa3/ieie:

// fastmutex.h

class FastMutex {

public:

void Init();

void Lock();

void Unlock():

private:
FAST MUTEX _mutex;

i
// fastmutex.cpp

#include "FastMutex.h"

void FastMutex::Init() {

ExInitializeFastMutex(& mutex);

1
void FastMutex::Lock() {

ExAcquireFastMutex (& mutex);

X

void FastMutex::Unlock() {

ExReleaseFastMutex (& mutex);

i
Cemadop

OcHoBHas 11eb cemadopa - OorpaHHYUTh YTO-TO, HANpUMep JUIHHy ouepean. Cemadop
MHUIAATA3UPYETCS MAKCUMAIIbHBIM M HaYaJIbHBIM CYETYUKOM (OOBIYHO yCTaHABIMBACTCS HA
MaKcHMaJbHOE 3HaYeHue) myTteM Boi3oBa KelnitializeSemaphore. IToka ero BHyTpeHHUI cyeTUHK
OombIIIe HYIIS, ceMa(op CUTHAITU3UPYETCH.

ITorok, kotopsiit BeI3bIBaeT KeWaitForSingleObject, ynoBieTBopsieT 0xXuaHue U CYETUYUK
ceMaOopOB YMEHBIIIACTCS HA CIUHUILY.



DT0 MPOJOKAETCS A0 TeX MOp, MOKa CUETYUK HE JOCTUTHET HYJIIS, TIOCTe uero cemadop
nepecTaHer paboTaTh.

B xauecTBe nmpuMepa npeacTaBeTe cede ouepeas pabodnx AEMEHTOB, YIIPABISIEMYIO JIpaifBepoM.
HexkoTtopble 00BEeKThI XOTAT J0OABUTH 3JIEMEHTHI B ouepeib. Kaxkaplil Takol OTOK BbI3bIBAET
KeWaitForSingleObject ans mosryueHust onHOro «cuetdnka» cemadopa. [loka cueTunk 6onblie
HYJI, IOTOK MIPOJIOJDKAET U JOOABISET AIEMEHT B OYepe/ib, YBEIUYHBAs €€ JUIMHY, U ceMadop
«repser» cueT. HekoTopsIM ApyruM MoTOKaM HopydeHo oopaboTka 3aganuil u3 ouepenu. Kak
TOJIBKO IMOTOK YAAISIET JIEMEHT U3 ouepeu, oH Bbi3biBacT KeReleaseSemaphore, kotopsrii
YBEITMYMBACT CUETUHK ceMadopa, IepeBO/is €r0 B CHTHAJIbHOE COCTOSIHUE CHOBA, TIO3BOJISIS
MOTEHIMAJIBHO IPYTOMY TTOTOKY JOOHUTHCS Iporpecca U 100aBUTh HOBBIN 3JIEMEHT B OUEpPE/Ib.

CoObITHSHA

CoObITHE MHKANCYIMPYET JOTUYECKHUH (uIar - ICTHHHBINA (CUTHAIBHBIN) U JIOKHBIN
(HeCUrHaJIbHBIN).

I'maBHas I CJIb COOBITHS - CUTHAJIM3UPOBATH O TOM, YTO YTO-TO IIPOU30LIIIO, o0ecneynThb
CHUHXPOHHU3AIUIO ITOTOKA.

Hanpumep, eciu Kakoe-To ycI0BHUE CTAHOBUTCS UCTUHHBIM, MOXKET OBITh YCTAHOBJIEHO COOBITHE
¥ MOXKET OBITh BBITYIIIEHA IPYIINA IIOTOKOB OT OXKUAHUS U MPOJOIDKUTH PaboTy ¢ HEKOTOPBIMU
JTAaHHBIMU, KOTOPbIE, BO3MOXHO, TE€IIEPh T'OTOBBI K 00pabOTKe.

Ectb JBa THUIIA CO6BITI/II71, THUII YKa3bIBACTCA BO BpEMA MHULMAJIU3 AT COOBITHS:

» CoObITHE yBETOMIICHUS (PYYHOU COPOC) - KOT/Ia 3TO COOBITHE YCTAaHOBJIEHO, OHO OCBOOOXKIACT
TM000€ KOIMYECTBO IMOTOKOB, M COCTOSTHUE COOBITHSI OCTAETCSI YCTAHOBIICHHBIM
(CUTHAM3UPYEMBIM) JIO IBHOTO cOpoca.

* CoObITHE CHHXPOHHU3AIMH (aBTOMAaTUUECKUM cOPOC) - KOr/ia 3TO COOBITHE YCTAHOBIIEHO, OHO
0CBODOOX/TaeT HEe 00JIee OTHOTO MIOTOKA | MOCIIe OCBOOOXKACHHS COOBITHE BO3BpAIIACTCS K
copocy (HecurnanbHoe COCTOSITHUE) aBTOMATHUECKH.

CobsbiTHe coznaercs nmyteM BoiaeneHus ctpyktypel KEVENT u3 HeBbIrpykaemoro myia u
nocnenyromero Bozoa KelnitializeEvent iy ero nHuIManu3anum, yka3as TUI COOBITHS
(NotificationEvent nim SynchronizationEvent) n HaganbHOE COCTOSIHUE COOBITHS (CHTHAIBHOE
WJIM HECUTHAJIBHOE).

Osxumanue coObITHs OKOHUEHO 00bIyHO ¢ pyHkmaMu KeWaitXxx. BeizoB KeSetEvent
yCTaHaBJIMBACT COOBITHE B CUTHAJILHOE COCTOsIHUE, IpH BbI3oBe KeResetEvent wnn
KeClearEvent ero cOpaceiBaeT (HeCUTHAIILHOE COCTOSTHUE) (TTOCeIHss (DYHKITUS HEMHOTO
ObIcTpee, Tak KaK He BO3BpaIIaeT MPEIbIAYIIEe COCTOSHHE COOBITHS).



Pecypceol ncnostHeHust

C nmoMoIIbi0 MBIOTEKCA WK OBICTPOTO MBIOTEKCA pPEIIeHa Kiaccuueckasi mpobiema
CUHXPOHHU3AIMH JIOCTyIA K 00IeMy pecypcy HECKOILKHMH TTOTOKAMHU.

OT10 paboTaet, HO MBIOTEKCHI TIO3BOJISIET JIaBaTh JIUIIIh OJWH AOCTYI K PECypCy Ui MOTOKa. ITO
MOJKET OBITh HEYJaYHO B TE€X CIIydasx, KOrJa HECKOIbKO MOTOKOB XOTST MONyYUTh AOCTYII
00IIKUMY pecypcy TOIBKO JUIS YTSHUSI.

B ciyuasx, korna MOXHO OTJIMYUTh U3MEHEHHE JaHHBIX (3alKCh) OT MPOCTOrO MPOCMOTpa
JAHHBIX (YTEHUS) - €CTh BO3MOXKHAsI ONTUMU3ALIHSL.

[ToTok, KoTOpOoMy TpedyeTcs JOCTYI K O0IIeMY pecypcy, MOKET OObSIBHUTD
CBOM HaMEPEHMsI - YUTATh WU TTUCATh.

Ecimu on 00bsBIISET YTCHUC, JPYTHUEC ITIOTOKH, O6’L$IBJI$IIOHII/I€ YTCHUC, MOT'YT J€JaTb 3TO
OJHOBPEMEHHO, YTO IMOBBICUT IIPOU3BOAUTCIIBHOCTD. 9T0 0COOEHHO II0JIE3HO, €CJIN O6HII/IC
JaHHBIC MECHAIOTCA MEAJICHHO, T. €. 3HAYUTCIIBHO OounbIe YUTAKOT, YEM IMUIIYT.

SAnpo npenocTapiseT enie OAUH NPUMUTHB CUHXPOHU3ALMHN, OPUEHTUPOBAHHBIN HA ATOT
CLIEHAapHUH, U3BECTEH KaK OJIMH MHCATENIb, HECKOJIBKO YATATEICH.

3T10T 00BEKT — Pecypc ncnonHenus, emie o1H CelHaIbHbI 0OBEKT, KOTOPBIN HE SBISECTCS
00BEKTOM JIMcHeTyepa.

WMunnmanuszanys pecypca UCTIOTHEHHS BBITIOIHSAETCS IyTeM BBIJSIICHUS CTPYKTYPBI
ERESOURCE u3 nHeBbIrpysxaemoro nyina u Bei3oB ExInitializeResourceLite.

[Tocne MHUIMATN3AIUH TOTOKH MOTYT MOJIYYHUTh CIelHalbHyI0 OJOKUPOBKY (AJIs 3aKCH) C
ucnonszoBanueM ExAcquireResourceExclusivelite numu o01ryto 6JI0KUPOBKY IyTEM BbI30Ba
ExAcquireResourceSharedLite.

[Tocne BeIMOTHEHHS paOOTHI TOTOK OCBOOOYKTAET UCTIOTHUTEIBHBIA PECypc ¢
ExReleaseResourcelite.

Crnenyrommii pparMeHT Kofa IEMOHCTPUPYET ITO:

ERESOURCE resource;

void WriteData() {
KeEnterCriticalRegion();
ExAcquireResourceExclusivelLite(&resource, TRUE);
// wait until acquired
// Write to the data
ExReleaseResourcelLite(&resource);

KeLeaveCriticalRegion();



[TockobKy 3TH BBI30BBI HACTOJIBLKO PACIPOCTPAHEHBI MPU padOTEe C UCTIOHUTEIHHBIMU
pecypcamu, ecTh QYHKIIMH, KOTOPbIE BHITIOJHUTH 00€ Onepaliu 3a OJIMH BBI30B:

void WriteData() {
ExEnterCriticalRegionAndAcquireResourceExclusive(&resource);
// Write to the data
ExReleaseResourceAndLeaveCriticalRegion(&resource);

}

Cunxponusauus ¢ Bbicokum IRQL

Jlo cux 1mop pa3ielibl 0 CHHXPOHHU3AIIUHU KacaakCh MOTOKOB, OKUIAIOIIMX PA3IHYHBIX TUIIOB
00BEKTOB.

OnHaKko B HEKOTOPBIX CLIEHAPUSIX MOTOKM HE MOT'YT JKJIaTh - B YaCTHOCTH, Koraga IRQL
nporeccopa DISPATCH LEVEL (2) unu Bbite. B aToM pasnene o0CcyXIaroTcs 3TH CHEHAPUH U
CIoCcOOBI UX YCTpaHEHUSI.

JlaBaiiTe pacCMOTpHUM MIPUMEp CLICHApHs: IpaliBep UMEET TakMep, HACTPOCHHBIN C TOMOIIIbIO
KeSetTimer, u ucrionp3zyer DPC jy1s1 BBIOTHEHUS KOJIa TIO UCTEUCHUH Taiimepa. B To e Bpemst
npyrue ¢yHkiuu B npaiisepe, Takue kak [IRP. MJ DEVICE _CONTROL moxkeT BBITOTHATHCS
onHoBpeMeHHO (BhImoHsieTcst ¢ IRQL 0).

Ecnu 06e a1 pyHKIIMN HEOOXOAUMO MOITYYUTh JOCTYH K O0IIeMYy pecypcy (Harpumep,
CBSI3aHHOMY CIIMCKY), OHU JOJKHBI CHHXPOHU3UPOBATH JIOCTYII, YTOOBI MPEAOTBPATUTH OTEPU
JAHHBIX.

[TpoGiema B ToMm, uto DPC He MoxeT BbI3BaTh KeWaitForSingleObject mnu mrobyro npyryro
byHKIMIO Oxkuaanus. MTak, kak 3Ti QyHKIIUU MOTYT CHHXPOHH3UPOBATH JOCTYII?

B npocTom ciaydae cucrema uMeeT oiuH npoueccop. B 3Tom ciaydae npu goctyne kK oduemy

pecypcy, bynkuus Huzkoro IRQL mpocto nomkna nonusats IRQL o DISPATCH LEVEL, a
3aTeM MOJIY4YHUTh TOCTYI K pecypcy.

B 310 Bpems DPC He moxkeT BMemmBaThCs B 3TOT koA, nockonbKy IRQL LT yxe pasen 2. Oqun
Pa3 KoJI BBITIOJIHSIETCS C OOIIUM pecypcom, oH MokeT cHu3uTh IRQL no nyns, mo3sossist DPC
BBITIIOJTHUTb.

910 npeaoTBpamacT OAHOBPEMCHHOC BBITIOJIHCHUC 3TUX ITOAIIPOTpaAMM.



Ha PUCYHKE HHUKC ITOKa3aH 3TOT NPHUHIIUIL:

¢ F1(RQLO) C F2(RQL2) O
L J I
Do work ‘ Do work
Raise IRQL to 2 Access shared
resource
Access shared 1
resource
Do more work

Lower IRQLto O e« \J

Do more work

B crannmapTHbIX cuctemax, rje umeercs 6osiee OHOro mpoleccopa, 3Toro MeToaa
CUHXPOHHM3ALMU HEA0CTAaTOYHO, oToMy uTo IRQL - 310 cBolicTBO LII, a HE oO1ecucTemMHoe
CBONCTBO.

Ecnu IRQL oxnoro npoueccopa nossimaetcs 10 2, eciii DPC Heo6xonuMo BBITIOTHUTH, OH
MoskeT nomemats apyromy LIT, geit IRQL moxxeT ObITH paBeH HYIIIO.

Kak mMbl MOYXeEM 3TO peluTh?
Taxko¥lt 00beKT NeiicTBUTENHHO cymecTByeT - Spin Lock.
Spin Lock

Spin Lock - 3To mpocToii OUT B mamMsATH, KOTOPBIH 00ecIieunBaeT aTOMapHbIe ONepariuu
MIPOBEPKHU U U3MeHeHus uepe3 API.

[Tepen paboToii ¢ pa3aensieMbIM PECYPCOM MPOIECCOP 3aMMUCHIBACT OWT B MAMSTH, YTO O3HAYAET,
YTO PEeCypc 3aHAT U UCTOIB3YeTCs MPOIECCOPOM, APYTOH MPOIIECCOp MPOCTO OYIET OXKKIATh
CHSITHUS JTAHHOTO OWTA.

B COCHapuu, OIIMCAaHHOM BBIIIC, HOTp€6yeTC$I BBIACIINTD U MHUIUAJIU3UPOBATH CIIMH-
OJIOKHPOBKY.

Kaxnas Qynkius, kotopas TpedyeT 1ocTyna K oOMM JaHHBIM, JoJbKHA ToAHITh IRQL mo 2
(ecou emte He ObLIO), MOIYYUTH OJIOKMPOBKY, BBIIIOJHUTH PA0OTY C OOLIMMHU JAaHHBIMU U,



HaKOHell, CHATb OJIOKMpOBKY M MOHM3UTh IRQL o6paTHo (eciu npumenumo He 1t DPC). Ora
IIETI0YKa COOBITHIH MMOKa3aHa Ha PUCYHKE HUXKE.

Coznanue crinH-0710KkupoBKHU TpeOyeT BoiaeneHus cTpykrypsl KSPIN LOCK u3
HEBBITpYy>kaemoro myia u Bei3oBa KelnitializeSpinLock. 31o nepeBoauT ciuH-0J0KUPOBKY B
cocTosiHue 0e3 Biajienblia.
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[Tomy4yeHnue ciuH-OJIOKUPOBKHU - 3TO BCET/IA IBYXATAITHBIN MPOLIECC: BO-MIEPBBIX, TOJHUMUTE
IRQL 10 HY>KHOTO YPOBHS, T. €. CaMbIii BEICOKHI YPOBEHb JTF000H (PYHKIMH, TIBITAIOIIEHCS
CHUHXPOHHU3UPOBATh AOCTYII K OOLEMY pECYPCY.

Bo-BTOpBIX, MOTYYHTE CIIMH-OJIOKUPOBKY. DTH JIBa I1ara 00beJMHEHBI UCTIONb3YS
cooTtBeTcTBYrOIMi API.

OTOT npolecc U300paxkeH Ha CIEIYIOLIEM PUCYHKE.

[l o ssodted

Was it
previously
clear?

Yes
This CPU now owns
the spin lock

Paooumne rieMeHTBI

I/IHOFZ[a BO3HHUKACT H€O6XOI{I/IMOCTB 3allyCTUTDh YaCTh KOJa B ITOTOKC, OTIIMYHOM OT
BBIITIOJIHACMOTIO.

OI[I/IH CII0co0 CACJIaTb 3TO - AIBHO CO3AaTh IMOTOK U MOPYYHUTH €MY BLIIIOJIHCHUC KO/A.

Snpo mpenocTaBisieT PyHKINHU, KOTOPBIE TIO3BOJISIOT ApaiiBEpy CO3aBaTh OTACIBHBIN IIOTOK
BeinosiHeHus: PsCreateSystemThread u loCreateSystemThread (noctynno B Windows 8+).

OTH QyHKIIMH TOJXOAAT, €CIIU IpaiiBep HY>KHO J0JIT0e BpeMs 3alycKaTh KoJ B (HOHOBOM
pexume.

OpnHako U1 onepanuii ¢ OrpaHUYEHHBIM CPOKOM JIyHIlIE UCTIOIb30BaTh IPEI0CTABICHHBIN
SIPOM ITyJI TOTOKOB, KOTOPBI Oy/IeT BHITIOIHATE Balll KO/ B HEKOTOPOM CHCTEMHOM pabouem
IIOTOKE.

PabGoune »1eMeHTEHI - 3TO TCPMHH, HCHOHLSyeMBIﬁ JJIA OITMCaHusA (bYHKHHﬁ, IIOCTABJICHHBIX B
o4depeb B CHCTEMHBIN ITyJI IIOTOKOB.

JpaiiBep MOXET BBIACIUTh U MHULMAIN3UPOBATh paOouMii 2JIEMEHT, yKa3aB Ha QYHKIUIO,
KOTOPYIO AipaiiBep XO4eT BBIIIOJIHUTS, a 3aTeM paOOuMii JIEMEHT MOXHO IIOCTaBUTh B OYEepElb B
myJ1.



310 ouyeHb noxoxe Ha DPC, ocHOBHOE 0TiIMYHE MOCKOIBKY paboure 3JIeMEeHThI BCera
BbinonHstoTes Ha IRQL PASSIVE LEVEL, To ecTh 3TOT MEXaHNU3M MO>KHO MCIIOJIb30BATh
1uist BeimonHeHus onepauuit ¢ IRQL 0 u3 ¢pynkuuit, padoraronux ¢ IRQL 2.

Hanpumep, ecnu nognporpamma DPC Heo0x0MMO BBIOIHUTE OIEPAIUI0, KOTOpasi He
pazpemiena Ha IRQL 2 (Hanpumep, oTkpeiTHE (haiiia), OH MOKET HCIIOJIb30BATh
paloumii FIeMEHT 151 BBIITOJTHEHUS ATUX OTIepaIHid.

COSI[H.TB U MTHUITUAJIN3UPOBATDb pa6oq1/1171 9JICMCHT MOKHO OHUM H3 OBYX CIIOCO0O0B:

* Brigenure n nHANUATU3UPYHTE paboumii ameMeHT ¢ momoinsio loAllocate WorkItem. @ynkmus
Bo3Bpamaet ykazareab Ha [0 WORKITEM. Ilo 3aBepuiennn pabodero 3aeMeHTa ero
HE00X0IMMO 0CBO0OINTE ¢ moMoIbio loFreeWorkItem.

* Jlunamuuecku pacnpenenarb cTpyktypy IO WORKITEM c¢ pazmepoM, mpeoCcTaBICHHBIM
loSizeotWorkItem.

3arem Boe1zoBute lolnitializeWorkItem. Korna 3akorunTe ¢ pabodnm 37€MEHTOM, BEI30BUTE
IoUninitializeWorkItem.

OTH QyHKIMHM TPUHUMAIOT 00BEKT YCTPOICTBA, IIOATOMY YOCIHUTECH, YTO IpaiiBep HE BHITPYKEH,
MoKa UeT pabora.

YroObl moCcTaBUTH pabounii 371eMeHT B ouepenb, BeizoBuTe loQueueWorkItem. Bot ero
OIIpEICIICHUE:

viud ToQueueWorkItem(

_Inout_ PIO WORKITEM IoWorkItem,

_In_ PIO WORKITEM ROUTINE WorkerRoutine,

_In_WORK QUEUE_TYPE QueueType,

_In opt PVOID Context);

DyHKIHS 00paTHOTO BBI30BA, KOTOPYIO JIOJDKEH MPEAOCTABUTE APaBEpP, UMEET CIIeAYOIINN
MPOTOTHII:

I0 WORKITEM ROUTINE WorkItem;

void WorkItem(

In

PDEVICE OBJECT DeviceObject,

_In_opt_ PVOID

Context);




B cucremHOM Iylie TOTOKOB €CTh HECKOJIBKO OU€peie, B 3aBUCUMOCTH OT PUOPUTETOB
MIOTOKOB, KOTOPBIE 0OCITYKHBAIOT 3Ty padoTy.

371ech MoKa3aHO HECKOJIBKO YPOBHEM:
typedef enum WORK QUEUE TYPE {
CriticalWorkQueue,
// priority 13
DelayedWorkQueue,
// priority 12
HyperCriticallWorkQueue,
// priority 15
NormalWorkQueue,
// priority 8
BackgroundWorkQueue,
// priority 7
RealTimeWorkQueue,
// priority 18
SuperCriticallWorkQueue,
// priority 14
MaximumWorkQueue,
CustomPriorityWorkQueue = 32

} WORK_QUEUE_TYPE;

B nokymeHnTanuu ykasaHo, 4yTo cieayet ucnosbs3oBarek DelayedWorkQueue, Ho Ha camom nene
0001 Ipyroi nojiep>KUBaeMblii ypOBEHb MOXHO HCIIOJIb30BATh.

Pesrome

B 31011 r11aBe MBI PACCMOTPCIIN PA3JINIHBIC MCXAaHU3MBI dpa, O KOTOPBIX CICAYCT 3HATH
pa3zpaboTunKam JIpaiiBEpoB.

B cnenytomieii rmaBe Mbl 60s1ee MOAPOOHO PacCCMOTPUM TMAKEThI 3arpocoB BBoAa-BbIBoaa (IRP).



