I'nmasa 5: OTnaaka

Tema na dpopyme:https://ru-sfera.org/threads/windows-kernel-programming-
glava-5-izuchenie-otladchikov.3983/

Kak u B F0O0M IporpaMMHOM 0OECIICUCHUH, IpaliBeph sjipa OOBITHO UMEIOT
OIIIUOKH.

OTtnanka npaiiBepoB, B OTIUYHE OT MOJIb30BATEIBCKOTO PEKMUMA, 00JIEE CIOKHBIM
npolecc.

OTnajaka apaiiBepa 1Mo CyTH OTJIaJiKa BCE CUCTEMBI, HE MPOCTO KOHKPETHOTO
MPOIIECCa UJTU MTPOLIECCOB. DTO TPEOYET APYroro MbIIIJICHHUS.

B sT0ii raBe OyaeT 00Ccy’aaTbes OTIaKa sApa C UCTIONb30BAaHUEM OTJIaUUKa
WinDbg.

B 37011 ri1aBe:

» UuctpymenTsl oTinaaku as Windows.

* Beenenue B WinDbg.

* OTnaaka siapa.

* [Tonnas otnajaka siapa.

* MaHyasn o oTjiagKe ApaBepoB siapa.

1) AucTtpymenTsl oTiaaaku s Windows

[Taket cpencts otnaaku 1iist Windows coiepkKUT HaOOp OTIaTYUKOB,
WHCTPYMEHTOB U JJOKYMEHTAIIMH, COCPEIOTOYNM BHUMAHUE Ha OTIa4YUKaX B
MakKeTe.

DTOT makeT MOXKeT ObITh ycTaHOBJIEH Kak yacTh Windows SDK unu WDK, Ho
HUKAaKOM PeajJbHOU «yCTaHOBKW» HET.

YcraHOBKa MPOCTO KONMHUPYET (ailiibl, HO HE TPOTAET PEECTP, TO €CTh MAKET
3aBUCHUT TOJBKO OT COOCTBEHHBIX MOayJeil n oubamoreku DLL Windows.

DTO NO3BOJISET JIETKO KOMMPOBATh BECH KATAJIOT B JIIO0O0M Ipyroi Karasor,
BKJIFOYAsi HA Cb€MHbBI HOCUTEIIb.

[Taket conepxut yethipe otnaguuka: Cdb.exe, Ntsd.Exe, Kd.exe 1 WinDbg.exe.

Bor kpaTkoe u3J/i0:keHHe OCHOBHBIX (YHKIHOHAJIBHBIX BO3MOKHOCTEH
KaKA0ro OTJIaJYNKa:

* Cdb u Ntsd - mop30BaTeIbCKUNA PEKUM, KOHCOJIBHBIC OTIQYUKN. DTO O3HAYAET,
YTO OHU MOTYT OBITh IPUKPETICHBI K MPOIIECCY, KaK U JII0O0H APYTroi 0TI INK
II0JIH30BATEILCKOTO PEKUMA.


https://ru-sfera.org/threads/windows-kernel-programming-glava-5-izuchenie-otladchikov.3983/
https://ru-sfera.org/threads/windows-kernel-programming-glava-5-izuchenie-otladchikov.3983/

O0a nMer0T KOHCOJIbHBIN HHTEp(Elic - BBEAUTE KOMaHY, MOJYYUTE OTBET U
IIOBTOPUTb.

EnuHCTBEHHAS pa3HUIA MEKIYy HUMH 3aKIF0YASTCS B TOM, UTO €CJIH 3aIlyCTUTh
KoHCOJbHBIC 0OKHA, Cdb HCcomb3yeT Ty e KOHCOJIb, ToTaa Kak Ntsd oTKpbeIBaeT
HOBOE KOHCOJIbHOE OKHO.

B octansHOM OHU UJICHTHUYHEIL.

* Kd - otnaaguuk siipa ¢ KOHCOJIBHBIM OJI30BATEILCKUM UHTEpdericom. Moxker
MOAKIIOYATHCS K JIOKAJIbHOMY sJ1py (JIokalibHast oTiiazika sigpa, onucaHHa B
CJIEIYIOLIEM Pa3/eie) Uik Ha IPYTYI0 MalIUHY.

* WIinDbg - enMHCTBEHHBIH O0TJIaTUMK ¢ rpaduueckuM nHTepdericom
noJIb30BaTeNsl. MoXeT paboTaTh B peKHUME TTOJIH30BATENS WIIH B PEKUME OTIIAIKA
s7ipa, B 3aBUCUMOCTH OT BBIOOPA, BBHITIOJITHEHHOTO U3 €T0 MEHIO WJIM apTyMEHTOB
KOMaHJTHOM CTPOKH, C KOTOPBIMHU OH OBLT 3aImyIIeH.

HenaBusas anerepHaTuBa kiaccuueckoro WinDbg - Windbg Preview, nocTynHbli
B MarasuHe Microsoft.

DTO pUMENK KJIACCHYECKOTO OTJIaJ4HKa C TOpa3A0 JYUIlUM MO0JIb30BATEIbCKUM
uHTEephEecoM U BO3ZMOKHOCTIMH.

Moxet ObiTh ycTanoBieH Ha Windows 10 Bepcun 1607 wnu Gosiee mo3Hen.

C (pyHKIMOHANBHON TOYKH 3pEHHUS, 3TO MOX0Ke Ha Kiaccuyeckuid WinDbg. Ho on
IIPOLIE B HCIIOJIB30BAHNUHU U3-3a COBPEMEHHOT0, YA0OHOTO M0JIb30BATEILCKOTO
uHTepdeiica.

Bce komaH1p1, KOTOpPBIE MBI YBUAMM TI03KE B 3TOH TJIaBe IOJDKHBI padoTaTh
OJIMHAKOBO C JIIOOBIM OTJIAJUHUKOM.

XOTs 3T OTIAAYMKHA MOTYT OTIMYATHCS IPYT OT APYra, Ha CaMOM JeJie OTJIAIUMKH
B PEXKHUME MOJIb30BATENS IO CYTH TE€ K€, UTO U OTJIAUMKH SApA.

Bce onn 0cHOBaHBI HA OJTHOM OTJIATUHKE.
JIBxok peanmzoBad B Buge DLL (DbgEng.DIl).

PaznuuHble OTIaqYMKHA MOTYT UCIIOJIB30BaTh pacmmpenns DLL, koTtopsie
o0ecreynBaloT O0MbIIYI0 YaCTh (PYHKIIMM OTIaT4UKOB.

MexaHu3M OTJIaTYMKa JOCTATOYHO JTOKYMEHTHPOBAH B JIOKYMCHTAIIUH T10
cpeacTBaM oTiaaaku st Windows, U Tak 4TO MOKHO HAITMCaTh HOBBIC OTJIAAUUKH,
KOTOPBIE UCTIOJIb3YIOT TOT K€ JIBFKOK.

Jlpyrue uHCTPpYMEHTBI, KOTOPBIE SIBJISIFOTCS YaCThIO MAKeTa, BKIIOYAIOT
(4aCTUYHBIN CIHCOK):



* Gflags.exe - nunctpyment Global Flags, KoTOpblIil T03BOJISIET yCTaHABINBATH
HeKoTophkle dyaru sapa u ¢aaru oopasoB.

* ADPlus.exe - co3nats ¢aiin nammna cOost Wi 3aBUCAHUS TIpoIEcca.

« Kill.exe - mpocToii HHCTPYMEHT 11 3aBEpILIEHUS Mpoliecca (0B) Ha OCHOBE
UJICHTU(PHUKATOPA Ipoliecca, MMEHU WU 11abJIoHa.

* Dumpchk.exe - uHCTpyMeHT 7151 00111eH MpoBepKH (HaiiyIoB JamIia.

* TLiSt.exe - crrcoK 3amyIIeHHBIX POIIECCOB B CUCTEME C Pa3IHUYHBIMU
napameTpamH.

» Umdh.exe - aHanm3upyer pacnpeesieHiue Ky4r B POoIeccax MoJIb30BaTeIbCKOTO
peKHUMa.

* UsbView.exe - oToOpaxkaeT uepapxudeckoe npesacrapieHue USB-ycTpoilcTB u
KOHIICHTPATOPOB.

2) Beenenue B WinDbg

B sTom pazzaene onuceiBatorcs ocHoBbl WinDbg, HO umMeiiTe B BULY, UTO BCE IO
CYTH TO k€ caMO€ sl KOHCOJIbHBIX OTJIAIUUKOB, 33 UCKIIFOUEHUEM OKOH
rpaduueckoro uHTepdeiica.

WinDbg noctpoeH BOKpyr KOMaHI.

[Tonp30BaTens BBOAUT KOMAH/Yy, @ OTJIaJYUK OTBEYAET TEKCTOM, OMMCHIBAIOIINM
pe3yJIbTaThl KOMaH/IbI.

C GUI HekoTopble U3 ATUX PE3yIbTAaTOB M300paXKEHBI B BIJICJICHHBIX OKHAX,
TaKUX KakK JOKaJIbHbIE MTOJIb30BATENH, CTEK, IOTOKHU U T. [I.

WinDbg noanepxkuBaer Tpu THIIA KOMaH/:
* BuyTpeHHre KOMaH/ bl - 5TH KOMaH/Ibl BCTPOEHBI B OTJIaIUMK U padOTaIOT Ha
OTJIAXKUBAEMOU 1IEJIH.

» MetakomMaH Ibl - 9TH KOMaH/Ibl HAUWHAIOTCS ¢ TOoUKH (.) U paboTtaroT npu otnaake
CaMoro MPOLECCB, a He HEMOCPEACTBEHHO Ha OTIAKUBAEMOM 1IETIH.

* Bang (pacmpenne) KoMaHAbI - 3TH KOMaHbl HAUMHAIOTCS ¢ BOCKJIUIIATEIIBHOTO
3HaKa (!). ObecneunBarOT OOJIBIIYIO YaCTh BO3MOXKHOCTH OTJIaTUHKa.



[To ymonmyanuio OTIaq4YMK 3arpyskaeT Habop MpeaonpeeIeHHbIX PacCIupeHU
DLL, HO MOXeT 1 00JIbIlIE 3arpyKaThCsl U3 KaTajora oTjaaJAuyuKa Wi U3 Ipyrux
UCTOYHHUKOB.

Hanucanue pacuwupennvix DLL-ghaiinog 603M0HCHO U NOTHOCBIO
3A00KYMEHMUpo8aHo 8 0OKymenmayuu omiaoyuxa. Ha camom oene, mnozue
maxue DLL 6vi1u co30ansl u Mo2ym 6bimb 3a2pyicensl U3 COOmMEemcmayoue2o
ucmouHuka. Imu oudbIuoOmeKy nPedoCcmasisiom Hogble KOMAHObI, KOMOopble
VAYYWAIOm OmaaoKy, Yacmo HayenreHHble Ha KOHKPemHuble CYeHapuu.

3)Ypoku. OCHOBBI OTJIAJAKH B N0JIb30BATEIbCKOM pPeKUMeE

Ecnu y Bac ecth onbIT paboTtsl ¢ WinDbg, BBl MOXKeTe CMENO MPOMYCTUTh 3TOT
paszen.

OTOT yueOHHMK HaIlpaBieH Ha nojgy4yeHue 6azoBoro nonumanus WinDbg u kak
MCIIOJIb30BATh €T0 IS MOJIb30BATEIBCKOIO PEKUMA OTIIAAKH.

Otnazka sipa onvcana B CIEIYIONIEM pasiere.

Kak npaBuiio, ecth Ba crioco0a MHUIMUPOBATH OTIA/KY B IMOJIH30BATEIHCKOM
peXUME - 3aIyCTUTh UCTIOTHSAEMBIN (haill U MPUKPENUTh K HEMY, WU
MPUCOEIMHUTD K YKE CYIIECTBYIOIIEMY MPOIIECCY.

Mel 6YII€M HCIIOJIB30BATh HOCJIG,IIHI/Iﬁ moaxoa B 3TOM YPOKC, HO 3a UCKIIIOYCHHUCM
9TOTI'0 IICPBOTI'O IIara, BCC OCTAJIBHBIC OIICPpAll NACHTUYHLI.

* 3anyctute baokHOT.

* 3anmyctutre WinDbg (iubo Preview, nubo knaccuueckuit. Ha ciemgyronux
CHUMKAaX 2KpaHa).

* Beioepute File / Attach To Process u Haitnute nponecc Notepad B criucke (cMm.
Pucynok 5-1). 3atem Haxxmute «lIpukpenutb». Bol 107KHBI YBUAETH pe3yibTarT,
MOXOKHUW HA PUCYHOK 5-2.



‘WinDbg (1.0.1902.07001)

C)
sl Start debugging

Save workspace
Recent 0
Open source file Process PID  Platform User Session []
Open seript /5] Launch executable Microsoft.Photos.exe 42656 64 bit VOVAGER\Pavel 1 “CA\Program Files\WindowsApps\Microsoft Window:
MicrosoftEdge.exe 25360 G4 bit VOYAGER\Pavel 1 “C:\Windows\SystemApps\Microsoft MicrosoftEdge,
Settings = Launch executable (advanced) MicrosoftEdgeCP.exe 24604 64 bit VOVAGER\Pavel 1 “C:\Windows\System32\MicrosoftEdgeCP.exe” -Sery
T Sy e e D ) MicrosoftEdgeSH.exe 24668 B4 bit VOYAGER)\Pavel 1 CAWINDOWS\system32\MicrosoftEdgeSH.exe SCOL
Apout Attach to process msedge exe 50136 64 bit VOVAGER\Pavel 1 “C:A\Program Files (x86)\Microsoff\Edge Dev\Applica
G Supports Time Travel Debugging msedge exe 58020 64 bit VOYAGER\Pavel 1 "CA\Program Files (x86)\Microsoft\Edge DeviApplica
msedge exe 85548 64 bit VOVAGER\Pavel 1 “CA\Program Files (x86)\Microsoff\Edge Dev\Applica
Open dump file msedge.exe 23084 B4 bit VOYAGERPavel 1 "Ci\Program Files (x86)\Microsoft\Edge Dev\Apph(aD
msedgeexe 40452 64bit VOVAGER\Pavel 1 “C:A\Program Files (x86)\Microsoft\Edge Dev\Applica
[7 Open trace file msedge.exe 01732 B4 bit VOVAGER!Pavel 1 "CA\Program Files (x86)\Microsoft\Edge Dev\Applica
msedgeaxe 50544 64 bit VOVAGER\Pavel 1 “C:A\Program Files (x86)\Microsoft\Edge DeviApplica
'Kk Connect to remote debugger msedgeexe 22768 B4 bit VOVAGER\Pavel 1 “CA\Program Files (x86)\Microsoft\Edge Dev\Applica
- notepad.exe 34636 64 bit VOYAGER\Pavel 1 “CAWINDOWS\system32\notepad.exe”
- Connect to process server nvapiw.exe 18028 B4 bit VOVAGER\Pavel 1 “C:A\Program Files\Dell\DellDataVault\nvapiw.cxe” -p
mveentainerexe 2320 64bit VOYAGER\Pavel 1 “C:\Program Files\MVIDIA Corparatien\NvContainer’
B Attach to kemel nvcontainer.exe 2400  64bit VOVAGER\Pavel 1 "Ci\Program Files\NVIDIA Corparation\NyContainer| ~]
[ I | D]
B Lounch app package [ Show processes from all users
Target bitness: | Autodetect v
& Open workspace ¥ WinDbg needs to be run elevated to use Time Travel Debugging
Record process with Time Travel Debugging
For more information about Time Travel Debugging, click here

Pucynox 5-1: [Ipucoenunenue k nporeccy ¢ WinDbg

PID: 34636 - WinDbg (1.0.1902.07001) - a X
Home View Breakpoints Time Travel Model Scripting Command Memory Source &
" ’ {P StepOut 4!} Step Out Back "D Restart

) Step Into Step Into Back M Stop Debuggin
Break Go [—1) ? O - Go |, PUEPUIINT G ttings |Source| Assembly  Local Feedback
P StepOver  #{] Step OverBack 5. & Detach Help~  Hub

Flow Control Reverse Flow Control End Preferences Help

ModLoad: @eee7ffc” 829feeee eeee7ffc 82c93008
ModLoad: @e@ee7ffc” 1bdoeeee eeee7ffc’ 1bdiceed
ModLoad: @eee7ffc” 28336600 B8ee7ffc’ 203ae008
ModLoad: @eee7ffc” 16f1660e eeee7ffc’ 16facess
ModlLoad: @@ee7ffc” 1dc360ee eeee7ffc 1dd22eee C
ModLoad: @eee7ffb” f3d3eeee eeee7ffb’ fled70e@
ModLoad: @eee7ffc” 1do26eee eeee7ffc’ 1dacakdd
ModlLoad: @@ee7ffc’ 1a6e8000 B@RB7ffc” 1a762008
ModlLoad: 8@ee7ffc 1ca6eeee eeee7ffc lcc3besd
ModLoad: @eee7ffc” 1c466600 B8ee7ffc’ 1c472008
ModLoad: @eee7ffb” afbedeee B8ee7ffb” afca6ees
ModlLoad: @@ee7ffc” 14136000 @eee7ffc 14233000
ModLoad: @e@ee7ffc” @655e00e eeee7ffc’ ecs6beee
ModLoad: @eee7ffc” 1a7c8eee eeee7ffc’ 1adcdesd
ModlLoad: @@ee7ffc” 1a0deeee eeee7ffc’ 1a9f3ees
ModLoad: B@ee7ffc” @a560000 eese7ffc’ @aScceee
ModLoad: @eee7ffb” f26beeee eeee7ffb” f2745eee
ModlLoad: @@ee7ffc” 16a38000 @eee7ffc’ 16b12006
ModlLoad: @@ee7ffc” 11256000 @eee7ffc 11572008
ModLoad: @eee7ffc” 1bsseeee eeee7ffc’ 1b471080  C:\WINDOWS\SYSTEM32\ntmarta.dll
(874c.bb@B): Break instruction exception - code 88008883 (first chance)
ntdl1!DbgBreakPoint:

a

Disassembly - 2 X

- \WINDOWS\system32\iertutil d1l .
: \WINDOWS \system32\CRYPTBASE . DLL Address: | @8scopeip
WINDOWS\System32\IMH32 .DLL

WINDOWS\system32\uxtheme.d11
: \WINDOWS\System32\clbcatq.dll

C
9

@pee7Ffc 2048306d cc [=]
00087FfC 20483068 cC
00087FfC 2048306F cC
apeeTffc 20483678 cc
apeeTffc 20483071 cc
B0087FFC 20483072 cC
@peeTffc 20483673 cc
apeeTffc 20483074 cc
B00B7FfC 20483075 cC

fiowspy sisibay

o]

: \WINDOWS\System32\MSASN1 . d11
Windows\System32\efswrt.d11

WINDOWS\SYSTEN32 wintypes.dll 00007FFC" 20483076 66660F1FB40000(

:\Windows\System32\MPR.d11 ntd11!DbgBreakPoint :
MWindows\System32\twinapi.appcore.dll BeARTFfC 26483088

w}ndows\systemﬂ\RMCLIENT.dll @0007fFC" 20483081 3
:\Windows\System32\oleacc.dll 00007 FFC" 28483082 CC
WINDOWS\System32\TextInputFramework.dll 0PBETFC" 20433083 cC
PeeBTFfC 28483084 cC
eea@7ffc" 20483885 cc
Bea@7ffc" 20483886 cc
00a87ffc” 20483087 cc
oeaa7ffc” 20483088 of1f3400000000¢

a

2]

S EORED L [ ntdl1!DbgUserBreakPoint :
[ [] | eeea7ffc 20483098 cc
T 800BTFfC 20483091 c3 [=]
8:883>
] bl
Locals v % X ||Stack v % X
Frame Index Name
0x0] ntdil!DbgBreakPoint
1011 ntdlliDbgUiRemoteBreakin = Oxdb
The parameter is incorrect. (0x80070057) 0] KERMEL22!BaseThreadinitThunk + 0x14
03 ntdlliRtiUserThreadStart + 0x21
Locals | Watch Threads | Stack | Breakpoints

e
Pucynoxk 5-2: IlepBblii BU ocie MPUCOSIUHEHUS TTpoIecca



OxHo KOMaH/ ABJIACTCA OCHOBHBIM MHTCPCCYIOIIMM OKHOM - OHO BCCraa JA0JIZKHO
OBITH OTKPBITO. DTO OKHO MOKa3bIBaET Pa3JINYHBIC OTBETHI HA KOMAaH/I. Kak
IIpaBUIIo, OoJIbIIIas YacTh ceaHca OTJIaAAKHU IIPOXOAUT Ha BSaHMOHCﬁCTBHG C OTUM
OKHOM.

HpOHCCC TCIICPDb ITPUOCTAHOBIJICH - MBI HAXOAUMCA B TOYKE OCTAHOBA, BBI3BAaHHOM
OTJIaJYNKOM.

* [IepBast komaHa, KOTOPYIO MBI Oy/IeM HUCIOJIb30BaTh, 3TO shows, KoTopas
NIOKa3bIBaeT HH(OPMAIIUIO 000 BCEX MOTOKAX B OTIKEHHOM IPOIIECCe:

0:003> ~

0 1d:874c¢.18068 Suspend: 1 Teb: 00000001°2229d000 Unfrozen
1 1d:874c.46ac Suspend: 1 Teb: 00000001 222a5000 Unfrozen
2 1d:874c.152cc Suspend: 1 Teb: 00000001°222a7000 Unfrozen
3 1d:874c¢.bb08 Suspend: 1 Teb: 00000001 222ab000 Unfrozen

TodyHOE KOJIMYECTBO IIOTOKOB, KOTOPBIC BBl YBUAUTC, MOKCT OTIIMYIATHCA OT
ITIOKAa3aHHOTI'O 3J1CCh.

OpHa Belllb, KOTOpast OY€Hb BaKHA - 3TO HAJIMYKE MPABUIILHBIX CHMBOJIOB.
Microsoft npegocrasiser 001IEeCTBEHHOCTH CEPBEP CUMBOJIOB, KOTOPHIA MOXKET
UCIOJIb30BaThCsl Microsoft /71st morcka CUMBOJIOB 17151 OOJIBIIMHCTBA MOTYJICH.
OT0 BaXHO B JIT000H HU3KOYPOBHEBOM OTJIAIKE.

* JIn1s1 OBICTPOI YCTAHOBKH CUMBOJIOB BBEIUTE KOMaHTy .Symfix.

o Jly4muii moaxo - HACTPOUTh CUMBOJIBI OJIUH Pa3 U CIeNaTh UX JOCTYIHBIMU JJIsI
IaJIbHEUIIEH OTIagKH.

Jl51is 5TOr0 100AaBHTE CUCTEMHYIO IEPEMEHHYIO CPEIbl C UMEHEM
_NT _SYMBOL PATH u ycraHosure e€:

SRV*c:\Symbols*http://msdl.microsoft.com/download/symbols

Cpennsist yacTh (MEXIy 3BE€3I0YKAMH ) - 3TO JOKAIBHBIN MyTh JIJIS1 KIITUPOBAHUS
CHMBOJIOB Ha BallleM JIOKAJTbHOM KOMIIBIOTEPE.

Bbl MO>XHO BBIOpATH 11000 MyTh, KOTOPBIN BaM HpaBUTCA. Kak TOIbKO 3Ta
IIEpEMEHHAs OKPYKEHUsI YCTAHOBJICHA, CIECAYIOLINE BbI3OBbI OTIIAIUYMKA
aBTOMATUYECKU HAMJIET CUMBOJIBI U IPU HEOOXOIUMOCTHU 3arpy3UT UX C CepBepa
cuMBoJI0B Microsoft.

* UToOBI yOEAUTHCS, YTO Y BaC €CTh IIPaBUJIbHBIC CUMBOJIBI, BBEAUTE KOMaHIy Im
(3arpy>keHHbIE MOJIYJIH):



2:e603> Im

start end module name

BOReTE T 53820000 BEEET T 53863000 notepad (deferred)

eeeatf b’ afbeBR@B BERETIfb™ afcabPBl efswrt (deferred)

(truncated)

EEEaTffo” 1dbleeen eeT ffe” 1dbaldbél shoore (defaerred)

BOBeTEfo” 1dbbBedl BEEET ffe™1de 74000  OLEAUTIZ (deferred)

EEEETEfo” 1dc8BE00 BREETIfe™1dd220668 clbeatqg (defaerred)

BOReTE fet 14430000 BEEET Ife”1de5TE0E  COMDLGAZ (deferred)

EeReTE fot 1detboll BREET o™ 1350000  SHELL3Z (deferred)

BOReTE fet 1 fSORE0GE BORET ffe™ 1622000  RPCRT4 (deferred)

POEeTfcT 1630000 BORETIfe™ 163008  KERMEL 32 (pdb symbols) o haymbols o,
erneld2. pdb\3BS2DEDLSH 208 T4AZB0EET ISECH199431 Ykerne 132 . pdb

BOBeTfc1fTOReRE BREET ffe™ 10720000  GDI3Z2 (deferred)

BERETEfe 1 fTORRGE BOEET ffe 1 Te2PBE  SHLWAPI (deferred)

BEBeTEfet 1 fad0000 BERET Ife™ 106000  sechost (deferred)

PEeaTffo 1 fOTRE0E BERETIfc " 1feOeldE combase (deferred)

eeeaTffc” 1 feadld@l BERETIfc™1d3eBBE msvert (deferred)

POReTIfc” 1feb0e00 BRRETIfe " 1fefioge  ADVAPI 32 (deferred)

BOBeTEfo” 20380000 BREET o™ 283aep@e  ITMM3Z2 (deferred)

BEOBETTfo” 2030000 BORET ffe” 205cdede ntdll (pdb symbols) o haymbolsind,

tdll . pdb\ETEEBSSEBF AAS 532BEE8FF B2 6D06ESF 341 \ntdll . pdb

Cnucok mopyneit nokassiBaeT Bce Moy (DLL u EXE), 3arpyeHHbie B
OTJIQXKEHHBIN IIPOLIECC HA ITOM BpEMSL.

Bri MokeTe yBUI€Th HaYaIbHbIE U KOHEYHBIE BUPTYaJIbHBIC aJJpeca, B KOTOPBIX
3arpy>keH KakJIbIii MOJyJIb.

HaumeHoBaHHe MOIYJIS TO3BOJISIET YBUICTh CTATYC CUMBOJIA 3TOI'0 MOTYJIS (B
CKOOKax).

Bo3MoXHBIE 3HAYEHUS BKJIFOYAOT B CEO:

* deferred - cuMBOJIBI 17151 TOTO MOJTYJISI HUKOT/Aa HE ObUTM HYXHBI B 9TOM CEaHCE
OTJIAJIKM U TaK YTO HE 3arpy’KaroTcs B 3TO BpeMsi. OHM OyayT 3arpy>KeHbI pr
HEO0OXOMMOCTH.

* cuMBOJIBI pdb - 3TO 03HAYAET, UTO OBUTH 3arPy>KEHBI TPABUIILHBIC MyOJIUYHBIC
cuMBOJIbI. JIokanbsHbIM yTh PDB.

* SKCIOPTUPOBATH CUMBOJIBI - 1151 3TOM DLL 1OoCTynHBI TOJNBKO
AKCTIOPTUPOBAHHBIC CUMBOJIBL. DTO OOBIYHO O3HAYAET, YTO TaM HET CUMBOJIOB JIJISI
ATOTO MOJYJIS UK OHU HE ObUTA HaWJICHBI.

* HET CUMBOJIOB - MBITATMCH HANTH CUMBOJIBI 3TOT'0 MOAYJISl, HO HUYETO He OBLIO0
HaWJIEHO, JJaXKe HEe SKCTIOPTUPYEMbIE CUMBOJIBI (TaKU€ MOIYJIH HE UMEIOT
AKCIIOPTUPOBAHHBIX CUMBOJIOB, KaK B CJIy4ae HCTOTHsAEMbIX (paityioB u (haimoB
JpaliBepoB).



Br1 MOXeTe NPUHYINUTEIBHO 3arPy3UTh CUMBOJIBI MOIYJIS, UCIIONb3Ysl KOMaHy
.reload /f modulename.dll.

DTO 00eCreyuT OKOHYATEILHOE MOATBEPKICHUE HATTUYUSI CHMBOJIOB JIJISl 3TOTO
MOTYJIS.

HYTI/I K CUMBOJIaM TAaK>KC MOKHO HACTPOUTH B IUAJIOTOBOM OKHC HACTPOCK
OTJIagJ4HKa.

Otkpoiite mento «Daiin / Hactpoiikuy» u Haiinute «HacTtpoliku oTnaakuy. 3atem
BBl MOKETE JOOABUTH OOJIBIINE ITyTEH IS MOMCKAa CHMBOJIA. ITO MOJIE3HO MPHU
OTJIaJIKe COOCTBEHHOTO KOJa, NCKaTh MOKHO B BaIllUX KaTajaorax, ri¢ MOTYT OBIThH
HaiiieHb! cooTBeTcTBYOMMUE (aitsl PDB (cM. pucyHok 5-3).

I Settings

General e P——
Command Window ebugging Settings

Debugging settings Persist engine settings across debugging sessions
Disassembly Window Debugging Paths

Events and Exceptions

Source Window Source path:

Symbol path: lSR.\-"*c:\,Sym bols*http://msdl.microsoft.com/download/symbols

Browse...

OK | | Cancel

Pucynox 5-3: Kondurypaiusi CAMBOJIOB U UCXOJTHBIX ITyTeH

BepHurech K ciiCKy MOTOKOB - 0OpaTUTE BHUMAHUE, YTO OJIUH U3 MOTOKOB UMEET
TOYKY MEpe]] CBOMMH JaHHBIMU. JTO TEKYIIHUIA MOTOK. DTO O3HAYAET, YTO Jt00as
BbIIaHHAs1 KOMaH/1a, KOTOpasi BKJIIOYAET MOTOK, /1€ TOTOK He yKa3aH, Oyner
paboTaTh Ha TOM MOTOKE.

«Texymmit moTok» Takke mokazan B npurnamenuu (0:003>) - yucno crpasa ot
JIBOCTOYUS SIBJISIETCS TEKYIIUM MHIIEKCOM MOTOKA (3 B 9TOM IpUMEpe).



* Beeaure komanay k, koTopas moka3bpIBaeT TPACCUPOBKY CTEKA TEKYIIETO MOTOKA:

B:eadr k

# Child-5P Retiddr Call Site

B0 PEERE0E! "224f fbdl BOEOTE fo” 284aefSb ntdll !DbgBreakPoint

&l PEeRE0El "224f fhel BOEOTEfo”™ 11647974 ntdll |DbgliRemoteBr eakin+Exdh

B2 PEeRE0E "224f fel1l BOROTE fo” 20445271 KERNELIZ2!BaseThread InitThink +2eld
B3 PReREoE] T224f fodl POROERRET REBREEEE ntdll!RtlUserThreadStart+2x21

BbI MOXeTe YBUIETh CIIMUCOK BBI30BOB ATOTO MOTOKA (KOHEYHO, TOJIBKO B PEXKUME
MOJIH30BATEIIS).

Bepmmnoii cteka sBisiercs pynkuus DbgBreakPoint, pacrionoxxennas B Mojayie

ntdll.dll.

OO6uuit hopmat agpecoB ¢ CHUMBOJIAMH UMEET

«modulename! functionname+offset» (ITpumep:ntdil!DbgUiRemoteBreakin+0x4b).
CMerieHre He SBISETCS 00S3aTEIbHBIM M MOXKET OBITh HYJIEBBIM, €CJTH 3TO HMEHHO
HAYaJIo 3TOW (PYHKIUH.

Takxe oOpaTuTe BHUMaHUE, YTO UMS MOAYJISl HE UMEET PACILIUPEHUS.

B npuenennom Beiiie BoiBoge DbgBreakpoint 6p11 BbI3BaH
DbgUiRemoteBreaklIn, koTopsiit Obu1 Bei3BaH BaseThreadInitThunk u tak nanee.

Omom nomok, kcmamu, Ovll 86e0eH OMIAOUUKOM OJisl NPUHY OUMETIbHO2O
NPOHUKHOBEHUS 8 Yeilb.

* UToOBI MEepEKITFOYUTHCS Ha IPYTOU IMOTOK, UCIIOIB3YHUTE CICAYIOIIYI0 KOMaH/Y:
ns, TI€ N - UHJIEKC MOTOKA.

JaBaiiTe nepexiarounMcs Ha NOToK 0 ¥ 3aTeM 0TOOpPa3UM €ro CTEK BbI30BOB:

B: 003 ~Bg

wind2u!NtlserGetMessage+2xl 4:

BepaTfic  1o4b1164 3 ret

B:eeer k

Child-SpP Retaddr Call Site

BEEREEED " 2247 fO0E BEEETTE fe™1d8021fhd win32u!NtUserGetMessage+Brld
BREREEE 2247 foal BEEETE 753824401 USERIZ! GetMessage Wt B 2d
BEEREEE 2247 fald BEEETE T 53832207 notepad |WinMal n+Hox2 67

BEEREEE] 2247 fhEE BERETIfe™ 1647974 notepad ! __mainCRTStar tup+&xl 9f
BReReeE] 2247 fhel BEEETT fo” 28442271 KERNEL32! BaseThread InitThunk +Ex14
BROREEE] " 2247 b P PEEEEGEE™ POREEEEE ntdll IRt UserThreadStart +8x21

FRERBRE &

DTO OCHOBHOM (TIepBbIit) MOTOK biiokHOTa. B BepxHel yacTu cTeka nmokasaH MOTOK,
OKHMJIAIOITUH COOOIIIEHHH MOJIb30BaTEIbCKOTO HHTEp(deiica.

* AIbTEpHATUBHBIN CIIOCOO MOKA3aTh CTEK BBI30BOB JIPYTrOro NMoToka 6e3
MEePEKIIFOYEHUS Ha HETO - 3TO UCMOJIB30BaTh TUJIBY U HOMEP MOTOKA Mepe]
(hakTH4YECKOM KOMaHI0M.



Crnenyroiuii BEIBOA JIJIs MOTOKA 1:

ey ~k

Chi 1d-5P Retiddr Call Site

BEOE0EET 2267 f4c8 BOEOTE fo” 284361 f4 ntdll INtWaltForWorkViaWorker Factory 814
BEOEEEET "2267 f4d@ e0EaTE fo" 11647974 ntdll ! TppWor kerThread+gw27 4

PREEEET "2267 1ol BRReTE fo” 20445271 KERNEL3Z2!BaseThread InitThink Heel4
PReBReE] "2267 712 EODORERE" 2eReReRe ntdll IRtlUserThreadStart+2x21

BEREE =

» Let's go back to the list of threads:

Id: 874, 18868 Suspend: 1 Teb: BEEEEEE1" 22204666 Unfrozen
Id: 874e 4d6ac Suspend: 1 Teb: BROREEED “222a5006 Un frozen
Id: 874c.152ce Suspend: 1 Teb: BEEEREEE1"222aTEEE Unfrozen
Id: 874c. bb@8 Suspend: 1 Teb: BEEEEEE] “222abEB8 Unfrozen

[P e T s

OOparuTe BHUMaHUE, YTO TOYKA MTEPEMECTHIIACh B HUTH () (TEKyIas HHUTH),
MOKa3bIBas X€lI-3HaK (#) B HUTH 3.

[ToTok, moMeueHHbIN Kak (#), BBI3BAJI MOCIEAHIO TOUYKY OCTaHOBA (KOTOpasi B
HalleM ciiyvae ObUla Hallla HayaJIbHOE IPUCOEIMHEHNE OTIIATUNKA).

OcHoBHas nH(popMaLus Ui MOTOKA, IPEIOCTABIEHHAs KOMaH/I0H1 1S, IOKa3aHa Ha
pucyske 5-4.

Client Il {Process ID.Thread 0] Thread Environment Block {TEE)

/ /

8 Id: 874c.1BE6B Suspend: 1 Teb: googeeel 2229deee Unfrozen

\ \ /

Debugger thread index Suspend count (normally 1) Frozen? (from debugger's
perspectiva), normally

Unfrozen

Figure 5-4: Thread information for the ~ command

BonpmmHCTBO uncen, coobmaeMbix WinDbg, sSIBISIOTCS 1I€CTHAIIATEPUYHBIMU TI0
YMOJTYaHUIO.

UTo0bI Tpeodpa3oBaTh 3HAYCHUE B ICCATUIHOE, MOYKHO HCITOIB30BATh « 7).

* Beenute crnenytomiee, 4ToObl MOJIYYUTh IECATUYHBIN HACHTUPHUKATOP Mpoliecca
(3aTeM BbI MOKETE CPaBHUTH €ro ¢ ykazanHsIM PID B nucneruepe 3amauq):

0:000> ? 874c
Evaluate expression: 34636 = 00000000°0000874c



* Brl Mo’keTe BeIpakaThb JAecsTHUHBIE yucia ¢ npeduxkcoM On, 4ToObI BBl MOTJIH

MOJIYYUTh U OOpaTHBIN pe3yJIbTaT:

0:000> ? On34636

Evaluate expression: 34636 = 00000000°0000874c

* Be1 moxxete npoeputh TEB motoka ¢ moMoibio KoMaH bl «!teby.

B:eger lteb

TER at BeBeBEE] 22204008
ExceptionList: BEEEREEEREEEORAE
StackBase: BEEEREE] 224 8506 6
StacklLimit: BEEEREE] 22455060
SubSystemTib: ele el ele ele wele el ele
FiberData: BEGEEEE0EAEE] eb B
ArbitrarylUserPointer: 2ECEEECEEECEEEEE
Self: BEGEREE] 2220080 8
EnvirocnmentPointer: BREGREROEEEREEEE
ClientId: BEEEREREREEEEATLe | DECEREEELEG18EGE
RpeHandle: BEGERE DO BOGRERE B
Tls Storage: BREGEL cO36TEc 4B
PER Address: BEGEREE] 222 0e B0 B
LastErrorvalue: &
LastStatusialue: fecepgla

Count. Owned Locks:
HardErrerMode:

B
B

BrEe: lteb BEEEOREH "222a5008

TEE at EOBEREE 22225000
ExceptionlList: ol e o1 ole e o1 ol eled
StackBase: BEGEEEE] 22680066
StackLimit: BEGEEEE] 22655008
SubSystemTib: BEGERE B0 EERBEEE B
FiberData: BECEREEOREEE] ab B
ArbitrarylUserPeinter: BREERECEEEEEEEEE
Self: BEGEREE 222 a5 066
EnvirocnmentPointer: BRCGREROEEEREEEE

HexoTopelie nanHble, mokazaHHble KoMaH10i! Teb, OTHOCUTENBHO U3BECTHBI:

*StackBase u StackLimit - ocHOBa cTeka MoJab30BaTENHLCKOTO PEKUMA U
OTpaHWYCHUE JIJIS TTOTOKA.

Clientld - uaenTHhUKATOPHI MPOIIECCOB U MOTOKOB.
LastErrorValue - nocneannii koz ommbku Win32 (GetLastError).

*TlsStorage - Maccus snokanbHOTO Xpanuiuiia noroka (TLS) ans storo moroka
(momHoe oObsicHeHue TLS BBIXOAUT 32 paMKHU 3TOW KHHUIH).

» Anpec PEB - agpec 6110ka cpenpl iporiecca (PEB), koTopbIii MOXKHO
MIPOCMOTPETH C MOMOIIBIO «!Peby.



» Komanna ! Teb (1 anamorndabie KOMaHIbI) MOKA3bIBAET YaCTU PEATHbHON
CTPYKTYPHI, B TaHHOM ciaydyae TEB. Bbl Bcerma MOXeTe mocMOTPETh Ha
pealbHYIO0 CTPYKTYPY, UCTIONB3Ys «dty» (TUIT OTOOpakeHUs):

B:egg: dt ntdll!_teb

+EmB0G NETib : _NT_TIB
+EB38 EnwironmentPointer @ Ptred Void
+E@dB Clientld : _CLIENT_ID

+Ee58 ActiveRpeHandle @ Phried Veid
+Emes8 ThreadlocalStoragePointer | PLred Veoid
+EB6e ProcessEnvironmentBlock @ Ptré4 _PEB

(truncated)

+E1888 LockCount ¢ Uint4B
+Ee188ec WowTebOffset ¢ Int4B
+E1818 ResocurceRetValue @ Phréd Wold
+e1818 ReserwedForWdf : PLria4 Veid
+E1828 ReserwvedForCrt : UintBes

+Ei1828 EffectiveContainerld : _GJID

OO6parute BHUMaHue, yTo WinDbg He yuuThIBaeT perucTp CUMBOJIOB. Takxke
oOpaTuTe BHUMaHKE HA HA3BaHUE CTPYKTYPhl, HAUMHAIOTCS C MO TYEPKUBAHMUS;
MMEHHO TaK, BCE CTPYKTYphI onpenesieHbl B Windows (10JIb30BaTEILCKUIN PeXUM
U PEKUM S]1pa).

Hcnonb3oBanue umenu typedef (0e3 moguepkuBanus) MOKET paboTaTh WK HE

pa60TaTb, IMIO3TOMY BCCTAa PCKOMCHAYCTCA UCIIOJAb30BATh ITOAYCPKUBAHHAC.

Kak y3HaTh, Kakoil MOIYJIb OIIPEAEISIET CTPYKTYPY, KOTOPYIO Bbl XOTUTE
npocMoTpeTh? Eciu cTpyKTypa 3aJOKyMEHTUPOBaHA, MOYJIb OYJIET yKa3aH B
JIOKYMEHTALMU 10 CTPYKTYPE.

Bbl Takke MoxkeTe monpoOoBaTh yKa3aTh CTPYKTYpy 0€3 UMEHU MOJYJIsl, 3aCTaBUB
OTJIA{YUK UCKATh.

Kak npaBuiio, Bbl «3HaeTe», Ilie CTPYKTYpa ONMPEIENSETCs C OMBITOM, & MHOTIA 1O
KOHTEKCTY.

* Ecu BBI MPHUKPCIIUTE aIPEC K HpGI[BII[yH.[Gﬁ KOMaHAC, Bbl MOJKETC IMOJTYIYUTDH
CI)aKTI/I‘-IGCKI/IC 3HA4YCHUA JAaHHBIX:



@:eeer dt ntdll!_teb eee0e0E1” 222940600

+Eeed NtTib : _WNT_TIB
+Eed8 EnvironmentPointer @ (null)
+EoeBdl ClientId ¢ _CLIENT_ID

+EmB58 ActiveRpeHandle @ (null)
+E8wE58 ThreadlocalStoragePointer @ Bx0EE0E1 0" IETEoO040 Void
+E 5l ProcessEnvironmentBleock : BxERGEE0E] "2220-088 _PEB

+EeB58 LastErrerValue B

(truncated)

+Eei1888 LockCount LB

+Ee180e WowTebOffset L EnB

+B181 8 RescurceRetValue : ExBEEEE1c0"ETTIAEE Void
+E1818 ReserwvedForWdf ¢ (null)

+Ex1820 ReservedForCri B

+E1828 EffectiveContainerld : _GUID {CCSEEEEE-BEEE-DE0E-BEER- DODODEOEEEEE |

Kax il 31eMeHT 0ToOpa)kaeTcsi CO CMELIEHUEM OT Hayasla CTPYKTYpPBI, €ro
UMEHEM U 3HAYEHUEM.

[IpocThie 3HaUeHUs1 OTOOPAXKAOTCS HANIPSIMYIO, & CTPYKTYpPHbIE 3HaU€HUs (Takue
kak NtTib Briiie) 00b14HO OTOOpaXk)arTCs ¢ TUnepcchuikoil. Haxkas Ha oty
TUIIEPCCHUIKY, BbI MOIYYUTE NOJAPOOHYIO0 HH(DOPMALIUIO O CTPYKTYPE.

» Hasxxmute Ha uineH NtTib Beime, 9ToOBI MOKA3aTh JIETAIM STOTO WIeHA JaHHBIX:

@:008> dx -ri (*((ntdll!_NT_TIB *)@xi22204008))

(#((ntdll!|_NT_TIE *)Euwi2220d000) ) [Type: _NT_TIB]
[+6x@66] Exceptionlist . @x® [Type: _EXCEPTION_REGISTRATION_RECORD *]
[+ExpRa] StackBase © Bei22480000 [Type: wvold #]
[+Ex@18] StackLimit C Ex12246fEER [Type: wold *]
[+Ew@18] SubSystemTib s Ewl [Type: vold *]
[+Ewe2@] FiberData CBwle@d [Type: wvold *]
[+Ew@2@] Version C Exle@d [Type: unsigned long]
[+Ew@28] ArbitrarylserPointer : Bx@ [Type: wvoid #]
[+EuPa3R] Self © Px12220d06B [Type: _NT_TIB *)

OTnamuuk UCToab3yeT O60s1ee HOBYIO KoMaHay dX Juisi MpOCMOTpa JaHHBIX.

Ecnu b1 ne suoume cunepccoiiku, 803MONCHO, 8bl UCNOIb3YEMe 0UeHb CIMAPYIO
WinDbg, 20e s3vix pazmemxu omaaouuxa (DML) ne exnrouen no ymonuanuio. Bol
ModKceme BKIIUUMb €20 ¢ NOMOWbI0 Komanowl .prefer dml 1.

Tenepb naBaiiTe oOpaTUM Hallle BHUMaHKUE Ha KOHTPOJIbHBIC TOUKH. [[aBaiiTe
YCTaHOBUM TOYKY OCTaHOBa, Korja ¢aii OyAeT OTKPHIT OJJOKHOTOM.

* Beaute crnenyrouryro KOMaHay, YTOObl YCTAaHOBUTh TOUYKY OCTaHOBA B (DYHKIIMH
API CreateFile:

0: 000> bp kernel32! Createfilew



OOpatute BHUMaHUE, 4TO UMl PyHKIMK HA camoM fene CreateFileW, Tak kak Het
dbyukiuu ¢ umenem CreateFile.

* Be1 MOXeTE IEPEUUCTUTH CYIIECTBYIONTNE TOUYKH OCTAHOBA C TIOMOIIIHIO
KOMaH/bI bl:

2:ege: bl
B e Disable Clear G@EATEfo1f652300 001 (EOE1) G:+++ KERNEL3Z!CreateFileW

BbI MOXeTe yBUIETh HHIEKC TOUKH 0cTaHOBa (0), HE3aBHCHMO OT TOTO, BKIIFOUCH
OH WJIH HET (€ = BKJII0UEHO, d = OTKITI0YEHO) ¥ BBI moTydaeTe runepcchuiki,
gTOOBI OTKIIIOUNUTH (KOMaH/a bd) 1 yaanuTk (koMaH1a bc) TOUKy OCTaHOBA.

Tenepb z[aBaﬁTe IMPOJOJIZKUM BBITIOJTHCHHUC 6J'IOKHOTa, IIOKa HC JOCTUTHCT TOYKH
OCTaHOBa.

* BeenuTe KOMaHy g WM HAKMUTE KHOIIKY «llepelitiy Ha manenu
WHCTPYMEHTOB, WJIK Ha)XMUTE F35:

Bbl yBUANTE, 4TO OTIAAYMK MMOKa3bIBaeT Busy B KOMaHHO CTpOKe, a 001acTh
KOMaH/I IOKa3bIBaeT, 4yTo Debuggee, 370 03Ha4aeT, 4To BBl HE MOYKETE BBOJIUTH
KOMaH/IbI 10 CJIEIYIOLIETrO IIEPEPHIBA.

* biiokHOT Teneps nomKeH ObITh akTUBHBIM. [lepeiinure B MeHto «Daiiim» u
Bb10epUTE «OTKPBITHY.

OTJ'IaI[‘-II/IK JOJDKCH OCTaHOBUTH BBIIIOJTHCHHUC OJIOKHOTAa:

Breakpoint & hit

KERMEL32! CreateF ilel:

PEEaTlfe” 1652300 [f25aaGTo50e Jmg qword ptr [KERMEL32! _imp_CreateFileW (200a%
Tife 1 fGal8ab@)] ds:BEEETEfc 1fGaBabl= {KERNELBASE |CreateF ileW (BBERTffc 1cT5e268))

* MbI ocTUIM TOUKH ocTaHoBa! OOpaTUTe BHUMaHUE Ha MOTOK, B KOTOPOM 3TO
npou3onuio. JlaBaiiTe mOCMOTPUM, YTO BBI30B BBITJISIIUT KaK CTEK (MOXKET
OTpPeOOBAaTLCS HEKOTOPOE BpeMsi, UTOOBI MMOKa3aTh, HY>KHO JIU OTJIAIUUKY
3arpy»arb CUMBOJIBI:



B:ee2r k

¥ Child-sP Retaddr Call Site

B0 PREEGEE] “226fabtE PERGTE fo” BE1cB368 KERNEL3Z! CreateFileW

Bl PEEREEE1 "226fabll EERETE o B61cbddd mecoreel! RuntimeDesce: Veri fyMainRuntimeMedule®,
+Hxle

B2 peoeeded "226fabfl BERETE fo” 6106868 mscoreel! FindRuntimes InlnstallRoot+Exd fh

23 peoReeed "226fh3el BORETE fo” B861cbT48 mscoreel! Getlr CreateSxSProcessInfotEutd

B4 PEEREOE] T2261h460 BERETE fo” B61cht2b mscoreel! CLEMetaHostPolicy Inpl @ (GetRequestedR,
untimeHel per+exfc

BS BREREEE1 "22610T40 BERETE o B6ledde’ mscoreel! CLEMetaHostPolicy Impl : (GetRequestedR®,
untime+Eull@

(truncated)

21 eeeE0oE] "226fedeld EOEETEfc"1df@2502 SHELL32!CFSlconlver layManager : : LoadNon loadedDs,

UTo MBI MOKEM ClI€NIaTh HAa 3TOM 3Tarne? Bbl MOKeTe 3a/1aThCsl BOIIPOCOM, KaKOM
¢aiin oTKpbIBaeTCS.

MpI MOKEM MOTyYUTh 3TY HHPOPMAIUIO, OCHOBAHHOW Ha COTJIAIIICHUH O BBI30BAX
¢ynkuuu CreateFileW.

Tak kak 310 64-O6uTHBIN nporecc (a mporeccop Intel/AMD), cornaienue o
BBI30BaX IJIACUT, YTO MEPBOE 1€0€ YUCII0/yKa3aTelb apTyMEHTHI IEPEAatoTCs B
peructpax RCX, RDX, R8 u R9.

[Tockonbky ums ¢aiina B CreateFileW, 3To nepBblil apryMeHT, COOTBETCTBYIOLIUI
peructp — RCX.

» Oro6pasute 3HaueHue perucrpa RCX ¢ moMoIibpi0 KOMaH b T (BbI MTOJTYYUTE
JPYroe 3Ha4CHHE):

0:002> r rcx
rcx=00000001226fabf8

* MBI MO)EM POCMATPUBATh NAMsITh, YKazaHHY0 RCX, ¢ moMoIpio pa3anyHbIX
koMmaHa d (oToOpaxkeHusl).

@:e02: db PCeDEEE! 226fablfa

EoREDEE! " 226fabf8 43 00 3Ja 80 Sc 8@ 57 BB-69 00 Ge OB 64 B0 6f B2 C.:.\.W.i.n.d.o.
EoREReE! " 226fack8 TT 02 T3 80 Sc B2 44 EB-69 00 83 02 T2 80 6f B8 w.s .\ .M.i.c.r.o.
EoReReEt " 226fac18 T3 00 6f B0 66 B2 T4 BB-Ze 0O 40 BD 45 B0 54 B2 s o f. L. N.E.T.
gopeReEl " 226fac28 Do B 46 B2 T2 B2 51 BB-6d 20 85 B2 7Y B2 6f B2 M. F.r.a.m.e.w.o.
gopeReEl " 226fac3s T2 00 6b 80 36 82 34 20-5c 00 So B2 To B2 32 BE r.ok.6.4.% N\ v 2.
EoEoREEl " 226facdd Ze 00 30 80 Ze 8O 357 BB-30 0O 3T OB 32 0@ 3T B . .B...2.0.T7T.2.7.
EoREDEE! " 226fac58 Sc 00 63 80 Gc B T BB-Ze 0O 64 00 6o B0 Goc BB N.co.l.r...d.1.1.
goReDeEl " 226fact8 B0 80 TE 1c fo Tf 00 BE-20 00 08 0D B0 B0 80 BB . .w. ... . .. .. ...



Komannaa db mokaspiBaeT nmamath B 6aiitax u cumBoisl ASCII cipasa.

Tenepb NOHATHO KaKOBO UM (paiiyia, HO MOCKOJIBKY cTpoka siBisgercsa Unicode, 3To
HE OYEeHb YAOOHO ISl IPOCMOTPA.

 Ucnonw3yiiTe komanay du mist 6omee ymobHoro nmpocmotpa ctpoku Unicode:
0:002> du 00000001226fabf8

00000001 226fabf8 "C:\Windows\Microsoft. NET\Framewo™

00000001 226fac38 "rk64\\v2.0.50727\clr.dll"

* Bel MOKeTe UCII0JIb30BaTh 3HAUCHHUE pPerucCTpa HAIIPAMYIO, ,IIO6aBI/IB K €TO0 UMCHHU
npeduke @:

0:002> du @rcx

00000001 226fabf8

00000001 226fac38

"C:\Windows\Microsoft. NET\Framewo"

"rk64\\v2.0.50727\clr.dll"

Tenepp naBaiiTe yCTAHOBUM JIPYTYIO0 TOUKY OCTaHOBA B HATUBHOM API, KoTOpBI
BbI3biBacTcs CreateFileW — NtCreateFile:

B:082: bp ntdll!ntereatefile

B:e02: bl
@ e Disable Clear ©B0GTffc 1fG52300 GE@1 (EOE1) G:++#++ KERNEL3Z!CreateF ilew
1 e Disable Clear BE@ETIfc 20482120 001 (BeE1) ©:++#++ ptdl lINtCreatefFile

OOparure BHUMaHKe, yTo HaTUBHBIA APl HUKOra He ucnoas3yeT W unu A - oH
Bceraa padoraer co crpokamu Unicode.

° HpOI[OJ'I)KI/ITe BBIIIOJIHCHHUC C IIOMOIIIBbIO KOMAaHILI Z.
Breakpoint 1 hit

ntdll'NtCreateFile:

00007ffc’ 20480120 4c8bd1 mov rl10,rcx

* Check the call stack again:

Breed: k

# Child-5P Retaddr Call Site

B0 PREREEE] "226fa038 EERATE fe™1c73e5d6 ntdll INtCreateFile

B PREREGE "226fa040 PERATE fe"1cT5elet KERMELBASE!CreateFilelnternal+@x2 6

B2 pRoReGE "226faabl EERATE fo” BE108368 KERMELBASE!CreateFi leWHBxGE

B3 pRoReeeEd "226fable 2ERETE fo” B61c5d4d mscoreel! RuntimeDesc: Werl fyMailnRuntimeMedule’,
+Haxde

B4 2eoR0eel "226fabtd 2EERTE fo” B61c6868 mscoreel! FindRuntimes InlnstallRoot+Eud fh

25 2eoe0eed "226fb3ed 2RERTE fo” B61cbT48 mscoreel! Getlr CreateSxSProcessnfotEutd

(truncated)



[lepeunciute creayromnye 8 UHCTPYKITUI, KOTOPBIEC TOJDKHBI OBITh BHITIOTHEHBI C
MTOMOIIILI0 KOMaH/IbI U (unassemble):

B:262> u

ntdll!NtCreateFile:

BeeeTf e 204861208 4c8bdd My ri@, rex

BERETEfc” 20486123 bASSEEEREEE My eax, 55h

BERETEIc” 20486128 fGR4250863faTiEl test byte ptr [SharedUserData+@xdf8 (EEREEEEE" Y
TffeRdpa)], 1

BERETE o™ 20480430 TSR e ntdllINtCreateFile+@xiS (BEEETffe” 20480135 )
BeReTf e 20480432 BIES syseall

BeRETE e 20486134 3 ret

BeReTEfc” 20486135 cd2e int 2Eh

BERETE o™ 20480137 3 ret

OOparure BHUMaHMe, yTO 3HaueHue 0x55 konupyercs B peructp EAX. Oto
cepBucHbIl HoMep cuctemsl i NtCreateFile, kak onucano B riase 1.
[ToxazanHas uHCTpYKIUS syscall siBisieTcst Toi, KoTopasi BbI3bIBAET MEPEXO]T K
1Py, a 3aT€M BBIIIOJHUTH caMy cucTeMHylo ciyx0y NtCreateFile.

* Bl MOXeTE NepeiTH K CIEAYIONIE HHCTPYKIHUH C TOMOIIBbIO KOMaHAbI p (1uar -
Haxkmute F10 B kauecTBe anbTepHaTuBbl). Bol MOeT BoiiTH B hyHKIIMIO (B Cilydae
COOPKH 3TO MHCTPYKIIHS BbI30BA) C MOMOIIBbIO KOMaH/IbI t (TPAaCCUPOBKA - HAXKMUTE
F11 xak anbrepHaTUBY):

B:002> p

Breakpoint 1 hit
ntdll!NtCreateFile:

BORRTEfo” 20486120 4c8bdd M ri@, rex
B:ee2r p

ntdl 1 NtCreateFi le+2xd:

BOBETE fo" 2048023 bASSHRORAEG s aax, 55h
B:pe2: p

ntdllINtCreateFi le+2xs:

PeEeTlfo” 20486128 fEE4250883feTiE] test byte ptr [SharedUserData+@xdB8 (EEEERERE™ Y
Tffeldea)],1 ds:copeeean” Tf fe@l08=00

B:ee2r p

ntdllINtCreateFi le+@xlf:

BOBRTE fo" 20480430 TSR jrne ntdllINtCreateFile+@els [EOEETffo” 204881355
) [br=g]

B:pe2: p

ntdllINtCreateFile+2xld :

BeReTlfo” 20486132 BIES syscall

* BXOI[ B CUCTEMHBIN BBI30B HCBO3MOJKCH, TdK KaK Mbl HAXOIUMCS B PCIKHUMC
IIOJIB30BAaTCJIA.

0:002>p
ntdlI!NtCreateFile+0x14:
00007ffc 20480134 c3 ret



* Bo3Bpamaemoe 3HaueHHE PYHKITUI B COTTIAIICHUH O BBI30Bax X064 COXpaHseTCs B
EAX unu RAX.

st cuctemsl, 310 NTSTATUS, nostomy EAX conepkut Bo3BpallleHHbIN CTATYC:
0:002> r eax
eax=c0000034

* ¥V Hac ecTbh KoJ OmrOKH. MBI MOYKEM MOIYIUTh TOJIPOOHOCTH C TIOMOIITHIO
komauael! Error:

0:002> 'error @eax
Error code: (NTSTATUS) 0xc0000034 (3221225524) - Object Name not found.

* OTKJIIOYUTE BCE TOYKHU OCTaHOBA U jaiite Notepad npookuTh paboTy B
OOBIYHOM PEXHME:

0:002> bd *
0:002> g

[TockonbKy B HACTOSIIIEE BPEMs Y HAC HET TOYEK OCTAHOBA, MBI MOKEM
IPUHYIUTEIBHO BBIIIOJIHUTH Pa3pbiB, HAXkKaB KHOIIKY «Pa3pbIB» Ha MaHEIb
MHCTPYMEHTOB, WK HaxkaB Ctrl + Break Ha knaBuarype:

874c .16a54) : Break instruction exception - code 880BGEE3 ( first chance)
ntdll!DbgBreakPoint:
PRRaTl fo” 20483080 co int 3

® O6paTI/IT€ BHUMAHHMEC Ha HOMCD IIOTOKA B ITPUIJIAIIICHHUH. IToka3ath Bce TCKYIIUC
ITIOTOKH:

B:@22» ~

Id: 874c. 18268 Suspend: 1 Teb: EEEEEEGE1" 2225948688 Unfrozen
Id: 874c . 4Bac Suspend: 1 Teb: PEEREEET "222a5808 Unfrozen
Id: 874ec.152ce Suspend: 1 Teb: EEEEEEE1™222a7E8E Unfrozen
Id: 874e. fTec Suspend: 1 Teb: BEEEEEET “222adB0E Unfrezen
Id: 87T4ec . 145b4 Suspend: 1 Teb: EEEEEEE1™222afeER Unfrozen

oW by @

(truncated)

18 Id: 874c.fBed Suspend: 1 Teb: De@2eREl "22241080 Unfrozen
19 Id: 874c.17414 Suspend: 1 Teb: B2EREEEE1-222d3868 Unfrozen
28 Id: 874c.c878 Suspend: 1 Teb: GEEEEEE1 “222d456068 Unfrozen
21 Id: 874ec.d8ecl Suspend: 1 Teb: DEEREEEL "222d478068 Unfrozen
.22 Id: 874c.16aB4 Suspend: 1 Teb: EEEEEEE1"222e1868 Unfrozen
23 Id: 874c.18838 Suspend: 1 Teb: 2@DOEEE1°222db20@ Unfrozen
24 Id: 87T4c.1B8cf@ Suspend: 1 Teb: e2@E0EE@1° 22244808 Unfrozen

MHoro nmotokoB, BepHo? OHU ObIH (PAKTHUECKH CO3/IaHbI/BbI3BAHBI OOIIMM
OTKPBITHIM JTHAJIOTOM.

* [IpoopkaiiTe uccienoBaTh OTJAAIUMK TaK, KaK XOTUTe!



* Ecu BBI 3aKpOCTC BJ'IOI(HOT, BbI IOCTUTHCTC TOYKHU OCTAHOBA IIPU 3aBCPIICHUHA
Imponecca:

ntdl 1 NLTerminateProcess+enid:
BERGTE o™ 2047 fold o3 ret
B eoe k

® Child-5SP Retaddr Call Site
B0 BRoReEEd "2247 fGald BERGTTE fo” 20446448 ntdll INtTerminateProcess+Bxl 4
Bl peGEeoE] “2247 fEbe E@ERTEfo"1f64d62a ntdll |REt1Ex] tUser Process+@xha
B2 DEeR0EE] "2247 fGed BERETEfo” B61lceeS8 KERMELIZ!ExitProcesslmplementat ion+Exa
B3 DRGEeaE] "2247 {710 E2EaTE fo” B644T1% e mecoreel | RuntimeDesc: (ShutdowndllActiveRuntim®,
ec+HBx2aY
BROREAE] "2247T falkd BEEATIfe” 1foda2f1 mscoree !|Shel lShim_CeorExitProcess+Buile
PREOREAE "2247 fa30 2EERTIfe"1fedaZad mevert! _ortCorExi tProcess+Budd
BROREGE] "2247 fach BERETTfe”1feda%2s msvert! _ecrtExi tProcess+Bxd
BRoREGEd 2247 fa0d BEEETE T 5383asle msvert! doexi b+eel T1
BREREGE] "2247 fhed BEReTIIfc” 11647974 notepad | __ma inCRTStar tup+@xl bE
BREEEGE] 2247 fhel BEEETE fo” 20442271 KERMEL3Z!BaseThreadInitThunk+eid
BREEEGE] 2247 fh IR BEEORERE BEEOREEE ntdll |IRtlUserThreadStart+8x21

FERIERR

* Bb1 MOXXeTe UCIOIb30BaTh KOMaHy q JJIs BhIXOJa U3 oTiagunka. Eciou mpoiecc
ellle >KKB, OH OyJeT MpepBaH.

ATBTEpHATUBOM SIBJISETCS UCIOJIb30BaHUE KOMaH/BI .detach 1y1s OTKITFOUEHHS OT
1enu 0e3 €€ YHUUTOKEHUS.

3) Oriaaka siapa

OTnazika B OJIb30BATEILCKOM PEKUME BKIIIOYAET B ce0s OTIIAIUUK,
MPUCOEANHSAIONINICS K IPOLIECCY, YCTAHABIMBAIOIINI TOUKM OCTAHOBA U T.J.
OTtnagka pexxuma siipa ¢ Ipyroi CTOPOHbI, BKIIIOYAET B ce0sl YIIpaBJICHUE BCeH
MAIIIMHOM € MOMOIIBIO OTJIAIUMKA.

910 03Ha4acT, 4TO CCJIM TOYKAa OCTAaHOBA YCTAHOBJICHA, TO BCA MalllMHA
OCTaHOBHTCA.

O4eBUHO, YTO ITO HE MOXKET OBITH JOCTUTHYTO C TTOMOIIBIO OJHOM MaluHbI. B
MIOJTHOM 00BEME OTJIaKa sSI/Ipa, 3aICCTBOBAHBI JIBE MAIIMHBI: XOCT (T/1e paboTaeT
oTnaauuK) ¥ 1eib (To-uTo oTnaxkuBaeTcs).

OpaHako 1eNIbI0 MOKET OBITh BUPTYaJIbHAsl MaIlIMHA, pa3MEIICHHAsI Ha TOM XKe
MaIuHe (XOCTe), T/I€ OTJIaIYUK BBITTOTHIETCS.

PucyHOK 5-5 1OKa3pIBaeT XOCT U LEJIb, TOAKIIOUYEHHBIE YEPE3 HEKOTOPYIO CPELY
COCAUHEHMUS.



Connection

medium
Host

(Debugger)

[Ipexme ueM MbI iepeliieM K IMOTHON OTJIAIKE SIpa, MBI PACCMOTPUM €ro 0oJiee
IIPOCTOM POACTBEHHUK — JIOKAJIbHAS OTJIaJKa aapa.

JlokajibHad OTJIAAKA SIAPA

JlokanwHas otnaaka sapa (LKD) mo3BossieT mpocMaTpuBaTh CUCTEMHYIO TaMSITh U
JIPYTYIO CUCTEMHYIO MHGOPMAIMIO Ha MECTHOW MaIllliHE.

OCHOBHOE pazIM4yue MEeXAY JIOKaJIbHOW U MOJIHOW OTJIAIKOM s/ipa 3aKJII0YaeTCs B
ToM, 4To ¢ LKD HeT Hukakoro cnoco0a yCTaHOBUTh TOYKH OCTAHOBA, YTO
03HAYaEeT, YTO BbI BCET/Ia CMOTPUTE HA TEKYIIEE COCTOSIHUE CUCTEMBI.

DTO Takke 03HAYaeT, YTO BCE MEHSIETCS, JaKe KOT/a BBIMOJIHSIOTCS KOMaH/IbI,
MOATOMY HEKOTOpasi MH(popMaIus MOKeT ObITh HeHaie)KHOU. [Ipu nmonHoH
OTJIAJIKE Si/Ipa KOMaHIbl MOKHO BBOJUTH TOJIBKO BO BPEMsI, KOT'/Ia LI€JIEBasi CUCTEMA
HaXOJUTCSl B TOYKE OCTAHOBA, IOATOMY COCTOSIHUE CUCTEMbI HE U3MEHSIETCHI.

UtoOs1 HacTpouTs LKD, BBeIuTE B KOMaHHOM CTPOKE C MOBBIIIEHHBIMU MPaBaMu
cleayrouiee U Iepe3ayCTUTe CUCTEMY:

bcdedit / debug on

[Tocne nmepe3amycka cuctemsl 3amycture WinDbg ¢ MOBBITIIEHHBIMH
npusmierusmu. Beidepute mento File/Attach To Kernel (WinDbg preview) wnm
File/Kernel Debug (knaccuueckuit WinDbg). Beibepute Bknaaky Local u
Haxkmute OK. Bbl 10KHBI YBUIETH BBIBOJ, TOX0KUN Ha CIICAYOIIUNA:



Microsoft (R} Windows Debugger Version 18.8.18317.1081 AMDGL
Copyright (o)} Micresoft Corporation. All rights reserwved.

Connected to Windows 18 18362 %64 tarnet at (Sun Apr 21 B8:58:50. 964 2649 (UTC + 3:@%
B3}, ptred TRUE

dHdk R R R RE Path validation summary #kssssdss s

Response Time {ms) Locatieon

Leferred SRVFo: \Symbol s*htbp: //madl  microsoft.
com/ downl cad/ symbols

Symbol search path is: e:‘\btempSEV*c:\Symbols*http: //med]l . microso ft  com/downl cad/sym’,
bels

Executable =search path is:

Windows 18 Kerrnel Version 18362 MP (12 proes) Free x54

Product: WinNt, suite: TerminalSerwer SingleUserTS

Built by: 18362.1.andé4fre.19h1_release . 19€318-12682

Machine MWame:

Kernel base = exfffffaB6" 46608000 PsLoadedModulelist = Bxfff ARG 46afb2de
Debug session time: Sun Apr 21 88:51:00 782 2010 (UTC + 3:88)

System Uptime: B days 11:33:37 265

OTazika JIOKaJIbHOTO Sipa 3aliuiieHa 6ezonacHoit 3arpy3koit B Windows 10,
Server 2016 u 6oJiee MO3THUX BEPCUSIX.

Umoobwr akmueuposams LKD, 6am Heo6X00UM0O OMKIIOUUMb OE30NACHYIO 3A2DY3KY
6 Hacmpotikax BIOS mawunsl. Eciu no no6otl npuuute, 5mo He803MONCHO, eChlb
anrbmepuamuea, ucnoavsytowas Sysinternals LiveKd uncmpymenm.

Cronupyume LiveKd.exe 6 ocnoenoul kamanoe Debugging Tools for Windows.

Llocne 3anycmume WinDbg c ucnonvsosanuem LiveKd ¢ nomowwio criedyroweti
Komauowl: livekd -Ww.

Obpamume enumaHnue, umo npuziauieHue omoopaxcaem lkd. Smo oznauaem, umo
JIOKANIbHASL OMIIA0KA A0Pa AKMUBHA.

4)ManyaJj o oTJajAKe JOKAJIbHOIO sApa

Ecnu BbI 3HAaKOMBI ¢ KOMaHJIaMH OTJIAJIKH SIIPa, BBl MOYKETE CMEJIO MPOITYCTUTh
3TOT pazed.

* Brl MosxeTe 0T0Opa3nuTh OCHOBHYIO HH(POPMAIIHIO 7151 BCEX MPOLIECCOB,
3amyllIeHHBIX B cucTeMe BMecTe ¢ mporeccom 0 0 komanaa:



lkd: lprocess @ &

wrkk NT ACTIVE PROCESS DUMP #dkk

PROCESS fIffRdBefd2aTick
Sessionld: none Cid: 2eed Pab: 2OEEEEEE ParentCid: 2ee
DirBase: 881ade@2 ObjectTable: {fffel@712284h86 HandleCount: 9542
Image : System

PROCESS [fffadeetliZeldd
Sessionld: none Cid: 2E58 Peb: 2000 ParentCid: e0ed
DirBase: B3183802 ObjectTable: ffffel2@87122Bcack HandleCount : B.
Image : Secure System

PROCESS ffffadlecaifican
Sessionld: none Cid: 298 Peb: 2020202 ParentCid: e0e4
CirBase: 2€3elf@Z ObjectTable: {fffel28712209480 HandleCount : B .
Image : Registry

PROCESS ffffEdReB3R00Ca0
Sessionld: none Cid: B832ec Peby: SabaTebP8e ParentCid: 204
DirBase: 15fal0@02 ObjectTable: ffffe2B7120700808 HandleCount: 53,
Image: smss.exe

(truncated)

JInst kaxkmoro mporecca 0ToopakaeTcs ciaeayroias nHpopmarus:

* Anpec, npucoeanHeHHslil k Tekcty PROCESS, siBnisiercs agpecom npoiiecca (B
IPOCTPAHCTBE SPa, KOHEUHO).

* Sessionld - ceccust, B KOTOPOM BBIIIOJIHSAETCS IPOLIECC.
* Cid - (uaeHTrdUKATOp KIMEHTA) YHUKAIBHBIN WACHTH(PUKATOP MpoIiecca.

* Peb - anpec 6510ka cpeasl iporiecca (PEB). DToT aapec HaxoauTcs B
MIPOCTPAHCTBE TOJIB30BATEINSI, €CTECTBEHHO.

* ParentCid - (uaeHTHPUKATOP POAUTENHCKOTO MpoIiecca) UAECHTU(DUKATOP
ponuTenbekoro mpouecca. OOpaTuTe BHUMaHUE, YTO BOZMOXKHO POAUTEIbCKUAN
npouecc OOJIbIIE HE CYIIECTBYET, U 3TOT UIEHTU(UKATOP MOKHO HCIIOIb30BaTh
MOBTOPHO.

* DirBase - ¢pusnueckuii anpec (0e3 munaamux 12 Out) karangora riiaBHOU
CTPaHULBI I TOTO MPOLECCa, UCTIONIB3YETCs B KAUECTBE OCHOBBI JUISI
BUPTYaJIbHON TPAHCISLIUN AIPECOB.

Ha x64 »t0 u3BectHo kak Page Map Level 4, a Ha x86 310 Tabnuia ykazarenen
ctpanuil (PDPT).

* ObjectTable - ykazarens Ha MpUBATHYIO TAOJIUITY IECKPUIITOPOB MpoOIIEcca.

» HandleCount - KoJlM4ecTBO JIECKPUIITOPOB B ATOM IIpOIIecce.



* Image - ums ucnonHsieMoro Qaiisia Win UMs CIEHATIBHOTO Mpoliecca A TeX,
KTO HE CBSI3aH C UCIOJHAEMBIM (ailyioM (IIpUMeEpHI: 3alllUIIEHHAs CUCTEMA,
CUCTEMA CXKATHE MaMSTH).

Komanna !Process npuHMMaeT Kak MUHUMYM J1Ba apryMeHTa. [1epBblil yka3piBaeT
Ha MHTepecyroIuil npouecc ucnonb3ys ero aapec EPROCESS, rue Honp o3Hauaer
«BCE WJIU JIIO00M MpoIIeccy.

BTopoii apryMeHT - 3TO ypOBEHb HEOOXOAUMBIX JETAJIEH, I/1€ HOJIb O3HAYAET
HauMEHbIIIee KOJMYECTBO JeTajel (OuToBas Macka).

Tperuii apryMeHT MOXKET OBITh T0OABIICH JIJIsl TIONCKA KOHKPETHOTO HCITOJTHIEMOTO
datina.

* Hepqu/ICHI/ITB BCC IIPOLECCChI, HA KOTOPBIX 3aITYIICH CSISS.CXC!

lkd: !lprocess B B csres. exe

PROCESS ffffadBeBlchllel
Sessionld: @ Cid: e38c Peb: fS9% (600G ParentCid: 2384
DirBase: B44eaalB2 ObjectTable: fFffelBT12345480 HandleCount: 992.
Image: csrss.exe

PROCESS fIffRdBea40d fea
Sessionld: 1 Cid: e45e Peb: eBaBelelBld ParentCid: 9438
DirBase: 1Tafecl1@82 ObjectTable: ffffelBT188d93c8 HandlelCount: 1146.
Image: csrss.exe

* [lepeuncnuts Oosbilie HHGOPMAIIUHY JJI OIIPENECISHHOTO IIPoliecca, yKa3aB ero
aapec u 0oJiee BHICOKUI YPOBEHB JCTAIN3AINH:



lkd: !process ffffdeed49drfeas 1
PROCESS [fffadeeddod fean
Sessionld: 1 Cid: ed5e Peb: eBalcfell ParentCid: 2438
DirBaszse: 1Tafeifl2 ObjectTable: fEffel0T1864%3c0 HandleCount: 1138.
Image: csrss.exe
VadRoot fIffadBe000a4840 Vads 244 Clone B Private 670, Modified 48244 . Locked 38°%

186,
DeviceMap [fffelBT12213728
Token fiffe2BT186 3818
ElapsedTime 12:14:47 202
UzerT ime BE:20: 5O 0
Kerne 1T ime 220 B3 468
QuotaPoolUsage [PagedPool ] 4237604
QuotaPool Usage [NenPagedPool] aTsa
Working Set Sizes (now,min,max) (1543, 50, 345) (6172KB, Z0EKE, 1380KE)
PeakWor kingSetsize 18222
Virtual 5ize 2161434 Mb
PeakVirtualSize 2164 467 Mb
PageF au ltCount 241480
Memor yPricrity BACK GROUND
BasePricrity 13
Commi tCharge 1e12
Job fIffBdBedidadeas

Kax BUHO U3 BBINIETIPUBEIEHHOTO BBIBOA, OTOOpaX)aeTCs AOMOJHUTEIIbHAS
uH(dOopMaIus o MmpoIecce.

HekoTtopsle U3 3T0il HHPOPMALIMH SBIISIETCS] THUIIEPCCHUIKOM, YTO 00JIeryaeT
JTAJIbHEUIIEE N3YUYCHUE.

Job, yacThI0 KOTOPOU ABJISAETCS 3TOT MPOLECC SABISAETCA TUIEPCCHUIKOM.

* HaxxmuTe Ha rUIIEpCCHIIKY € aipecoM paboThl Job:



lkd: ! job [fff8dEe8idadesn
Job at ffffadeelidagess
Basic Accounting Information

Totallser Time: Bx33db258
TotalKernelTime: Bx5TREd50
TetalCycleTime: BxTI33610ae

ThisPericdlotallser Time : Bx33db258
ThisPericdTotalKernel Time: Bx57e5d5e

Total PageFaultCount BxaclTe
TotalProcesses: Brie
ArtiveProcesses: Bd
FreezeCount: &
BackgroundCount.: 2
TotalTerminatedProcesses: BB
Peak JebMemor ylUsed: Bx38fh5
PeakProcessMemcr ylsed : B2 3366
Jeb Flags

[wake netification allocated]
[wake notification enabled]
[timers wirtualized]
Limit Information (LimitFlags: @xl1866)
Limit Information (EffectivelimitFlags: Exi180@)
JOB_OBJECT_L IMIT_BREAKAWAY DK
JOB_OBJECT_L IMIT_SILENT _BREAKAWAY _DK

Job - 310 00BEKT, KOTOPBIN COACPIKUT OJTUH UITH HECKOJILKO MPOIIECCOB, IS
KOTOPBIX MOTYT MPUMEHSATHCS PA3JIUYHbIE OTPAHUYEHUS.

[TogpoOHoe 06cykaeHne Job BBIXOAUT 32 paMKHU 3TOW KHUTH. JOTIOJTHUTEIbHYIO
MH(OPMAIMIO MOKHO HAWTH B KHUTAaX MO BHYTPEHHUM KOMIOHEHTaM Windows.

 Kak oOb14HO, Takasi kKomaHza, kak! Job, CkpbIBaeT HEKOTOPYIO HH(POPMAILIHIO,
JIOCTYIHYIO B pE€abHOM CTPYKTYpPE TaHHBIX.

B nannom ciyuae ato EJOB. Hcnonw3yiite komanay dt nt!  Ejob ¢ anpecom
3a/1aHMsl, YTOOBI YBUJIETh BCE JICTAJIH.

* Taxxe MmoxHO npocMmoTpeTs PEB nponecca, meakHyB €ro runepcCchluiKy. ITO
noxoxe Ha !Peb koMaHy, KOTOpast HCIIONB3YETCS B MOJIH30BATEILCKOM PEXHUME,
HO 37I€Ch JIOJDKEH 0053aTeNbHO OBITh 3a1aH PaBUIIHHBIA KOHTEKCT MpoIlecca.



HaxwmuTte Ha runepccoiiky Peb. Bel momxHBI yBHAETH YTO-TO BPOJIE 3TOTO:

lkd» .process /p FEffRAReB40dREE: !|peb eBalcOeBREE
Implicit process is now fFFIEdEe 2404 R0
PEE at COROEOeEa8c0cB0l

Inher itedAddressSpace : e

FeadlmageFileExecOptions: No

BeingDebugged: MNex

ImageBasedddress : BEERTIFG2 feTeaRd

NtGlebalF lag: 44066

NtGlebalF lag2: &

Ldr BERaTIf abecc53ck

Ldr.Initialized: Yes

Ldr.InInitializationOrderModul elist: 2e@22821ccl4deld | 200@2021colSlee

Ldr.InLcadirderModulelist: BEERE2E21coB4f30 | EEEREZEZ21ccl Seeld

Ldr. InMemoryCrderModulelist: PESREZEZ1ceR4f4l | EEOREZE21cclSe B
Base TimeStamp Medule

TEfE2feTeeen TafacheT Apr 27 B1:06:31 2834 C:“\WINDOWS ‘\system3Z'osrss. exe

Tifalebtl@0l aS2bTcta Dot 23 22:22:18 2857 C:\WINDOWS'SYSTEM3Zntdll.dll

Tifabbal GGER 802fcedf Feb 24 41:20:58 2038 C:\WINDOWS'SYSTEM3Z\CERSRY .41l

Tifabhofeeen MMeT40f0 Feb B4 23:47:36 2040 C:\WINDOWS ‘system32\basesyrv DY,
LL

(truncated)
[IpaBUIBbHBIN KOHTEKCT MNPOLIECCA 33Ja€TCSI METa-KOMaHJ0M .process, a 3aTeM
otobpaxaetrcst PEB.

D10 0011as TEXHUKA, KOTOPYIO BbI IOJKHBI UCTIOIB30BaTh, YTOOBI TTOKA3aTh
nH(popMaInio, KOTOpas HaXOAUTCS B MPOCTPAHCTBE MOJIb30BATEIIS.

* [ToBTOopuTe KOMaHy! Process eiie pas, HO Ha 3TOT pa3 0€3 YpOBHS JIeTalu3al1u.

Bbynet nokazano 60:bI11e HHGOpMALIUK IS TIpOIecca:



DeviceMap
Owning Process
Attached Process

Wailt Start TickCount
Context Switch Count

UserTime
KernelTime

Child-&F
ffffa385 8295380
fff 385 829540k
fff f3385 82051568
fff f8385 8205000
fff f8385 8205 fCeR
[fffa385 82051720
Lt 3o
ffff385 82951768
ffffA385 829517 10
ffffA385 82051840
fff f3385 82051900
e & fEFfE385° 8295fake)
BEEEEDeE "ada3 T8
BEEEG0eE "ade3fTal
BEEE00eE "ale3fTad

THREAD fIff8d@e84ibbf148 Cid @45c.066c Teb: 200000eBaBcat@ie Wind2Thread:

FIf fol@71221 3726

fIf fadbe a4 0d fERE Image: CSFSS  axo
NAA Image: M /A
2856062 Ticks: 76 (@:00:00:01 0693)

G483

IdealProcessor: 8

BE: g0 . 421
B0 BE - ee . 437
Win32 Start Address EuwBEEETIfaBbalSeTe
Stack Init fIFFE3ASR205FROG Current [EFFR3AGR2051346
Base fIffR38582060000 Limit FEFIA3A582050000 Call GORCEREEGEOGEEEE
Pricrity 14 BasePricrity 13 PricrityDecrement 8 IcPricrity 2 PagePricrity 5
GetContextState failed, BxBEEE48C1
Unable to get current machine context, HRESULT exSgeo42e1

Retiddr

fEFf fARG 466529802
fEFf fARG 46628154
fEFf fARG " 46686 5
fEEf fARE " 46Td 8056
fEFF FARE ™ 4647 6T
fEFf fARG 4641 62

FEEFIE8G6"™46d1 5321
FEEfIEE6" 4601 4085
FEEfIREE 46885295
BREATE fa Bebfdl 94

BEEGTE fa " Bbal 5773
BEE0E2E2 " 1ccB HR0e
BEE00E66 " BE00EEEa

Call Site

nt K1 SwapContext +8x TG

nt K1 SwapThr ead+Ex3 £2

nt 1Kl CommitThreadWalt+Exidd

nt |KeWaitForSinglelbject+2x255

nt Al pepWaitFoerSinglelb jec t+Exde

nt Al pepConp leteDefer 53igna lRequestAndWal b,

nt Al pepRece iveMessagePort +Bx3ac

nt 1Al pepRece iveMessage+ B3l

nt INLAL peSendwWal tRece ivePort +8x185

nt 1Kl SystenSer vi ceCopyEnd+ 825 (TrapF ram',

EoeReeT ffa”Beb fd194

et ffa ebals 778
EEe0Ba202 "1 cod5098

£

ffFAdBednSfATEE WAIT: (WrlipcoReply) UserMode Mon-Alertable
fIff8dBeddbbf708 Semaphore Limit Eoel

(truncated)

Komanna nepeuncisier Bce NOTOKH B npouecce. Kaxxaplii HOTOK MPeICTaBIeH CBOMM apecoM
ETHREAD npunaraercs k tekcty “THREAD”.

Crex BBI30BOB TaK)Ke€ YKa3aH B CITHCKE - MPEPHUKC MOIYJIIS «nt» MPEACTABISIET SAPO - HET

HeO6XOJII/IMOCTI/I HCIIOJIB30BATh «HACTOAIICC) UMA MOAYJIA Apa.

OJIHa N3 IMPUYXH HUCITIOJIB30BAHUA «nt» BMECTO SIBHOT'O YKa3aHusd UMCHU MOAYJIA gapa COCTOUT B

TOM, YTO OHH Pa3In4aloTcsi Mexay 64 u 32-pa3psaaeiMu cuctemMamu (ntoskrnl.exe Ha 64-

pa3psAAHBIX U KaK MUHMMYM JiBa BapuaHTa Ha 32 OuTa).

CHMBOJIBI ITOJIb30BATEILCKOTO peiKUMa HE 3arpyKaroTcd 1o YMOJIYaHUIO, TIO3TOMY CTCKU

IMOTOKOB, KOTOPBIC OXBATbIBAIOT IT0JTb30BAaTEIIHCKUM PEXKUM, ITOKA3BIBAIOT ITPOCTO YUCIIOBBIC

azapeca.

BEI MokeTe IBHO 3arpyKaThb MoJIb30BaTCIIbCKUEC CUMBOJIbI C TOMOIIBIO .reload / user:



lkdr .relcad fuser
Loading User Symbols
lkd:r !process ff 40404080
PROCESS ffff8dfe840d o8
Sessionld: 1 Cid: £45e Peb: e8a8clcbBd ParentCid: 8438

DirBase: 17afcleg2 ObjectTable: fEffe20T185d93ck HandleCount: 1149,
Image: csrss.exe

(truncated)

THREAD fIffadief4fetan Cid @45c @46c Teb: 2E000ReBalcallld WindZThread: £
fffBdedaSfaTed WALIT: (WrlipcReceive) UserMode Mon-Alertable
[IffEd@e849e0Ed8 Semaphore Limit exi
Not impersonating

DeviceMap fiffe2871221 3728

Owning Process fEffadbead40d fEaR Image: CSYSS  eXe
Attached Process M/ A Image: MN/A

Wait Start TickCount 2805671 Ticks: 135 (0:08:00:02.109)
Context Switch Count GE84 IdealProcesscr: 8

UserT ime B 26 . 437

Kerne LT me 26 200 . 437

Winad2 Start Address CSRSRV!CsrApiRequestThread (ExB@RETffaBbal 5678 )
Stack Init FIffE3ASE2G5IROE Current ff 838582053468
Bace fIffA3858206E006 Limit [fffE38582050060 Call EOREGEEREEEEEEEE
Prierity 14 BasePricrity 13 PrierityDecrement & IoPricrity 2 PagePrierity 5
FetContextState failed, DxE0EG4GBCA
Unable te get current machine centext, HRESULT £x80864001
Child-5P Retaddr Call Site
fIfIR385 8295388 fIff fARG 466298 c? nt |KiSwapCon text +8x 76
fIfIRAA5 8295 4cl fIff fARG 465281534 nt |KiSwapThr ead+Exd £2
fIfIREAS " B205f560 fIff fARG 46628565 nt |KiCommitThreadwWait+@xidd
fIfIREE5 " B205f600 fIff fARG 46Td8056 nt |KeWaitFeorSingleObject+dxl55
fIffRE85 " 8205fGeld fIFf fARG 46476070 ntlAlpepWaltForSinglelb ject+Bule

FfEFE3E5 B205T20 [FIFFEE6 46416200 nt Al popCompletelefer SignalRequestindwaly,
L+ende

FfEfE385 820951760 [IIffEE6 46d15321 nt!AlpopReceiveMessagePort+@xdac

Ff 385 829570 [IIf 06 46041 4e@5 nt Al pepRece iveMessage+Exd6l

FfffE385 82051840 [IIffO06 4688595 nt INLALpeSendWal tReceivePort +8x185

ffffA385 2057000 BRE@TS fa " Bebfdl 9 nt!KiSystemServiceCopyEnd+@x25 (TrapFram®,
e & ffffa385" B205faBB)

2RE0bed "alaedfTo8 DOEETE fa " BhalSTTE ntdll INtAlpeSendWal tReceivePort+@xl 4

2RE0Rbed "aledfTald BOEETT fa BebooeTf CSRSRV!CsrfApiRequestThread+8xied

BRe600ed "adedfcld DOEOEEEE " ROEEEORE ntdll IRtlUserThreadStar t+@x2 f

(truncated)
HNudopmanuro o moToke MOKHO MTPOCMOTPETH OTNIEIBHO ¢ moMotibio komanbl! Thread u agpeca
IIOTOKA.

ITpoBepbTe TOKYMEHTAIMIO OTIAUNKA, YTO-OBI YBUIETH ONMCAHUS PA3INIHBIX YacTeH
uHpOpMaLIUU 0TOOpaKaeMoi 3TONH KOMaHI0H.



Jpyrue oObIYHO MOJIE3HBIE/UHTEPECHBIE KOMAH/ bl B PEXKUME OTJIAIKHU SApa BKIIOYAIOT B ceOs:

¢! Pcr - oToOpaxats obsacts yrpasienus npomeccom (PCR) mmst mporieccopa, yKa3aHHOTO Kak
JOTOTHATENBHBIN index(mporeccop 0 oToOpaskaeTcs MO0 yMOTYAHHUIO, €CIIH UHACKC HE YKa3aH).

*! Vm - oToOpaxaTb CTaTUCTUKY ITAMATHU I CUCTEMBI U IIPOLIECCOB.

! Running - otoOpaxkaeT nH(pOpMaIKIO O MOTOKaX, 3ayIIEHHBIX Ha BCEX MpOoIleccopax
CUCTEMBI.

Mgz1 PacCMOTpUM Ooiee KOHKPETHBIC KOMaH/bl, ITIOJIE3HBIC JJIA OTJIaAKU I[paﬁBCPOB, B
CICAYIOIIUX I'JIaBax.

5)IToanas oTnaaka sigpa

[Tonnas otnazaka siapa TpedyeT HACTPOUKH HA XOCTE U Taprere. B 3Tom pasnesne Mbl YBUIUM, KaK
HACTPOUTH BUPTYATBHYIO MAIIMHY KAaK TapreT IS OTJIAIKHU sapa. ITO PEKOMEHIyeMOe 1
HanOoJiee yno0OHast HaCTpoOMKa AJig padoThI ApaiiBepa spa (Korjaa He pa3padbaTbIBalOTCs
JpaiiBepbl YCTPOMCTB J1sl 000pYAOBaHUS).

X0poI1110 BBIMOJIHUTE LIary o HacTpoiike BupTyanbHoi MamnHbel Hyper-V (VM). Eciu bl
UCIIOJNIb3YETE IPYTHE TEXHOJIOTUH BUpTyanu3anuu (Hanpumep, VM Ware wim VirtualBox),
HoKaayncTa, 00paTUTECh K IOKYMEHTALUU ITUX IIPOrpaMM.

HCHGBOﬁ H XOCT-KOMIIBIOTEP AOJI’KHBI 0OMEHHUBATLCI JaHHBIMHA C UCITOJIB30BAHUCM HEKOTOPOI'O
HOCUTCIIA IMOAKIOYCHHA.

EcTb HECKOJIbKO BapUaHTOB.
Jlydmmii BapuaHT - HCIOJIB30BaTh CETh.
K coxanenwuro, 310 TpedyeT xocTa u Taprera i 3amycka Windows 8 kak MEHHEMYM.

[Tockonbky Windows 7 mo-npexHemy SIBJISIETCS )KU3HECTIOCOOHBIM TapreToM, MbI OyieM
UCIOJIb30BaTh Ipyroit Bapuant - COM (mociieoBaTeNnbHbIN) MOPT.

KoneuHo, 00JIbIIMHCTBO MalIMH OOJIbIIE HE UMEIOT MOCIE10BAaTENIbHBIX TOPTOB, HO B JIIOOOM
cllydae MbI ITOJIKIF0YaeMcsl K BUPTYaJIbHOM MalllMHe, IIO3TOMY HUKaKHX peajibHbIX KalOeneil He
Tpebyercs.

Bce mnardopmbl BUpTYyaIu3auy MO3BOJSIOT EpEeHANpaBIeHUE BUPTYaIbHOTO
MOCJIEZI0BATENBHOIO TOPTA HA KIMEHOBAHHBIN KaHaI Ha XOCTE; 3TO KOHPUTypalus, KOTOPYIO MbI
OyzaeM UCTIONIb30BaTh.

Kondurypuposanue raprera

LleneBas BUpTyanbHas MallliHa JOJDKHA ObITh HACTPOEHA JUISl OTIIA/IKH Apa, aHATOTUYHO
JIOKaJIbHOHN OTJIAZIKE s1/Ipa, HO C 10OaBIEHHBIM HOCUTEIIEM MTOJKIIOYEHUS YCTAaHOBJIEHOM Ha
BUPTYAJIbHBIN ITOCJIEI0BATEIBHBIN MOPT HA 3TOM MalIUHE.

OnxuH u3 cnoco0O0B CAeNaTh 3TO - UCHOJIB30BaTh bededit B OKHE KOMaH/ ¢ HOBBIILIEHHBIMU
MpaBaMHu:

bcdedit / debug on
bcdedit /dbgsettings serial debugport:1



baudrate:115200

M3MeHnTe HOMEp MopTa OTIAJKH B COOTBETCTBUH C JACHCTBUTEIHHBIM BUPTYAIBHBIM CEPUHHBIM
HOMepOoM (00bIYHO 1).

Buptyanpnas mammna 10KHA OBITH IEpe3amnyiieHa, YTo0bl ATH KOH(PHUTypauy BCTYIHIIN B
cuiy. [Ipexne yem caenatb 9T0, Mbl MOKEM COIIOCTaBUTH TOCIIEI0BATEIIBHBIN TOPT IS
MMEHOBaHHOI 0 KaHana. BoT npoueaypa 11 BupTyanbHbeix Mamnd Hyper-V:

* Ecnu BupryaneHas mammsaa Hyper-V oTHocuTCs K okoJieHuto 1 (cTapiie), B HacTpoiikax
BUPTYaIbHON MAIIMHBI HIMEETCS IPOCTOM MOJIb30BATEIHCKUI MHTEPhEC A1t KOHPUTYpALIUH.
ucnonp3yite onuuio Add Hardware, uToOb1 100aBUTH MOCIEI0BATEIBHBIN TIOPT, €CJIM OH HE

orpe/eiicH.

3areM HaCTpOWTE MOCIEOBATEIbHBIN MOPT JUISA COMOCTABICHUS C MMEHOBAHHBIM ITOPTOM IO
BaiieMy BbIOOpy. Pucynok 5-6 mokassiBaeT 3To.

& Settings for WinTx64VM on localhost

= B IDE Controller 0
= Hard Drive

Win7x64VM_1FD0651A-E6. ..

[] remote computer:

MNamed pipe path:

# Hardware A ﬁ CoM
B add Hardware
3 gI0S ‘You can configure the virtual COM port to communicate with the physical computer
Eoat fram €D through a named pipe. If the named pipe is on a remote computer, you must also
. et am spedfy the computer name.
Security
Key Storage Drive disabled Attachment
Wl Memory O MNone
3072ME @ Named pipe:
1 Processor .
2 Virtual processors Pipe name: |dEbUQ7'1

= [ IDE Controller 1 . \pipe‘debug7?
() DVD Drive
MNone
&l scsI Controller
Lq] Metwork Adapter
Default Switch
& com1
debug?
B com2
Mone
=] iskette Drive
Mone
# Management
MName
Win7x64vM
D Integration Services
Some services offered
th| Chedkpaints
Standard
'f'-'?' Smart Paging File Location
c:WirtualMachines \Win Txe4vM
(¥ Automatic Start Action "

Cancel Apply

* JI71s1 BUPTyaJIbHBIX MAIIMH MOKOJIEHUS 2 B HACTOSIIIIEE BpeMs ITOJIb30BaTEeIbCKUI HHTEpPEiic
oTcyTcTBYyeT. UTOOBI HACTPOUTH 3TO, YOSIUTECH, YTO BUPTYallbHAsI MAallIMHA BBIKJIFOUEHA (XOTA
He 00s13aTeIbHO B caMbIX TociieqHux Bepcusix Windows 10) i OTKpoiTe paciiipeHHbII
PowerShell




OKHO.

* Beenure cnemytromiee, YTOObI YCTAHOBUTD MOCIIEIOBATEIbHBIN TTOPT, COMIOCTABIECHHBIH C
MMEHOBAHHBLIM KaHAJIOM:

Set-VMComPort myvmname -Number 1 -Path \\.\pipe\debug

M3MennTe UMs BUPTYaJIbHOM MAIIMHBI COOTBETCTBYIOIUM 00pa3zoM u Homep COM-nopra, Kak
OBLJIO YCTAaHOBJICHO BHYTPHU BUPTYAJIbHOM MAIIMHBI panee ¢ momotibio Bededit. Yoenurecsh, uto
nyTh PiPe YHHUKAJICH.

Bbl MokeTe npoBepUTh, COOTBETCTBYIOT JIM HACTPOUKH OXKHIaeMbIM ¢ Tomollsio Get-
VMComPort:

Get-VMComPort myvmname

VMName

myvmname

myvmname

Name Path

COM 1 \\\pipe\debug

COM 2

Br1 MoxkeTe 3arpy3uTb BUPTYAJIbHYIO MAIlIMHY - LCJIb 'OTOBA.
Kongurypuposanue xocra

OTJ'Ia}ILH/IK sApa J0JIKCH OBITh HAaCTPOCH IJId MOAKIIIOYCHUS K BHpTyaHBHOﬁ MallruHEe 4€pE3 TOT
XKE HOCHGI[OB&TGHLHBIﬁ nopT, COMOCTABJICHHBIH C OJHOHMMCHHBIM plpe BBICTAaBJICHHBIM Ha XOCTC€.

* 3anmycture oTiaguuk siapa u Beioepure File / Attach To Kernel. Ilepeiinute na Bkinanky COM.
PucyHok 5-7 mokassIBaeT, Kak BBIVIAAAT OTH HACTPOUKHU.

Met USE 1394 Localﬂ;' COM | EXDI  Paste
[+/] Pipe
[+/] Reconnect

Resets

0

Baud Rate
115200

Port
Whpipehdebug
Initial break

E; Mote: Connecting to a virtual COM named pipe may require elevation.



* Haxxmure Ha OTaquuK T0HKEH MPUKPENHUTHCS K 1enu. Eciam 3To He Tak, HAKMHUTE KHOIIKY
naHeJlIu HHCTpyMeHTOB Break.

BoT THIIWYHBINA BEIBO:

Microsoft (R} Windows Debugger Version 18 .8.18317.1861 AMDG4
Copyright (e} Miecrosoft Corporation. All rights reserwved.

Cpened M\ \plpe\debug

Waiting to reconnect. ..

Connected to Windows 18 18362 x64 target at (Sun Apr 21 11:28:11.380 2819 (UTC + 3:8%
2)), ptréd TRUE

Kernel Debugner connection established. (Initial Breakpoint requested)

stk kbR bk Path validation summary #s sk

Response Time (ms) Location
[e ferred SRV e \Symbol sthttp: //med]l . microscft. s
com/downl cad,/ symbols

Symbol search path is: SREV*e:‘\Symbols*http://msdl. micrescft. com/download /symbols
Executable search path is:

Windows 18 Kernel Version 18362 MP (4 proecs) Free x6d

Preduct: WinNt, suite: TerminalServer SinglellserTS

Built by: 18362 1. amdéd fre. 10hi_release 106318-1282

Machine Mame:

Kernel base = Gufffffod1" 36200000 PsleoadedModulelist = BxfffFiAG] "36edcldd
Debug session time: Sun Apr 21 11:28:89.669 2019 (UTC + 3:08)

System Uptime: 1 days ©:12:28. 864

Break instruction exception - code BEEEEEEA (first chance)
o ot b Ao e oo S R R R R o o S R R o o S R Sk R o o o ok kb sk ok

You are seeing thizs message because you pressed either
CTRL+C (if you run conscle kernel debugger) or,
CTRL+BREAK (if you run GUI kernel debugger),

on your debugger machine's keybeoard.

THIS IS MOT A BUG OR A SYSTEM CRASH

If you did not intend te break inte the debugger, press the "g" key, then
press the "Enter" key now. This message might immediately reappear. If it

|

does, press and "Enter" again.

* ¥ OXFE ¥ X X ¥ ¥ ¥ O ¥ *
¥ F X ¥ X X ¥ ¥ F E ¥ F

e oo b R ok o ol R bk kR R o kol O R bk R R R ko o o kR ok o ok ok R R ok ko o R kR

nt | DbgBreak PointWithStatus:
fEfffael ™ 36bed580 co int 3

OOpatuTe BHUMaHHE, YTO MOJCKa3Ka UMeeT HHAeKC U coBo kd. MHaekc - Tekymuii mporeccop,
KOTOPBIN BBI3BAJI U3MEHEHHUSI.

B stoT MOMEHT LieIeBas BUPTYyaJIbHAA MalllMHA ITOJIHOCTBHIO 3aMOPOIKCHA. Tenepb BbI MOXKXCTC
OTJIA’)KUBATb HOPMAJIBHO.



6)ManyaJi oTJIaJKu IpaiiBepoB

Kak ToibpKo XOCT U 11eb CBSA3aHbI, OTJIaIKa MOKET HauaThbcsa. Mbl OyZieM HCTIOIb30BaTh JpaiiBep
PriorityBooster, KOTOpsIif MBI pa3paObOTaHHBIN B TJIaBe 4, YTOOBI MPOJAEMOHCTPUPOBATH MOJIHYIO
OTHAJAKY f1pa.

* YcraHoBuTe (HO HE 3arpykaiite) paiiBep Ha I1eJib, KaK 3T0 ObLIO ClIelaHo B Iiase 4.
Y6enutech, uto Bel kKonupyete ¢aiia PDB npaiiBepa BMecte ¢ camuMm (aitsiom SY'S npaiiepa.
DTO0 ynpomaer nojiyueHrue NpaBUIbHBIX CUMBOJIOB JIJIs ApaiBepa.

* JlaBaiiTe ycTaHOBUM TOUKY OocTaHoBa B DriverEntry. Mb1 He MOXeM 3arpy3uTh IpanBep,
HOTOMY YTO 3TO MOXKET NpuBecTH K DriverEntry ¥ Mbl yIycTUM IIaHC YCTaHOBUTH TOUKY
OCTaHOBA TaM.

Tak kak JpaifBep eIie He 3arpy’KeH, Mbl MOJKEM UCIOJIb30BaTh KOMaHay bu (Hepa3penieHHas
TOYKA OCTAHOBA), YTOOBI YCTAHOBUTH OYAYIIYIO TOUYKY OCTaHOBA.

BoitguTe uenp, eciy oHa B TaHHBIM MOMEHT 3allyllleHa, U BBEAUTE CIEAYIOUIYI0 KOMaHYy:
0: kd> bu prioritybooster!driverentry
0: kd> bl
0 e Disable Clear u 0001 (0001) (prioritybooster!driverentry)
Touka ocTaHoBa CIIC HC YCTAHOBJICHA, TaK KaK Halll MOAYJIb €IIC HC 3aIrPpYy>KCH.

* BeinosHuTe KOMaH1y g, YTOOBI MMO3BOJIUTH LIETTH TIPOJIOJKUTE, U 3arPy3HUTE JIpaiiBep C sc start
booster

(pm ycioBuu, 4TO ApaiiBep HazbiBaeTcs Oyctep). Eciau Bce naeT xopoiio, Touka OCTaHOBA
A0JDKHA YCTAHOBUTCS, U I/ICXOIIHBIf/'I (1)21171.]1 AOJDKCH 3arpy3uThCsa aBTOMAaTUYCCKU, IOKAa3bIBaA
CJIGIIYIOIIII/II;'I BbIBOJI B KOMaHJIHOM OKHCE:

0: kd>g

Breakpoint O hit

PriorityBooster!DriverEntry:

fffff801°358211d0 4889542410 mov qword ptr [rsp+10h],rdx

Pucynok 5-8 nokazvieaem cnumok Ikpana c ucxoonvim oknom WinDbg Preview.



prioritybooster.cpp

#include <ntifs.h>

#include <ntddk.h>

#include "PriorityBoosterCommon.h™

[y

// prototypes

void PriorityBoosterUnload(_In_ PDRIVER_OBJECT DriverObject);
NTSTATUS PriorityBoosterCreateClose(_In_ PDEVICE_OBJECT DeviceObject, _In_ PIRP Irp);
NTSTATUS PriorityBoosterDeviceControl(_In_ PDEVICE_OBJECT DeviceObject, _In_ PIRP Irp);

[T - I~ T R ST N ]

11 // DriverEntry

13 extern "C" NTSTATUS
© 14 DriverEntry(_In_ PDRIVER_OBJECT DriverObject, _In_ PUNICODE STRING RegistryPath) {

15 UNREFERENCED_PARAMETER(RegistryPath);
16
17 DriverObject->»DriverUnload = PriorityBoosterUnload;
13
19 Driverobject->»MajorFunction[IRP_MJ_CREATE] = PriorityBoosterCreateClose;
28 DriverObject->MajorFunction[IRP_M]_CLOSE] = PriorityBoosterCreateClose;
21 DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = PriorityBoosterDeviceControl;
22
23 UNICODE_STRING devName = RTL_CONSTANT_STRING(L"\\Device\\PriorityBooster");
24 J//RtlInitUnicodeString(&deviName, L"\\Device\\ThreadBoost"};
25 PDEVICE_OBJECT DeviceObject;
26 NTSTATUS status = IoCreateDevice(DriverObject, @, &devName, FILE_DEVICE_UNKNOWN, @, FALSE, &DeviceObject);
27 if (INT_SUCCESS(status)) {
28 KdPrint(("Failed to create device (@x%B3X)\n", status));
29 return status;
38 }
31
32 UNICODE_STRING symLink = RTL_CONSTANT_STRING(L"\\??\\PriorityBooster");
33 status = IoCreateSymbolicLink(&symLink, &devName);
34 if (INT_SUCCESS(status)) {
35 KdPrint(("Failed to create symbolic link (@x&es8X)\n", status));
36 IoDeleteDevice(DeviceObject);
37 return status;
38 1
Locals
Name Value Type
DeviceObject 0xffffdd05fe075e30 : Davice for {...} _DEVICE_OBJECT *
devName 128 _UNICODE_STRING
status 0 lang
symLink _UNICODE_STRING
DriverObject 0x0 _DRIVER_OBJECT *
RegistryPath OxffiFf80100000001 _UNICODE_STRIMNG =

Locals | Watch

Ha sToM 3Tamne Bbl MOXeTe nepemariyTb CTPOKHA HCXOJHOTO TEKCTa, IOCMOTPETh IEpEMEHHBIE B
okHe Locals u naxe 106aBUTh BhIpa)k€HUsI B OKHE MPOCMOTpa. BbI Takke MOKeTe N3BMEHUTD
3HaueHUs, UCTONb3ys OKHO Locals, kak 3To nemnaercs ¢ IpyrumMu OTIaJdIUKaMU.

OKHO KOMaH]1 O-TIPEKHEMY JIOCTYITHO, KaK BCETa, HO HEKOTOPbIE ONEPALIUHU C
M0JIb30BATEIBCKUM UHTEP(HENHCOM CTAaHOBSITCS MPOLLIE.

Hanpumep, HacTpoilku Touek 0CTAaHOBAa MOYKHO BBIITOJIHUTH ¢ TOMOIIBIO0 OOBIYHOI KOMaH 1bI bp,
HO BBl MOKETE MPOCTO OTKPBITh UCXOJHBIN (hailil (€Ciiv OH elle HE OTKPHIT), MEPEUIUTE K
CTpPOKE, TJIe Bbl XOTUTE YCTAHOBUTH TOUKY OCTaHOBA, U HaxmuTe F9 min Haxxmure
COOTBETCTBYIOIYIO KHOIIKY Ha MaHeI UHCTPYMEHTOB.

B mo6om CJIydac KOMaHa bp 6y,ueT BBIIIOJIHEHA B KOMaHJJHOM OKHCE.

Oxno Breakpoints MOXeT CITy>KUTh KpaTKUM 0030pOM TEKYIIEeH TOUKH OCTaHOBA.



Breaute xomanay k, 9aToOBI yBUIETH, Kak BeI3bIBaeTcst DriverEntry:

20 kdr k

& Child-SP Retaddr Call Site

@0 ffffade8 2264808 fFFffEed1 35825620 PriorityBooster!DriverEntry [o:devipriorityb’
ooster \priori tybooster\prioritybooster . cpp @ 14]

@l ffffadea 2264 f8ap FEFFFaed " 37111436 PriorityBooster!|GsDriverEntry+@x20 [minkernel b,
wboolshgs _suppor b kmode fast failhvgs _driverentry .o @ 47]

B2 ffffad@a 2264 fade e " 3T110ebe nt!loploadlr iver+Crdel

B3 ffffad@a 2264 fabe fFIFfIAR " 36abT835 nt!loploadlnloadDriver+Bxde

B4 fiffad@a 226dfafe fEffIAE " 36630025 nt!ExpWorker Thread+BueiBs

B5 ffffad@a 2264 fho0 fEffIAR " 36bcedSa nt!PspSystemThreadStartuptex5s

26 [fffad@8”226d fheld DOEEEERE"EEEEEEEE nt!KiStartSystemThread+@xZa

Ecnu Touknu OCTaHOBA, KAXKCTCsA, HC B COCTOAHNUU YCTAHOBUTD, 3TO MOXKCT OBITH HpO6H€Ma

CUMBOJIOB. BrimonanuTte komanay .reload u mocMoTpuTe, peieHs! JId TPOOJIEMBI.

YcraHoBKa TOYEK OCTAaHOBA B IOJIL30BATEIIECKOM IMPOCTPAHCTBC TAKKC BO3MOXKHA, HO CHa4daJia

BoIrmosauTe .reload / user.

MoxeTt CJIYUYUTBHCA TAK, YTO TOYKA OCTAHOBA OOJIKHA Cpa6aTBIBaTB TOJIBKO TOrJa, Korja

KOHKpGTHBIfI MponeCC BLIIIOJIHACT KOM.

3T0 MOXHO c/ies1aTh, J0OAaBUB KIIIOY / P K TOYKE OCTaHOBA. B cienyromem npuMepe Touka

OCTaHOBa YCTAaHABJIMBACTCA, TOJIBKO CCJIIM 3TO IIPOLECC GXPIOI'GI'.GXCI

2: kdr !process B B explorer.exe

PROCESS [fffddecid 2e4080
Sessionld: 2 Cid: 1df8 Feb: BBdeclld ParentCid: 1dda
DirBase: 1bf53al02 ObjectTable: ffFOGRaGE2133c8 HandleCount: 3584
Image: explorer.exe

2: kd* bp /p [Fffdde6e42e4880 priorityvbeooster!priorityboosterdevicecontrol
2: kdr bl
@ e Disable Clear fffffaed 35821148 [c:devipriorityboosteripriorityboosterips,

rioritybooster .cpp 8 14] BEa1 (B@8d ) PriorityBooster |IDriverEntry
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_Use decl annotations_

NTSTATUS PriorityBoosterDeviceControl (PDEVICE OBJECT, PIRP Irp) {
// get our I0O_STACK_LOCATION
auto stack = IoGetCurrentIrpStacklLocation(Irp);
auto status = STATUS SUCCESS;

switch (stack-»Parameters.DeviceIloControl.IoControlCode) {
case IOCTL_PRIORITY BOOSTER_SET_PRIORITY:

/f do the work

if (stack->Parameters.DeviceloControl. InputBufferLeng
status = STATUS BUFFER_TOO SMALL;
break;

® BaHYCTI/ITC TCCTOBOC MIPHUIIOKCHUEC C HCKOTOPbIM I/IZ[CHTI/I(I)I/IKaTOI)OM IMOTOKAa U MTPUOPUTCTOM:
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Touxka ocTaHoBa JOJIXDKHaA BBIITOJITHUTCSI. Br1 MmoxxeTe IMpOAOJIKUTE OTJIAAKY B OOBIYHOM PEXKUME,
HCIIOJIb3Ys KOM6I/IHaI_[I/IIO HCXOOHOTI'O KOJa.

Pe3rome

B 3T0i1 r1aBe MBI pacCMOTpENH OCHOBBI OTIAJIKK ¢ TOMOIIbI0 WinDbg. DT0 Ba)KHBIN HABBIK IS
pa3paboTKH, TaK KaK MPOrpaMMHOE 0OeCriedeHrE BCEX BUIOB, BKIIIOUAs JpaBephl Sapa, MOTYT
COJIePKaTh OIITUOKH.

B cnenyromieii rimaBe Mpl yriryOMMCsi B HEKOTOPBIE MEXaHU3MEI SI/Ipa, ¢ KOTOPBIMHA HaM
HEO00XO0IMMO 03HAKOMUTHCS, TAaK KaK OHU 9acTO BOSHUKAIOT NPH pa3pabOTKe U OTIIaIKe
JpaliBEPOB.



