['maBa 2. Hauano paboThl ¢ UHCTpYMEHTaMU pa3paboTUuKa siapa

3OT0 BTOpas 4acTh, C IEPBOM YaCThIO MOXKHO O3HAKOMUTHCS 3/1€Ch: https://ru-
sfera.org/threads/windows-kernel-programming-glava-1-osnovnye-momenty-i-
arxitektura-jadra.3943/

Tema niist oOcyxnenus Ha popyme:https://ru-sfera.org/threads/windows-kernel-
programming-glava-2-nachalo-raboty-s-instrumentami-razrabotchika-jadra.3945/

B 9T0i1 rnaBe paccMaTpuBarOTCs OCHOBBI, KOTOPbIe HEOOXOAUMBI JJI Pa3padOTKU
JparBEPOB.

B 5T0i1 rnaBe Bbl yCTaHOBUTE HEOOXOUMbIE HHCTPYMEHTHI U HAITUIIIETE
IIEPBBIN ApanBep, KOTOPBIM MOKHO 3arpyKaTh U BbIIPYKATh.

B »Toili ri1aBe:

* YcTraHOBKa HHCTPYMEHTOB.

» Co3gaHue NpoeKTa apaisepa.

* Ommcanue nponeayp DriverEntry u Unload.
* PazpaboTtka apaiiBepa.

* [Ipocras TpaccupoBka.

1)YcranoBka HHCTPYMEHTOB

B crapsie Bpemena (10 2012 roga) nporiecc pa3paboTku U COOpKU ApailBepoB
BKJIFOYAJT UCTIOJIb30BaHKE 0COO0TO MHCTPYMEHTA JIJIsi COOPKHU M3 KOMIUICKTA
npaiiBepoB yctpoucTB (DDK).

HyxHO0-0b1J10 KauaTh CrIEIMAIbHBIN TAKET KOMITUIIATOPOB, JaJIe€ B KOMaHHON
CTpOKe cobupaTh ApaiiBep, He ObUIO HUKaKoW uHTerpanuu B Visual Studio.

beutn HEKOTOpBIE 00XOHBIC ITyTH, HO HU OJIWH U3 HUX HE ObUT HU WJIeajieH, HU
ouIMaNbHO MOAIEPIKaH.

K cuactrio, Haunnas ¢ Visual Studio 2012 u Windows Driver Kit 8, Microsoft Hagana
o¢uIIHaATIbLHO MOIEPKUBATh COOPKY apaiiBepoB ¢ momoibio Visual Studio (u
msbuild), 6e3 HE0OXOAMMOCTH UCTIOIB30BaTh OTACIBHBIN KOMITHIISTOP U
WHCTPYMEHTHI COOPKHU.

Uto06b1 HayaTh pa3paboOTKy ApaiiBepoB, HEOOXOIUMO YCTAHOBUTD CIEAYIOIINE
WHCTPYMEHTHI (B CJICIYIOIIEM MOPSIKE):

* Visual Studio 2017 wiu 2019 ¢ nociaeaaumMu 0OHOBICHUASMU.


https://ru-sfera.org/threads/windows-kernel-programming-glava-2-nachalo-raboty-s-instrumentami-razrabotchika-jadra.3945/
https://ru-sfera.org/threads/windows-kernel-programming-glava-2-nachalo-raboty-s-instrumentami-razrabotchika-jadra.3945/
https://ru-sfera.org/threads/windows-kernel-programming-glava-1-osnovnye-momenty-i-arxitektura-jadra.3943/
https://ru-sfera.org/threads/windows-kernel-programming-glava-1-osnovnye-momenty-i-arxitektura-jadra.3943/
https://ru-sfera.org/threads/windows-kernel-programming-glava-1-osnovnye-momenty-i-arxitektura-jadra.3943/

Yo6enutecs, uro C ++ BeiOpaHa Bo BpeMsi ycTaHOBKH. OOparute BHUMaHHE, YTO
nonoiaet moboit SKU, Bkitouas Oecrutatnas Bepcust Community.

* Windows 10 SDK.

* Windows 10 Driver Kit (WDK).

* MuctpymenTsl Sysinternals, He0OXOAUMBI U1 OTJIAJKUA JPABEPOB, MOXKHO CKAYaTh
oecruiatHo Ha http://www.sysinternals.com. Haxxmute Ha Sysinternals Suite cieBa ot
3TOM BeO-CTpaHUIIbI U 3arpy3uTe Qaiin Sysinternals Suite. Pacnakyiite B m00y1o
Narnky, 1 HHCTPYMEHTBI TOTOBHI K padoTe.

BricTpriii criocod yoenuThes, uto madaonsl WDK ycTaHOBIEHBI TPABUIIBHO, - 3TO
oTkpbITh Visual Studio u BeiOepute « HOBBII pOEKT» U HAUAUTE MPOESKTHI
IparBepoB, Hanpumep «llycron nparisep WDM».

2)Co3nanue npoekTa apaiisepa
[Ipu HaIMuMKM BhIIEYKa3aHHBIX TAKETOB MOXKHO CO3/1aTh HOBBIM MPOEKT ApaiiBepa.

[[TaG10H, KOTOPHKIH B OyJeTe UCIIONB30BaTh B 3TOM pasnene «Ilycroit npaiiep
WDM».

Pucynok 2-1 nokassiBaeT, Kak BeINIAIUT nuajior New Project nmst atoro tumna
npaiiBepa B Visual Studio 2017. Ha pucynke 2-2 moka3aH TOT e Ha4aJIbHBIA MacTep
B Visual Studio 2019.

New Project

P Recent Sort by: Default ::! H wdm

4 [nstalled Vi c
nstaflec 01 Empty WDM Driver Visual C++ W= el G

b Visual C# An empty project for creating a WDM
P Visual Basic driver
4 Visual C++
Windows Desktop
> Cross Platform
MFC/ATL
Windows Universal
CLR
Test
Other
Extensibility
4 Windows Drivers
Applications
Devices
Legacy
Package
WDF

Not finding what you are looking for?

Name: Sample‘

Location: C:\Users\Pavel\source\repos Browse...
Solution name: Sample ¥| Create directory for solution

Create new Git repository

OK Cancel

Pucynok 2-1.Hosslii npoexT apaiiBepa B Visual Studio 2017



Configure your new project

Empty WDM Driver ¢++  Windows Desitop  UWP
Project name

Sampld

Location

CAUsers\Pavelsource\repos

| Place solution and project in the same directory

Pucynok 2-2.Hosbslii npoexT apaiiBepa B Visual Studio 2019

[Tocne cozmanus mpoekTa B 0003peBaTesie peieHni 0ToopakaeTcst oIuH (aii -
Sample.inf. Bam He Hy>keH 3TOT ¢daiiia B 3TOM IpUMepe, TaK YTO MPOCTO YJIAIUTE €TO.

Teneps npuIuio BpeMst 100aBUTh UCXOAHBIN (aitn. [llenkHuTe MpaBoil KHOMKOMH
MmblIu y3en «Vcxonasie (aitnbny B 0003peBaresne peieHnii U BeIoepuTe

Jlo6aBuTh/HOBEI 371EMEHT ... M3 MEHIO Daii.

Bri6epure ncxomnbiit daiin C ++ u HazoBute ero Sample.cpp. Haxxmure OK, 94T0OBI
co3aath (haiii.

2)®ynkuum DriverEntry u Unload
[To ymomuaHuto Kaxiplil ApaiiBep umeeT Touky Bxona DriverEntry.

DTO MOKHO CUMTATh «main» ﬂpaﬁBepa, CCJIN COIIOCTABUTH C KIIACCUYCCKHUM
OCHOBHBIM ITPHUJIOKCHHUCM I10JIb30BATCIIBCKOI'0 PCKHUMA.

DriverEntry umeer cneayrommuii IpOTOTHI, TOKa3aHHBIN 3/1€Ch:



NTSTATUS
DriverEntry( In_ PDRIVER OBJECT DriverObject, In_ PUNICODE STRING
RegistryPath);

_In_ aHHOTamMM ABJSAIOTCS YaCTHIO SA3bIKA aHHOTAITMH UCXoAHOTO Koja (SAL). Otu
aAHHOTAIIMU MPO3PAYHBI JIJIs1 KOMIIUIATOPA, HO IPEAOCTABIISIOT METaJaHHbIE,
MOJIE3HBIE IS YUTATENIe M1 MHCTPYMEHTOB CTAaTUYECKOIO aHAJIM3A.

MBs1 nocTapaeMcsi MAKCHMaJIbHO MCIIOJIB30BATh UX JUIS YIIyYIIEHUS SICHOCTH KOJA.
DriverEntry MOXeT NpoCTO BEpHYTh YCIIEIIHBIN CTATyC, HATPUMEP TaK:

NTSTATUS

DriverEntry(_In PDRIVER OBIJECT DriverObject, In PUNICODE_ STRING
RegistryPath) {

return STATUS SUCCESS;

b

DTOT KOJ enle He CKoMOWINpyeTcs. Bo-nepBbiX, BaM HY’KHO BKJIFOUHTH 3ar0JIOBOK,
KOTOPBIN UMEET OMPEIEIICHHUS IJIsl TUTIOB, MPUCYTCTBYOMMX B DriverEntry.

Hamnpumep Tak:

#include <ntddk.h>

Teneps ko UMeeT OOJIbIIIE IAHCOB HAa KOMITHIISIITUIO, HO BCE PaBHO MOTEPITUT
HeyJayy.

OpHa U3 IPUYUH B TOM, YTO MO YMOJYAHUIO KOMIIWISITOP HACTPOEH Ha 00paboTKy
MPEeNyNpPeKIeHUN KaK OIMMOOK, a PYHKIIUS HE UCTIOJIb3YeT 3aJaHHbIC
apryMEHTHI.

VYnanenue oOpabaTeIBaTh MPEIYNPEKACHUSI KaK OIMTMOKH HE PEKOMEHIYETCS, TaK KaK
HEKOTOPbIE TIPEIYNPEKICHUS MOTYT OBITh 3aMaCKUPOBAaHHBIMH OIITHOKaAMHU.

OTu npeynpexaeHus MOTYT ObITh YCTPaHEHBI ITyTEM IOJIHOTO yIaJIe€HUS UMEH
apryMEHTOB (MM KOMMEHTHUPOBAHUSI UX), 4YTO XopoIo i ¢aitnoB C ++.

Cy1ecTByeT elie OJMH KJIACCUYECKUI CrIoco0 pelieHust 3TOM mpoodeMbl, KOTOPBIHA
3akirovaeTcd B ucnoiibzoBanuu Makpoca UNREFERENCED PARAMETER:



NTSTATUS
DriverEntry(_In_ PDRIVER OBJECT DriverObject, In PUNICODE STRING
RegistryPath) {

UNREFERENCED PARAMETER(DriverObject);
UNREFERENCED PARAMETER(RegistryPath);
return STATUS SUCCESS;

}

Bot 00bsiBIeHHE JAaHHOTO Makpoca:

#define UNREFERENCED PARAMETER(P) (P)

CO6opka mpoekTa Tenepb KOMIMINPYETCS HOPMaIbHO, HO BBI3BIBAET OIINOKY
KOMITOHOBIITUKA.

®yukus DriverEntry nomxna-0b1Th C-linkage, KOTOpbIi HE UCTIOJIB3YETCS 11O
YMOJIYaHUIO ITpu KoMt C ++.

BoT punransHas Bepcus yCHEeIHOW cOOpKH apaiiBepa, COCTOSIIETO TOJIBKO U3
¢dbynkuuu DriverEntry:

extern "C"

NTSTATUS

DriverEntry(_ In PDRIVER OBJECT DriverObject, In_  PUNICODE STRING
RegistryPath) {

UNREFERENCED PARAMETER(DriverObject);
UNREFERENCED PARAMETER(RegistryPath);

return STATUS_SUCCESS;
h

B kako#i-To MOMEHT JipaiiBep MOKET ObITh BBHITPYKEH.
B 1o Bpems Bce, uto caenano B hyHkiuu DriverEntry momkHO ObITH OTMEHEHO.

HeBpinonHuenue 31oro TpeOoBaHUs MPUBOJUT K YTEUKE, KOTOPYIO PO HE OUUCTUT A0
CIEAYIOIIEN epe3arpy3KH.

JlpaniBepsl MOTYT UMETH IPOLIEAYPY BBIIPY3KH, KOTOpasi aBTOMaTUYECKU BbI3bIBACTCS
IIepel BBITPY3KOHU JIpaiiBepa U3 NaMsTH.



VYkazarenp Ha QYHKIHIO, KOTOpas JOJDKHA BBIMOJHUTCS MEPE]T BBITPY3KOM U3 ITaMITH
J0JIKHA OBITH yCTaHOBIIEHA ¢ TTOMOIIbIO AeMmenTa DriverUnload o6wekTa mpaiiBepa:

DriverObject->DriverUnload = SampleUnload;

[Ipotemypa BBRITPY3KH IPUHUMAET OOBEKT JpaiiBepa (TOT XkKe, 4TO ImepeaH B
DriverEntry).

[TockonbKy mpUMep Hallero ApaiBepa HUYETO He JIETAeT C TOUKH 3PEHUS
pacnpenenenus pecypcoB B DriverEntry, To u B ipoueype Unload Hudero He HyHO
JieNaTh, TO3TOMY MBI MOXKEM ITOKa OCTaBUTH €€ MyCTOM:

void SampleUnload(_In  PDRIVER OBJECT DriverObject) {
UNREFERENCED PARAMETER(DriverObject);

}

Bot nmoJsiHbIi KO ApaliBepa HA JaHHBIN MOMEHT:
#include <ntddk.h>

void SampleUnload( In  PDRIVER OBIJECT DriverObject) {
UNREFERENCED PARAMETER(DriverObject);
b

extern "C"

NTSTATUS

DriverEntry(_ In PDRIVER OBJECT DriverObject, In  PUNICODE STRING
RegistryPath) {

UNREFERENCED PARAMETER(RegistryPath);
DriverObject->DriverUnload = SampleUnload;

return STATUS SUCCESS;
}

3)Pa3BepThiBaHMe M 3aIIyCK ApaiiBepa

Temeps y HaC €CTh YCIENTHO CKOMITMIIMPOBAHHEIN (aiin npaiiBepa Sample.sys,
JTABAWTE YCTAHOBUM €TI0 B CUCTEMY, 4 3aTEM 3arpy3UM €TO0.

OOBIYHO JTydllle YCTAHABIUBATH U 3arpyKaTh ApaiiBep Ha BUPTYyAIbHYIO MaIIUHY,
YTOOBI YCTPAHUTH PUCK cOOs Ballleld OCHOBHOM MaIlIMHBI.



YcraHoBKa MporpaMMHOTO JipaiiBepa, Kak U yCTaHOBKA CITYObI B TTOJIb30BATEIIHLCKOM
pexxume, TpedyeT BbI30Ba cepBUCHOTO API ¢ mpaBUILHBIMY apTyMEHTAMU WA C
MCIIOJIB30BAHUEM CYIIECTBYIOIIUX HHCTPYMEHTOB.

OnuH 13 U3BECTHBIX MHCTPYMEHTOB /IS 3TOTO IIPOrpaMMa Sc.eXe, 3TO BCTPOEHHBIN B
Windows MHCTpYMEHT AJid ynpaBieHHs cepBrUcaMu. Mbl OyieM MCIIOIb30BaTh 3TOT
WHCTPYMEHT JUIsl YCTAHOBKH UM 3aTEM 3arpy3UM JIpanBeED.

OOparuTe BHUMaHUE, YTO YCTAHOBKA M 3arpy3Ka JIpaiiBepOB SIBIISCTCS
MIPUBUJICTUPOBAHHOM Olepaliueii, 0OBIYHO pa3pemIeHo TOIBKO ISl aIMUHHCTPATOPOB.
OTkpoiiTe KOMaHIHOE OKHO C TTOBBIIIICHHBIMH ITPpaBaMH M BBEJIUTE CIIEAYIOIIEE
(mocenHss 9acTh JOJKHA OBITh YKa3aHa JJIs BaIlleii CUCTEMBI, TJIe HaXOauTCs (aitn

SYS):
sc create sample type= kernel binPath= c:\dev\sample\x64\debug\sample.sys

OOparuTe BHUMaHUE, 9YTO MEXKTy TUIIOM M 3HAKOM PaBEHCTBA HET NPOOeIa, a MEX Iy
3HaKoM paBeHcTBa U kernel mpo6Gen. To ke camoe kacaeTcst BTOpOi 4acTH.

Ecnu Bce uyet xopoIio, pe3ynbTar JOJKEH yKa3biBaTh Ha ycrneX. UToObl MPOBEPUTH
YCTaHOBKY, Bbl MOXKETE OTKPBITh peecTp penakrop (regedit.exe) u HalluTe npaiisep B
HKLM\System\CurrentControlSet\Services\Sample.

PucyHok 2-3 noka3bIBaeT CHUMOK dKpaHa pelakTopa peecTpa rnocie npeasblayniei
KOMaH/TbI.

%, Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\sample
: Rpclocator || Mame Type Data
Rpcss ab] (Default) REG_SZ (value not sef)
RsFx0301 f;'p']ErrorCnntrnI REG_DWORD (ee0000000T (1)
::ItnMdu:rSemice E:_:]Imagepath REG_EXPAND.SZ  \?7\C:\Dev\Sample\u64\Debug\Sample.sys
Rt AudioUnereals ) Start REG_DWORD 000000003 (3)
RtkUsbAD 4 Type REG_DWORD (reD00O000T (1)
RTSPER
rtuxBdw10
RzActionSve
RzCommon
RzDev 021e
RzKLService
s3cap
sample
SamSs
shp2port
SCardSvr
ScDeviceEnum
scfilter
Crhadila v
£ > £ >

Pucynox 2-3. CHUMOK 3KpaHa peaKkTopa peectpa



YroObI 3arpy3uTh IpaiiBep, Mbl MOKEM CHOBA MCMOJIb30BATh HHCTPYMEHT Sc.€Xe, Ha
3TOT pa3 ¢ mapaMeTpoM 3aIycka, KoTopblil ucronb3yeT APl-untepdeiic StartService
JUTSL 3arpy3KH paiiepa (ToT ke API, koTopblil HCNIONB3yeTCs U1 3arpy3KH CITYKO).

Onnako Ha 64 OUT CHCTEMHBIC APAalBEPHI JODKHBI OBITH MTOANUCAHBI, U TIOITOMY
OOBIYHO CJIeTyIOIasi KOMaH 1a He OyJeT paboTaTh:

sc start sample

[TockonbKy MOANKCHIBATH ApaiBep BO BpeMsl pa3pabOTKU HEYAOOHO (BO3ZMOXKHO, AaXKe
HEBO3MOXKHO, €CJIM BBl HE IMETE COOTBETCTBYIOIINIA CepTH(UKAT), TyUITNil BAPUAHT -
MIEPEBECTH CUCTEMY B TECTOBBIN PEIKUM.

B aToM pexume HenoAnMcaHHble ApaiBepbl MOTYT OBbITh 3arpy>KEeHbI 0€3 TPOOIIEM.

C KOMaHJIHBIM OKHOM C TTOBBIIIIEHHBIMHU MPABaMHU TECTOBBIN PEKUM MOXKET OBITh
BKJTFOUCH CJICTYIOIINM 00pa3oM:

bcdedit /set testsigning on

K coxanenuro, 3Ta komanaa TpeOyeT nepe3arpy3Ku JUis BCTyIuieHus B cuiy. [locie
nepe3arpy3Ku MOXKHO CTapTOBaTh ApanBep.

BAKHO:

Ecnu Bbl Tectupyere B Windows 10 ¢ BkIItoueHHOM 0e30MacHOM 3arpy3Koi, HeNb3s
BKJIIOUYUTH TECTOBBII PEXKUM.

DTO 0JIHO U3 CBOMCTB, 3amUTHl Secure Boot (Takxke 3allyIleH OT JIOKAIHHOW OTIaaK!
a51pa).

Ecnu BbI He MOKeTe OTKIIOUMTH O0€30MacHyIo 3arpy3Ky uepes Hactpoiiku BIOS, u3-3a
NT-1monuTKy WIN 10 KAKOK-TO APYTOM IIPUYMHE, Balll JIyYIIUN BAPUAHT - 3TO

TECTUPOBAHUE HA BUPTYyAJIbHOW MAaIlIMHE.

CymecTByeT elie OJIuH mapamMeTp, KOTOPBI BaM MOXKET MOTPeOOBaThCS yKa3aTh, €CIH
BbI coOMpaeTech TecTupoBarh apaiiBep Ha Windows 10.

B sTOoM ciydae Bbl JOJDKHBI yCTAaHOBUTH 11eieByI0 Bepcuto OC B CBOMCTBAX MPOEKTA.
JnanoroBoe OKHO, KaK MOKa3aHO Ha PUCYHKE 2-4.

OOparuTe BHUMaHUe, 4TO 51 BEIOpaj Bce KOHPUTYpAIUU U BCE TUIaT(HOPMBI, YTOOBI



npu nepexioueHnn konuryparuii (Debug / Release) ninm minatdopm (x86 / x64 /
ARM / ARM64), HacTpoiika COXpaHsIach.

Sample Property Pages

Configuration: | All Configurations V| Platform: |AII Platfarms V| | Configuration Manager... |
4 Configuration Properties Target O5 Version Windows 7
General Target Platform
Debugging _NT_TARGET_VERSION
WC++ Directories Build Package
b C/Ces Override default Runtime Library
I> Linker
4 Driver Settings
General
Driver Model
Metwork Adapter Drive
Mobile Broadband Adz
USE Connector Manag

USE Role Switch Driver
USE Device Emulation
USBE Type-C Port Contr

Driver Install

Build Events

Inf2Cat

Driver Signing

Wpp Tracing

Message Compiler

Counters Manifest Preproq | Target OS Version

Code Analysis Target operating version that this driver will be built for.

[ ok || cancel || Apply |

Pucynox 2-4. HacTtpoiiku 11€71€BOM CUCTEMBI, IO KOTOPYIO OyJeT coOupaThes
JIparBep

Korma TecToBbIN peKUM BKIIKOYEH U IPAUBED 3arPYKEH, BbI JOJDKHBI YBUACTh
ciemyroree (sc state sample):

SERVICE_NAME: sample

TYPE 1 KERNEL_DRIVER
STATE 4 RUNNING
(STOPPABLE, MNOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN3Z_EXIT_CCDE @ (6xe)
SERVICE_EXIT_CODE : @ (@x@)
CHECKPOINT : Bx@
WAIT_HINT : Bx@
PID : @
FLAGS

DTO 03HAYAET, YTO BCE XOPOIIO, U ApaiiBep 3arpyxeH. YToObl 3T0 NpOBEPUTH, MbI
MokeM OTKpbITh Process Explorer u Haittu Sample.sys B nporecce System:



#J Process Explorer - Sysinternals: www.sysinternals.com [VOYAGER\Pavel]

File Options View Process Find DLL Users Help

di=nOsiexad [ JEd L, L, I

Process FID CPU Private Bytes _ User Name Control Aow Gu... Vitual Size  Inteqr ™
[#Z] svchost exe 58736 2688K 9,360 K NT AUTHORITY\LOCAL 5... CFG 2151,772 516 K Systen
[#=] svchost exe 43464 <0M 4724 K 15,888 K NT AUTHORITY\SYSTEM CFS 2.151,788,980 K Systen

S| System 192K 100 K NT AUTHORITY\SYSTEM n/a 828 K Systerg
g B 5 N

Mame Description Company MName Path Base G

RtsPer.sys RTS PCIE READER Driver Realsil Semiconductor Corporation  C:AWINDOW S\ System 32 drivers'\RtsPersys (xFFFFFB0657000000

RtUsbAB4 sys Realtek () USBE Audio Driver Realtek Semiconductor Com. CAWINDOWS \system 32 drivers\Rt Usb ABd sys («FFFFFB06585F0000

rtucEdw 10,5y Realtek USB FE/GBE MIC NDISE.... Realtek Corporation ... CAWINDOWS\System 32 drivers'rtuxbdw 10.s... (xFFFFFB0698520000

Sample sys CADevhSample w64\ Debug'Sample sys (xFFFFFB06583B0000
SgrmAgent sys System Guard Runtime Monitor Ag... Microsoft Corporation CAWINDOWS'\system32\drivers\SgmAgent..... (xFFFFFB0BE3T10000
SleepStudyHelper.sys Sleep Study Helper Microsoft Corporation CAWINDOW S \system 32 drivers\SleepStudy. .. (xFFFFFB0BE3670000
spaceport.sys Storage Spaces Driver Microsoft Corporation CAWINDOW S\ System 32 drivers\spaceport sys (xFFFFFE0BE4BS0000
SpbCx.sys SPB Class Extension Microsoft Corporation CAWINDOW S \system 32 drivers\SpbCx sys OxFFFFFB0G5ASEDDO0 v
£ >

CPU Usage: 19.63% Commit Charge: 83.35% Processes: 360 Physical Usage: 81.21%

Pucynok 2-5. Ckpuniiet Process Explorer u mouck apaiiBepa Sample

UTt0-0b1 BRITPY3UTH JpaiiBep, JOCTATOUHO BBECTH KOMAaHAY:Sc Stop sample.

Brirpyska apaiiBepa BbI3bIBaeT BbI30B Iporeaypsl Unload, kotopast B 3TOM npaiiBepe
HUYETO HE JIETIACT.

Bb1 MOxeTe yOenuThes, 9To IpaiBep ACHCTBUTEIHHO BBITPYKEH, CHOBA B3IJISIHYB Ha
Process Explorer.

4)IIpocrast TpaccupoBKa

Kak MbI MOXeM TOYHO 3HaTh, yTO mpoueaypsl DriverEntry u Unload nefictBuTensHo
BBITIIOJIHEHBI ?

JlaBaiiTe no60aBUM 0a30BO€ OTCIIEKMBAHUE 3TUX PYHKIMIL. [[paiiBepsl MOTyT
ucnosib3oBath Makpoc KdPrint nist BeIBoza Tekcra B ctuie printf, KoTopslii

MOKHO IMTPOCMOTPETL € IOMOIIBIO OTJIaAYMKA Apa U APYTUX HHCTPYMCHTOB.

KdPrint - 3T0 Makpoc, KOTOpblii KOMIUIUPYETCs TOJILKO B Debug,co3maer u
BbI3bIBacT 0a30BbIN API simpa DbgPrint.

[Tpumep 0OHOBIIEHHOTO ApaliBepa, KOTOPbIN UCTIOIB3YET 0TI/ I0YHbBIE BBIBOIBI:



void SampleUnload(_In  PDRIVER OBJECT DriverObject) {

UNREFERENCED PARAMETER(DriverObject);
KdPrint(("Sample driver Unload called\n"));

}

extern "C"

NTSTATUS

DriverEntry(_In  PDRIVER OBJECT DriverObject, In PUNICODE STRING
RegistryPath) {

UNREFERENCED PARAMETER(RegistryPath);
DriverObject->DriverUnload = SampleUnload;
KdPrint(("Sample driver initialized successfully\n"));

return STATUS SUCCESS;

}

OOparuTe BHUMaHUE Ha JABOMHBIE CKOOKH Mpu ucnonb3zoBanuu KdPrint. 9to
HeoOxonumo, noromy uto KdPrint siisieTcst makpocom, HO
MO-BUAMMOMY, IPUHUMAET JTH000€ KOIMYECTBO apryMEHTOB, a-Jisi printf.

ITockonbKy MakpOChl HE MOTYT HOJIyYUTh IEPEMEHHOE YHCIIO aPTYMEHTOB, TPIOK
KOMITWJISITOPA UCTIONIB3YETCs [Tl BhI30Ba peanbHoi pyHkimu DbgPrint.

Temeps MBI TOJDKHBI CHOBA 3arpy3UTh JPAWBEpP U YBUIAETH 3TH COOOIICHUSI.
Mp1 OyzieM HCTIOIh30BaTh OTIIATYUK sIpa B TJ1aBe 4, HO ceiuac Mbl Oyem
WCIIOJIb30BAaTh IMOJIC3HBIM HHCTPYMEHT Sysinternals ¢ uMeHeM

DebugView.

[lepen 3amyckom DebugView Bam Hy)HO c/ieiaTh HEKOTOPbIE MPUTOTOBIICHUS.

Bo-nepBrix, Haunnas ¢ Windows Vista, BeiBog DbgPrint paktudecku He
TeHEPHUPYETCA, €CIIH B PEECTPE HE YKa3aHO OMpEeIEHHOE 3HAUCHHE.

Bam Hyx’HO 100aBUTH Kit04 ¢ uMeHeM Debug Print Filter B
HKILM\SYSTEM\CurrentControlSet\Control\Session

Kittou 00b1uHO He cymiecTByeT. B 3TOM HOBOM KiTtoue no6aBbTe 3HaueHne DWORD c
umeHeM DEFAULT (3T0 He 3HaueHHEe MO yMOJIYaHUIO, KOTOPOE CYIIECTBYET B JIFOOOM
KJIFOY€) U YCTAaHOBUTE €0 3HAUCHUE PaBHBIM 8



Pucynok 2-6 noka3eiBaeT HacTpoiiky B RegEdit.

K coxanenuio, BaM MpuaETCs Epe3arpy3uTh CUCTEMY YTOOBI ATOT MapaMeTp
BCTYIHWJI B CHITY.

i, Registry Editor

File Edit VYiew Favorites Help
Computer\HEEY_LOCAL_ MACHINEVSYSTEMY CurrentControlSet\ Control\Session Manager\Debug Print Filter
> ServiceProvider A || Mame Type Data

v [ Session Manager ab] (Default) REG_SZ (value not set)

> L ApiSetSchemabdensions %4 DEFAULT REG_DWORD 0x00000008 (8)
; AppCompatCache

> Configuration Manager
: Debug Print Filter
DOS Devices
Environment
Executive
FileRenameQperations
; 1/Q System
y kernel
KnownDLLs
y Memeory Management
: MamespaceSeparation
Power
Quota Systern
SubSystems
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Pucynok 2-6. Bxitouenue orobpaxeHue 1e0axHOT0 BbIBOJA B ipaiiBepe

[Tocne mpumenenust 3Toro mapamerpa 3amyctute DebugView (DbgView.exe) ¢
TOBBIIIICHHBIMU TIPaBaMHU.

B mento «Ilapamerps» yoenutecs, uto BeiOpano Capture Kernel (nnm naxkmure Ctrl
+ K).

Cobepurte apaiiBep, €ciu Bbl 3TOTO €llie He cenanu. Ternepb BBl MOKETE CHOBA
3arpy3uTh JIpamnBep.

Br1 AOJDKHBI YBUACTH BBIXOJHBIC TAHHBIC B DebugView, KaK ITIOKa3aHO Ha PUCYHKC
2-7.

TpeTbst cTpoka BbIBO/IA MOJyu€Ha U3 APYTOro ApaiiBepa U HE UMEET HUYEero oOLIero ¢
HaIllMM IIPUMEPOM JpanBepa.



2. DebugView on \\WWOYAGER (local)

File Edit Capture Options Computer Help

FEE & &2-A BEBROC| YT | H

¥ Time Debug Print

1 21:17:44 Sample driver initialized successfully

2 21:17:48 Sample driver Unload called

3 21:17:48 received arp request through adapter 1, for 158.14.168.152
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Pucynok 2-7. BeiBog ytuiintel DebugView

YupaxHeHus

Jo6asbTe kon B 00paszen DriverEntry nins BeiBoga Bepcun OC Windows: MaxxopHOH,
MUHOpPHOM U HOMep cOopku. Mcnonb3yiite ¢pynkuuto RtlGetVersion st momyueHust
uHdopmanuu. [IpoBeprre pesynbrarsl ¢ DebugView.

Pe3iome

MBI yBUIETTM HTHCTPYMEHTBI, HEOOXOAUMBIE /ISl pa3pabOTKH sApa, U HAMKCAIH OYCHb
MaJICHbKHU JIpaiiBep, 4TO-Obl MPOBEPUTH OCHOBHBIE HHCTPYMEHTHI B paboTe.

B cienyromieii riiaBe Mol paccMOTpUM ocHOBHBIE API siipa, KOHUENUUU U CTPYKTYPBI.



