laea 3. OcHOBbI NporpaMMuUpoBaHua aapa windows
MpeAabiaylwme Bepcun rnas.:

https://ru-sfera.org/threads/windows-kernel-programming-glava-1-osnovnye-
momenty-i-arxitektura-jadra.3943/

https://ru-sfera.org/threads/windows-kernel-programming-glava-2-nachalo-
raboty-s-instrumentami-razrabotchika-jadra.3945/

B aToi rnase Mbl yrnybumcs B API, CTPyKTYpbl M onpeaeneHns aapa.

MbI TaK)Xe PpaCCMOTPUM HEKOTOPblE MEXaHM3Mbl, KOTOPbIE BbI3bIBAOT KOJ, B
Apansepe.

HakoHel,, Mbl 06beANHUM BCE 3T 3HaHUSA, YTOObI CO34aThb HaLl NEPBbIN
OYHKLUMOHANbHbIN ApanBep.

B sTo# rnase:

ObLune pekoMeHgauum rnNo NPorpaMMUpPOBaHULO a4pa.
OTnhagka 1 cOOpKM penns3os.

APl appa.

®OYHKUMN N KOoapbl OLLMOOK.

Ctpoku.

AnHamMunyeckoe pacnpegeneHme namsaTu.

Cnuckun.

O6beKT apanBepa.

OO6beKTbl YCTPOMCTBA.

NTaK HayHeM:

1)O61LKe peKkoMeHAaL MM No NPOrpaMMUpPOBaHUIO AAPa

Jlst pazpabotku apaiiBepoB siapa Tpedyercs Windows Driver Kit (WDK), rie
HAXONATCSI COOTBETCTBYIOIINE 3aT0JIOBKH M HEOOXOMMbIE OMOIMOTEKH.

API sampa coctouT u3 QyHKINIA, HAMTUCAHHBIX HA s3bIKE «Cy, 0UEHb TTOXOKHX 10
CYTH Ha pa3padOTKy MOJIb30BATEICKOIO PEKUMA.


https://ru-sfera.org/threads/windows-kernel-programming-glava-1-osnovnye-momenty-i-arxitektura-jadra.3943/
https://ru-sfera.org/threads/windows-kernel-programming-glava-1-osnovnye-momenty-i-arxitektura-jadra.3943/
https://ru-sfera.org/threads/windows-kernel-programming-glava-2-nachalo-raboty-s-instrumentami-razrabotchika-jadra.3945/
https://ru-sfera.org/threads/windows-kernel-programming-glava-2-nachalo-raboty-s-instrumentami-razrabotchika-jadra.3945/

OnHako ecTh HeCKONbKO oTanunii. Tabmuna 3-1 moka3bIBaeT BaXKHBIC Pa3TUYMS

MCKAY MMPOIrpaMMHUPOBAHHUEM B ITOJIB30BATCIILCKOM PCIKUME U

IIPOTPAMMHUPOBAHUEM B PEKUME SAPA.

User Mode

Kernel Mode

HeoGpaboranHnoe
UCKITIOUCHUE

Bri3biBaeT kpax
Iporecca.

Bri3biBaeT kpax Bcei
CHUCTEMBI.

3aBepiieHre padboThl

Korna npouecc
3aBepIIACTCs, TPUBATHAS
MaMsTh U PECYPCHI
0CBOOOKIAIOTCS
ABTOMAaTHYECKH.

Ecnu nparisep
BBITpY>KaeTcs 0e3
0CBOOOKAECHHUSI, TO BCE -
4TO OH UCIOJIb30BaJl, HE
OyZIET BBITPYKEHO
ABTOMAaTUYECKU U MOXKET
IPUBECTH K YTEUKU

pecypcoB.

BOSBp&IHaeMLIG 3HAUYCHUA
IRQL

Omn6ku API nnorma
UTHOPHUPYIOTCS.

[Toutn HUKOTTA HE
UTHOPUPYIOTCS OITHOKH.

[ Inoxoit xon

DddekT B ipeaenax
nporecca.

DddekT B mpeenax Beei
CHCTEMBL.

TGCTI/IPOBaHI/IC H OTIIaaKa

TunmyHOE TECTUpOBAHUE
Y OTJIAJIKa BBITTOTHSIOTCS
Ha MalluHa
pa3paboTyuka.

YacTo oTinagka
BBIIIOJIHACTCS HA
CTOPOHHEHN MallHUHE.

bubmvorexkn

MO>KHO HUCIIOJIL30BaTh
C/C++ oubnmorexu
(Hanpumep Boost, STL).

bonpmuacTBO
CTaHJIapTHBIX ONOIMOTEK
HE MOT'yT OBITh
HCIOJIb30BaHbI

O6paboTKa UCKITIOUCHUM

MO3XHO HCIIOJIb30BaTh
uckmouenus C ++ uinn
CTPYKTYPHUPOBAHHOIO
00pabOTKy UCKITIOUCHU I
(SEH)

MokHO UCTIOJIB30BaTh
toimsko SEH

HUcnons3oBanme C++

[Tonnas Bepcust C++ runtime.

Het C++ runtime.




HeoOpabdoTaHHble HCKIIOYEHUS

W ckimodeHns, BOSHUKAIOIIUE B ITOJIb30BATEIIbCKOM PEXKUME, KOTOPBIC HE
nepexBaueHBI IPOrPaMMOi, TPUBOAT K 3aBEPIICHUIO TIPOIECCa PEKICBPEMEHHO
(Hanpumep nepenonnenue oydepa u T.1.).

Kon pexxuma sizipa, ¢ Ipyroi CTOPOHBI, OyIydH TOBEPEHHBIM, HE MOXKET
BOCCTAaHOBHUTBCS MOCJIE HEOOPAOOTAaHHOTO UCKITFOUCHHUS.

Takoe UCKITIoUeHUE BBI3BIBACT COOM CUCTEMBI C MEYAThHO U3BECTHBIM CHHUM
skpanoM cMmeptu (BSOD) (6onee HoBbie Bepcun Windows nuMeroT 6oliee
pa3HooOpa3HbIe IIBETA JIJISl aBApUIHHOTO IKpaHa).

ITonauamy BSOD MoXkeT noka3arbcsi Haka3aHUEeM, HO TI0 CYTH 3TO 3allUTHBIN
MEXaHHU3M.

PanronanbHbIM B TO BpeMsi Kak MPOJI0JKEHUE BBITIOTHEHUS KOJIa MOXKET IPUBECTH
K HeoOpatuMomy rnoBpexaeHno Windows (Harpumep, ynajieHue BaXHbIX (aiioB
WJIM TIOBPEXKCHUE peecTpa), KOTOPhIE MOTYT MPUBECTH K COOIO 3arpy3KH CHCTEMBI.

[ToaTOMYy JTydIIIe HEMEJICHHO BCE OCTAHOBUTD, YTOOBI MMPEAOTBPATHUTH
MOTeHIMANbHBIN yiIep0. Mb1 06cyaum BSOD 6osee noapo6HO B ri1ase 6.

Bce 310 nmpuBOaMT 10O KpalHER Mepe K OIHOMY IMPOCTOMY BBIBOAY: KOJ siApa
JOJKEH OBITh TIIATEILHO 3aKOIMPOBAH, TIIATEILHO U HE MPOIMYyCKasi KaKue-J11n0o
JIETaJIy WU TPOBEPKHU OIINOOK.

3aBepuenne padoTbl

Korpaa npotiecc 3aBepiaeTcst mo Kako-11u00 mpruurHe, TO BCSI IMYHAS TaMSTh
0CBOOOXK1a€TCsI, BCE IECKPUITOPHI 3aKPHIBAIOTCS U T. II.

KoneuHo, nmpexaeBpeMEHHOE 3aKpBITHE TECKPUIITOPA MOKET ITPUBECTH K
HEKOTOPOM MOTepe JaHHBIX, HAIPUMEP AECKPUIITOpP (haiisia 3aKpbIBAETCS MEpPeE]
cOpOCOM HEKOTOPBIX JAHHBIX HA JUCK - HO YTEUEK HET, 3TO rapaHTUPYETCS SAPOM.

JlpaiiBepsl sapa, ¢ IPYro CTOPOHBI, HE NAI0T TAKOW IrapaHTHH.

Ecnu npaiiBep BeITpy»*aeTcsi, B 3TO BpeMs Bce el1lie Oy/IeT Bblie/ieHa MaMATh UIn
OTKPBITHI IECKPUIITOPHI P - ITH PECYPChl HE OYIyT OCBOOOKICHBI
aBTOMATHYECKH, a OyTyT OCBOOOKICHBI TOJIBKO MPHU CIEAYIONIEH 3arpy3Ke
CUCTEMBL.

IHouyemy Tak ? Snpo HE MOXKET OTCIEKUBATH PACIIPEACIICHUE APANBEPOB U
UCIIOJIb30BAHHUE PECYPCOB, TOATOMY OHU HE MOTYT OBITH OCBOOOXKICHBI
aBTOMAaTHYECKHU MPU BBITPY3KE apaiiBepa.

TeopeTnuecku 3TOro ObLIIO0 ObI BOBMOXHO JOCTHYb (XOTS B HACTOSIIIIEE BPEMS SJIPO
HE OTCIIEKUBAET TAKOE UCTIOIb30BAHUE PECYpCa).



Peanphas nmpoOiema 3akito4aeTcsi B TOM, YTO SAPY ObLIO ObI CIUIITKOM OTIAaCHO
MBITaThCSI OYMCTUTH PECYPCHI ApaiBepa.

B snpe HeT ciocoba y3HaTh, YTEKIU-JIA PECYPCHI IpaiiBepa M0 KaKoW-TO MPUYHHE.
Hampumep, npaiiBep MOXKET BBIAEIUTh HEKOTOPHBIM Oydep u 3aTem nepenath ero
IPYyTOMY JIpAnBEPY.

DTOT BTOPOH ApailBep MOXKET UCIIONIb30BaTh Oy(dep mamMsATH U B KOHIIE KOHIIOB

0CBOOOJIUTH €10.

Ecnu siapo nomeitaercs 0cBoOOANTE Oydep Ipu BBITPY3KE MIEPBOTO apaiiBepa,
BTOPOM JipaiiBep BHI30BET HAPYIICHHE MPHU JOCTYIIC K STOMY TEIEPh
0CBOOOXIEHHOMY Oydepy, U B HTOTe BBI30BET COOM CHCTEMBI.

210 CHIC pa3 MOAYCPKHUBACT OTBCTCTBCHHOCTD z[paﬁBepa sapa 3a IMpaBUJIBHYTO
OYHCTKY IIOCJIC 06651; HHUKTO OCTaJIbHON HE CAacjIacT 9ToO.

Bo3Bpamaemoe 3HaueHue QPyHKIHA

B TMIM4HOM KOZ€ I0JIB30BATENIBCKOIO PEKUMa BO3BPAILIAEMbIE 3HAYECHUS U3
¢byukumiit API uHOrIa UrHOpUpPYIOTCA, Pa3pabOTYMK OyIydH HECKOIBKO
ONTHUMHMCTHYHBIM, YTO BbI3BaHHAs (DYHKLIMS BPSI I OTEPIUT HEYAAUY.

B XYAIIEM Cliydac H606pa6OTaHHO€ HNCKIIFOYCHHUC ITO37KC 3aBCPIIUT ITPOUCCC,
CHCTCMA, OAHAKO, OCTACTCA HGTpOHYTOﬁ.

HNrnopupoBanue Bo3BpaiaemMeix 3HaueHuil u3 API siapa HamHOro onachHee, u
BoOOI1IE cenyeT nzberath. [laxke Ha epBbI B3IV «HEBUHHBIE» (PYHKLIUN MOTYT
IIOTEPIIETh HEYAAUY, [I03TOMY 30JI0TOE IPABUIIO 3/I€CH - BCeraa NpoBepsanTe
BO3BpauiaeMbie 3Ha4YeHus craryca u3 API siapa.

IRQL

Interrupt Request Level (IRQL) siBisieTcst BaxKHOM KOHIEMIIMEH Ipa, KOTOpas
Oynet 6onee moapoOHO paccCMOTpEHa B TJIaBe 6.

Hocrarouno ckazark, 4yto 00bidHO IRQL nponeccopa paBeH HyIo, a TOYHEE, 3TO
BCEI/Ia HOJIb, KOI/Ia KOJI II0JIb30BATENBCKOrO PEKMMa BBIITOIHIETCS.

B pexxume siapa 601b111yI0 4acTh BPEMEHH OH BCE €ILE PABEH HYJIIO, HO HE BCE
BpEMSI.

Oddexter IRQL BoIimie Hys OyayT 00CYXIaThCA B TTIaBe 6.



HUcnoan3oBanue C++

B nporpamMmmupoBaHu# N0OJIb30BaTENbCKOr0O peskuma C ++ HCIoNIb30BaJICSI MHOTO
JIET, ¥ OH XOpOLIO padboTaeT B coueTaHnu ¢ BbizoBaMu API mosb3oBarenbckoro
pexuma.

C xomowm simpa Microsoft Hagana odurmansHo mogaepxkuBath C ++ ¢ Visual
Studio 2012 u WDK 8.

C ++, KOHEYHO, He ABJIACTCS 00s3aTeILHBIM, HO UMEET Psijl BAXKHBIX TIPEUMYIIIECTB,
CBSI3aHHBIX C OYMCTKOW PECYpCOB, UCHIONB3Ys uanomy C ++ 1moa Ha3BaHUEM
Resource Acquisition Is Initialization (RAII).

C ++ Kak S3BIK MMOYTH MOJHOCTHIO MOIEPKUBACTCS JJISI KOJIA siApa.

Ho B C ++ HeT BpeMeHH UCTIOIHEHUS B SPE, U TOITOMY HeKoTopbie PpyHkiuu C +
+ MPOCTO HE MOTYT OBITH UCIIOJIb30BAHBI:

* Onepatopsl new u delete He MOAIEPKUBAIOTCS U HE OYAyT KOMIUIUPOBATHCS.
DTO MOTOMY YTO MX HOpMalibHasi paboTa - BBIIEISTh U3 KYy4YH IMOJTb30BATEIHCKOTO
peXHUMa, 9TO, KOHEYHO, HEBO3MOXKHO B SI/Ipe.

API anpa umeet pyHkuu «3ameHbl», malloc u free. Mbl 00cyiuM 3TH GyHKIIUU
IIO3KE B OTOU IJIABE.

Bo03MOXHO0,01HaKO IEPErpy3UTh 3TH ONIEPATOPHI AHAIIOTUYHO TOMY, KaK 3TO
JIeaeTCs B MOJIb30BaTesIbckoM pexumMe C ++, 1 BbI3BaTh paclpeiesieHue sapa u
cBoOOaHBIC (DYHKIIMU. MBI YBUIIUM, KaK 3TO CHI€TaTh MO3KE B ATOM TIIaBe.

* [106abHBIE TIEPEMEHHBIE, KOTOPBIE UMEIOT KOHCTPYKTOPHI, OTJUYHBIC OT
3Q/IaHHBIX 10 YMOJYaHHUI0, He OyIyT BBI3bIBATHCSA. DTUX CHUTYaIIM MOYKHO
N30€XaTh HECKOJIbKUMU CITOCOOAMU:

- N36eraiite 1100010 Koia B KOHCTPYKTOPE U BMECTO 3TOTO CO3JalTE HEKOTOPYIO
¢dbynkuuro Init 1151 BEI30Ba IBHO M3 Kojia JpaiiBepa (Harpumep, u3 DriverEntry).

- Boigenure ykazarenb TONBKO Kak TI00aTbHYIO IEPEMEHHYIO U TUHAMHYECKH
co3/aiTe (paKTUUECKU FIKIEMILISP.

Komnunarop creHepupyeT npaBUIIbHBIN KO JIJIsl BEI30BA KOHCTPYKTOpa. ITO
paboTaeT mpH yCIOBHUH, €CJId OnepaTopbl new u delete ObLTH TIEpEeTpyKEeHbI, KaK
ONMCAHO JAJIEE B ATOM IJIABE.

* KnroueBbie ciioBa 00padoTku uckitoueHuit B C ++ (try, catch, throw) ne
KOMITHJTHPYIOTCSI. DTO MOTOMY YTO MeXaHU3M 00paboTku uckimroueHuit C ++
TpeOyeT COOCTBEHHOU Cpeibl BBHITIOIHEHUS, KOTOPOU HET B SIIPE.



O6paboTka UCKITIOUEHUH MOYKET OBITh BBIMOJHEHA TOJBKO C HCIIOJIb30BaHUEM
CTPYKTypupoBaHHOU 00paboTku nckmoueHuit (SEH). Mb1 moapo6HO paccMoTpum
SEH B rnase 6.

» Crangaptabie Oubmioteku C ++ HEOCTYITHBI B sifjpe. XOTs OOIBIIMHCTBO U3 HUX
OCHOBAHO Ha I1a0JIOHAX, OHU HE KOMITHJIMPYIOTCSI, IOTOMY YTO OHH 3aBUCSIT OT
OMOIMOTEK MOTH30BATEIIBCKOTO PEKUMA U CEMAHTHUKH.

[Ia6nonsl C ++ Kak s3bIK0Bast (GyHKIMS MPEKPACHO pabOTAIOT U MOTYT OBITh
MCIIOJIb30BaHbI, HAIPUMED, AJIs1 CO3JaHMs AbTEPHATUBHBIX THUIIOB JIJIsi TUTIOB
OMOIMOTEKH MOJIL30BATEIILCKOTO PeKHUMa, Takue Kak std :: vector <>, std :: wstring
U T .

[Ipumepsl Koza B 3TOM KHUTE UCTIONB3YIOT C ++.

@yHKIMHA, B OCHOBHOM HUCIIOJIb3YEMBIE B IPUMEPAX UCIIOIB3YIOT CIEAYIOIINE
THUIIBIL:

» KimroueBoe cioBo nullptr, mpencrapistoniee HCTHHHBIN yka3zareab NULL.

* KiroueBoe ¢10BO auto, MO3BOSIONIEE BHIBECTU TUI IPU OOBSBICHUN U
MHULMATU3AlUH TIEPEMEHHBIX.

OTO0 MOJIE3HO JJIs1 YMCHBIICHUA 6ecnopﬂm<a, 1 COCPCAOTOUCHUS BHUMAHUS HaA
BaXHbBIX JCTAIAX.

* [IIabnonb! OymyT UCTIOIB30BATHCS, KOTJIAa OHH UMEIOT CMBICI.
* [Ieperpy3ka HOBBIX OIIEPaTOPOB.
* KoHCTpYKTOPBI U AECTPYKTOPHI, 0COOEHHO 117151 TocTpoeHust TurmoB RAIL.

Crtporo roBopsi, ApaiiBepbl MOTYT OBITh HanmMcaHbl HAa YcTOM C 0e3 Kakux-1uoo
npoOieM. Eciu BeI mpeAnoynTaeTe UATH MO 3TOMY ITyTH, UCTIONB3YHTE (halibl ¢
pacmpenuem C, a He CPP. D10 aBTOMaTr4ecku BbI30BeT KOMIUIATOP CH.

TecTupoBaHue U 0TJIAAKA

[Tpu ncmonp30BaHUU KO/A MOJB30BATEIBCKOTO PEKMMA TECTHPOBAHHE OOBITHO
BBITIOJIHSIETCS Ha KOMIIBIOTEPE pa3paboTurKa (eciu Bce Tpedyemblie

3aBUCUMOCTH MOTYT OBITh YIOBJIECTBOPEHBI).
Otnanka oOBIYHO BBIMIOJHSCTCS ITyTeM MOAKIIoueHUs oTiaaunka (Visual Studio
B OOJIBIITMHCTBE CITy4YaeB) K 3aMylIEHHOMY Tpolieccy (WIH mporeccam).

[Ipu ucnonp30BaHUU KOMIA Spa TECTUPOBAHNUE OOBIYHO BBITIOJHAETCS HA IPYTOn
MalllMHEe, 0OBIYHO HA BUPTYAIIbHON MalIMHE, Pa3MEIICHHOW Ha MallliHa
pa3paboTunka. 10 rapaHTUpYeT, uTo B cirydae BSOD mammna pazpaboTynka He
MOCTpaiaeT.



Otnaaka Kofa s/ipa 0 KHA BBIMOJHATHCS HA IPYTOM KOMITbIOTEpE, HA KOTOPOM
BBITOJIHSICTCS HACTOSIINMN JIpABeEp.

OTO CBS3aHO C TEM, YTO B PCIKUMC d/1pa MMOIIaJaHNC Ha TOUKY OCTaHOBA
OCTAaHAaBJIMBACT BCIO MAIIMHY, @ HC TOJIbKO KOHerTHBII)'I mponcecc.

DTO0 03HAYAET, UTO HA MAIIMHE Pa3pa0d0TYMKa HAXOAUTCS caM OTJIATIHK, a Ha
BTOPOU MammmHe (OTATh )K€, KaK MPaBWIIO, BUPTYaIbHAS MAIlIMHA) BBITIOTHSIET KO
IparBepa.

DOTH JIB€ MaIlIMHBI IOJDKHBI OBITH CBSI3aHBI YePe3 HEKOTOPHIH MEXaHU3M, YTOOBI
JAHHBIE MOTJIM TIPOXOAUTH MEXKIy XOCTOM (T/Ie padoTaeT OTIa9UK) U

TapreroM. Mbl paccMOTpUM OTIAJKY sApa Oosiee moApoOHO B ryaBe 5.

OTtiagka u cOOpKaA MPOEKTa

Kak 1 B mpoekTax moJyib30BaTeabCKOro pexuma, cOopka ApaiiBepoB Sapa MOKET
BBITIOJTHATHCS B PEXKUME OTIAKU WIIA Peu3a.

Paznuuuns cxoxu ¢ aHajioraMu B MOJb30BaTEIbCKOM PCKHUMCE - OTIIAAOYHAA c60p1<a
HC Tpe6yeT OIITUMHU3allUU 110 YMOJIYAHHIO, HO IIPOIIC B OTIAIKC.

B cbopkax penn3oB UCTIONB3YETCsl ONTHUMHU3AINS KOMITUIATOPA JIJIST CO3/IaHUs
caMoro OsicTporo koga. OTHAKO €CTh HECKOIBKO OTIIMYHM.

JleliCTBUTENBHBIMU TEPMUHAMHU B Te€pMUHOJIOTHH sAipa sBisitorea Checked
(Debug) u Free (Release).

Xors Visual Studio mpogomkaer ucnonb3oBath TepMuHbl Debug/Release, 6onee
cTapasi JOKyMeHTalus ucnonn3zyer Debug/free.

C TOYKM 3peHHs] KOMIWISIITUN, COOPKHU OTIAIKH siapa onpeaensator nedaitn DBG

Y YCTaHABJIMBAIOT €0 3HaUeHue paBHbIM 1 (1o cpaBHenuo ¢ nedaitnom DEBUG,
OIPEJICIICHHBIM B PEKUME MOJIb30BaTENs ). DTO O3HAYAET, YTO Bbl MOXKETE

ucnosb3oBath nedaitn DBG, uro6s! paznuaars coopku Debug u Release ¢
YCIOBHOM KOMITWISILUEH.

dakTHUEeCKH TO TO, 4TO aenaeT Makpoc KdPrint: B coopkax Debug on
KoMmmuiupyercs B Bbi3oB DbgPrint, a B cOopke Release on kommuiupyercs B
MyCTYIO CTPOKY, B pe3yibraTe yero Bei30Bbl KdPrint He BiusitoT Ha cOopky Release.



API sigpa

JpaiiBepsl sApa UCTIOIB3YIOT SKCIOPTUPOBAHHBIE (DYHKIIMH U3 KOMIIOHEHTOB SIpa.
Otu ¢pynkuuu OyayT HazbiBaTbesl API siapa. bonbnHCTBO (QyHKIMI peaan30BaHO
B camoM moayJe siapa (NtOskrnl.exe), HO HEKOTOpbIE MOTYT OBITh PEaTM30BaHbI

OpYTUMH MOIyJIsiMU siapa, Takumu kak HAL (hal.dll).

Kernel API - 3to Oonbiioit Habop QpyHKIMH s13b1ka CH. BOJBIIMHCTBO U3 3THX

(GyHKIMI HAaUMHAIOTCA ¢ TpeuKca, KOMIIOHEHTA, PEeau3yIOMIUi 3Ty (PYHKITUIO.

B tabnuiie 3-2 npuBeaeHbl HEKOTOPBIE PACIIPOCTPAHEHHBIE TPEPUKCHI U X

CMBICII.

Mpedukc OnucaHue Mpumep

Ex O6Lme ncnosHUTENbHbIE ExAllocatePool
PYyHKUMMU

Ke O6uwme GyHKUMKN sapa KeAcquireSpinLock

Mm MeHemxep namMsaT1 MmProbeAndLockPages

Rtl ®yHKuMmM runtime library RtlinitUnicodeString
(OB6paboTKa CTpoK 1 T.4.)

FsRtl OyHKUNKM PaNnNOBOM CUCTEMBI FsRtlGetFileSize

Flt OYHKUUM MUHU-PUNLTPA FltCreateFile

Ob MeHenep 06bEKTOB ObReferenceObject

lo MeHepxep I/0 loCompleteRequest

Se security SeAccessCheck

Ps ®yHKUMKM paboTbl CO PsLookupProcessByProcessld
CTPYKTYpaMu npotiecca

Po MeHeaxep NUTaHUA PoSetSystemState

Wmi MHCTpyMeHTapuit ynpaBieHus WmiTraceMessage
Windows

w O6epTKM API ZwCreateFile

Cm MeHeaxep KoHbUrypaumm CmRegisterCallbackEx

Hal YpoBeHb anapatHbix abcTpakumii | HalExamineMBR




Ecnu BBl mOCMOTpUTE HA CIIUCOK dKCTIOpTUpyeMbIX GyHKIui n3 NtOsKrnl.exe, BbI
HaifeTe 6onbine GyHKIMA, KOTOpbIe (PaKTHYECKH 33 I0KyMEHTUPOBAHEI B
KOMIUTEKTe apaiiBepoB Windows; 3To mpocTo (HakT ku3HU pa3paboTdnKa sijapa - He

BCE€ 33JJ0KyMEHTHUPOBAHO.
Ha stom atane obcyxaaercsa ogud Ha0op QyHKIUHN - GyHKIUU ¢ IPePUKCOM ZW.

Ot (pyHKUIMHU 3epKalibHOE 0TOOpakeHue coocTBeHHbIX API-unTepdeiicos,
NoCTYynHBIX B BUje 10308 u3 NtDIL.DII (O6epTkn).

Korna ¢ynkmwmst Nt BEI3BIBACTCS U3 TIOJIH30BATEIIHCKOTO PEXKUMa, KaK HaIpUMeEp
NtCreateFile, ona ¢aktnuecku Boi3biBacT NtCreateFile B simepHoM pexume.

[Tpu sTom NtCreateFile moxkeT cienath pa3nuuHble MPOBEPKU, OCHOBAaHHBIC Ha
TOM, YTO MCXOJHBIN BBI3bIBAIONINN AOOHEHT HaXOAUTCS B PEKUME MOJIb30BATEIIS.

Ota uHpopMaIHsl BHI3BIBAIOLICH CTOPOHBI XPAHUTCS MO OTACIBHOCTH, B
HeZoKyMeHTupoBaHHOM 3eMmeHTe PreviousMode B KTHREAD cTpykTypsl 1uis
KaX/10T0 MOTOKA.

C npyro#i CTOpOHBI, €CJIH AparBep SApa JOJKEH BhI3bIBATh CHCTEMHYIO CITYKO0Y, OH
HE JIOJDKEH MOABEPTATHCS TAKUM-KE IIPOBEPKAM M OTPAHUYEHHUSIM, HATOKEHHBIM
Ha BBI3bIBAIOLIMX A00OHEHTOB MOJIb30BATEIBCKOIO PEKUMA.

Kak paboraro Zw ¢pyHkuum:

Bb130B QyHKIIMM ZW ycTaHABIUBAET TeKylIMi pexum BbizoBa B KernelMode (0), a
3aTeM BbI3bIBaeTCs poaHast GpyHkims (CUCTEMHBIH BBI3OB).

Hanpumep, Bo13oB ZwCreateFile ycTaHaBiIMBaeT TEKYILIETO BbI3BIBAIOIIETO B
kernelMode u 3atem BeI3bIBacT NtCreateFile, 3acraBisas NtCreateFile o0oiitu
HEKOTOpPbIE TPOBEPKH 0€30I1aCHOCTH, KOTOPHIE B IPOTUBHOM ClIly4ae HEOOXOIUMO
BBITIOJIHUTb.

CyTb B TOM, 4TO JIpailBephI siipa TOJKHBI BBI3BIBATH (DYHKIIMH ZW €CJIM HET BECKOU
IIPUYUHBI IOCTYIIUTh UHAYE.

DOYHKIUH U KOIbI OIITHO0K

bonpmmucTBO pyHKumii API snpa Bo3BpamaroT cTaryc, yKa3pIBaroIuil Ha yCIex
WJIM HEyJa4dy ONEpalnH.

Bo3sppamaromiee 3nauenne kak NTSTATUS, 32-pa3psiagHoe 11e710€ YUcIio ¢o
3HAKOM.



3unauenne STATUS SUCCESS (0) yka3zsiBaeT Ha ycniex. OTpuiiaTeIbHbINA
3HAQUEHUE YKa3bIBA€T HAa KaKyI0-TO OIIHUOKY.

Yacto npoBepKy Ha OIMMOKHA MOXKHO CAEJIaTh C TIOMOIIBIO MaKkpoca
NT_SUCCESS.

Bot npumep, KoTopbIii TpOBEPSIET HA HEYAAUy U PETUCTPUPYET OLIUOKY, €CIIA ITO
TaK:

NTSTATUS DoWork() {

NTSTATUS status = CallSomeKernelFunction();
if(INT SUCCESS(Statue)) {

KdPirnt((L"Error occurred: 0x%08X\n", status)),
return status,

/

// continue with more operations

return STATUS SUCCESS;

/

B nexotopsix ciyuasix 3nauenuss NTSTATUS Bo3Bparmiatorcs u3 QyHKIIHH,
KOTOPBIE B KOHEYHOM UTOT€ MEPEXOJAT B MOJIb30BATEIbCKUN PEKUM.

B stux cnyuasx 3Hauenue STATUS xxx mpeoOpa3yercs B HEKOTOPOE 3HAYECHUE
ERROR _yyy, koTOpoe JOCTYITHO /IS TTOJIb30BATEILCKUM pekuMa yepe3 (PyHKITUIO
GetLastError.

OOGparute BHUMAHUE, YTO 3TO HE OJMHAKOBBIE ITU(DPHI.B 3TOM cityuae 3T0 0ObIYHO
HE OTHOCHUTCS K IpANBEPY Sapa.

BuyTtpennue ¢pyHkuuu apaiiBepa sapa Takxe o0bruHO Bo3BpamatoT NTSTATUS,
YTOOBI YKa3aTh X yCIEX/HEyIauy.

DTO TaKXKe MOJAPa3yMEBAET, YTO «PEAJIbHBIC» BO3BPAILIAEMbIE 3HAYEHUS U3
GbyHKIIUH ApaiiBepa 00BIYHO BO3BPAIIAIOTCS Yepe3 yKa3aTelld UiIN CChUIKH,
MIPE/ICTaBIICHHBIE B KAYECTBE apTyMEHTOB (DYHKIIHH.



Ctpoxkn
API agpa ucnoab3yeT CTpOKHA BO MHOTHX CIIyYasiX, IJI€ 3TO HE0OX0IUMO.

B HEKOTOPBIX CiTydasx 3TU CTPOKH SBISIOTCS MpocThiMu Unicode-ykazaTensmu
(wchar t * unu oqun u3 ux typedef-oB, Takux kak WCHAR), HO G0IbIIMHCTBO
bynkIuit paboTarot co crpokamu oxkugas ctpykrypy tuna UNICODE STRING.

Tepmun Unicode, ucnoib3yeMblid B 3TOH KHUIe, IPUMEPHO IKBUBAJICHTCH
UTF-16, uto o3Havaer 2 0aiiTa HA CHMBOJI. BOT Tak CTPOKM XPaHATCS BHYTPH
KOMIIOHEHTOB si/Ipa.

Crpykrypa UNICODE STRING npeacraBisieT CTpOKY C U3BECTHOM JJIMHOMN U
MaKCUMAaJILHOM JJINHOM.

Bot ynporiennoe ornpeneneHue CTpyKTyphbl:

typedef struct  UNICODE STRING {

USHORT Length;

USHORT MaximumLength;

PWCH

Bufter;

+ UNICODE_STRING;

typedef UNICODE STRING *PUNICODE_STRING;
typedef const UNICODE_STRING *PCUNICODE STRING;

VYmpasnenne crpykrypamu UNICODE STRING 00bI9HO BBITIOHSIETCS C
moMoIIpio Habopa ¢yHKIui Rtl, KOTOpble UMEIOT €10 CO CTPOKAMH.

Hexoropeie n3 o01ux GyHKIMM 1711 paboThl CO CTPOKAMU 00ECIIeYnBaeTCs
¢yukumsivu Rtl:

RtlInitUnicodeString - Maunnanusupyer UNICODE STRING Ha ocHOBe
cymectBytouieil C-ctpoku. OH ycraHaBiuBaetr Oydep, 3aTeM BBIUUCISET JJIMHY U
yctanaBiauBaeT MaximumLength k ToMy ke 3HaueHuto. OOparuTe BHUMAaHKE, YTO
sTa QYHKIUS HE BbIIEIAET HUKAKOM aMSTH - OHA IPOCTO MHULIMATIU3UPYET
BHYTPEHHUE JIEMEHTHI.

RtlCopyUnicodeString - Konupyet onun UNICODE STRING B apyroii. Ctpoka
Ha3HaueHUs (yka3aTenb Ha Oydep) M0omKeH OBITh BBIJCIICH Mepe] KOMUPOBAHUEM U
MaKCHMaJIbHas JIJIMHA YCTaHOBJIEHA COOTBETCTBYIOLIUM 00pa3oM.



RtlCompareUnicodeString - CpaBuuBaet n1sa UNICODE STRING (paBHo,
MEHbIIIE, O0JIbIIIE), YKa3bIBas JIeJIaTh JIM CPABHEHUE C YUETOM PErucTpa uiu 6e3
ydeTa perucrpa.

RtlIEqualUnicodeString — CpaBHUBaeT B€ CTPOKH, HA PABEHCTBO.

RtlAppendUnicodeStringToString - Jlo6asnser oqun UNICODE_STRING k
Ipyromy.

RtlIAppendUnicodeToString - Jlo6apnsier UNICODE STRING k cTpoke B cTuie
C.

B nononHeHue K BHIIIEYTIOMSHYTHIM (DYHKIIMSIM CYIIECTBYIOT (DYHKIIUHU, KOTOpbIE
paboTaroT ¢ ykazarensiMu Ha C-CTpOKy.

bonee Toro, HEKOTOpPBIE W3 XOPOIIIO U3BECTHBIX CTPOKOBBIX (PYHKITHI U3
oubmorexkn C Runtime peanu3oBaHbI B siape sl yA0OCTBA: WCSCpy, wescat,
wcslen, wescpy s, weschr, strepy, strepy s u apyrue.

[Ipeduxc wes padotaet co ctpokamu C Unicode, a mpedukce str padboTtaet co
ctpokamu C Ansi.

Cyddukc s B HEKOTOPbIX QYHKIUSAX YKa3bIBaeT Ha O0€30MacHyI0 (PyHKIINIO, T/1e
JIOTIOJIHUTENIbHBIN apryMEHT C yKa3aHUEM MaKCUMaJIbHOM JIMHBI CTPOKHU, YTOOBI
(GyHKIMM He niepeaaTh 00jbllie JAHHBIX, YEM 3TOT pa3Mep.

/luHaMu4YecKoe pacnpeaeseHle MaMsaTH
J{pariBepaM 4acTO Hy»KHO JUHAMUYECKH BBIACIATH aMATh.

Kak oOcyxnanoch B ri1aBe 1, pazmep creka siipa J0BOJIBHO MaJIEHbKHH, ITO3TOMY
T000# OO0JBIIION KyCOK MaMsITH JODKEH BBIJCISTHCS JTUMHAMUYECKHU.

Snpo npemocTaBiseT ABa OOMIMX ITyJia TAMSTH TSI HCTIOIh30BaHUS JpaiBEpaMu
(caMo PO TaKkKe UCTIONB3YET UX).

* Beirpyxaemslii myi - mys1 maMsITH, KOTOPBIM MOXKET OBITh BBITPYXKEH TPU
HEOOXOIUMOCTH.

* Non Paged Pool - myn mamsatu, KOTOpBIii HUKOTIa HE BBITPY>KAETCS U
rapaHTUPOBAHHO OCTAHETCS B ONIEPATUBHOM IMAMSITH.

ﬂCHO, qTo HGBLIpr}KaeMLIﬁ ITYJI ABJICTCA «JIYUIIUM)) ITYJIOM ITaMATH, ITIOCKOJIBKY
OH HHUKOI'Ja HC MOXKCT BbI3BATbh cOoi CTpaHHIbI.

B HekoTophIx citydasix TpeOyeTcs BBIICICHUE U3 HEBBITPYKAeMOro myJa.
JIpaiiBeppl TOKHBI HCIOB30BaTh 3TOT ITyJl 9KOHOMHO, TOJIBKO ITPU
Heo0xonuMocTU. Bo Bcex oCTalIbHBIX ClTydasiX JpaiBepbl JOHKHBI UCIIOJIb30BATh
BBITPYKAEMBIH ITYJL.



Hwxe npuBenens! Hanbosee moje3Hbie GyHKITUN, UCTIONb3YEMBbIE [Tl pabOThI C
myJIaMU TIaMSITH S7pa:

ExAllocatePool - Beiaenenrne naMaTi U3 0JJTHOTO U3 IIyJIOB C TIOMOULIBIO TEra I10
yMo4aHuio. Jta GpyHKIMs cuuTaeTcs ycrapesuiei. Crenyromias GyHKIUs JOHKHA
HCIOJI30BATHCS BMECTO ITOM.

ExAllocatePoolWithTag — Brinenenne naMsaTy U3 OAHOTO U3 MYJIOB C
YKa3aHHBIM TE€TOM.

ExAllocatePoolWithQuotaTag - Beiiesnienue namstu u3 OQHOTO U3 YJIOB C
YKa3aHHBIM T€TOM M YCTaHABJIMBAET KBOTY TEKYILETO Mpolecca s
pacrpeieeHusl.

ExFreePool — OcBo6oxaenue nmysna. OyHKIHs 3HAET U3 KaKOTO Mya CeIaHo
BBIJICJICHUE.

ApryMeHT tag B HEKOTOPbIX (PYHKIIMSIX MMO3BOJISIET MMEHOBATh BBIJICTICHUE MTAMSITH
4-0alTOBBIM 3HAYEHUEM JIOTUYECKH HACHTUDUITUPYIOMUX IpaiBep, UIIn
HEKOTOPYIO 4acCTb.

Otu pacnpeneneHus mysia (¢ uX TeraMu) MOKHO IPOCMOTPETh C MOMOILBIO
uHctpymenta Poolmon WDK, unu moit coocTBeHHbIi nHCTpyMeHT PoolMonX
(Mo>xHO 3arpy3uTh ¢ http://www.github.com/zodiacon/AllTools).

PucyHnok 3-1 nokassiBaeT CHUMOK 3kpaHa PoolMonX (v2).

& Kemel Pool Monitor v2.0(C)2018-2019 Pavel Yosifovich
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B cnenyromem npuMepe Koja IoKa3aHo pacupeiesieHue NaMaTH U KOIIUPOBAHUE
CTPOKHM JJIsI COXPAHEHUs IIYTH K PEECTPY.

Crpoxka nepenaercs B DriverEntry u ocBoOOX1€HHE 3TOM CTPOKH MPOUCXOAUT B
noamnporpamme Unload:

// define a tag (because of little endianess, viewed in PoolMon as 'abcd')
#define DRIVER TAG 'dcba’
UNICODE STRING g RegistryPath;

extern "C" NTSTATUS

DriverEntry( In_ PDRIVER OBJECT DriverObject, _In_ PUNICODE_STRING
RegistryPath) {

DriverObject->DriverUnload = SampleUnload;

g_RegistryPath.Buffer = (WCHAR*)ExAllocatePoolWithTag(PagedPool,

RegistryPath->Length, DRIVER TAG);

if (g RegistryPath.Buffer == nullptr) {

KdPrint(("Failed to allocate memory\n")):

return STATUS INSUFFICIENT RESOURCES;

1}

g RegistryPath.MaximumLength = RegistryPath->Length;

RtlCopyUnicodeString (&g RegistryPath, (PCUNICODE STRING)RegistryPath);

// %wZ is for UNICODE STRING objects

KdPrint (("Copied registry path: %wZ\n", &g _RegistryPath));

[/ ...

return STATUS SUCCESS;

i

void SampleUnload( In_PDRIVER OBJECT DriverObject) {

UNREFERENCED PARAMETER(DriverObject);

ExFreePool(g_RegistryPath.Buffer);

KdPrint (("Sample driver Unload called\n")):




Cnuckn

Snpo nenonp3yeT KpyroBble ABYCBA3HBIE CIIMCKU BO MHOTHX CBOUX BHYTPEHHMX
CTPYKTYpax JaHHBIX.

Hamnpumep, Bce nporuieccol B cucteMe yrpanisitorest crpykrypamu EPROCESS,
CBA3aHHBIMH B KPYTOBOM ABOMHOM CIIMCOK, I'/I€ XPAHUTCS €r0 IrojIoBa, B
nepemeHHoi PsActiveProcessHead.

Bce 31U criucku mocTpoeHbl aHAIOTMYHBIM 00pa3oM, BOKPYT CTPYKTYPBI
LIST ENTRY, onpezaeneHHo cieayronmm o0pa3om:

typedef struct LIST ENTRY {
struct LIST ENTRY *Flink;
struct LIST ENTRY *Blink;

} LIST ENTRY, *PLIST ENTRY,

first entry second entry third entry
list head

Opna Takasi CTpyKTypa BCTPOE€HA B OCHOBHYIO CTPYKTYDPY.

Hamnpumep, B EPROCESS ctpyktype, wieH ActiveProcessLinks umeet Tun
LIST ENTRY, yka3biBas Ha cienytouiuii 1 npeasiaymue oobekT LIST ENTRY
npyrux ctpyktyp EPROCESS. 3aronoBok crivcka XpaHUTCsl OTAEIBHO.

B cnyuae npouecca 3to PsActiveProcessHead.

[Tonyunts ykazaTenb Ha (pakTHUEeCKyto CTPYKTYpy ¢ yuerom anapeca LIST ENTRY
MOxkHO ¢ moMonisto Mmakpoca CONTAINING RECORD.

Hanpumep, npeanonokum, 4to Bbl XOTUTE YIPABIATh CIIUCKOM CTPYKTYp THUIA
MyDataltem, onpeneiaeHHBIX ClIeayonUM 00pa3om:

struct MyDataltem {
// some data members
LIST ENTRY Link;

// more data members

55



[Ipu paGoTte ¢ 3TUMU CBSI3aHHBIMH CIIHCKAaMU y HAC €CTh 3ar0JIOBOK JIJISI CIIMCKA,
KOTOPBIM XPAHUTCS B IEPEMEHHOM.

DTO 03HAYAET, 4YTO 00XOJ] OCYIIECTBISIETCA C MOMOIIBIO uieHa crucka Flink mis
ykazanus cienyromiero LIST ENTRY B cniucke.

VYuursiBas ykazatenb Ha LIST ENTRY, mbl nmmem MyDataltem, koTopsiii
COIEPKUT ITOT IEMEHT CIIACKA.

Bort rae npuxogut CONTAINING RECORD (ITouck crmcka):
MyDataltem* Getltem(LIST ENTRY™* pEntry) {

return CONTAINING_RECORD(pEntry, MyDataltem, Link);
b

Makpoc BBINOJHSAET NPaBUIbHBIA pACYe€T CMEILEHUS U BBINIOJIHSAET IPUBEACHHUE K
(daktnueckomy tumy aaHHbix (MyDataltem B mpumepe).

Hwxe npusenens! GyHKIUU pabOTHI CO CIIICKAMMU:

InitializeListHead - Vinuunanu3upyeT 3arojoBOK CIKUCKA, YTOOBI CO3/1aTh ITyCTON
CITUCOK.

InsertHeadList — BcTaBuTh 3JIEMEHT B HA4yaJIoO CIIMCKA.
InsertTailList — BcTaBUTH DJIEMEHT B KOHEI[ CITUCKA.
IsListEmpty — IIpoBepka ciMcKa Ha ITyCTOTY.
RemoveHeadList - Y nanuThb 3IeMEHT B HaJaJjie CITHCKA.
RemoveTailList — YnamuTh 5J€MEHT B KOHIIC CITHCKA.
RemoveEntryList - Yanutb KOHKPETHBIN DJIEMEHT U3 CIIMCKA.

ExlInterlockedInsertHeadList - BcTaBUTh 3JIEMEHT B HA4YaJIO CIIMCKA aTOMapHO,
UCTIOJIb3Yys YKa3aHHBIN CITUHIIOK.

ExInterlockedInsertTailList - BcTaBUTb 3JIEMEHT B KOHEI] CITCKA aTOMAapHO,
UCITONIB3YS YKa3aHHBIM CIIMHIIOK.

ExInterlockedRemoveHeadList - YanuTh 3JIEMEHT W3 Hayaja CIIUCKa aTOMapHO,
UCIIONIB3YS YKA3aHHBIM CIIMHIIOK.

O0bekThI ApaiiBepa

Mpi yxe Buaenu, uro ¢yakiusa DriverEntry npuHuMaeT 1Ba aprymeHTa, nepBbIi -
ATO OOBEKT JpaiiBepa.

DTO 4aCTUYHO NOKyMEHTHpOBaHHas cTpykTypa ¢ umeHeM DRIVER OBJECT,
onpexneneHHas B WDK 3aronoske.



«ITony TOKyMEHTHUPOBAHHBIN» 03HAYAET, YTO HEKOTOPBIE €r0 YJICHBI
JOKYMEHTUPOBAHBI , & HEKOTOPBIE HET.

OTa CTPYKTypa BBLIEIAETCS AIPOM U YACTUYHO MHULUATU3UPYETCH.
Torna sTo npepocrasnsgercs B DriverEntry.

Ha stom sTane apaiiBep H0IKEH AOMOTHUTEILHO HHULIUAIU3UPOBATh CTPYKTYPY,
YTOOBI YKa3aTh, KAKKE OMEpPalNK MOJEPKUBAIOTCS ApaiBEpOM.

OpHy U3 TaKuX «OMepalnii» Mbl BUACIHU B IJIaBe 2 - MPOLeypa BHITPY3KH.

Jpyroii BaxxHbI HA0Op Oonepaluii sl THUIUAIU3ALU1 HAa3bIBAECTCS
JUCIIETYEPCKUMU MPOLIEYPAMMU.

OT1o0 MaccuB ykazatenei Gpyukmuii, wied MajorFunction 8 DRIVER OBJECT.
DTOT Ha0Op YKa3bIBACT, KAKME KOHKPETHBIC OTICPAIINH JIpABEP MOICPKUBAET,
HampuMep, CO3JaHNe, YTEHUE, 3aKCh U T. I. DTU TIOKA3aTeIN OMPEICIISIOTCS C
npepukcom IRP_ MJ .

OcHOBHBIC KOJbI OCHOBHBIX (IJYHKI_II/Iﬁ N UX 3HAYCHHC:

IRP MJ CREATE (0) - Co3natb daitn. O0biuHo BbI3biBaeTcs st CreateFile umu
ZwCreateFile.

IRP _MJ CLOSE (2) - 3axpsiTh onepaiuto. OObIYHO BBI3BIBACTCS IS
CloseHandle nnu ZwClose.

IRP MJ READ (3) - Onepanust urenus. O6srun0 Boi3biBacTcs s ReadFile,
ZwReadFile u mogoonsie API urenus.

IRP MJ WRITE (4) - Onepanus 3anucu. O0bs14HO BbI3biBaetcs 1t WriteFile,
ZwWriteFile u mogo6usie API 3anmcu.

IRP MJ DEVICE _CONTROL (14) - O61uii BbI30B JpailBepy, BbI3BaHHBIN
Bb13oBaMu DeviceloControl mnu ZwDeviceloControlFile.

IRP MJ INTERNAL DEVICE CONTROL (15) - AnanoruyeH npeasiryuemy,
HO JIOCTYIIEH TOJIBKO I A11pa.

IRP MJ PNP (31) - Plug and play oOpaTHbIi BEI30B, BEI3BAHHBIN MEHEHKEPOM
Plug and play.

IRP MJ POWER (22) - Power callback, Bei3siBaembiii Power Manager.

[IepBonauansHO MaccuB MajorFunction nHuIIMANM3UpyeTCS APOM AJIs yKa3zaHUs
Ha BHYTpPEHHIO0 npouenypy saiapa loplnvalidDeviceRequest, koTopsiit Bo3Bpaiiiaet
COCTOSIHME OIIMOKH BBI3BIBAIOLIEH CTOPOHE, YKa3bIBas, YTO ONepalus He
MOJIIEPKUBAETCS.



DT0 03HAUaeT, 4To JpaiBep B cBoei nporeaype DriverEntry nomxken Tonbko
WHUIIMATU3UPOBATh (PAKTUYECKHUE ONEpaIii, KOTOPBIE OH TOJICPIKUBACT,
OCTaBJISISL BCE OCTAJIBHBIC 3aIIMCH B X 3HAYCHUSAX [0 YMOIYAHUIO.

Hampumep, Hamn apaiiBep Sample Ha TaHHBIIT MOMEHT HE TTOJIEPKUBAET KaKue-
100 TPOIIETyPhl OTIIPABKH, YTO 03HAYAET HET BOBMOXXHOCTH OOIIATHCS C
JIParBEPOM.

HpaiiBep nomxeH no kparnein mepe nogaepxxusate IRP. MJ CREATE u onepanun
IRP _MJ CLOSE, 9T00bI 103BOJUTH OTKPBITH ACCKPUITOP ISl OJJTHOTO 00BEKTa
YCTPOMCTBA ApanBepa.

MpbI BOITIOTHM 3TH UJCH B KU3HB B CICAYIOIICH IJIaBe.
O0beKTHI yCTpOIiCcTBA

XoTs1 00BEKT ApariBepa MOKET BBITJISIIETh XOPOIIUM KaHIUIATOM JJIsI OOIIEHHUSI C
KJIMEHTAMU, 3TO HE TaK.

dakTUYeCKHe KOHEUHbIE TOUKU CBA3H JJIsl KIIMEHTOB, YTOOBI OOLIATHCS C
IpaiiBepaMH, IBJISIOTCS OOBEKTaMU yCTPOMCTBA.

OOBEKTBI yCTPOMCTBA SABISAIOTCS 3K3EMILUIIPAMU NOTY-TOKyMEHTUPOBAHHON
ctpykrypsl DEVICE OBJECT.

HpaiiBep M0JKEH CO3/1aTh XOTsI Obl OJMH OOBEKT YCTPOMCTBA U MOTYYUTh
UMsl, YTOOBI KIIMEHTHI MOTJIM C HUM CBSI3aThCS.

Oynukius CreateFile (v ee BapuaHThl) IPUHUMAET NIEPBBIA apPTYMEHT, KOTOPBIT
Ha3bIBaeTCs «uMs (aiia», HO Ha CaMOM JIeJI€ 3TO JOJDKHO yKa3bIBaTh HA UM
00BEKTa YCTPONCTBA, I1ie (PaKTUUECKUI (ailsl ABISETCS JUIIb YACTHBIM CIIy4aeM.

HasBanue CreateFile Heckombko BBOIUT B 320y KICHHE - CIIOBO «(aitim» 3/1ech
(dakTruecKu o3HavaeT 0OBEKT (haiina.

OTkpeiTHE TecKkpunTopa (aiiia Uin yCTpONCTBA CO3AAET IKIEMIUISP CTPYKTYPHI
anpa FILE OBJECT.

Tounee, CreateFile npuHrMaeT CHMBOIMYECKYIO CCBUIKY, OOBEKT siApa, KOTOPHIN
3HAET, KaK YKa3bIBaTh HA JIpyroil 00beKT siapa. (Bl MoxkeTe cuutarh
CUMBOJIMYECKYIO CCHUIKY MOX0XEH 10 CBOEH KOHIIEIIIIUU Ha SIPJIBIK B (haitioBOM
CHUCTEMBI.)

Bce cumBonmyeckue CChUIKM, KOTOPbIE MOXHO UCIIOIb30BaTh U3
noJsib3oBarenbckoro pexuma CreateFile wm CreateFile2 maxomutcs B karamore
aucneTdyepa 00bEKTOB C UMEHEM ??. DTO MOKHO TOCMOTPETH € TOMOLIBIO
Sysinternals uactpymenta WinObj. PucyHok 3-3 moka3bIBaeT 3TOT Karajor (¢
nmenem Global 7?7 B WinObj).
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Pucynok 3-3: CumBonuyeckue ccoiikd B WinObj

Hexkoropbie nMeHa kaxyTcsi 3HakOMbIMH, Takue kak C :, Aux, Con u npyrue.

prrl/le 3aIMMCH BBITTEIAT KaK JJIMHHBIC 3ara/lo4YHbIC CTPOKHU, U OHHU Ha CaMOM JICJIC

TeHEepHUPYyeTCs CUCTEMOM BBOAA/BBIBO/IA JJIS alllIAPATHBIX JIPaBEpOB, KOTOPHIE
BbI3bIBaIOT loRegisterDevicelnterface.

OTHU THIIBI CHMBOJIMYECKHUX CCHUIOK O€CITOJIC3HBI JIIA ueneﬁ ATON KHUTH.

BoIbIIMHCTBO CUMBOJIMYECKHUX CChUIOK B KaTaJor YKa3bIBA€T HAa BHYTPCHHEC UM

YCTPOMCTBA.

HMMeHa B 5 TOM Kartajiore He JAOCTYIIHBI HAIIPAMYHO U3 IT1OJIB30BATCIILCKOI'0 pCKUMaA.

Ho oHM MOTYT OBITH JOCTYITHBIM BBI3BIBAIOIIUM sIpaM ¢ moMotnbio API
IoGetDeviceObjectPointer.

Kanonnueckum nmpumepowm siBisieTcst apaiiBep ais Process Explorer.

Korna Process Explorer 3amyckaeTcst ¢ mpaBamMu aIMUHUCTpATOpa, OH

yCTaHaBIMBAET jApaiiBep. 1ot apaiiBep naet Process Explorer moanomouns

IIOMHUMO TCX, KOTOPBIC MOTI'YT OBITH IMOJYYCHBI C IIOMOIIIBIO API nonap30BaTeILCKOrO

pPCxKuMa, 1aXKC €CJIN OHU pa60Ta10T C ITIOBBIICHHBIMH ITpaBaAMH.



Hampumep, Process Explorer B cBoeM guanore motoka ajisi mpoiecca MOXKET
MOKAa3aTh MOJIHBIN CTEK BHI30BOB MOTOKA, BKIIIOUask (GYHKIIUU B PEXKUM SApa. DTOT
THUT UHOOPMAITMN HEBO3MOKHO TMOTYUYUTh U3 MOJIH30BATEIHCKOTO PEeKUMA.

HpaiiBep, ycranoBieHHbIN Process Explorer, cozmaer oaud 00bEKT yCTPOMCTRA,
yT0OBI Process Explorer MOT OTKpBITh JECKPUNITOP ATOTO YCTPOUCTBA U C/IENIATh
3aMpocCHl.

DTO 03HAYAET, YTO OOBEKT YCTPOMUCTBA JIOKEH ObITh Ha3BaH U JIOJKEH UMETh
CHMBOJIMYECKYIO CCBUIKY B Karasor, ¢ uMeHeM PROCEXP152, BeposTtHo,

C YKa3aHHEM Bepcuu fpaiiBepa 15.2 (Ha MOMEHT HAIlMCAHUS STOM CTAThU).

Pucynok 3-4 moka3bIBaeT 3Ty CUMBOJIMUECKYIO cChUIKY Process Explorer B
WinOb;.
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) - BaseNamedObjects || ]pp cicalDrivet SymbolicLink \Device\Harddisk1\DR1
;:ﬂ:’;‘k [@riPe SymbolicLink \Device\NamedPipe
Driver @ PRMN SymbolicLink \DosDevices\LPT1
[#ProCEXP152 SymbolicLink \Device\PROCEXP152

DriverStores
FileSystem @Psched SymbuolicLink ‘Device\Psched

GLOBAL?? [@RdpDrovMgr SymbolicLink  \Device\RdpDrDvMgr
KernelObjects [ RealTekUsbCard{F736B008-390B- 4330-8218- FEABEDRDS724] Symboliclink  \Device\RealTekUsbCardiF...
.| KnownDlls [@RESOURCE_HUB SymbolicLink ~ \Device\RESOURCE_HUB

v
<IN — % @RfeCoDri\.re SymbolicLink \Device\RfeCoDriver
| - g R - - P - - [

\GLOBALTMACPEGenuinelntel_-_Intel6d_Family_6_Model_158_-_Intel(R)_Core(TM)_i7-8750H_CPU_@_2.20GHz#_8#{dbed373d-3c81-40ch-aced-e0e5d05f0cof}

OOparuTe BHUMaHKe, YTO CUMBOJIMUECKAs CChUIKA JUIsl ycTpoiicTBa Process
Explorer yka3zsiBaeT Ha \Device\PROCEXP152, koTopslii siBJII€TCS BHYTPEHHUM
MMEHEM JIOCTYITHBIM TOJBKO IS SIApA.

daxTtrueckuii Bb30B CreateFile, Beimonnennsiit Process Explorer (umu mo0biM
APYTUM KIMEHTOM), OCHOBAHHBIM Ha CUMBOJIMYECKON CCBHUIKE, TOHKEH HAUMHATHCS

c\\.\.

Bot kak Process Explorer Mo>keT OTKpPBITh JECKPUTITOP CBOETO yCTPOMCTBA
(oOparruTe BHUMaHHE HA TBOMHYIO OOpPaTHYIO KOCYIO YEPTY):

HANDLE hDevice = CreateFile(L"\\\.\\PROCEXP152",
GENERIC WRITE | GENERIC READ, 0, nullptr, OPEN EXISTING, 0, nullptr);

HpaiiBep co3znaeT 00bEKT ycTpoiicTBa ¢ momombio ¢pynkiuu loCreateDevice. DTa
(GYHKITUS BBIJCISIET U MHUIUATIM3UPYET CTPYKTYPY 0ObEKTa YCTPOMCTBA U
BO3BpAIllaeT €r0 yKa3aTesb BbI3bIBAIOIICH CTOPOHE.



OK3eMIUIsp 00beKTa yCTpoiicTBa XpaHuTcs B anemeHTe DeviceObject cTpyKTyphl
DRIVER OBIJECT.

Ecnu 6onee onHoro ycTpoiictBa, OHU 00pa3yroT OJJHOCBSI3HBIN CIIUCOK, B KOTOPOM
wiieH NextDevice uz DEVICE -OBJECT yxka3biBaeT Ha cieyromui 00beKT
YCTPOWCTBA.

OOparuTe BHUMaHue, 4YTO OOBEKTHI YCTPOMCTBA BCTABJISIIOTCSA B HAYAJIO CIIUCKA,
MIO3TOMY MEPBbIN CO3AaHHBIA 0OBEKT YCTPOUCTBA COXPAHSAETCA MOCIEAHUM; €TI0
NextDevice yka3piBaeT Ha NULL.

DRIVER OBJECT DEVICE_OBIJECT DEVICE_OBJECT

|

DeviceObject

NULL

HUroru riiaBel

MpgI paccMOTpesin HEKOTOpble (PyHIaMEeHTaIbHbIE CTPYKTYPhI JaHHBIX sjpa u API.
B cnenyrouieii rimaBe Mbl HaITAIIEM TTOJIHBIN JPAUBEP U €TI0 KIIMEHT.



